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Introduction.

This guide is for Costpoint Bl best practices when you setup of Custom Permissions for
CER. This will eliminate the tedious task of going into each individual objects and re-assigning
custom groups after Promoting to Production or after Database Refresh.

Best Practice 1: Assigning Custom Groups (Cognos) to object
permissions.

When providing access permissions to Folders, reports, packages and other objects for
custom groups created in Costpoint create the same groups under Cognos Namespace.

Steps:
1. Login to Cognos.
2. Go to Cognos Administration console.

3. In the Security tab go to Directory > Cognos > Tenants > CustomerFolder > Security
Groups.

4. Create the same group.

Diractory = Cognos > Tenants = TEST1AAAAL > Security Groups _uv E][ﬁ ﬁﬁ i °f IE, i X :1/ ':l
Entries: 1 -l Q
O @ | name ¢ Hodified © | Actions
() @& accTG GROUP October 6, 2020 10:50:41 aM  [E] More...

Lzst refrash Sme: Octobar 6, 2020 10:50:41 AM

5. Add the Costpoint custom groups as member from CAP>Customer-12345-TEST

Set properties - ACCTG GROUP
General Members Permissions
Select the members of this entry.
Entries: - o
Ol l..> Name Type
O @@ . accounting group (TEST) Group
Add... Remove
0K Cancel
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https://ttcr9-cap.deltekenterprise.com/ibmcognos/bi/v1/disp?b_action=xts.run&m=portal/legacy_tools/tools_directory.xts&m_path=%2fdirectory&tool_tab=u
https://ttcr9-cap.deltekenterprise.com/ibmcognos/bi/v1/disp?b_action=xts.run&m=portal/legacy_tools/tools_directory.xts&m_path=CAMID(%22%3a%22)&tool_tab=u
https://ttcr9-cap.deltekenterprise.com/ibmcognos/bi/v1/disp?b_action=xts.run&m=portal/legacy_tools/tools_directory.xts&m_path=CAMID(%22%3a%22)%2fnamespaceFolder%5b%40name%3d%27Tenants%27%5d&tool_tab=u
https://ttcr9-cap.deltekenterprise.com/ibmcognos/bi/v1/disp?b_action=xts.run&m=portal/legacy_tools/tools_directory.xts&m_path=CAMID(%22%3a%22)%2fnamespaceFolder%5b%40name%3d%27Tenants%27%5d%2fnamespaceFolder%5b%40name%3d%27TEST1AAAAA%27%5d&tool_tab=u
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6. If you have the same group in other system, you need to login to that system and add
the same group as member of this newly created Custom Group under Cognos

Namespace.

e.g. CAP>Customer-12345-CONFIG

Set properties - ACCTG GROUP |
General Members Permissions
Select the members of this entry.
Entries: 1 |- JO 4«
Ol |..> Name Type
[ @ ..~ accounting group (TEST) Group
O @f ... accounting group (CONFIG) Group
Add... Remove
OK Cancel

7. Members of this group can be Users/Groups/Roles.

8. Use this group when assigning permissions to objects in Cognos.

¢« m >TEST Q@ T Ny I Test
= Test
6/11/2018 11:37 AM Owner Created:  6/11/2018 11:37 AM
o] v Modified: 6/11/2018 11:37 AM

-
am !e5tby DEVCERADMIN Unknown Type:  Folder
6/19/2018 1:11PM

General Permissions

Override parent permissions

YO
Name Permission
&2 ACCTG GROUP Run
I & Gioud GER Adrmiistrator Ful I

4
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Advantages of Assigning Custom Groups (Cognos) to object permissions:

1. ACCTG GROUP from Cognos>Tenants>CustomerFolder>Security Group was given
permissions to the Test folder. This means all users that are members of accounting
group (TEST) and accounting group (CONFIG) have access to the Test folder.

1. After Promote to Production, customer admins should only need to review and
remap the members of these custom groups in the Cognos namespace making sure
all necessary Costpoint Groups from Prod/Sbox are added as members.

2. This will eliminate the tedious task of going into each individual objects

(reports/folders/packages) and re-assigning custom groups after Promote to
Production. Should you assign groups directly from the CAP namespace.

Recommendation: Assign Custom Groups from all systems. (Enterprise)

If customers decide to assign custom groups directly from CAP namespace to object
permissions (instead of Best Practice 1), it is best to add the same groups from all systems to the
same object permission. Making sure same groups from all systems have been assigned to the
same objects.

Steps:

1. Login to cognos and go to the object’s properties

e.g. Test folder properties

2. Assign permission to Custom groups directly from CAP>Customer-12345-CONFIG

« Bm >TESTT @ Y T B Test

Test
G/M12018 1:37 AM Cre

Owner
Unknown

o B12018 1:37 AM
- 6/11/2018 1:37 AM

Type: Folder

test by DEV CERADMIN

61972018 1:11 PM

General Permissions

Qverride parent permissions

Yo
Name - Permission
o accounting group (CONFIG) Read
I & Cloud CER Administrator Full

[ Apply to all children
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3. Should the same group exist in PROD, SBOX, or other systems, those should be added

explicitly as well.

4. Login to the other systems and go to the Test folder properties and add the custom

group directly from CAP>Customer-12345-TEST.

General Permissions

Owerride parent permissions

Name ~
&2 accounting group (CONFIG)

I e
&

¢ accounting group (TEST)

A  Cloud CER Administrator

¢« Bm >TESTT @ Y T, B Test
5/11/2018 1:37 AM — Created:
o
g l°5tby DEV CERADMIN = Unknown e
6192018 111 PM

GAV2018 1:37 AM

Folder

YO
Permission
Read
Read

Full

5. The same should be applied if you assign Individual Users directly from CAP

namespace.

Advantage of assigning Custom Groups from all systems (Enterprise)

1. This will make sure the permission levels balance across all systems. Which means
that whichever system a user logs in to, the same security level will exist on the

objects.

2. After Promote to Production, there is no need to re-assign the objects permissions.

Conclusion:

We still recommend creating Custom Groups in the Cognos namespace as Best Practice 1.

Therefore, there will only be single point of administering the groups and permissions

compared to assigning Users/groups directly from the CAP namespace.

After Promote to Production, all permissions will be carried over and administrators will just

need to check the members of the custom groups in Cognos namespace to make sure members

are complete.
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