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Overview

Overview

This guide is a supplement to the Deltek PM Compass Installation Guide. It provides additional insight
into advanced administration topics for your Deltek application. The topics covered are for advanced
deployments and may not be applicable to all installations of PM Compass.

The topics are outside the bounds of the Deltek Customer Success Agreement and are therefore not
covered by your Support Contract. Contact Deltek Consulting Services Group for assistance with the
implementation of this material for your specific environment.
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Secure your PM Compass Deployment

Security is a critical part of any application. Applications must be secured against disclosure of
confidential information, modification, destruction of data, misappropriation of resources, and compromise
of accountability.

This topic includes some necessary steps that Deltek recommends for securing your PM Compass
deployment.

If you are implementing PM Compass with any other application or product, Deltek recommends that you
review the security best practices for those products as well.

Warning: Most of the steps in this topic require administrative rights on your servers, so be sure to
log in with the proper account. Do not log in using the DeltekPMCompass local account because you
will be deleting or disabling this account on all PM Compass servers.

Securing Client Access

Configure the EPM SA and PMCompass IIS Applications to Use
Windows Authentication

Warning: Do not modify the security settings for the EMPSACIlient and PMCompassClient IIS
applications. These applications represent the ClickOnce deployment and must use Anonymous
Access.

To configure the EPM SA and PMCompass IIS applications to use Windows Integrated
Authentication:

1. From within Internet Information Services (IIS), expand the web site where the EPM SA and PM
Compass applications are installed.
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2.

5.

In the Connections pane, select EPMSA.
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In the right pane of the Internet Information Services (IIS) Manager window, double-click

Authentication.
In the Authentication pane, select Anonymous Authentication and click Disabled in the Actions
pane.
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6. With Windows Authentication still selected, click Advanced Settings in the Actions pane.
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7.

On the Advanced Settings dialog box, confirm that the Enable Kernel-mode authentication
option is selected then click Cancel.

Advanced Settings... K

[+ Enable kernel-mode authentication

B default, 115 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured ko use a custom identity, &s a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured bo use & custom identity.

]

Click bere: For more information online

oK I Cancel |

Note: Disabling Kernel Mode Authentication requires the creation of a Service Principal
Name (SPN) for the Application Pool Identity. See Creating a Service Principal Name (SPN)
for more information.

To configure the PMCompass IIS application to use Windows Integrated authentication, select
PMCompass in the Connections pane and repeat steps 1-7 in this procedure.

Launch the EPM Security Administration and PM Compass applications.

. On the EPM Security Administrator and Deltek PM Compass Login dialog boxes, you should see

the Windows Authentication option selected.

The Windows Authentication check box displays only if you have multiple databases configured
in Weblink. If you have only one database, you are automatically logged onto PM Compass and
the Login dialog box does not display.

Enable Windows Authentication in EPM SA and PM Compass

PM Compass supports Windows Integrated Security, which allows users to log in one time for both
Windows and the PM Compass application. Integrated Security logs a user into PM Compass based on
the user’s Windows domain network login. If a user is not logged into the company network, the user will
be prompted for a network ID and password before he or she can log in to PM Compass.

After the servers have been configured to support Windows Integrated Authentication, you must configure
the logon accounts of your domain users within the EPM SA application.

To configure a domain logon account for PM Compass:

1.

Launch the EPM SA application (http://<webserver>/epmsa) and log on as a user with the
appropriate security rights.
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2. Click Security » Users, and then create a new user in the Users pane.

a. Enter the domain user name of the user you are creating. This is the logon ID used by
the user to log on to the Windows domain.

b. Complete the information in the Users pane as required for this user.

() Deltek EPM Security Administrator - Users - v4.2.1 o i e

"4Navigalion
’.Pruducts—‘ £ Save [N New - B ListView Delete Record  (2) Help
8 General | Groups|Address ‘ Data ‘Notes | Producls |Aumenticann ‘
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,:Repcns—‘ Last Name [ Administrator |
,W‘ Primary Role | v|
wemsser | &
Alternale Manager | 3]
[] Delegate My Assignments To |,O|
Department | |
locaion | |
Email | |

3. Click the Authentication tab, select the Windows Authentication option, and then select the
domain for this user from the Domain drop-down list.
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T
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s
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4. Save your changes.
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5. When the user launches PM Compass or the EPM Security Administrator, the Login dialog box
displays, showing the Windows Authentication option. Selecting this option populates the User

ID field with their user name.

() Deltek PM Compass Login

Deltek.

PM Compass

User D SEANMIN

Fassword

Database [ORA18

Copyright © Deltek, Inc.

Version 8.2

display.

Warning: When configured for Windows Integrated Authentication, the Windows
Authentication check box is selected by default. The Windows Authentication check box
displays only if you have multiple databases configured in Weblink. If you have only one
database, you are automatically logged into PM Compass and the Login dialog box does not

6. If the user has been configured for Windows Integrated Authentication, they can click Log In to
log on to the application. If not, they must clear the Windows Authentication check box and

enter a valid PM Compass User ID and password.

Configure EPM Security Administrator and PM Compass to use
Windows Authentication for Database Connections

When you enable Windows Authentication, the system uses the credentials that you used to log into
Windows to access EPM SA and PM Compass. You must enable Windows Authentication on both the

Web Server and in EPM SA.
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@ Deltek EPM Security Administrater Login *

Deltek.

EPM Security Administrator

UseriD  |SEANMIN

Password | Click to use your
Windows login
credentials

Database [ORA13 -

[ ok || cancel

Copyright © Deltek, Inc. Version 4.2.4

The first step toward using Windows Integrated Authentication for the database connections of the EPM
Security Administrator and PM Compass is to grant the domain user account, which serves as the
Application Pool Identity, the appropriate rights to the PM Compass database as well as to the Report

Server and Session State databases (if needed).

supported in PM Compass.

Note: Oracle Servers — Windows Integrated Authentication for Oracle database connections is not

To configure the EPM Security Administrator and PM Compass to use Windows Integrated

Authentication for database connections on SQL servers:

1. Identify the domain user account used as the Application Pool Identity in 1IS. See Configuring the

Application Pool Identity to be a Domain Account for more information.
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2. In SQL Server Enterprise Manager, create an SQL logon account for this domain user account.
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3. On the Login Properties dialog box, click User Mapping and grant the user db_owner rights to
the PM Compass database as well as to the Report Server and Session State databases (if

|

O]
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The SYSADMIN Account and Group in EPM Security Administrator

The Deltek EPM Security Administrator (EPM SA) allows you to define the security rights for Deltek
Project Portfolio Management (PPM) applications. The EPM SA is installed when you install PM
Compass.

In order to secure PM Compass, you should change your SYSADMIN account password and configure
the users to log in using Windows Authentication.

By default, in EPM SA, PM Compass creates a SYSADMIN account that is a member of the built-in
SYSADMIN group. Only users who are assigned to this group can log into EPM SA. The SYSADMIN
account and group cannot be deleted.

Note: If you make a copy of the SYSADMIN group and add users, those users will not have access to
EPM SA unless they are also added to the built-in SYSADMIN group.

The SYSADMIN account is the only User ID that can give other users access to edit EPM SA roles,
groups, users, products, and system settings. None of the other users named in the Assigned Users grid
have this ability and those columns in the grid are not visible to other users.

B2 Hide Navigation @ Back =

Help = (B Log Off

Navigation W aJal o sea 7
8 users General|0pen Plan Professional SYSADMIN account These columns are
g GrouplD | SYSADMIN can give users access only visible when

Objects Description |SystemAdmmislratur to edl"' areas in logged n W'Th fhe

CEE— ense |/ SysAoMN o
- 4

—= [EEED S

Assigned Users = / () \n&d X Delete
. — Edit Edit Edit Edit Edit System
UserlD = Namg/s LastName =4 poes  ® Groups Users Products Settings
SYSADMIN Systemj Administrator [l [¥l [ [ [
SR | Susan Minne vl vl vl vl vl
MARTIMGR | System Administrator v v vl vl vl
J Ready

When a user who is part of the SYSADMIN group logs in to EPM SA with their own login / User ID, they
have access to all of the features assigned to them by the SYSADMIN user. The areas to which they
don’t have edit rights display as Read Only.

E Hide Mavigation € Back & Forward

(2 Help = (O Log OF

o
Navigation : ing When you don't
=

B Poducts I have read access,

% Cobra the screen displays

Deltek PIM Compass *'—l—‘ q
General | Email | Servers -
2 Open Plan Professional in Read Only mode
: b = = B T
@ Secury Polling intarval "] Use inactivity timer

’—| ] Auditlog aximL clive m es before timeo I:I
E Reports o
’_—| Audit log leve "] Enable instant messaging

Systemn Settings Password Rules Credentials for PMCompass to connect to Open Plan
EL Import Users ["] Password is required for all non-administrative users Username | SYSADMIN F

nimum password lengtf l:l Password
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Change the SYSADMIN Account Password

Security best practices recommend that you add users with Administrator-level access to the SYSADMIN
group, change the SYSADMIN password, and then minimize use of the SYSADMIN account.

This encourages users to login using their own account instead of the built-in SYSADMIN account for
better accountability.

To change the SYSADMIN password from the default “password”:

Login to Deltek EPM Security Administrator.

On the Navigation menu, click Security » Users.

Use the navigation arrows or the Search field to locate the SYSADMIN account.

On the Authentication tab, click Set Password.

o~ w0 bd =

On the Set Password dialog box, enter a new password and confirm it.
6. Click OK.

The new password takes effect the next time you log into EPM Security Administrator.

Prevent Users from Logging into PM Compass using the SYSADMIN
Credentials

There are two ways you can log in to the application — you can specify a username and password or you
can log in using Windows Authentication where the application uses the domain credentials. If you want
to limit users’ ability to log in with credentials other than their own, you can enable Windows
Authentication and not use the username and password option.

The default configuration for the SYSADMIN account is to login using the username and password. This
account is a super-account and usage should be restricted. To prevent users from logging in to PM
Compass using the SYSADMIN credentials, you can do the following:

=  Create a SYSADMIN domain account and set the SYSADMIN account to Windows
Authentication in EPM SA.

= Disable the PM Compass SYSADMIN account login.

See below for more information about both of these options.

Create a SYSADMIN domain account and set the SYSADMIN account to Windows
Authentication in EPM SA

Create a Windows domain account for the SYSADMIN built-in account. When creating the domain
account, the login must be in the format of SYSADMIN@domainname.com. The prefix (the wording
before the “@domainname.com”) and the User ID in EPM SA must match. That is, both should be
SYSADMIN. When you create this account in Active Directory, it doesn’t have to be a member of the
Administrators group, it can be a regular user.

Setting up the SYSADMIN account as a Domain account satisfies SOX compliance requirements since a
Domain Account password supports password complexity.

After creating the account, launch EPM SA, select the SYSADMIN built-in account, and set it to use
Windows Authentication.

In order for the user to login using the SYSADMIN account, they have to logoff of their machine and log
back in using the domain SYSADMIN account first and only then could they log into PM Compass with
that account.
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Disable the PM Compass SYSADMIN Account Login

To disable the SYSADMIN account for PM Compass login:
1. In EPM SA, click Security » Users.
2. Navigate to the SYSADMIN account.
3. On the Authentication tab, deselect Login Enabled.
4. Click Save.

When the Login Enabled option is deselected, the user cannot enter SYSADMIN / <Password> to log
into PM Compass.

Note: This does not affect access to EPM SA. To prevent users from accessing EPM SA using the
SYSADMIN credentials, change the SYSADMIN password.

Configure Secure Sockets Layer (SSL)

Secure the PM Compass Web Server

To configure PM Compass for use with SSL, you must generate and acquire an SSL certificate from one
of the following:

= Obtain an SSL certificate from an online certificate authority such as VeriSign, Thawte, or
Comodo

= Have access to a domain or stand-alone certificate authority on your network

The procedure below includes steps for creating and completing the certificate request process.

To secure the PM Compass web server:
1. Log on to the web server.
2. Click Administrative Tools » Internet Information Services Manager.

3. On the navigation pane on the left, select your server navigation menu.
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4. Double-click Server Certificates.

5.

Internet Information Services (lIS) Manager

@ | €5 » 2012R23TWEB »

Eile  View Help
Connections y
e Iz 18 G%l 2012R23TWEB Home

;-G Start Page Filter: + ¥ Go - G4 Show All | Group by: Area -
45 2012R23TWEB Q1ZR23TWEB |

— . "
--[Z} Application Pools

b -8l S £ £ i
b -[8] Sites gl !\2~ v;” 3 == -
b33 Server Farms * LA . & 39, E

Application  Authentic.. Compression  Default Directory  Error Pages

Ll )

Request R... Document  Browsing
ey = E= ? "\'( r‘
<.‘:_1 Ll = ; U =
Handler HTTP HTTP ISAPland  ISAPIFilters  Logging
Mappings Redirect Respon..  CGIRestri..
- . - - R
=) I = = el
m oAl o 5|0

MIME Types  Maodules Qutput Request Server URL Rewrite
Caching Filtering Certificates

In the Server Certificate window Actions pane, select one of the following options:

Import: If you already have a certificate for your server, select this action to import that
certificate.

Create Certificate Request: Select this action to launch a wizard that guides you in creating

a text file to submit to your Certificate Authority (CA) in order to obtain the actual SSL
certificate for your web server.

Complete Certificate Request: If you used Create Certificate Request to request a
certificate, select this action to complete your request and install your certificate.

Create Domain Certificate: If you have a Certificate Authority on your domain, select this
action to request your certificate.

Create Self-Signed Certificate: Select this action to test SSL functionality or troubleshoot
SSL certificate issues in a non-production environment.

After you obtain and import your SSL Certificate, you create an SSL binding for your web server.

Advanced Administration Guide
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6. Inthe Connections pane, expand Sites, and select your web site.

7. Inthe Actions pane, click Bindings.
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8. In the Site Bindings dialog box, click the Add button.

Site Bindings

Type Host Mame Port
http 80 *

IP Address

Binding Informa... Add...

Close

9. Complete the following in the Add Site Binding dialog box:

a. Inthe Type field, select https. The Port field value automatically changes to 443.

In the IP address field, select your IP address or use the default setting All Unassigned.

b
c. Inthe SSL Certificate field, select your certificate.
d

Click OK.
Add Site Binding [ > |
Type: 1P address: Port:
|http5 v| |AII Unassigned v| |4-43 |
Host name:
| |
O Require Server Name Indication
SSL certificate:
[Dev Wildcard [ setect. ][ wiew. |
| oK | | Cancel |

Test the SSL Certificate and Binding

To test your new SSL certificate and binding, access your web site using https:// as the URL prefix and
then make sure that everything works correctly. After you have confirmed the https:// binding on port 443,
remove the unencrypted binding running on port 80 and restart the Web server.

Update the PM Compass Application Server URL Definition with HTTPS

If you have configured your Web Server for SSL, you will need to complete two steps:

Update the application URL defined in PM Compass
Update the Open Plan Application Setting

Advanced Administration Guide
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Update the Application URL Defined in PM Compass

The application URL in the PM Compass Settings on the General tab here must be used to configure the
Open Plan application setting for  PMCWEBSERVICEURL. In addition, you should access PM Compass
using the same URL from a browser. For example: http://<pmcwebservername>/pmcompass. You can
find the _PMCWEBSERVICEURL setting in Open Plan by clicking File » Preferences » Application,
selecting the Advanced tab, and clicking Defaults.

Update the Open Plan Application Setting.

The http or https in the _PMCWEBSERVICEURL value must match the "http" or "https" option selected
when you install the Open Plan Add-in on the Open Plan client machines. If they do not match, errors will
occur when you launch the Open Plan Add-in. For example, if you specified that http is used to access
PM Compass during the Open Plan Add-in installation, but the value of the _PMCWEBSERVICEURL
starts with https, when you launch the Open Plan Add-in, you will encounter an error similar to the
following: "A critical error occurred logging into the PM Compass Web Service. The provided URL
scheme "http" is invalid; expected "https."

To add the PM Compass application server address to the Open Plan database:
1. Log into Open Plan as a member of the SYSADMIN group, or as the user SYSADMIN.

2. Click the Open Plan product icon in the top left corner and click Preferences » Application to
display the Application Preferences dialog box.

On the Advanced tab, click Defaults to display the System Preferences Defaults dialog box.
Scroll down and look for the category titted _PMCWEBSERVICEURL.
If this category does not exist, add it in the first blank row.

5. Inthe Default Value field, enter the PM Compass application server address.

For example: http://[<pmcwebservername>/pmcompass where <pmcwebservername> is
replaced with the PM Compass Process Server name.

The application URL on the PM Compass System Settings General tab must be used in this field.

6. Click OK to save your changes.

Secure SQL Server Reporting Services

Configuring Reporting Services for SSL is slightly more involved than IIS. The Reporting Services
Configuration Manager does not directly support the requesting and importing of the SSL certificate, as
IIS does. To request and import the SSL Certificate on your Reporting Services server, you must use the
Certificates MMC (Microsoft Management Console) snap-in which is outlined below.

The SSL architecture of PM Compass is such that, if you are using SSL for PM Compass, you must use
SSL for Reporting Services.

= You cannot run SSL for PM Compass without an SSL binding configured for Reporting Services.
= You cannot run PM Compass without SSL and still use SSL for Reporting Services.

= The Reporting Services web service URL in Weblink must reference the Fully Qualified Domain
Name (FQDN) of the report server. This is specified in the SSL certificate. If the report server
previously referenced a local NetBIOS name, that must be changed to the FQDN. The FQDN
name must be in the following format:

=  http(s)://pmcompass.companyname.com/reportserver.

= Wildcard certificates are not acceptable.
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To secure SQL Server Reporting Services for PM Compass:

1.

2
3.
4

Click Start » Run.

In the Open field on the Run dialog box, enter mmc, and click OK.

On the MMC console, click File » Add/Remove Snap-in.

On the Add or Remove Snap-ins dialog box, select Certificates then click Add.

Add or Remove Snap-ins -

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ns:
Snap-in Vendor - "I Console Root Edit Extensions. ..
=" ActiveX Control Microsoft Cor...
{T3 Authorization Manager Microsoft Cor... Remove
Eﬁ‘ Microsoft Cor... |=
cH Component Services  Microsoft Cor... Move Up
A computer Managem... Microsoft Cor... -
=y Device Manager Microsoft Cor...
=7 Disk Management Microseft and...
@ Event Viewer Microsoft Cor..,
| Falder Microsoft Cor...
_: Group Policy Object ... Microsoft Caor...
Sinternet Informatio...  Microsoft Cor...
.g IP Security Monitor Microsoft Cor...
.g IP Security Policy M...  Microsoft Cor...
= Link to Web Address  Microsoft Cor... |

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

oK | | Cancel

5. Select Computer account and click Next.

6. Select Local Computer.

7. Click Finish, and then click OK. You should now see the certificate store, as shown below.

= Consolel - [Console Root]
Eile Action  View Favorites Window Help

T NE R

| Console Root Mame
4 Gl Certificates (Local Computer) G Certificates (Local Computer)
I || Personal

| Trusted Root Certification Authorities
~| Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers

| Untrusted Certificates

~| Third-Party Root Certification Authorities
| Trusted People

| Client Authentication Issuers

| Remote Desktop

| Smart Card Trusted Roots

| Trusted Devices

I
I
I+
I
I
3
i3
I
I
I
I
I || Web Hosting
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Next, you need to request a new certificate or import an existing certificate.

8. Right-click the Personal folder, and click All Tasks on the shortcut menu.

= Consolel - [Console Root]
File Action View Favorites Window Help
e [E = H
| Console Root Name Actions
4 (G} Certificates (Local Computer) 5l Certificates (Local Computer) il e
b B
| Find Certificates... More Actions
[} | All Tasks 3 Find Certificates...
[ |
N MNew Window from Here Request New Certificate...
» O Refresh Import...
b - Help Advanced Operations 3 Create Custom Request...
b S o Manage Enrollment Policies...
I+ || Client Authentication lssuers
[ Remote Desktop
- || Smart Card Trusted Roots
- | Trusted Devices
b [ Web Hosting

9. Take one of the following actions:
= If you have a domain Certificate Authority (CA), click Request New Certificate.

= |f you need to request a certificate from a stand-alone CA or an online CA, click Advanced
Operations and then click Create Custom Request.

10. After you have your SSL certificate, import it using the following steps:
a. Right-click the Personal store folder, click All tasks, and click Import.

b. On the Certificate Import Wizard, browse to the location of your SSL certificate and complete
the import process.

The certificate is now registered with the server, but it still needs to be registered with SQL
Reporting Services.
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11. Click Start » All Programs » Microsoft SQL Server » Configuration Tools to open the
Reporting Services Configuration Manager on the report server.

E- Reporting Services Configuration Manager: CAMMKRZ3TRSE

b Microsoft SO Server 2008 Reporting Services

|jr Reporting Services Configuration Manager

24 Connect

= CAMMERZ3TRS64|\MSSOLSERVER

R, service Account

¥ web Service LRL

D [atabase

‘ Repart Manager LURL
-] E-mail Settings

ﬁ Execution Account
?\ Encryption Keys

L]
1"y Scale-out Deployment

Report Server Status

Use the Reparting Services Configuration Manager tool to define or modify settings For the Report Server and Report
Ij Manager, If yvou installed Reparting Services in filles-only made, you must configure the Web service URL, the

database, and the Report Manager URL.

Current Report Server

SGL Server Instance:
Instance ID:
Edition:

MSSQLSERYER
MSR310,M3SQLSERVER
EMTERPRISE EDITION

Product Version: 10.0,4000.0
Report Server Database Name: ReportServer
Report Server Mode: Native
Report Service Status: Started

Stark Stop

12. In the Connect pane, click Web Service URL to display the Web Service URL window.

— Micrazaft SCL Server 2008 Reparting Senvices
Yy parting

E Reporting Services Configuration Manager: CAMMKRZ3TRS64\MSSOLSERYER

Reporting Services Configuration Manager

2 Cannect

S CAMMKRZITRSA4\MSSQLSERVER

R Service Account

% web Service URL

D Database

@ Report Manager LIRL
-1 E-mail Settings

ﬁ Execution Account
}’\ Encryplion Keys

%4 Seale-out Deployment

\web Service URL

}3 Configure a URL used to access the Report Server, Click Advanced to define mulkiple URLs for a single Report Server

instance, or ko specify additional parameters on the URL,

Report Server Web Service Yirtual Direckory

“irtual Direckory: IRspurtServer

Report Server Web Service Site identification

1P Address: IAH Assigned (Recommended) j

TCF Port; oo

S5L Certificate: I(Nnt Selected) j

S5l Port: I Advanced.., |
Report Server Web Service URLs

URLs: http  ACAMMKRZ 3TRSE: B0/RepottSe,
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13. Click the Advanced button to display the Advanced Multiple Web Site Configuration dialog box.

Advanced Multiple Web Site Configuration

.‘Q’ Configure various identities for the Repart Server Web service,

Multiple HTTP |dentities for the Report Server Web Service

| IP Address TCP Port Huost Header
Al Assigned a0
Aeld Remave | Edi |

Multiple S5L Identities for the Repaort Server‘Web Service

| IP Address | S5L Port 550 Certificate | Issued To |
Add Remave | Edi |
(7] Ok | Cancel |

14. Under Multiple SSL Identities for the Report Server Web Service, click Add to display the Add
a Report Server SSL Binding dialog box.

Add a Report Server SSL Binding

|dentification
IP Address
S5L Part
Certificate I [Mat Selected) j
URL hitps: /4 443/RepontServer
7] oK | Cancel |

15. Select a specific IP Address (if appropriate).
16. In the Certificate field, select the certificate that you imported in the previous steps.

Add a Report Server SSL Binding

Identification

IP Address [ =l
SSL Port

Certificate

URL http e/ CAMMERZ3TRSE4IMETTES ..
7] 0k Cancel
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17. Click OK to add this URL to the system.
Advanced Multiple Web Site Configuration

},’ Configure warious identities for the Feport Server Web service.

Multiple HTTF |dentities for the Report Server Web Service

| IP Address TCP Pork Host Header
All Assigned a0
Add | Remave | Ed |

Multiple S50 Identities for the Repart Server Web Service

IP Address | 551 part 5ol Certificate. | Issued To |
(0 TP 443 CAMMKR23TRSE,.. CAMMKR23TRSS. ..
Add Remave | Ed |
(7] ak | Cancel |

Note: If you are going to run all communication to the report server via SSL then you should
also remove the HTTP binding from the configuration

18. Repeat steps 12-17 for the Report Manager URL. The configuration of SSL for Reporting
Services is complete.

19. On the Web Server, launch Weblink and log on. Select the appropriate database.

20. On the ReportServer page, verify if the URL contains a reference to the Fully Qualified
Domain Name (FQDN) of the report server. This is specified in the SLL certificate. If the report
server previously referenced a local NetBIOS name, that must be changed to the FQDN. The
FQDN name must be in the following format:

http(s)://[pmcompass.companydomain.com/reportserver
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For example:

Weblink

Report server web service access

Server URL hitp://CAMMKO83TRPT32.INETTEST2K3N.COM/repartserver
Windows username DeltekPMCompass

Windows password A

Report server database access
Server name cammk083trpi32
Database name ReportServer
/1 Windows authentication
Database username

Database password

Report root folder PMCompass

Test the SSL Configuration

Test PM Compass using SSL URLs to ensure the product is functioning correctly. You can do this by
tracing a PM Compass SSL session using Fiddler (http://www.fiddlertool.com) or another HTTP tracing
tool.

Change Default Account Settings Created By The Installer On
All Logical Tiers

The default installation of Deltek PM Compass will create a local Windows user account on the PM
Compass physical tiers (Database, Web/Application, Report, and Process Server) if you chose to create a
local account on the Specify Service/ldentity Account Password screen during installation.

This section guides you through making the necessary changes to secure your PM Compass deployment
on the various physical tiers. Use it to change accounts so that they are unique to your firm and do not
include any Deltek default user accounts or passwords.

You may have deployed several logical tiers all using the same Windows account and all located on the
same physical server. For example, in a single-server installation, the DeltekPMCompass local Windows
account is used for all the following:

= The Application Pool Identity

= The Reporting Services access account
= The Process Server service account

= A Windows SQL Login account

If the account serves multiple roles, you may not need to delete or disable the accounts as many times as
indicated in these instructions.

Secure the Web/Application Tier

The Web/Application tier installation creates a local Windows user account named DeltekPMCompass.
This account is also added to the Local Administrators group and the IIS_IUSRS group. It is configured as
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the Application Pool Identity of the DeltekPMCompassAppPool and is used as the service account for the
Deltek PM Compass Process Server and Cobra Web Service service accounts.

To secure the Web/Application tier and customize the Application Pool Identity:

1.

1.

On the Web/Application tier, do one of the following:
= If you are using a Windows domain:
a. Create a domain user account or use an existing one.

b. Add this user to the Local Administrators group and IIS_IUSRS group on the
web/application server.

= |f you are not using a Windows domain, create a new local Windows user account and add
that user to the same Windows groups.

Log on to the domain on the PM Compass Web/Application server using an Administrator
account.

Click Start » All Programs » Administrative Tools » Internet Information Services (lIS)
Manager to open Internet Information Services.

Expand the Server name, and click Application Pools.

Select the DeltekPMCompassAppPool, and select Advanced Settings from the Action pane on
the right-hand side.

Place your mouse pointer in the Identity field, and click the ellipses (...) button to set the identity.
Select the Custom account option, and click Set.

In the User name field on the Set Credentials dialog box, enter the Application Pool Identity in the
form <Domain>\<Username>.

In the Password and Confirm password fields, enter the user’s password.

. Click OK three times to set the identity.

After you complete this process, if you are using Windows Integrated Authentication for the SQL
Server connection, you need to add the Domain user to the Local User group (not Administrators)
on the SQL Server and grant this new Domain user dbo (database owner) rights to your PM
Compass database(s).

Note: See Database Tier for more information.

Click Computer Management » Local Users and Groups » Users and delete or disable the
local Deltek PM Compass Windows user account on the web/application server.

Secure the Process Server Service

To secure the Process Server service:

1.

On the Web/Application tier, do one of the following:
= If you have a Windows Domain:
a. Create or have a domain user account created.

b. Use the Computer Management utility under Administrative Tools to add this user to the
Local Administrators group on the Report server.
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c. Click Computer Management » Local Users and Groups » Administrators, and add
the new Windows account.

= If you are not using a Windows Domain, you need to create a new local Windows user
account and add that user to the Local Administrators group.

2. To change the service to run your new account, click Start » Control Panel » Administrative
Tools » Services, and locate the Deltek PM Compass Process Server service.

Update the Log On As column to reflect the new user information that you created above.

4. Use the Computer Management utility from Administrative Tools to delete or disable the local
DeltekPMCompass Windows user account on the Process server.

Secure the Cobra Web Service

To secure the Cobra Web Service service:
1. On the Web/Application tier, do one of the following:
= If you have a Windows Domain:
a. Create or have a Domain user account created.

b. Use the Computer Management utility under Administrative Tools to add this user to the
Local Administrators group on the Report server.

c. Click Computer Management » Local Users and Groups » Administrators, and add
the new Windows account.

= If you are not using a Windows Domain, you need to create a new local Windows user
account and add that user to the Local Administrators group.

2. To change the service to run your new account, click Start » Control Panel » Administrative
Tools » Services, and locate the Deltek PM Compass Process Server service.

Update the Log On As column to reflect the new user information that you created above.

4. Use the Computer Management utility from Administrative Tools to delete or disable the local
DeltekPMCompass Windows user account on the Process server.

Enable the Encryptrequests Setting

Enable the encryptrequests setting in web.config on the PM Compass server to encrypt the data
communicated between the client and the Application server. This parameter must be applied to all
servers in a load balanced environment.
To enable the encryptrequests setting in the web.config file:

1. On the Web server, add the following line in the web.config file under AppSettings section:

<add key="EncryptRequests" value="Y" />
By default the web.config file is located here: c:\Program Files\Deltek\ PMCompass\Web
2. Restart the App server.

Additional Security Configurations

Additional security configurations provide a deeper level of encryption when data is transmitted between
the PM Compass SmartClient and the web server. This encryption mechanism creates an additional layer
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of protection above and beyond the traditional SSL encryption recommended for PM Compass
implementations and prevents in-flight data transmission from being compromised.

The additional security enhancements are particularly important for companies that expose their instance
of PM Compass outside their corporate firewall.

These settings are included and enabled on new PM Compass 8.2 and above installations. For upgrades,
you will need to manually add them. If they are not specified in the web.config file, they are not used.

NonceKeyTimeout: When the user logs into PM Compass, the system generates a one-time
expiring nonce key. The key is used to ensure the attacker will not be able to reuse the login
request after the data is sent to the server. The value is in seconds and the default is 10. Setting
it to 0 disables the timeout.

This setting is added under <appSettings> tag
<configuration>
<appSettings>
<add key="NonceKeyTimeout" value="10" />
</appSettings>
<configuration>

EncryptRequests: This encryption mechanism is disabled by default. If you want to take
advantage of this added security, you must enable it within the web.config configuration file on
the PM Compass web server. To enable the encryption mechanism, you need to set the
web.config setting EncryptRequests that is within the <appSettings> section to Y, as shown
below. After you enable this setting, all client-server transmissions will utilize the new encryption
mechanism.

<configuration>
<appSettings>
<add key="EncryptRequests" value="N" />
</appSettings>
<configuration>

EnableHMAC: When enabled, a hash key-based message authentication code (HMAC) is
passed to the web server. The server computes for the hash key itself and compares whether the
key sent by the client matches the key computed by the web server. If it succeeds, the client
request proceeds. This feature is disabled by default.

This ensures that requests sent by the client have not been modified and mitigates potential
information calls. This setting is added under <appSettings> tag

<configuration>
<appSettings>
<add key="EnableHMAC" value="Y" />
</appSettings>
<configuration>

X-Powered-By: This is part of the response header sent by the server. It contains application
framework information (for example, ASP.NET ) used by the web server. To disable this setting,
add the XML tag below under the <configuration> tag.

<system.webServer>

<httpProtocol>
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<customHeaders>
<remove name="X-Powered-By" />
</customHeaders>
</httpProtocol>

</system.webServer>

Secure the Database Tier

The Database tier installation creates a local Windows user account on the SQL Server named
DeltekPMCompass. SQL Server has two modes of authentication:

=  Windows Integrated
= Mixed Mode

To confirm the mode of authentication that you are using:

1. Click Start » All Programs » Deltek PM Compass » Deltek PM Compass WebLink to launch
the WebLink utility on the Web/Application server.

2. If you have not set a password for WebLink, click Change Password, and enter a unique
password.

The Change Password button is visible only when accessing WebLink via localhost on the
web/application server.

Login to WebLink, and select your database from the Current Database drop-down list.
Review the information on the General tab to identify your method of SQL authentication.

= If the Windows Authentication check box is selected, you are using Windows Integrated
Authentication.

= |f the Windows Authentication check box is cleared and a SQL username and password
are filled in, you are using SQL Server or Mixed Mode authentication.

Windows Integrated Authentication

If you are using Windows Integrated Authentication for the SQL Server connection, the local Windows
user account is created on the database tier. You need to update the database tier with the new user
account that you created for the PM Compass Application Pool Identity in the Web/Application Tier
section.

Attention: For detailed information on configuring Windows Integrated Security for web/application
and database connections, see Integrated Security Configuration for PM Compass.

To update the database tier with the new user account:
1. On the Database tier, do one of the following:

= If you are using a Domain user account for the 1IS Application Pool Identity, add this Domain
user to the Local Users (not Administrators) group on the SQL Server.

= If you are using a Local user account as the IIS Application Pool Identity, use the Computer
Management utility from Administrative Tools to create a local user on the database server
with the same username and password as you used on the web/application server.

Advanced Administration Guide 25



Deltek

Secure your PM Compass Deployment

Administrative rights to your database server are not necessary for the domain or local user
account described above.

2. Create a new Windows login in SQL Server for the Domain or Local user account that is being
used for the IIS Application Pool Identity. Create the new SQL Login using SQL Server
Management Studio from the Security - Logins folder.

Grant this new Windows login dbo (database owner) rights to your PM Compass database(s).
On the Web/Application server, launch the WebLink utility.
Login to WebLink, and select your database from the Current Database drop-down list.

If it is not already selected, select the Windows Authentication check box.

R L

To ensure that you updated the database connection information correctly, click the Test »
Database Connection to validate the connection.

8. Use the Computer Management utility under Administrative Tools to delete or disable the local
DeltekPMCompass Windows user account on the Database server.

9. Use SQL Server Management Studio to delete or disable the DeltekPMCompass Windows
Login ID from within SQL Server. Deleting the Windows User Account does not remove it from
SQL Server, however, disabling it disables the account in SQL Server.

Mixed Mode Authentication

If you are using Mixed Mode Authentication for the SQL Server database connection, you need to create
a unique SQL Server login. The Deltek PM Compass installation does not create a SQL Server login
account on your SQL Server.

To create the SQL Server login:

1. If you haven't already done so, secure the sa account with a unique password using SQL Server
Management Studio from the Security - Logins folder.

2. Create a unique SQL Server login ID and password using SQL Server Management Studio.

Grant the new login dbo (database owner) rights to your PM Compass database(s) and, if
appropriate, the Reporting Services databases (ReportServer and ReportServerTempDB).

4. If you want to use a different account for report server database access, create a second SQL
login in SQL Server Management Studio and manually update the Report Server tab in WebLink
with the new connection information. Be sure to test the connection before saving your changes.

Login to WebLink, and select your database from the Current Database drop-down list.
On the General tab, enter the new SQL Server login username and password.

To ensure that you updated the database connection information correctly, click the Test »
Database Connection to validate the connection.

8. Update the Report Server tab with the new connection information for the Report Server
databases.

Secure the Report Tier

The Report tier installation creates a local Windows user account named DeltekPMCompass on the
Report Server (SQL Reporting Services server). This Windows user account is also granted System
Administrator and Content Manager Rights in SQL Reporting Services.
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Note: When you created the database tier account, access rights were automatically given to the
Report Server databases for the new user account.

To secure the Report tier and customize the Report tier account:
1. Do one of the following:
= |f you have a Windows Domain:
a. Create or have a Domain user account created.

b. Use the Computer Management utility under Administrative Tools to add this user to the
Local Administrators group on the Report server.

c. Click Computer Management » Local Users and Groups » Administrators, and add
the new Windows account.

= If you are not using a Windows Domain, you need to create a new local Windows user
account and add that user to the Local Administrators group.

The next step is to use Report Manager to grant this new account the necessary rights in
Reporting Services.

2. Use http://<report_server>/reports to open Report Manager, replacing <report_server> with the
name of your Report Server.

To access Report Manager, you must already have been granted rights to the Report Server. You
may also need to launch Internet Explorer using the Run as Administrator option.

3. Click the Site Settings link in the upper right corner and add the new account to the
Administrators role.

4. Delete the DeltekPMCompass account from this role.

Click the Properties tab or the Folder Settings button (depending on your version of SQL
Server).

6. Add your new account to the Content Manager Role.
Delete the DeltekPMCompass account from that role.

Use the Computer Management utility from Administrative Tools to delete or disable the local
DeltekPMCompass Windows user account on the Report Server.
Secure the Process Server Tier

The Process Server tier installation creates a local Windows user account named DeltekPMCompass on
the Process Server.

Note: By default, the Process Server service is installed on every Web/Application server, as well as
on any server installed as a dedicated Process Server. Therefore, you should perform the following
steps on every Web/Application server as well as on every dedicated Process Server where the
process server service will run.

In this procedure, you change the Process Server Service Account (Windows account on the Process
Server tier).
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To secure the Process Server tier and customize the Process Server service:
1. Select one of the following actions:
= If you have a Windows Domain:
a. Create or have a Domain user account created

b. Use the Computer Management utility under Administrative Tools to add this user to the
Local Administrators group on the Report server.

c. Click Computer Management » Local Users and Groups » Administrators, and add
the new Windows account.

= |f you are not using a Windows Domain, you need to create a new local Windows user
account and add that user to the Local Administrators group.

2. To change the service to run your new account, click Start » Control Panel » Administrative
Tools » Services, and locate the Deltek PM Compass Process Server service.

Update the Log On As column to reflect the new user information that you created above.

Use the Computer Management utility from Administrative Tools to delete or disable the local
DeltekPMCompass Windows user account on the Process Server.

If You Have Multiple Servers

Your PM Compass installation should now be secured with customized username and password
information unique to your firm on every tier. If you have multiple web/application, report, or process
servers, make sure that you repeat the same steps on each physical server, using the same user account
information that you used on the first server for that tier.

Integrated Security Configuration for PM Compass

PM Compass includes an option for Windows Integrated Authentication that allows users to log on once
for both the Windows and the PM Compass applications. The use of Windows Integrated Security is
configured for each user's PM Compass account by using the Windows domain network logon account as
the user name for that particular user. This allows the user to be logged on automatically to PM Compass
and EPM Security Administrator when logged onto the domain.

If they are not properly logged on to their domain, they will be asked for their network credentials before
they can log on to PM Compass. For example, non-domain workstations and users connecting to the
network via an Internet connection receive a domain authentication request before they are logged on to
PM Compass.

Note: The use of Integrated Security in IS requires a Client Access License (CAL) for each user
who will access that Web Server. This is a Microsoft, not Deltek, licensing requirement.

Basic Domain and IIS Configuration

To configure Windows Integrated Authentication, several changes must be implemented both at the
domain level and in 11S. This is in addition to the configuration of your domain user accounts in PM
Compass.

These changes are as follows:
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= A domain user account must be configured as the 1IS Application Pool identity for the

DeltekPMCompassAppPool in IIS. This domain account does not require any domain
administrative rights.

By default, PM Compass creates a local windows account, DeltekPMCompass, to perform this
function. However, a domain account is required to support trusted domains as well as the default
IIS Windows Integrated Security configuration using Kernel Mode Authentication.

= The domain account used for the Application Pool Identity must have the following rights on the
PM Compass Web/Application server:

= The account must be a member of the following local groups:
= Administrators group
= |IS_IUSERS group

= The account requires the following local security policy rights:
= Allow log on locally
= Log on as a service

= Log on as a batch job

= The EPM SA and PM Compass IIS applications (virtual directories) must be changed from using
Anonymous Access to Windows Integrated Security.

= Kernel Mode Authentication requires that a Service Principal Name (SPN) be created for the

domain user account that is the Application Pool Identity. Creating the SPN requires domain
administrative rights.

Configure the Application Pool Identity to be a Domain Account

To configure the Application Pool Identity to be a domain account:

1. Add the domain user to the local Administrators and 1IS_IUSRS group via Server Manager »
Configuration » Local Users and Groups » Groups.

E Server Manager

File  Action Wiew Help

= A[FXRE = [ H7

fé Server Manager (CAMMEDSSTWEE! Groups
5.- Roles
& Features
m Diagnostics
= fm C_onfiguration
{(5) Task Scheduler
P Windows Firewsall with ddvz

M Backup Operators )
J/ Certificate Service DCOL.. Members of this group are allowed t....
ﬁ-‘_, Cryptographic Operators  Members are authorized to perform ..,

G} Services
& WHI Control
= % Local Users and Groups
| Users
| Groups
=5 Storage

¥ pistributed COM Users
ﬁ-‘_, Event Log Readers
P Guests

M s _1usrs

ﬁ-‘_, Performance Log Users

Pl Dsar llrars

& Metwork Configuration ..

ﬁ-‘_, Perfarmance Manitar ...,

Members are allowed to launch, acti...
fMembers of this group can read eve. .,
Guests have the same access as me...
Built-in group used by Internet Infor...
Members in this group can have som...
fMembers of this group may schedule, .,

Members of this group can access p...

Drusar |leavs sva imchidad Fae kiaclo
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2. Grant the domain user the necessary rights using the Local Security Policy tool (Administrative
Tools » Local Security Policy » Local Policies » User Rights Assignment).

E Local Security Policy [_[O]x .

File  Action | View Help

o HmX = HE

E Security Settings Policy = | Security Setting | ot
% Account Policies | . |Access Credential Manager as atr...
= cha\ Palicies | .| Access this computer from the net... Everyone,DelbekPM...
2 Audit Policy || act as part of the operating system
2 | | Add workstations ko domain
. Security Options | | adijust memary quotas for a process  LOCAL SERVICE,ME...
_| Windows Firewall with Advanced Security | 53
) " || Allove lag on locally Administrators,User ...
j Metwork Lisk Manager Policies | . -
" Pubiic Key Policies || Allows lag on through Terminal Ser...  Administrakors,Rem. ..
| Software Restriction Policies | Back up files and directaries Administrators,Back. ..
g IP Security Policies on Local Computer — Bypass traverse checking Evaryone,LOCAL 3.,
| .| Thange the system time LOCAL SERVICE, Ad...
|| Change the time zone LOCAL SERVICE, Ad...
| |Create a pagefile Administrators
| | Create a token object:
| .| Create global objects LOCAL SERVICE,ME. ..
| .| Create permanent shared objects
| | Create symbaolic links Adrinistrators
| . |Debug programs Administrators
T PV PR

3. Now that you have created the domain account and given it rights, your next step is to change the
Application Pool identity in IIS Manager.

Change the Application Pool Identity

To change the Application Pool Identity:

1. Change the Application Pool Identity via Administrative Tools » Internet Information Services
» Application Pools.

"E Internet Information Services (115) Manager = |
@ &3 [_2 } CAMMKOB3TWEB3Z b Application Pools | & ne-

Fle View Help

o | £ |8

1&g Stark Page

45 CAMMKDBATWEBSZ (INETTESTZ
L2} Application Pools

-] Sites Filter: -\ - Ghshow Al | Group by: Mo Grouping - Online Help
=@ Defailk e olte Name ~ [ Status | NET Frame... | Managed Pipel,.. | dentiy Applcations

— Z;:’I”:;f‘”m = Classic . NET AppPool Started . v2.0 Classic HetworkService 0
DefaultAppPocl Stated w20 Inteqrated NetworkService 1

ERmaclent D DekekPrKompesstgpPool  Started  v2.0 Integrated DeltekPMC 4
el =) DeltekPMCampassAppPool artes w2, ntegrate: elereTl-ompage

(-2 PMCompassClient

% add Application Podl...

UJ! Application Pools

Set Application Paol Defaults. ..
This pags lets you view and manage the list of spplication pools on the server. Application pools are associsted with worker D

processes, conkain one of more applications, and provids isolation among different applications. @ Hep
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2. Right-click DeltekPMCompassAppPool and select Advanced Settings to display the Advanced

Settings dialog box.

Advanced Settings [ 2]
E {General) =
JMET Framewark Yersion w20
Managed Pipeline Mode Integrated
Mame DelkekPMCompassappPool
Queue Length 1000
Start Automatically True
E cpPu
Lirnit 1]
Lirnit: Action Modction
Limit: Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295 jlucd

El Process Model
Identity

Idle Time-out {minutes)

DeltekPMCompass|
1]

Load User Profile False

Maximurm Worker Processes 1

Fing Enabled True

Ping Maximum Response Time {seconc 90

Ping Period {seconds) 30

Shutdown Time Limit {seconds) a0

Startup Time Limit {seconds) a0
Fl Pracess Nrnhanina LI
Identity

[identityType, username, password] Configures the application pool ko run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,

or as a specific user identity,

O

| Cancel |

4

a. In the Identity field, click the [--] ellipsis.

b. On the Application Pool Identity dialog box, select Custom Account, and click Set.

Application Pool Identity
€ Builk-in account:
I 7|
' Custom account:
IDeItekPMCompass Seb.,
Ok I Cancel |

3. On the Set Credentials dialog box, enter the domain user name (domain\user name) and

password, and click OK.

Set Credentials EE I

User name:

Ic:Dnmain>'|, <lsername =

Password:

Confirm password:

[0]4 I Cancel
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4. After the Application Pool Identity has been set, launch PM Compass on the Web/Application
server to ensure that the application launches correctly. If PM Compass fails to launch, review the
application event logs to identify the problem.

Important Information about Windows Integrated Authentication for
Internet Users and Non-Domain Workstations

Domain users who are configured for Windows Integrated Authentication for PM Compass but who
access the application either from a non-domain workstation or via the Internet will experience a slightly
different authentication process as compared to users who are logging on to the application on a domain
workstation on the corporate network.

1. The first difference is that when a domain user accessing the application either from a non-
domain workstation or via the Internet clicks the URL to access PM Compass
(http://<webserver>/PMCompass), |IS displays a prompt requesting the user's domain
credentials.

Connecting to 10.9.4.167,

“.Jzername |

|\:\ ‘ Password |
| Domain: ADSDELTEKCOM

[7] Remember my credentials

0K Cancel

This is normal because the users are not authenticated yet to access the domain and IIS is
configured for Windows Integrated Authentication.

2. The second difference is that users will see a second authentication dialog box when the client-
side application, after being downloaded via ClickOnce, makes its first call to the Web Server.

‘Windows Login Credentials &

Please entervalid windows credentials to connect tothe
Deltek PMCompass web server,

Username
Passwond

Domain

(Concl_

This second authentication dialog box displays because the client-side WinForm application is
unable to use the previous credentials requested and processed by IIS.

Configure Weblink to Use Windows Integrated Authentication for

Database Connections

After the account has the necessary rights to the database, you must configure Weblink to use Windows
Integrated Authentication for the various database connections.
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Note: Oracle Servers — Windows Integrated Authentication for Oracle database connections is not
supported in PM Compass.

To configure Weblink to use Windows Integrated Authentication for database connections on SQL

Servers:
1. Click Start » All Programs » Deltek PM Compass » Deltek PM Compass WebLink to launch
the WebLink utility on the Web/Application server.
2. Enter the Weblink password.
& EPM Security Weblink S
Password || |
| OK | | Cancel |
3. On the General tab:
a. Select the database for which you want to enable Windows Integrated Authentication.
b. Select Windows authentication. This option instructs Weblink to use the domain
Application Pool Identity user account to connect to the database.
| Webiink ‘
B tew - Dolete B Test - e Chang d . Delete Ofd D=
Generalf| Report Server : System Setlings ‘ Database Grid Yiew
Current database |FMCnmpass (cammk083trpt32) o
1 Configuration
Database type | SaL Server P2
Database server | cammkDa3trptaz |
Database name |PMCompass |
Description |PMCnmpass (cammkD83trpt32) |
E Windows authentication
Database username | |
Database password | |
| Disable process server
EPMEA Virtual directary (optional) [ |
PM Compass Virtual directory (optional) | ‘
4. If needed, you can also enable Windows Integrated Authentication for the Report Server

database connection. In this instance, the account requiring access may be a different account
than the one used for the IIS Application Pool Identity. If this is the case, you must grant

Advanced Administration Guide 33



Deltek

Secure your PM Compass Deployment

db_owner rights to the Report Server databases and then select the Windows authentication
option for the Report Server database.

Weblink |

&% Save Bi Test ~ BE Change Password Delets Old Databases (20 Help

| General | Report Sewer“} System Seftings | Database GridViewI

—Report server web service access

Server URL i http://CAMMKO83TRPT32.INETTESTZK3N.COM/reportserver

\Windows username |DeltekPMCompass |

X 5 ‘ |

Report server database access

Server name [ cammiogatptaz ]

Database name | ReportServer |

[¥] windows authentication

Database username \ |

Database password \ |

Report root folder ﬁ'ﬁéunﬁié&s |

5. You can also enable Windows Integrated Authentication for the SQL Server Session state
connection. This option instructs Weblink to use the IS Application Pool Identity to make the
database connection.

Weblink

General | Report Server [ System Settings \ Database Grid Vigw
Polling interval (sec) Send errars to Deltek autornatically

Max concurrent jobs

Copy Databases.enc to |

Store session state | in mernary v|

[ Database setup

Database type | SGLEerver -|

Database server | |

Database name | |

[ Windaws authenticatian

S0L username | |

SaL password [ |
Days to retain sessions I:l

[ Advanced server connection setting:

7) Share a single HTTP connection for all requests and establish authentication persistence when using Windows Integrated Authentication
- Buppaorts Kerberos only

) Share a single HTTP connaction for all requests when using Yvindows Authentication
- Supports Kerberos and NTLM; requires additional configuration (see help docurmentation)

@ None Selected

["] Disable autamatic prosy detection on HTTP requests(can imprave performance aver high latency connections)

Reacy

Note: For information about related settings in Weblink for configuring the Advanced server
connection settings options, see the Weblink online help system.
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6.

On each of these tabs in Weblink, make sure you use the Test button to test the connection to
ensure that everything is configured properly:

| Weblink

" Delete B Test - Bsl Change Password

New =

Z Database Connection

s

| General | Report Server | System Se

IS Kernel Mode Authentication

When using Windows Integrated Authentication, the default configuration of IIS is to use Kernel Mode
Authentication. If you need to disable Kernel Mode Authentication, follow the steps in this section.

To disable Kernel Mode Authentication:

1.

Log on to the domain on the PM Compass Web/Application server using an Administrator
account.

Click Start » All Programs » Administrative Tools » Internet Information Services (lIS)
Manager to open Internet Information Services.

Expand the server name, expand Sites, and expand Default Web Site or whichever site PM
Compass is installed.

Select the PM Compass virtual directory, and double-click Authentication in the Features view.

Select Windows Authentication and verify that the status is Enabled (Anonymous Access
should be Disabled). If it is not, click Enable on the Actions menu.

With Windows Authentication still selected, click Advanced settings on the Actions menu.

On the Advanced Settings dialog box, clear the Enable Kernel-mode authentication option to
disable Kernel Mode Authentication.

[¥ Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve d
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Click here for more information online

Note: Disabling Kernel Mode Authentication requires the creation of a Service Principal
Name (SPN) for the Application Pool Identity. See Creating a Service Principal Name (SPN)
for more information.
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Create a Service Principal Name (SPN)

In the default configuration wherein Kernel Mode Authentication is enabled, it is not advisable to create an
SPN for the Application Pool Identity. Creating an SPN for the Application Pool Identity in this
configuration will result in duplicate SPNs, preventing Windows Integrated Security from authenticating
anyone to the Web site.

After Kernel Mode Authentication is disabled, use the procedure in this section to create an SPN for the
Application Pool Identity of the DeltekPMCompassAppPool.

Note: The setspn utility is installed by default on Windows Server 2008. It is not necessary to
download and install it separately.

To create an SPN for the Application Pool Identity:
1. Make sure that you are logged onto the server with domain administrative rights.
2. Execute the following commands:

= setspn: A http/<name of server> ApplicationPoolldentity (Domain\Username)

= setspn: A http/<fully qualified name of server> ApplicationPoolldentity (Domain\Username),
or, if appropriate, the DNS name of the server

= setspn: A http/<DNS name of server> ApplicationPoolldentity (Domain\Username)

See the examples in this screenshot:

[&+]Administrator: Command Prompt

Microsoft Windows [Uersion 6.08.6802]
Copyright (c> 28086 Microsoft Corporation. M1l rights reserved.

C:\Userssadninistrator .  INETTEST2K3N>hostname
CAMMK@S3TWEE32

4 shadministrator. INETTEST2K3IN>setspn —A http/CAMMEBE3TWEB32 INETTESTZ2K3N-DeltekPMCompass

Regiztering ServicePrincipalNames for CN=Deltek PM Compass, CN=Usewrs, DC=INETTEST2K3N,DC=COM
http-CAMMKBE3TWEB32

Updated object

C:Userssadninistrator. IMETTEST2K3N>setspn —A http CAMMKBE3TWERB32 . INETTEST2K3N.com INETTEST2K3N<DeltekPMCompass

Registering ServicePrincipalNames for CN=Deltek PM Compass.CH=Users, DC=INETTEST2K3HN.DC=COM
http/-CAMMKPE3TWEB32 . INETTEST2K3N.con

lUpdated obhject

C:Uzersradninistrator INETTEST2K3N>setspn —A httpsPHCompass INETTEST2K3IN.com INETTESTZK3N-DeltekPMCompass

Note: For more information, refer to this Microsoft Knowledge Base article:
http://support.microsoft.com/?id=871179.

Create a Reverse Proxy for SQL Reporting Services Using IIS
Application Request Routing (ARR)

Why do I need a Reverse Proxy?

Deltek PM Compass uses the Microsoft SQL Reporting Services WinForm report viewer control to render
reports. This control requires a direct connection to the server running the SQL Reporting Services web
service. Due to the nature of the PM Compass and SQL Reporting Services logical tier architectures and
the available editions and licensing requirements of SQL Reporting Services, it is likely that the SQL
Reporting Services web service will not be installed on the PM Compass web/application server in your
deployment of PM Compass.
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Typically this is not a problem when PM Compass is deployed inside the Intranet; however, when PM
Compass is deployed where it is accessible directly via the internet, the infrastructure requirements
needed to support the configuration become complex because it is necessary to have multiple points of
entry (one each for the PM Compass web server and SQL Reporting web service), multiple firewall
configurations, and potentially the need to have multiple public DNS records with your Internet Service
Provider (ISP). To complicate matters, if you have a two-tier deployment of PM Compass, this
deployment may require that the server hosting your database is made accessible to the internet, posing
additional security risks. The architecture diagrams below depict the PM Compass logical tier diagrams
with and without a reverse proxy.

A reverse proxy utilizing Microsoft’'s Application Request Routing (ARR) extension for IS allows the direct
forwarding of requests through the PM Compass web server to the reporting services web service with
responses back to your Internet clients. This configuration resolves all of the issues identified in the
previous paragraph but does require that the server hosting the PM Compass web/application server be
running Windows Server with IIS enabled.

The primary intent of a reverse proxy is to shield the SQL server from access via the Internet. Specifically,
this is for two-tier deployments where the SQL database and report server are on the same physical
machine. Deltek does not recommend the use of the reverse proxy for a large number of users due to the
potential performance impact that the reverse proxy component may introduce to the PM Compass
web/application server.

Deltek PM Compass Logical Tier Model (Core Application Tiers only)

This diagram contains the logical tiers and technologies
utilized at each tier of a Deltek PM Compass deployment.
Logical tiers do not necessarily require a separate
physical server for each tier.

This connection shows the

requirement that the Winform
Report Viewer control has for
direct communication to the report

-
.
server web service. "‘:
- Q
/ S Database Tier
HTTP o |

™s —~—
/ PN
22
S
HTTF

:

_~" " Report Tier
(1 or more)

a/,

Client Tier \ l
HTTR - ..-'"'-' e

Deltek PM Compass Winform client L
Microsoft Re?port!ng services Windorm Viewer %
(Deployed via ClickOnce)
' .
Web [ Application Tier P
{1 or more)
X
Process Server Tier | o
(1 or more) %
"\_\_

A reverse proxy using Microsoft’'s Application Request Routing (ARR) extension for IS allows the direct
forwarding of requests through the PM Compass web server to the reporting services web service with
responses back to your Internet clients.
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This configuration requires that the server hosting the PM Compass web/application server be running
Windows Server with IIS enabled.

Deltek PM Compass Logical Tier Model (Core Application Tiers only)

This diagram contains the logical tiers and technologies utilized at each
tier of a Deltek PM Compass deployment. Logical tiers do not
necessarily require a separate physical server for each tier.

ARR Reverse Proxy Report Tier

(1 or more)

W= 1

-

-__J_.-"-\""'\-\.
k. | P 1L B

AR iy Inatalled on

o Webihpplication Sereer
- Database Tier
o~
HTTP » ‘fq-‘ - > o
"_Irmq. -
- -] ]
S S

Glent:Ther Web | Application Tier

{1 or more)

Process Server Tier
{1 or more)

W et

Installation Steps

This section outlines the installation steps you need to follow. These instructions are specific to version
3.0 of Application Request Routing.

Prerequisites

The following pre-requisites must be met before installation:

= The PM Compass Web/Application server must be running Windows Server 2012 R2 / IIS,
Windows Server 2016 / IIS, or Windows Server 2019/ IIS.

= PM Compass must be installed.

= The IIS configuration must include the IIS role service “Management Service.”

Attention: Refer to the Deltek Product Compatibility Matrix document for complete information on the
latest tested versions for the key technologies used by Deltek products.
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Install the Application Request Routing (ARR) Module on Your PM Compass
Web/Application Server

To install ARR:

1. Go to the following URL to install ARR 3.0 via the Microsoft Web Platform installer:
http://www.iis.net/downloads/microsoft/application-request-routing

Click Install this Extension.
On the Microsoft Web Platform Installer page, click Install Now.

On the File Download dialog box, click Run to run the ARRv3_0.exe file.

o M DN

When the Web Platform Installer launches, choose to install Application Request Routing 3.0.
The Web Platform Installer will ensure that all prerequisites required for the installation are also
downloaded and installed.

(4 web Platform Installer 4.6 _ (O] x]
° Application Request Routing 3.0

requests with new support for the WebSackets protacal, support for application-triggered session affinity opt out,
Failcheck reliability improvements and various bug fixes.

¥ Application Request Routing (ARR) 3.0 extends its foundsation of rule-based routing and load balsncing of HTTP server

More information

Publisher: Microsaft

Download Size: 1,35 MB

Wersion: 3.0

Release date: Friday, July 26, 2013

1 Items to be installed Options Install I Exit
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6. Accept the license agreements.

PREREQUISITES IMNSTALL CONFIGURE FIMISH

Rewiewy the following list of third party application software, Microsoft products and cormponents to be installed and

Windows cormponents to be turned on, Third party applications and products are provided by the third parties listed
here; Microsoft grants wou no rights for third party software, You are responsible for and must separately locate, read
and accept these third party license terms,

Application Request Routing 3.0 1.95 MB

Wiew license terms Direct Download Link

Web Farm Framework 1.1 [Dependency) 101mE

Wiew license terms Dirzct Download Link

¥ Hotfix for External Cache 1.0 0.09 kB

Direct Download Link
External Cache 1.0 [Dependency) 3.07 MB

Wiew license terms Dirzct Download Link

URL Rewrite 2.0 [Dependency) 6.1 B

Wiew license terms Direct Download Link

Total file download size: 1222 MB

By clicking "I Accept,” you agree to the license terms for the third party and Microsoft software listed abowve, If you do

not agree to all of the license terms, click "TDecline.”
IDecline | Thccept |

7. When the Web Platform Installer has finished downloading and installing all components, click
Finish, then Exit, on the Web Platform Installer main page.

PREREQUISITES INSTALL CONFIGURE FINISH

v The following products were successfully installed,
Web Farm Frarmework 1.1
External Cache 1.0
Hotfix for External Cache 10
URL Rewsrite 2.0
Application Request Routing 3.0

=]

Troubleshoot the Installation

To troubleshoot the installation process:
1. Open a command prompt and enter cd %temp%.

2. Use Notepad to open the arr_setup.log found in this folder. This log file identifies which
components failed to install. Each component’s installation log is also in this folder.
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3. Make sure that the pre-requisite IIS components were installed and that the services were
stopped. Then reinstall ARR. You can also extract and install the individual modules by entering
the following from the Start » Run command:

<Path to ARR Setup File>\ARR_x64_Version1.exe /T:<path to extract> /C

Configure Application Request Routing (ARR)
This section contains the following sub-procedures on how to configure Application Request Routing:
= Create the Reports and ReportServer folders
= Create the Application Pool
= Modify the Application Pool settings
= Create the IS applications to act as proxies
= Add Rewrite Rules

Create the Reports and ReportServer Folders
1. Open Windows Explorer.
2. Create two folders under <drive>:\Program Files\Deltek\PMCompass\web named:
= Reports
= ReportServer

For example: c:\Program Files\Deltek\PMCompass\Reports.

Create a New Application Pool Called DeltekPMCompassReportingProxy
1. In lIS Manager, expand the server name.
2. Right-click Application Pools, and click Add Application Pool on the shortcut menu.

= Enter the name and click OK to create the Application Pool.

Add Application Pool [ > el

MName:

|DeItekPMCompassRepor‘tingProxy |

MET CLR version:
|§.NET CLR Version v4.0.30319 v|

Managed pipeline mode:

Start application pool immediately

| oK | | Cancel |

Modify the Settings of the Application Pool

1. Right-click the DeltekPMCompassReportingProxy Application Pool and click Advanced
Settings on the shortcut menu.

= Set Enable 32 bit Applications to False.

= Configure the Identity to be the same account as your DeltekPMCompassAppPool. By
default, this is the local Deltek PM Compass windows account.
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= Set the Idle Time-out (minutes) to 0 (the default is 20).

4 Process Model

Generate Process Model Event L

Idle Time-out (minutes)
Idle Time-out Action

|dentity

Advanced Settings _

4 (General) ~
{MET CLR Version vd.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated

Name DeltekPMCompassReportingProxy
Queue Length 1000
Start Mode AlwaysRunning
4 CPU
Limit (percent) 0
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (64-bit ¢ 4204967295

IR Dt compess =

0

Terminate e

[identityType, username, password] Configures the application peol to run
as built-in account, i.e. Application Pool ldentity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

| 0K | | Cancel

2. Scroll down for more settings.

= Set Regular Time Interval (minutes) to 0 (the default is 1740).
= Set Specific Times to 00:15:00 (the default is 00:00:00).

Advanced Settings _

Executable Parameters ~
4 Rapid-Fail Protection

"Service Unavailable" Response ™ HitpLevel

Enabled True
Failure Interval (minutes) 5
Maximum Failures 5
Shutdown Executable
Shutdown Executable Parameter

4 Recycling
Disable Overlapped Recycle False

Disable Recycling for Configurat False
I Generate Recycle Event Log Entr

Private Memaory Limit (KB) 0

Regular Time Interval (minutes) 0

Virtual Memory Limit (KB)

Request Limit 0 =
PN Specific Times TimeSpan[] Array |I|
[0] 00:15:00

0

Specific Times

application pool is recycled.

[schedule] A set of specific local times, in 24 hour format, when the

[ o

‘ | Cancel ‘

Create IIS Applications to Act as the Proxy for the Reports (SQL RS Report Manager) and

ReportServer (SQL RS web service)

1. InlIS Manager, expand Sites.
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2. Right-click Default Web Site and click Add Application on the shortcut menu.

= In the Alias field, enter Reports.

=  For Application Pool, configure it to use DeltekPMCompassReportingProxy and then
enter (or browse to) the physical path you created.

= Click OK to create the Reports Application.

Add Application [ > |
Site name:  Default Web Site
Path: !
Alias: Application pool:
|Rep0r‘ts | |DeltekPMCompassRepor‘tingProxy| | Select...

Example: sales

Physical path:
|::\Program Files (x86)\Deltek\PMCormpass\Web'\Reports

Pass-through authentication

| LConnect as... | | Test Settings...

["] Enable Preload

| oK | | Cancel |

3. Repeat Step 2 to create the ReportServer Application. Be sure to enter ReportServer in the
Alias field.
Add Rewrite Rules for Each Reporting Application
1. In Internet Services Manager, under Default Web Site, click the Reports application.

2. Double-click URL Rewrite.

Note: If you do not see the URL Rewrite module, it's possible that the Internet Services
Manager was open when ARR was installed. Close and re-open Internet Services Manager.
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@ » 2012R23TWEB » Sites » Default Web Site » Reports »

File  Miew Help

@ |58

'€ Start Page
85 2012R23TWEB (2012R23TWEBNAd
2 Application Pools
4[] Sites
4 Default Web Site
| -] aspnet_client
b EPMSA
b~ EPMSAClient
b ® PMCompass
1% PMCompassClient
3 Reports
1 -2¥ ReportServer

| 531 Server Farms.

& & B

Connection MachineKey Pages and
Strings Controls

4 e

ns

Authentic.. Compression  Default
Document
= uﬂ
=T
MIME Types  Modules  Output
Caching
Management

&

115 Manager
Permissions

Configurat...
Editor

R & &

Providers  Session State SMTP E-mail

Directory  Error Pages  Handler HTTP HTTP
Browsing Mappings ~ Redirect  Respon...
€ §

Request S5 Settings | URL Rewrite

Filtering

/Reports Home
v % Go - (gShow All | Group by: Area

ASP.NET

= 4 G @

B & 2

2 < e F © @ &

NET NET NET Error NET NET Profile .NET Roles .NETTrust .NET Users Application
Authorizat.. Compilation  Pages  Globalization Levels

Settings

Logging

B explore
Edit Permissions...
Basic Settings...
View Virtual Directories
Manage Application @
Browse i

[E] Browse %20 (http)

Advanced Setting:

[ Instll Application From
Gallery

@ Help

-

<] i |
Reacly

[=7 Features View |{_% Content View

3. On the Actions menu, click Add Rules.

@ » 2012R23TWEB » Sites » Default WebSite » Reports »

Fle View Help

@28
'@ Start Page

493 2012R23TWEB (2012R23TWEB\Ad
i |2 Application Pools

URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.
Inbound rules that are applied to the requested URL address:

Add Rule(s).

Revert to Parent

Manage Server Variables

a.78] Sites Name Input Match Pattem e
4.6 Default Web Site Manage Providers

b [ aspnet_client View Rewrite Maps...

b EPMSA View Providers...

b [ EPMSAClient

b (@ PMCompass Inbound Rules @®

b @ PMCompassClient Import Rules...

b (P Reports Outbound Rules (]
: b [ RepartServer View Preconditions...
b -31 Server Farms

View Custom Tags..
Al w Ll @ rer
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4. Select Reverse Proxy, and click OK.

Add Rule(s) [ [
Select a rule template: EEi

Inbound rules

& Blank rule {4 Rule with rewrite map
% Request blocking

Inbound and Outbound Rules

(4 User-friendly URL | Reverse Proxy
Outbound rules

4| Blank rule
Search Engine Optimization (SEQ)

@ Enforce lowercase URLs 5 Canonical domain name

=] Append or remove the trailing slash symbol

Select this template to create a rule that will forward incoming HTTP requests to a back-end Web server.

| QK | | Cancel

5. On the Add Reverse Proxy Rules dialog box, click OK.

Add Reverse Proxy Rules -

Prawy functienality must be enabled in Application Request Routing
l % [(ARR) before reverse proxy rules will work. Enabling proxy functionality

allows the possibility of routing requests to servers that are cutside your
server farm.

Are you sure you want to enable proxy functionality?

| OK | | Cancel |

6. On the Add Reverse Proxy Rules dialog box, enter the name of your SQL Reporting Services
server in the Inbound Rules text box.

If your PM Compass server is configured for SSL, leave the Enable SSL Offloading option
selected (this is the default). With SSL Offloading enabled, it is not necessary for an SSL
certificate to be installed on the SQL Reporting Services server. The SSL certificate on the
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web/application server will ensure that reporting functionality is encrypted between client and
server.

Add Reverse Proxy Rules _

Inbound Rules
Enter the server name or the IP address where HTTP requests will be forwarded:

Example: contentserverl

Enable S5L Offloading

Selecting this option will forward all HTTPS requests over HTTP.

Qutbound Rules

[] Rewrite the domain names of the links in HTTP responses

Respanses that are generated by applications that are behind a reverse proxy can have
HTTP links that use internal domain names. These links must be updated to use external
domain names.

From:

Example: contentserver]

To:

Example: wuw.contoso.com

Cancel

7. Click OK to create the reverse proxy rule.

8. Select the rule that was created and click Edit on the right, under Inbound Rules.

& URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.

Inbound rules that are applied to the requested URL address:

Actions
Add Rule(s)...

Revert to Parent

Manage Server Variables

Mame Input Match

_| ReverseProxylnboundR...  URL path after '/Reports/ Matches

Pattern
(&}

Manage Providers
Wiew Rewrite Maps...
View Providers...
‘Conditions
Add...
Inbound Rules
Edit...
Rename
> X Remove

Disable Rule

By default, the rewrite rule only includes the base URL for the server name entered.

View Server Variables...

9. Edit the URL under Rewrite URL to have the correct Reporting Services application. The correct
URL is: http://<reportserver>/Reports/{R:1}

Note: Make sure there is a slash between Reports and {R:1}.
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. Actions
Edit Inbound Rule -
S/ Apply
me: [=%¢ Cancel
ReverseProxylnboundRulel
: €@ BacktoRules
w@l Help

®

1=
]

Match URL

Requested URL: Using:

Matches the Pattern - Regular Expressions w

Pattern:

[

| | Test pattern...

Ignere case

Cenditions
Server Variables

Action

Action type:

Action Properties
Rewrite URL:
|'ntt1: ://2012R25QL2014/aeaas/ {R: 1}

Append guery string

[] Log rewritten URL

Stop processing of subsequent rules

10. Repeat Steps 1 - 9 for the ReportServer virtual directory. Be sure to substitute ReportServer for
Reports in Steps 1 and 9.

Test the Proxy Server

To test the proxy server:

1. Open Internet Explorer and browse to the following URLs. If ARR has been configured properly
your request will be proxied to the SQL Reporting Services server:

http://[<PMCompassWebServer>/Reports where <PMCompassWebServer> is the name
of the Web/Application server:

- | a -
00 ) 6 v et £ - 0] @ vome-reporonsger <] | Al
X

Home | My Subscriptions | Site Settings | Help

I SQL Server Reporting Services

—& Home Search »
[y New Folder ) New Data Source sy Report Builder [ Folder Settings %t Upload File | Details View

= |
(=) PMCompass
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= http://[<PMCompassWebServer>/ReportServer where <PMCompassWebServer> is the
fully qualified domain name of the Web/Application server:

- | O -
g@‘@ nitps//201223tweb/Rep 0 ~ & || @ 201282501 2014/ReportServ.. ‘ ‘ A k3T

x Mg open POF in Waord

2012R2SQL.2014/ReportServer - /

Thursday, July 30, 2015 1:48 EM <dir> PMCompass

Microsoft SQL Server Reporting Services Version 12.0.2000.8

Configure PM Compass to Use the Reverse Proxy

After ARR is configured, modify Weblink to use the reverse proxy.

To modify Weblink:

1. On the Web/Application server, click Start » All Programs » Deltek » PM Compass to open
Weblink.

Enter the password to access Weblink.

Click the Report Server tab and modify the Server URL to be the URL to access the new
ReportServer virtual directory that you created on the PM Compass Web server.

Typically, the server URL is in the form http://<ReportServer>/ReportServer. Change this to
http://<PMCompassWebServer>/ReportServer, where <PMCompassWebServer> is the exact,
fully qualified domain name of the Web server (for example, pmcompass.companyname.com).

| Webiink ‘

s Save [ Test - Bl Change Password ~ Delete Old Databases () Help

General | Report Server | Systemn Settings | Database Grid View

Report Server Web Service Acces

Server URL | hitp:/2012R23TWebireportserver

‘Windows Username | DeltekFMCompass |
‘Windows Password | *********** = |

Note: Deltek assumes that will secure the PM Compass Web server with an SSL certificate.
In this configuration, it is not necessary to secure the SQL Reporting Services server with an
SSL certificate. Therefore, the URL entered above should be http, not https. The proxy server
will handle the forwarding of the https traffic to http.

4. Make sure to change all databases that will use the reverse proxy. No additional changes to the
Weblink configuration are necessary.
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5. Click Test » Report Server Configuration to test the configuration.

|" Weblink

k¥ Save B Test - E=l Change Password |

3
= . .
General| B <1 Report Server Configuration

6. When the configuration tests successfully, save your changes.

Troubleshoot Configuration Issues

The following table lists common errors and their solutions.

o e

HTTP 404 — When accessing PM Compass = Make sure the Load Balancing rule is
configured to only work with *reports*.

HTTP 400 — The request cannot be routed Make sure the SSRS server has been added to
because it has reached the Max-Forwards the Server Farm configuration.
limit.

HTTP 502 — Web server received an invalid = Make sure the Proxy configuration under
response while acting as a gateway or proxy = Server Farm has the Reverse rewrite host in
server. response headers option selected.

Further assistance configuring reverse proxy is outside the scope of Technical Support. If more
assistance is needed, it can be arranged through the Deltek Global Services consulting group,
Customservices@Deltek.com. They will be glad to provide an estimate of the cost for this type of
assistance, which is priced and charged separately.

Resources

See the following web sites for Application Request Routing (AAR) documentation:

= hitp://www.iis.net/extensions/ApplicationReguestRouting

= http://technet.microsoft.com/en-us/library/dd443531.aspx

= http://learn.iis.net/page.aspx/482/install-application-request-routing/
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Configure HTTP Compression

Configuring HTTP compression for PM Compass can greatly reduce the size of http requests and
responses between the client and web server, thereby improving application response time.

HTTP Compression is an available functionality built into Internet Information Services (IIS). By default,
HTTP Compression is not enabled.

This section explains how to install and configure HTTP Compression.

Three Configuration Methods for HTTP Compression

You can configure HTTP Compression using one of three methods. This section focuses on the first of
the three methods. However, you can use the modified entries and settings from applicationhost.config,
described at the end of this section, if you want to use the other methods.

Use the appcmd 1IS command line administrative utility. You must run this utility via an elevated
command prompt such as “Run as Administrator.”

Modify the applicationhost.config file directly. Deltek does not recommend that you modify the
applicationhost.config file directly unless you are familiar with XML formatting. Be sure to make a
backup of applicationhost.config before you make any changes.

Use the Configuration Editor via the Internet Information Services administrative utility.

5 Internet Information Services (11S) Manager M
@ | € » 2012R2TWER » [@ -« @
File View Help
Connections . Actions
UQ' 2012R23TWEB Home
@ B Open Feature
;-9 Start Page Filter: - % Go - EShow All | Group by: Ares 2] Manage Server
€5 2012R23TWEB (2012R23TWEBNAd o = - o _ = b Restart
22 Application Pools E_ o h u = <4§>|J e = A =] = "
4 (8] Sites ISAPland  ISAPIFiters  Logging MIMETypes Modules  Output  Request  Sever  URLRewrite als
4@ Default Web Site Gl Restri... Caching  Fitering  Certificates 3
b aspnet_client . View A
b P EPMSA A

3 " «ty
b EPMSACIient

b~ PMCompass

p - PMCompassClient
p - Reports Management R

Warker Change .NET Framework
Processes Ver

o
B 3 a: a: . [ s -
[ (=¥ ReportServer j & & sj"-“ o = @ Help
b 331 Server Farms \_*;, - - 1'a = L ¥ | Z
Feature  IISManager IS Manager Management  Shared Web
Delegation  Permissions  Users Service  Configurat.,  Platfor..
v
< 0 5| [ElFeatures View |12 Content View
Ready €

Install HTTP Compression IIS Role Services

To install HTTP Compression IIS Role Services:

1.
2.
3.

Launch the Server Manager.
Click IIS.

In the left pane, locate Roles and Features, and check to see if these role services have been
installed:

] Performance Installed
i Static Content Compression Installed
a Drynamic Content Compression Installed

If not, select Add Roles and Features and install both the static and dynamic content
compression role services.
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Alternate Procedure

Alternatively, you can install these role services using the Windows Package Manager (pkgmgr) from an
administrative command prompt (for example, “Run as Administrator”):

start /w pkgmgr /iu:lIS-WebServerRole;lIS-Performance;lIS-HttpCompressionStatic;lIS-
HttpCompressionDynamic

Configure HTTP Compression

To configure HTTP Compression:

1. Select one of the following actions:

If you want to enable compression at the server level, ensure that both static compression
and dynamic compression are enabled via an elevated command prompt:

C:\Windows\System32\Inetsrv\Appcmd.exe set config -section:urlCompression -
doStaticCompression:true -doDynamicCompression:true

If you want to enable compression for a particular web site, use the following command and
replace “Site Name” with the name of the web site:

C:\Windows\System32\Inetsrv\Appcmd.exe set config "Site Name" -
section:urICompression -doStaticCompression:true -doDynamicCompression:true

2. Set the static and dynamic compression levels via an elevated command prompt:

C:\Windows\System32\Inetsrv\Appcmd.exe set config -section:httpCompression -
[name='gzip'].staticCompressionLevel:9 -[name='gzip'].dynamicCompressionLevel:4

The default dynamic compression level is zero.

Note: Dynamic compression can significantly impact CPU resources.

Refer to the following blog post for information and recommendations on setting compression
levels. The command above uses the recommendations from this blog:

http://weblogs.asp.net/owscott/archive/2009/02/22/iis-7-compression-good-bad-how-
much.aspx

Configure the content types that you want to compress. The default configuration compresses
most static and dynamic content types used by the application. However, you must configure
specific content types to compress the ClickOnce content types.

= C:\Windows\system32\inetsrviappcmd set config /section:httpCompression
[+dynamicTypes.[mimeType="application/octet-stream’,enabled="true’]
/Icommit:apphost

= C:\Windows\system32\inetsrviappcmd set config /section:httpCompression
[+dynamicTypes.[mimeType="application/x-ms-application’,enabled="true’]
/commit:apphost

= C:\Windows\system32\inetsrviappcmd set config /section:httpCompression
/+dynamicTypes.[mimeType="application/x-ms-manifest’,enabled="true']
/Icommit:apphost

Advanced Administration Guide

51


http://weblogs.asp.net/owscott/archive/2009/02/22/iis-7-compression-good-bad-how-much.aspx
http://weblogs.asp.net/owscott/archive/2009/02/22/iis-7-compression-good-bad-how-much.aspx

Deltek

Configure HTTP Compression

Note: ClickOnce content types are considered dynamic. If you add them under the
<statictypes> section, ClickOnce files are not compressed.

See the following Microsoft support article for additional guidance on setting content types:
http://support.microsoft.com/kb/969062

Additional Settings that May Impact HTTP Compression

You should test to ensure that HTTP Compression is working as expected before modifying these
settings. Refer to the following section to determine if these settings are necessary in your environment.

The following additional settings may impact the functionality of HTTP Compression:

= C:\Windows\system32\inetsrviappcmd.exe set config -
section:system.webServer/serverRuntime /frequentHitThreshold:1 /commit:apphost

= C:\Windows\system32\inetsrviappcmd.exe set config -
section:system.webServer/serverRuntime /frequentHitTimePeriod:00:01:00
/Icommit:apphost

The default values are 2 and 00:00:10, respectively.

Atention: See http://www.iis.net/ConfigReference/system.webServer/serverRuntime for more
information.

Test the HTTP Compression Configuration

Fiddler HTTP Debugging Proxy (http://www.fiddlertool.com) is a good tool for determining whether or not
HTTP Compression is working as expected.

HTTP Compression Sections/Settings in
Applicationhost.config

The configuration of HTTP Compression that is documented above modifies three primary sections in
applicationhost.config.

These sections are shown below and the specific settings that are modified are shown in bold:
1. <urlCompression doStaticCompression="true" doDynamicCompression="true" />
2. <httpCompression directory="%SystemDrive%\inetpub\temp\lIS Temporary Compressed Files">

<scheme name="gzip" dlI="%Windir%\system32\inetsrv\gzip.dll"
staticCompressionLevel="9" dynamicCompressionLevel="4" />

<staticTypes>
<add mimeType="text/*" enabled="true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/x-javascript" enabled="true" />
<add mimeType="application/atom+xml" enabled="true" />

<add mimeType="application/xaml+xml" enabled="true" />
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<add mimeType="*/*" enabled="false" />

</staticTypes>

<dynamicTypes>
<add mimeType="text/*" enabled="true" />
<add mimeType="message/*" enabled="true" />
<add mimeType="application/x-javascript" enabled="true" />
<add mimeType="application/octet-stream" enabled="true" />
<add mimeType="application/x-ms-application" enabled="true" />
<add mimeType="application/x-ms-manifest" enabled="true" />
<add mimeType="*/*" enabled="false" />

</dynamicTypes>

</httpCompression>
3. <serverRuntime frequentHitThreshold="1" frequentHitTimePeriod="00:01:00" />
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Smart Client ClickOnce Deployment Options

The Deltek Smart Client application uses the Microsoft .NET Framework ClickOnce deployment
technology. The ClickOnce deployment technology makes it easy for administrators to deliver Windows-
based applications to end-users by sending them a URL. When the user clicks on the URL, they are
prompted to install the software. The application installs into the local user’s profile
(%LocalAppData%\Apps\2.0\ ...) and does not require Administrator privileges. If the administrator
updates the server, the next time the user launches the application, the update will automatically be
applied.

ClickOnce Deployment Features

= Applications installed per-user, not per-computer.

=  Administrator privileges not required.

= Applications not installed through the Add/Remove Programs feature.
= Nothing registers to the Global Assembly Cache (GAC).

= No ActiveX objects, plug-ins, or Java Applets.

= ClickOnce Cache Location: ..\Users\USERPROFILE_Name\AppData\Local\Apps\2.0 which can
be accessed by typing in: %LocalAppData%\Apps\2.0.

Pre-Deploy PM Compass Smart Client to User Workstations

To reduce the size of the initial client-side download when a user launches PM Compass, you can pre-
deploy the Smart Client files to specific locations on workstations for all users. This Hybrid Deployment
Model installs the application:

= By looking in a specific folder on the workstation, and if the application is not found, and

= By downloading the file from the Application/Web Server.

Note: Hybrid Deployment Model (HDM) — ClickOnce only delivers about 15 files (enough to display
the login page). After that, HDM takes over to deliver core application assemblies, hot fixes, language
specific satellite assemblies and custom.

Files to be Deployed

The files that must be pre-deployed to the user workstations are located on the Application/Web server in
this folder: ..\Program Files\Deltek\PMCompass\WebClient\. This is the same folder where PM
Compass is installed.

=  DeploymentManifest.xml

= DeltekPMCompassClient.zip: This file contains the Deltek PM Compass Smart Client
components in a compressed format.
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Workstation Deployment Location

The location to pre-deploy the files varies depending on the workstation operating system.

Note: You must repeat the procedures in this section each time you upgrade your PM Compass
Application/Web servers to a new version.

By default, the Windows \ProgramData folder is hidden so you have to enable the Show Hidden
Files option in Windows Explorer Tools » Folder Options » View tab.

Deploying on a Workstation

To deploy on a workstation:
1. Locate the \ProgramData directory and create the \Deltek directory.

2. Copy the DeltekPMCompassClient.zip and DeploymentManifest.xml files from the
Application/Web Server into the Deltek directory.

Using PM Compass with Citrix or Remote Desktop
(ClickOnce Bypass)

In some cases, the ClickOnce deployment behavior may not be supported. For example:
= Using it as a Seamless published application in Citrix

Understanding Citrix XenApp and ClickOnce Applications —
https://support.citrix.com/article/CTX125453

= Using it as a RemoteApp in Microsoft Remote Desktop Services (formerly known as Terminal
Services)

https://support.microsoft.com/en-us/help/2020945/clickonce-cannot-be-used-in-windows-terminal-
server

= In some secure environments where ClickOnce deployment behavior is blocked.

In order to accommodate these scenarios, Deltek has created a procedure to bypass the browser based
ClickOnce client deployment process for EPM SA and PM Compass. These deployments are composed
of the same files that the regular ClickOnce deployment installs to the users profile on the local machine.
However, instead of accessing a URL, the executable file for PM Compass or EPM SA is used. The files
for this deployment are stored in the following location on the PM Compass Web/Application Server:

= For PM Compass: <PM Compass Installation
folder>\PMCompass\ClickOnceBypassPMCompass

=  For EPM SA: <PM Compass Installation folder>\EPMSA\ClickOnceBypassEPMSA

If the Administrator performing the installation chooses Yes at the “Will PM Compass be deployed with
Citrix” prompt, the ClickOnceBypass folders will also be copied to the network share specified to be the
Citrix shared folder during the web/application server installation.

The installer also updates the web.config file in the <PM Compass Installation folder>\PMCompass\Web
folder by adding the following entry into the <applicationSettings> section

<add key="CitrixShareDirectory" value="\UNCpath\folder" />

Advanced Administration Guide 55


https://support.citrix.com/article/CTX125453
https://support.microsoft.com/en-us/help/2020945/clickonce-cannot-be-used-in-windows-terminal-server
https://support.microsoft.com/en-us/help/2020945/clickonce-cannot-be-used-in-windows-terminal-server

Deltek

Smart Client ClickOnce Deployment Options

In order for the end-users to be able to use the application, the System Administrator can do one of the
following:

Recommended: Create or use an existing network shared folder to store the ClickOnce
deployment files before installation. Specify the network folder at the Citrix prompt during
installation so that the installer can copy the ClickOnceBypass folders into it.

The installer places these folders into the network share specified during installation:

= ClickOnceBypassEPMSA: Contains the EPM SA web client executable (DeltekEPMSA.exe)
and other application files.

Note: The installer updates the deltekepmsa.exe.config file in that folder with the name
of your web server in the client endpoint address section. You can replace the server
name with PMC Web Server DNS name, if one is used.

= ClickOnceBypassPMCompass: Contains the PM Compass web client executable
(DeltekPMCompass.exe) and other application files.

Note: The installer updates the deltekpmcompass.exe.config file in that folder with the
name of your web server in the client endpoint address section. You can replace the
server name with PMC Web Server DNS name, if one is used.

For Citrix or Remote Desktop Services deployments: If possible, have the network share exist on
the Citrix servers, so that the installer can automatically copy the above folders into the location
where you install your applications used for remote deployment, and publish the executable for
PM Compass (deltekpmcompass.exe) and/or EPM SA (deltekepmsa.exe). This makes it possible
to deploy PM Compass as a seamless published application or RemoteApp.

Note: On Citrix, the network share may have to be located on the server in case the Citrix
publishing feature does not allow referencing a UNC path to an executable on another
server.

Share the folder on the Web/Application Server (not recommended).

Note: ClickOnceBypassPMCompass and ClickOnceBypassEPMSA folders are
automatically updated. If you copy these folders to another location to use as a
deployment, you must replace the shared files with the latest files from the
ClickOnceBypassPMCompass and ClickOnceBypassEPMSA folders on the
Web/Application Server. If you do not update the files, the users will not see any updates.

This relates to deployment only. PM Compass still requires a connection to the
Web/Application server when you use it.

To set this up:

1.
2.

Install PM Compass.

Ensure that after installation the ClickOnceBypassPMCompass and ClickOnceBypassEPMSA
folders were installed into the central shared location.

Create a shortcut from the central shared location to launch DeltekPMCompass.exe (the PM
Compass application) and DeltekEPMSA.exe (EPM Security Administrator).
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4. Give the shortcut to end users. For Citrix/Remote Desktop deployments, publish the shortcut.

5. The folders are automatically updated with the latest client files during each cumulative update, or
upgrade.

6. To support end-users running Open Plan on the Citrix box, install the Open Plan Add-in; choose
Yes at the Citrix prompt, and specify the path to the network share. This will update the
DeltekPMCompassChangeRequests.exe.config file with a setting in the <applicationSettings>
section that alerts Open Plan to launch PM Compass from the ClickOnceBypassPMCompass
folder on the network share instead of through a browser.

Note: The setting in the DeltekPMCChangeRequests.exe.config file that tells Open Plan to
launch PM Compass from the network share instead of from a browser:

<applicationSettings>
<DeltekPMCChangeRequests.My.MySettings>
<setting name="PMCClientPath" serializeAs="String">
<value>\\<FileServer>\<SharedFolder>\ClickOnceBypassPMCompass</value>
</setting>
</DeltekPMCChangeRequests.My.MySettings>

</applicationSettings

Known Issues

PM Compass workflow emails contain a URL hyperlink that launches PM Compass and opens the record.
This URL is configured in PM Compass (Administration » System Settings » General Tab »
Application URL field).

When the user clicks on the URL in the PM Compass workflow email in a ClickOnce Bypass scenario, the
links in the PM Compass workflow emails do not work. The browser tries to launch PM Compass directly
from the users machine using the default ClickOnce deployment behavior. If your environment does not
support ClickOnce deployment, the URL does not work. The user therefore has to start PM Compass
manually from the location provided by the System Administrator (for example, within Citrix, RemoteApp
or Shared Published executable) and navigate to the record.
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Configure load balancing according to your vendor’s (for example, Microsoft Windows Server)
recommendations. Make sure that you set the affinity to Single or Sticky (terminology depends on the
vendor). This ensures that user sessions are maintained on the same server as long as a user remains
logged on.

In addition, consider configuring the database session state for PM Compass and setting up a shared
location for Databases.enc.

= Configure Database Session State for PM Compass: Session state information is typically
stored in memory on the web server in the 1IS Application Pool process serving the application
(w3wp.exe). Database session state is normally not a consideration unless you will be load
balancing multiple front-end PM Compass Web/Application servers and you would like to isolate
your user’s session information from a failure or error on one web server where their session
information may be lost.

One benéefit of storing the session state in the database is that, when there is a Web Server
failover, the work that was being performed at the time is not lost.

= Configure a Shared Location for Databases.enc: If your PM Compass deployment includes
multiple web/application servers, or even just a dedicated Process Server, configuring a shared
location for the databases.enc file eliminates the need to synchronize changes made to the
databases.enc file across your servers.

Attention: For more information, see:
= Configure Database Session State for PM Compass

= Configure a Shared Location for Databases.enc

Loading Reports onto Load Balanced SSRS Servers

The Reports folder on the Web/Application server contains the report RDL files. RDL stands for Report
Definition Language which is an XML schema that defines a report. PM Compass uses SSRS for
managing reports. Before you can run a report in PM Compass, the report must be converted from the
RDL file onto the the SSRS Web Service (Report Server).

Multiple SSRS servers in a load balanced environment all have a common URL but the .rdl files must be
installed on each Server by running the Cumulative Update on each of your Web Servers. As long as you
reload the reports after the Cumulative Update installation, it should update the central Report Server
database, making it available for all servers.

Note: This batch file only updates standard reports. It does not update custom reports.

Before you begin

You have two options for loading reports after a Cumulative Update. You can either load them as part of
the CU installation, or you can create and run a batch file.

Load Reports As Part of the CU Installation
1. Apply the Cumulative Update (CU) to all of your Web Servers.
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For all Web Servers except the last one, select “No” when it asks you if you want to load reports.

When you apply the CU to the last Web Server, select “Yes” when it asks you if you want to load
reports.

The CU installer places all updated report .rdl files onto every Web Server and the reports are
inserted into the Report Server database and available on all Report Servers.

Load Reports by Creating and Running the Batch File

1.
2.

Apply the Cumulative Update (CU) to all of your Web Servers.

Designate one Web Server to be your “Admin” web server. It should be the server on which you
create and run the batch file.

On the Admin Web Server,create a batch file named, for example, ManuallyLoadReports.bat.
Paste the information below to the batch file.

DeltekMakoCMD.exe LoadReports en-us "D:\Program Files\Deltek\PMCompass\Reports"
PMCompass http://SSRS1/ReportServer VCAC Administrator Password

Replace the above example text with the following:

Example Above What You Should Use

DeltekMakoCMD.exe DeltekMakoCMD.exe

LoadReports LoadReports

en-us en-us

“D:\Program Specify the path to the PMC Reports folder containing

Files\Deltek\PMCompass\Reports”  the report RDL files

The details below (except for the password) can be found in WebLink on the Report Server
tab.

PMCompass Specify the Report Root folder. By default it is named
PMCompass.
http://SSRS1/ReportServer = Specify the Report Server \ load balanced URL in
the form of

http://ReportServerName/ReportServer.

= If you are using an instance name, for example
SQL2017, then the URL would be
http://ReportServerName/ReportServer SQL2017.

VCAC = Specify the domain of the account specified in the
Report Server Web Service.

= If you have installed PM Compass using a local
account instead of a domain account, specify the
local machine name.

Administrator Specify the username (without the Domain).
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Example Above What You Should Use

Password Specify the password.

5. Save the file into the <PM Compass Installation Directory> in Web\Bin.

For example, if you installed PM Compass into D:\Program Files\Deltek\PMCompass, you would
save the batch file in the “D:\Program Files\Deltek\PMCompass\Web\Bin” folder location.

6. (Optional) Create a shortcut for the batch file on the desktop.
Run the batch file.

The batch file calls a file named DeltekMakoCMD.exe which is located in the <PM Compass
Installation Directory> in Web\Bin. For example, if you installed PM Compass into D:\Program
Files\Deltek\PMCompass, the file will be located in the D:\Program
Files\Deltek\PMCompass\Web\Bin folder location.

Note: The above process works as long as you are using only one Report Server database with your
load balanced Report Servers. After you run the steps one time, all the reports are uploaded into the
SSRS database which is then available for all Report Servers

Warning: You must run the batch file every time you perform a CU installation. You should only run
the batch file on the “Admin” web server.
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Configure Database Session State for PM
Compass

Session state information is typically stored in memory on the web server in the IS Application Pool
process serving the application (w3wp.exe). Database session state is normally not a consideration
unless you will be load balancing multiple front-end PM Compass Web/Application servers and you would
like to isolate your user’s session information from a failure or error on one web server where their
session information may be lost.

Use Weblink to configure PM Compass to store session state information in a database. Deltek has
developed its own session state model and does not rely on ASP.NET session state.

Note about Session State Database

Session state information is stored in a database table which is automatically configured by Weblink if you
create it in the PM Compass database. However, if you want this database table stored in a database
other than your PM Compass database, you need to create a separate database and login for this
purpose. This is optional.

Configure PM Compass for Database Session State

Warning: Make sure that no one is logged in to PM Compass before making this change. Changing
the session state invalidates all active user sessions.

To configure PM Compass for database session State, complete the following steps on the
Web/Application Server:

1. Launch and log on to Weblink. (The shortcut for Weblink is under the Deltek PM Compass
program group in the Start menu.)

2. Click the System Settings tab.
In the drop-down field, change in memory to in database Server.

The following message displays:

P

f 1 Switching sessien state models will force a restart of ASP.MNET and cause

Y all current users to lose their sessions. Do you want to continue?
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4. Click Yes. The Database setup dialog box displays:

Store Session State In Database Server hd
Database Setup
Database Type | -
Database Server
Database Mame
‘Windows Authentication
S0L Username
S0 Password

Days to Retain Sessions

= |n Database type, select SQL Server or Oracle.

= In the Database server field, enter the name of the database server where the session state
database (or PM Compass) exists.

= In the Database name field, enter the name of the session state database.
= SQL Server only:

= If you plan to use Windows Authentication for the database connection, select the
Windows Authentication check box. If so, the SQL Username and SQL Password
fields are disabled (shaded).

Note: See Integrated Security Configuration for Deltek PM Compass for details on
Windows authentication.

= |nthe SQL username field, enter the SQL Login ID with rights to that database.

= |nthe SQL password field, enter the password for the SQL Login ID that you entered in
the previous step.

= In the Days to retain sessions field, enter the number of days that you want to retain
sessions.

Click Test Database Connection to validate the connection information entered.
6. Click Apply to save your changes.

The following message displays, prompting you to configure this database to store session state
information:

Deltek | |

y =y 1 ‘Weblink has detected that this database is not configured to store
Y session state. Would you like Weblink to configure it?

Yes No |

7. Click Yes to create a table in the database called FW_SessionState. A message displays letting

you know that Weblink has successfully configured the Server (database) to store PM Compass
session state.
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Verify the Configuration

To verify that session state is correctly being stored in the database for PM Compass:
1. Access your database server via a query utility.
2. Logonto PM Compass.

3. Run the following query in Query Analyzer to verify that a row has been added to the table. There
will be one row for every user logged in.

Use <Session State Database>
Go
Select * from FW SessionState
Go

Sessions remain in the table for the number of days specified in the Days to retain sessions
field on the Database setup dialog box.
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Configure SQL Server Resource Governor to
Manage PM Compass Workloads

Note: Prerequisite — SQL Server Enterprise Edition.

With PM Compass, transaction processing and report processing can and will occur simultaneously on
the same physical database in SQL Server. There may be times when either transaction or report
processing takes up the majority of the resources (such as CPU or memory) of the SQL Server, thereby
adversely impacting users.

For example, a user needs to run a complex report. The report must be run separately for each of the
firm’s offices. To save time, the user submits all of the reports to run simultaneously unaware of the
potential impact to the system. As a result of the complex query processing of the reports, the CPU on the
SQL Server is effectively monopolized running these reports and all other users experience dramatic
slowdowns and timeouts using the software as a result. The only solution to the problem is to either allow
the reports to complete (a process that could take hours) or stop the SQL Server query processes that
are executing the report queries.

SQL Server (Enterprise Edition only) includes a feature called the Resource Governor which can help to
alleviate these occurrences by ensuring that these disparate workloads don’t monopolize resources on
the database server. This topic provides the steps to configure the Resource Governor and provides
suggestions on how to classify these workloads into separate resource pools.

A SQL Server Classifier Function will be used to identify each workload which tells SQL Server which
resource pool to place each connection in. You could use a variety of system functions to “classify” each
connection. However, since all connections for PM Compass transaction processing are coming from the
web/application server and that all report processing is coming from the report server, you can use the
client_net_address from the CONNECTIONPROPERTY to classify each connection. The IP addresses
for each of the servers to accomplish this classification assume that the Application Server and the
Reporting Server are separate servers each with their own unique IP address.

Note: Use the SQL Statements below to configure the Resource Governor replacing as appropriate
the information that is highlighted in yellow.

—-—-Connect to the master database

USE MASTER

GO

--Enable Resource Governor. To disable execute, ALTER RESOURCE GOVERNOR DISABLE
ALTER RESOURCE GOVERNOR RECONFIGURE

GO

--Create Resource Pools for Reporting (SSRS) and Transactions (PM Compass)
CREATE RESOURCE POOL ReportingPool

GO

CREATE RESOURCE POOL TransactionPool

GO

--Create Workload Groups for Reporting (SSRS) and Transactions (PM Compass)
CREATE WORKLOAD GROUP ReportingGroup

USING ReportingPool

GO
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CREATE WORKLOAD GROUP TransactionGroup

USING TransactionPool

GO

--Create the Classifier Function which is used to "Classify" the requests.

--This function determines which pool to place the request in based on the IP address
of the server.

CREATE FUNCTION classifier ()
RETURNS SYSNAME with SCHEMABINDING

BEGIN
DECLARE @retval SYSNAME
IF ConnectionProperty('client net address') = '<WebApp IP>'
SET @retval = 'TransactionGroup'
ELSE IF ConnectionProperty('client net address') = '<Report IP>'
SET @retval = 'ReportingGroup'
RETURN @retval
END
GO

--Set the classifying function for use with the Resource Governor
ALTER RESOURCE GOVERNOR WITH (CLASSIFIER_FUNCTION:dbo.classifier)
GO

ALTER RESOURCE GOVERNOR RECONFIGURE

GO

--Set CPU limits for each Resource Pool. NOTE: These are not "hard" limits.
ALTER RESOURCE POOL TransactionPool

WITH (MIN _CPU PERCENT=50, MAX CPU PERCENT=90)

GO

ALTER RESOURCE POOL ReportingPool

WITH (MAX CPU PERCENT=50)

GO

ALTER RESOURCE GOVERNOR RECONFIGURE

GO
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After you run the above statements successfully, you can see the following configuration when you view
the properties of the Resource Governor:

£ Resource Governor Properties I;Ii-
'QJ Ready
Select a page ;S Script ~ u Help

& General

Classifier function name [dba] [classifier]

Enahle Resource Gowvernor

Resource pools
Harme Minimum CPU %6 Paximum CPL % Minimurmn Mermary % Maxirmum Memory %
default 0 100 100

100

100

0
0
0
Q 100

Connection Workload groups for resource pool: ReportingPool

24 soLDBvsaLzmg MName Importance  Maximum Re..  CPUTime (s..  Memory Gra..  Grant Time-out (sec)  Degree of Parallelism
[SOLDENAdministrator] S o rtingGroup 0 0 25 0 0

:
Wiews connection properties

Progress

Ready

| oK ‘ ‘ Cancel | | Help ‘

In addition, you can modify the percentages for each resource pool as well as configuring additional
parameters including memory and the maximum number of requests. Deltek recommends that you
configure and test the Resource Governor in a test environment to ensure the configuration works as
anticipated. To test this, execute the following query by installing the SQL Server tools on the Application
and Report server. The query must be executed from the IP addresses of the servers associated with the
classifer function or the requests will not be classified correctly.

You can Install SQLCMD for your platform from the following link:

http://www.microsoft.com/en-us/download/search.aspx?g=install+sglcmd

Note: The SQL Native Client software is a pre-requisite component as is Windows Installer 4.5.

-- Here is a query that can be used to test (NOTE: osqgl doesn't seem to provide
necessary throughput)

SET NOCOUNT ON

DECLARE @i INT = 0
DECLARE @s NVARCHAR (500)
WHILE @i < 100000000

BEGIN
SELECT @s = SUSER NAME () + DB NAME () + @@VERSION
SET @1 +=1

END

GO
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Before executing the script, you should configure Performance Monitor on the database server so that
you can review the results of executing the query. The specific counters to add are shown below:

Performance Monitor Properties
. General] Source Data |Graph | Appearance |

Counkers:

\Processor Informationt Tokal)ies Processor Time
\SoL5erverWorkload Group Stats{ReportingGrouphCPU usage %
\5QLServerWarkload Group Stats(TransactionGroup)iCPU usage %

1] | 2
Add... | Remove ‘ Iv allow duplicate instances

Calor: L Width: =

Scale: 1.0 & Skyle: —_—

Q. | Cancel | |

Monitor total CPU usage as well as the CPU usage for each Workload Group that you've established.
The results are also best viewed as a Histogram bar graph which you can select by clicking the Graph tab
above and changing from the default line graph.

1. Logon to the Application server.

2. Open a command prompt to the location of SQLCMD, and make a connection to your SQL
Server:

[&+] Administrator: Command Prompt

:\Program Files\Microsoft SQL Server 1BB-~Tools“\Binn>sgqlcmd -8 camopskBr23tdbh -E_

= The -8 switch specifies the name of the SQL Server machine.
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= The —E switch will use a Trusted Connection using the Windows credentials you are
currently logged on as.

You can also specify a sql login id and password for the connection.

3. After the connection is made, paste the script into the command prompt window:

C:“Program Files“Microsoft 8QL Server\188-~Tools“Binn>sglcmd -8 camopsk8r23tdh -E
1> SET NOCOUNT ON
2> DECLARE Bi INT = 8@
i; DECLARE 2z HUARCHARCS@A>
WHILE Ri { 198888888
BEGIN

SELECT RBs = SUSER_NAME(> + DB_NAME()> + RRUERSION

4 L4 P

Executing this from the Application server will result in the following in Performance Monitor on
the SQL Server:

WeaE-[EX 2 aEa nv -
100+
90+
80+
704
B0+
50+
40
304
20+
104
o4
Last | 100,000 Average | 100,000 Minimurn | 100,000 Maxirum 100,000 Duration | 1:40
Instance
Total - Pr y
B ReportingGroup S0l T =
1.0 CPU usage % TransactionGroup - SQLServer:Workload Group Stats WCAMOPSKERZ3TI

Note that the Transaction Group is allowed to access all of the available CPU as there are
currently no connections from the report server.

4. Use CTRL-C on the Application server to break out of running the script. The CPU usage should
drop to zero.

Advanced Administration Guide 68



Deltek

Configure SQL Server Resource Governor to Manage PM Compass Workloads

5. Log on to the Report server, open a command prompt window to SQLCMD, connect to the SQL
Server, and execute the same test script. The results you will see are shown below:

EREREE YA ELTC

100+

904

804

704

604

S04

40+

304

204

Last | 100,000 Average | 5,077 Minimurm | 0,004 Maximum 100,000 Duration | 140

CPU usage % ReportingGraup SQLServer:Workload Group Stats \WCAMOPSKER23TDE
CPU usage % TransactionGroup  —- SGLServer:Workload Group Stats VICAMOPSKSR23TDE

You might have expected that the Reporting Group would only be able to access 50% of the
available CPU. However, if there is less than 50% CPU usage being used by the Transaction
Group, the Reporting Group can use more, up to 100% of the availble CPU to finish it's work
quicker.

6. To see what happens when you execute the scripts from both servers at the same time, leave the
script running on the Report server, then on the Application server, paste the script back into the
command prompt window. The result will be similar to what is shown below, where both the
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Transaction Group and the Reporting Group are effectively splitting the available CPU between
them.

EEEREE YA ==L ]

100+

904

80

74

B0

504

40

304

20

Last | 100,000 Average | 51.406  Minimumn | 0.004  Maximum 100,000 Duration | 1:40

ormation . CAMOP:
‘Workload Group Stats WCAMOP:
SQLServer:\Workload Group Stats WCAMOPSEER23TDE

CPL usage o TransactionGroup -

Under the current configuration, those reports would be able to access “up to” 50% of the
available CPU on the SQL Server.

7. Reconfigure the Reporting Group to only allow up to 25 % by changing the Maximum CPU % in
the Resource Governor properties for the Reporting Group.

& Resource Governor Properties M= &3

Select a page Cseript + |[FHelp
4 General

Classifier function name [[dba] [classifier] |

I | Enablz Resource Govermor

Resource pools

Marme Minirmum CPL % Maimum CPU % Minirum Memaory Ve Maximum Memary %
default o 100 a 100
inkernal o 100 a 100
» RepartingPool i 0 100
TransactionPool S0 a0 a 100
* | \

wiorkload groups For resource poal:  ReportingPoal

Name: | Importance Maximum Re... | CPU Time (sec) | Memory Gran... | Grant Time-out (sec) Degree of Parallelism
: » Hedum <o 0 25 [ [
93 . [INETTESTZK3Niadministrator] 3 | ]

iews connection properties

Progress

Ready

0K I Cancel Help |

Executing the script on both servers again will yield the following results:
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EREE=ERE A ENETE W

100+

a0+

&0+

70

B0+

504

40

304

20+

Last | 100,000 Average | 36,100 Minimurn | 0.004  Maximum 100,000  Duration | 1:40

Counter Instance

TDE
CPU usage % ReportingSroup S ertWorldoad Group Stats WCAMOPSKERZ3TDE
CPU usage % TransactionGroup - SQLServer:Workload Group Stats YWCAMOPSKEBRZITDE

The Resource Governor will help to stop one or more types of transactions (if classified properly)
from monopolizing the resources of your SQL Server and allow your applications to continue to
work. The end result in this situation may be that reports take longer to run but at least your
application will continue to function.

Another way to manage these issues is to identify the resource intensive reports in your organization
(refer to the next chapter, on using the Reporting Services Execution Log and Management Reports for
more information) and train your users to schedule these reports to run off hours using the process
server. If this is not an option in your environment, then the Resource Governor may help to keep
everything running.
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Understanding how reports are run in your organization can be very helpful in identifying areas in which
performance might be improved. In the previous chapter, there was an example about how a single user
running reports can dramatically impact the performance of the system as a whole. The information
presented in this chapter will provide you with the tools that can help you identify those types of users
and/or the reports that are taking up valuable system resources.

Microsoft provides a set of sample reports which can be installed that provide a wealth of information
about the usage of your report server.

Server Management Sample Reports Download and
Installation Instructions

Attention: See the following link for sample reports and installation instructions:
http://msftrsprodsamples.codeplex.com/wikipage?title=SS2008%21Server%20Management%20Sam
ple%20Reports&referringTitle=Home

Reports

After you download and configure the sample reports, you can generate the following reports to provide
information on your report server workload:

Execution Status This report shows the success and failure rates for all report executions
Codes.rdl occurring within a specified date range. It also shows which failure codes
occurred and which reports failed to process.

Execution This report shows overall report execution statistics for a specified date
Summary.rdl range. It shows the number of reports processed each day, the top 10 most
requested reports, and the top 10 longest running reports.

Report Summary.rdl This report shows the summary report execution information for a specific
report within a specified date range.

The Report Execution Summary report may prove useful to you. It provides the following information on
reports in the timeframe specified:

= Top 10 Longest Running Reports

= Top 10 Most Executed Reports

= Top 10 Largest Reports
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Because all reporting is done under the credentials of a single report server user, the information for the
Top 10 Users will not be accurate.

Report Execution Summary (7/24/2011 - 8/24/2011)

Total No. Executions 34 successful Executions 34
Avg. Execulions [ Day 1 Failed Execulions ]

Report Executions per Day of Moenth

30
25
20
15
104

14 2

Report Executions per Day of Week

Mondsy Wednesday

Top 10 Most Executed

Report Name Executions
Unknown 21
Control Account Anahysis 3
Top 10 Projects by Revenue 2
Top Clients by Rewvanue 2
Top Clients by Rewvenue 2
Ky Financial Metrics 2
Employes List 2
Top 10 Longest Running
Report Nama Executions Avg. Time
Control Account analysis 3 is
Unknown 21 15
Report Execution Summary (7/24/2011 - 8/24/2011)
Top 10 Longest Running
Repart Namme Executions Avi. Time
Kay Fmancial Matrics 2 1s
Top Clients by Revenue 2 0s
Taop Clients by Revenue 2 o3
Top 10 Projects by Revenue 2 0s
Employee List 2 0s
Top 10 Largest Reports
Heport Name Executions Avg. Bytes Avg. ROWS
Control Account Analysis el 17,460 7
Tap 10 Projects by 2 14,774 &
Revanue
Top Clients by Revenue 2 14,095 [
Top Chants by Revanue 2 14,095 ]
Unikniown 21 10,717 &
Key Financial Metrics 2 E,579 7
Employae List 2 4,078 2
Top 10 Users
User Name Executions
CAML-RMCCLOUDWT\DeltekVision 31
CAML-RMCCLOUDWT'\DeltakPMCompass 3
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In addition, the following query provides detailed information on specific report executions:
USE ReportServer

GO

SELECT TOP 100

Report = REVERSE(LEFT(REVERSE(ReportPath),CHARINDEX('/',
REVERSE (ReportPath),1)-1)),

Username,

Parameters,

TimeStart,

TotalDurationMS = DATEDIFF (ms, TimeStart, TimeEnd),
DurationDataRetrievalMS = TimedataRetrieval,
DurationProcessingMS = TimeProcessing,

DurationRendering = TimeRendering,

[RowCount],

ReportSizeKB = CAST (ByteCount/1024.0 AS decimal (18, 2)),

ProcessingEngine =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/ProcessingEngine) ') AS
varchar (200) ),

ScalabilityPagination =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/ScalabilityTime/Pagination) ')
AS varchar (200)),

ScalabilityProcessing =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/ScalabilityTime/Processing) ')
AS varchar (200)),

EstMemPaginationKB =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/EstimatedMemoryUsageKB/Pagina
tion)') AS wvarchar (200)),

EstMemProcessingKB =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/EstimatedMemoryUsageKB/Proces
sing) ') AS varchar (200)),

DBQueryTimes =
CAST (AdditionalInfo.query ('data (/AdditionalInfo/DataExtension/SQL) ") AS
varchar (200))

FROM ExecutionLog2 WITH (NOLOCK)
WHERE ReportPath <> 'Unknown'
ORDER BY TimeStart DESC

The EstMemProcessingKB value can help identify reports that use a significant amount of memory on
the Reporting Services server. See the following blog post for detailed information about each column in
this query:

http://blogs.msdn.com/b/robertbruckner/archive/2009/01/05/executionlog2-view.aspx
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Reporting Services Logging

Reporting Services has several different types of logging to help debug various reporting services issues.
You can enable two kinds of logging:

Trace logging, which provides more detailed logging on errors or warnings seen in the Reporting
Services logs.

HTTP logging, which helps identify issues with http related issues for Report Manager or the
Report Server web service.

Attention: For more information, see the Microsoft library article: http://msdn.microsoft.com/en-
us/library/ms157403.aspx.

How to Enable Reporting Services Trace Logging

To configure trace logging:

1.
2.
3.

Stop the RS service.
Modify the ReportServer\bin\ReportServerService.exe.config file.
Restart the RS service.

The trace level rules are as follows for a particular component and are defined in the
ReportServerService.exe.config file:

= If there is a component-wide trace level defined in RSTrace/Components, then it takes
precedence.

= If the trace level is defined for all, it uses that level (for example, all:3).

If neither of the rules are defined, the default trace level DefaultTraceSwitch defined in
system.diagnostics/switches is used.

Attention: For more information, see the Microsoft library article: http://msdn.microsoft.com/en-
us/library/ms156500.aspx.

Components for Which You Can Enable Tracing

You can enable tracing for the following components:

Library = RunningJobs
ConfigManager = Processing
WebServer = ReportRendering
NtService = HtmlViewer
Session = DataExtension
BufferedResponse = EmailExtension
RunningRequests = ImageRenderer
DbPolling = ExcelRenderer
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= Notification = PreviewServer

= Provider = ResourceUtilities

=  Schedule = ReportPreview

=  Subscription = Ul

=  Security = Crypto

= ServiceController = SemanticModelGenerator
= DbCleanup = SemanticQueryEngine

= Cache = AppDomainManager

= Chunks = HttpRuntime

= ExtensionFactory

Changes for the ReportServer\bin\ReportServerService.exe.config File

Refer to the sections in bold below:
<configuration>
<configSections>

<section name="RStrace"
type="Microsoft.ReportingServices.Diagnostics.RSTraceSectionHandler,Microsoft.ReportingServices.Dia
gnostics" />

</configSections>
<system.diagnostics>
<switches>
<add name="DefaultTraceSwitch" value="3" />
</switches>
</system.diagnostics>
<RStrace>
<add name="FileName" value="ReportServerService " />
<add name="FileSizeLimitMb" value="32" />
<add name="KeepFilesForDays" value="14" />
<add name="Prefix" value="tid, time" />
<add name="TraceListeners" value="debugwindow, file" />
<add name="TraceFileMode" value="unique" />
<add name="HttpTraceFileName" value="ReportServerService HTTP_ " />

<add name="HttpTraceSwitches" value="date,time,
clientip,username,serverip,serverport,host,method,uristem,uriquery,protocolstatus,bytesreceived,timetake
n,protocolversion,useragent,cookiereceived,cookiesent,referrer" />
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<add name="Components"
value="all:3,http:3,Library:4,EmailExtension:4,Subscription:4,Schedule:4,Notification:4,DbPolling:
4,NtService:4" />

</RStrace>

Errors in the Reporting Services Log File

Several lines from a reporting services log file showing errors are shown below:

= session!ReportServer 0-1!€10!09/11/2011-13:14:51:: i INFO: LoadSnapshot: Item with session:
pvon0I55nrycom3uczjnho4b, reportPath: , userName: KL\deltekadmin not found in the database

= library!lReportServer_0-1!e10!09/11/2011-13:14:51:: e ERROR: Throwing
Microsoft.ReportingServices.Diagnostics.Utilities.ExecutionNotFoundException: Execution
'pvon0I55nrycom3uczjnho45' cannot be found, ;

= Info: Microsoft.ReportingServices.Diagnostics.Utilities.ExecutionNotFoundException: Execution
'pvon0I55nrycom3uczjnho45' cannot be found

The sections (or “Components”) that can be traced are identified at the beginning of each log entry and
appended with an exclamation point. For example, if you want verbose logging for the errors in the
example above, you would enable library and session verbose logging as follows:

<add name="Components" value="all:3,Library:4,Session:4" />

Enable Reporting Services HTTP Logging

Attention: For the Microsoft library article, see the following link: http://msdn.microsoft.com/en-
us/library/bb630443.aspx.

The Reporting Services windows service runs its own http.sys listener to accept standard http/https
requests on standard http ports (80/443). Unlike Internet Information Services, http logging is not enabled
by default but can be enabled following the steps in the linked MSDN article above to assist in
troubleshooting http and authentication related issues.

You can also use Fiddler trace the http requests from client to report server to assist in troubleshooting
these kinds of issues. Obtain Fiddler and information from http://www.fiddler2.com.
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Configure a Shared Location for Databases.enc

If your PM Compass deployment includes multiple web/application servers, or even just a dedicated
process server, configuring a shared location for the databases.enc file eliminates the need to
synchronize changes made to the databases.enc file across your servers.

To configure a shared path for the databases.enc file:

1.
2.

Ensure that the databases.enc file is synchronized across all servers.

Identify a server that can host the file share. This can be any server as long as it is located in the
same data center as your PM Compass deployment.

Create a Windows file share on that server (for example, \\server\share).

Grant the service account(s) running the IS Application Pool Identity and the Process Server
service a minimum of modify rights to the share you created.

On all Web/Application Servers and Process Servers, modify the PM Compass web.config file
(..\PMCompass\Web\web.config):

a. Under <appSettings>, locate the DatabasesEncDirectory entry and uncomment it out.
(It will be commented out by default.)

b. For the setting value, enter the share path, not including the databases.enc file name. It
should look similar to this, where \\server\share\ is the actual UNC path to your file
share:
<add key="DatabasesEncDirectory" value="\\server\share\" />

(The EPM SA application is installed only on the Web/Application tier so this step is only required
to be performed on the Web/Application Servers.)

On all Web/Application Servers, modify the EPM SA web.config file (.\EPMSA\Web\web.config)

a. Under <appSettings>, add the DatabasesEncDirectory entry file as the first entry in the
<appSettings> section.

b. For the setting value, enter the share path, not including the databases.enc file name. It
should look similar to this, where \\server\share\ is the actual UNC path to your file
share:
<add key="DatabasesEncDirectory" value="\\server\share\" />

Copy the databases.enc file to the share.
Rename the databases.enc file on all web/application and process servers to databases.old.

Restart 1IS and the Process Server service on all applicable servers and run tests to ensure that
PM Compass and Weblink can be accessed on all web/application servers and that the Process
Server service is processing jobs correctly.

10. Make sure to check the Application Event Logs on all servers for any errors or warnings.
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