Deployment Date: 1/24/2016

Hot Fix: DeltekCostpoint711FrameworkUpdate014.exe; cp711_sys_014.zip
Framework/External Tools/CONFIG

Deltek Defect Tracking Number:

557795

Issues Resolved:

Description: ESS has been added as an available product in the Black/White access list functionality inside the Configuration
Utility Customers Impacted: This change affects ESS module users Workaround Before Fix: None Additional Notes: The new
csbatools jar is required when you apply the fix.

Files Updated:

csbatools_jar 7091 KB 01/12/2016 1:53pm
cpf11_sys_014 jar

System File Dependencies:

MNIA

Framework/External ToolsIXTDESIGNER
Deltek Defect Tracking Number:

559494

Issues Resolved:

Description: Framework has been updated to add the ability to enter a custom result set where and having clause when extending a regular
result set.Customers Impacted: This change affects clients who use Extensibility. Weorkaround Before Fix: None Additional Notes: This
reguires Patch 7075 for the new column added (ADDNL_WHERE to W_RS_LIST).

Files Updated:

csbatools.jar 7091 KB 01/12/2016 1:53pm
cpT11_sys_014 jar

PatchT075.sql

System File Dependencies:

N

Framework/External ToolsIDBWIZARD
Deltek Defect Tracking Number:

568625

Issues Resolved:

Description: When you applied a large folder of hot fixes, DBWizard failed with the following error: ORA-01000: maximum open cursors
exceeded Customers Impacted: This defect affects Oracle users who need to apply a lot of hot fixes Workaround Before Fix: Apply the
hot fixes in smaller batches or increase the number of cursors per user.Additional Notes: The new DBWizard_jar is required when you apply
the fix.

Files Updated:

dbwizard.jar 7091 KB 01/12/2016 1:53pm
csbatools_jar 7091 KB 01/12/2016 1:53pm
System File Dependencies:

MNIA



Framework/Runtime/Server
Deltek Defect Tracking Number:
553235

Issues Resolved:

Description: Costpoint has been updated to include the ability to limit what authentication methods are allowed in Manage Users Customers
Impacted: This change affects Costpoint users.Workaround Before Fix: None Additional Notes: This fix requires both cp711_sys_014 jar
and FVW Update 014 release.

Files Updated:

CPWebSecurityProviders jar 117 KB 01/13/2016 9:42am
cpl11_sys_014 jar

System File Dependencies:

MNIA

Framework/Runtime

Deltek Defect Tracking Number:
561865

Issues Resolved:

Description: The latest Weblogic security patch set (12.1.3.0.5) for Costpoint 7.1.1, Time & Expense, and Budgeting and Planning is
included in this release. Customers Impacted: This applies to all users. Workaround Before Fix: None. Additional Notes: You will need
to run the Framework Update installer, Secondary Application Server Tier option, for each of your WeblLogic cluster nodes to patch all of your
additional WebLogic application cluster nodes.

Files Updated:

WebLogic security patch set (12.1.3.0.5)

System File Dependencies:

MNIA

Framework/Runtime/Server
Deltek Defect Tracking Number:
570014

Issues Resolved:

Description: A WebLogic fix is released to address Weblegic's security problem found and fixed by Oracle Customers Impacted: This
applies to all Costpoint, Time & Expense, and Budgeting & Planning customers who use WeblLogic 12.1.3.Workaround Before Fix:
Mone Additional Notes: This fix will be applied on top of 21370953 - WLS PATCH SET UPDATE 12.1.3.0.5. For more information, see
http-/fwww oracle cométechnetworkftopics/security/alert-cve-2015-4852-2763333 .html and http-(foxglovesecurity com/2015/11/06/what-do-
weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-comman-this-vulnerability/#commons.

Files Updated:
WebLogic Security Patch
System File Dependencies:

MNIA

Framework/Runtime

Deltek Defect Tracking Number:

574669

Issues Resolved:


http://www.oracle.com/technetwork/topics/security/alert-cve-2015-4852-2763333.html
http://foxglovesecurity.com/2015/11/06/what-do-weblogic-websphere-jboss-jenkins-opennms-and-your-application-have-in-common-this-vulnerability/#commons

Description: The latest WLProxy security patch for Costpoint 7.1.1 is included in this release. Customers Impacted: This applies to all
users on Windows Server 2012 or later. Workaround Before Fix: Mone. Additional Notes: The Framework Update installer must be run on
both your Weblogic and Microsoft 1S Proxy Tiers. This update only applies to Microsoft IS Servers running Windows 2012 and later. If your
Microsoft IS Proxy is running on a Windows 2008 R2 server, please note that this Operations System is no longer under mainstream support
from Microsoft. It is highly recommended you update your Operating System to Windows 2012 or later. Please contact Customer Care for
more information.

Files Updated:

WLProxy security patch for IS
System File Dependencies:
MAA

Custom Programs Affected:

Sometimes a hot fix can cause custom programs and reports to stop working as expected. Before applying this hot fix, consider whether you
have any custom programs or reports in the application area affected by the hot fix. if so, contact Deltek support at
https://deltek custhelp.com before you install the hot fix.

To Download the Hot Fix:

From Internet Explorer, go to https://dsm.deltek.com.

Click Run Deltek Software Manager.

Log in using your Deltek Customer Care Connect credentials.

In the left pane of the Deltek Software Manager, expand your Deltek product.
Expand the Hotfix folder for your product, and select the hotfix to download.
Click Download at the bottom of the screen.
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More Information:

If you have any questions, please contact Deltek support at https://deltek.custhelp.com.



https://deltek.custhelp.com/
https://dsm.deltek.com/
https://deltek.custhelp.com/

