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Important Information for Users of Previous
Versions of Deltek Vision Document Management

If you are upgrading from an earlier version of Vision, particularly from a 5.x version, note the
following important information.

WSS 2.0 Users

Deltek Vision 5.x and earlier versions supported Windows SharePoint Services 2.0, but Vision 6.x
does not support WSS 2.0. If you have not yet upgraded your Windows SharePoint Services
installation from WSS 2.0 to WSS 3.0, you must upgrade WSS as your first step. Refer to the
Deltek Vision 5.1 Document Management Upgrade Guide for the necessary upgrade steps.

You must upgrade WSS before you implement Deltek Vision 6.1.

Differences between Vision 5.1 and Vision 6.1 Document
Management

The key differences between Vision 5.1 and Vision 6.1 Document Management are the following:

e Unlike Vision 5.1 with Windows SharePoint Services (WSS) 3.0, you cannot install WSS 3.0
to the same Web site as Vision 6.1 when using Windows Server 2008/11S 7.0.

e During the Vision 6.1 Document Management installation, the WSS 3.0 setup files are
extracted automatically.

When the following dialog box is displayed, click OK to continue the Document Management
installation.

Microsoft Windows SharePoink x|

Files extracted successfully,

e With the Vision 5.1 Document Management installation, you had to configure the ASP .NET
Impersonation Identity. This installation step is no longer necessary, because the Identity of
the Application Pool performs this function in Vision 6.1. The installation of Vision 6.1 creates
the DeltekVisionAppPool with the local DeltekVision account as the Identity.

Deltek,i. 1
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The WSS Service account must be the Application Pool Identity for Vision 6.1 and a domain
account, as shown in the following example dialog boxes:

IIS 6.0 example:

DeltekY¥isionAppPool Properties 2=

Recyclingl Perfarmance I Health Identity |

—Application poaol identity

Select a security account For this application pool:

" Predefined INetwnrk Service j

&' Configurable

User name: I inettestzk3nidmservacck3tier Browse |

Password: I sesssenns

IIS 7.0 example:

fvanced settings 2
; |B (General) =)
! NET Framework Version v2.0

Enable 32-Bit Applications True

Managed Pipeline Mode Integrated

MName DeltekVisionAppPool

Queue Length 1000

Start Automatically True
=T

Lirnit a

Limit Action MoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False —

Processar Affinity Mask 4294967295

E Process Model
Identity inettest2k3n\dmservacct2tier
Idle Time-out (minutes) 20

@.]  For this account to be the Application Pool Identity, it must be a member of the IS_WPG
group in IS 6.0 and the IIS_IUSRS group in [IS7.0, in addition to being a member of the
local administrators group for Vision.

The WSS Service account credentials must be specified in Weblink System Settings, as
shown in the following example of the Document Management setup fields.

Docurnent Managernenk

SharePoint Username |inettest2k3n'l,dmservacct3tier |

SharePoint Password | bk |

The WSS Service account must be granted Logon as a service rights on the Vision 6.1
Web/Application Server for multi-tier Document Management installations, as shown in the
following example of the Local Security Settings setup screens.

Delteki.
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im Local Security Settings Log on as a service Properties

Eile  Action Help

== =Y

@ Security Settings
-8 Accourt Policies
B8 Lacal Palicies
i E-C8 sodi Policy
[0 User Rights Assignment
{08 security Options
E-[_1] Public Key Policies
[:l Softvare Restriction Policies
@ IP Security Policies on Local Camy

Wiew

2
Lacal Security Setting | Explait This Setting I

. Logon as azervice

*5.1-5-21-2103952585- 24456497 01 -161 7223860-1007
ASFMNET
IMETTEST 2K 30 A dministrator

) W hd i 13T ie

1)

NE TWwORK SERVICE

Deltek &

Add User or Group... |

Bemove |

The configuration of Service Principal Names and Delegation has changed with Vision 6.1.
Specifically, a Service Principal Name (SPN) must be configured for the domain account
chosen to be the Vision 6.1 Application Pool Identity / WSS Service account only when
deploying a multi-tier deployment of Vision Document Management when using Windows
Server 2003/11S 6.0. When using Windows Server 2008/11S 7.0, there are three possible
authentication configurations, only two of which require you to create an SPN for the
Application Pool Identity. Refer to Appendix B for detailed information on the configuration
options for Windows Server 2008/I1IS 7.0.

To add the Application Pool Identity as a Service Principal Name, do the following:

1. Enter the following commands on the domain server where setspn is installed:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier

2. Repeat for the FQDN of the server.

Refer to the following related Microsoft Knowledge Base article:
http://support.microsoft.com/?id=871179

In a multi-tier installation of Vision Document Management using IIS 7.0 for the Vision
Web/Application server, the default configuration of Windows Integrated Authentication
(which enables Kernel Mode Authentication) will not work because when you use Kernel
Mode Authentication, the Application Pool Identity is effectively ignored. Because Vision
requires that this account be used for delegation, you must either disable Kernel Mode
Authentication or configure the application pool to explicitly use the Application Pool Identity
by modifying the ApplicationHost.config file.

In multi-tier installations of Vision Document Management, you must configure domain based
delegation. This configuration has changed from Vision 5.1. It is now configured for this user
account running the Vision 6.1 Application Pool being granted delegation rights to the WSS
server. This configuration is shown in the following example of the Delegation tab of the
Application Pool Identity Properties dialog box:

I-


http://support.microsoft.com/?id=871179
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DMServAcck3Tier Properties ﬂﬂ
Organization I tember OF I Dial-in I Errvironment I Sesziong
Remaote control I Teminal Services Profile I COM+

General I Addrezs I Account I Profile I Telephones  Delegation

Delegation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do nat brust this user for delegation
™ Trust this uzer for delegation ta any service [Kerberas only)
%' Trust this user for delegation o specified services only

& Use Kerberos only

= Use any authentication pratocol

Services to which thiz account can present delegated credentials:

Service Type | Usger or Computer | Fort
http CAMOAINETEINSS3
http CAMOAINETEINSSIINETTEST2K SN . COM

I i

Add... | Bemave |

0k I Cancel | Apply |

Vision 5.1 to Vision 6.1 Document Management Upgrade

To upgrade from Vision 5.1 Document Management to Vision 6.1 Document Management,
complete these steps:

1. Uninstall Deltek Vision 5.1 Document Management from Add/Remove Programs on your
Deltek Vision Web server and any dedicated Document Management (WSS) servers.

2. Delete the old Deltek.Vision.WSS30.dll from \inetpub\bin or inetpub\virtual
directories\wss\<port>\bin.

Uninstall the old Deltek.Vision.WSS30.dll from GAC (c:\windows\assembly).
4. |Install Vision 6.1 Document Management.

Vision 6.0 to Vision 6.1 Document Management Upgrade

To upgrade from Vision 6.0 Document Management to Vision 6.1 Document Management,
complete these steps:

1. Run the Deltek Vision 6.1 installation to upgrade your Vision servers to Deltek Vision 6.1.

2. Run the Deltek Vision 6.1 Document Management installation to upgrade your Document
Management server(s) to Deltek Vision 6.1 Document Management.

Note: Run the upgrade on both your Vision and SharePoint servers if they are on
different physical machines.

‘ Delteki-
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3. Update the Deltek Vision Document Management .NET assembly
(Deltek.Vision.WSS30.Server.dll) in your SharePoint site \bin directory with the updated
assembly located in <drive>:\Program Files\Deltek\Vision\Support\DM\3.0 folder.

Deltek,i. .
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Important Information Regarding Windows Server
2008, IIS 7.0 and SQL Server 2008

Windows Server 2008 Specific Information

If you will be installing Vision 6.1 Document Management on Windows Server 2008 / 1IS 7.0, refer
to Appendix B for detailed configuration information.

SQL 2008 — Database Rights

If you will use SQL Server 2008 as the database server for your Vision 6.1 Document
Management installation, note the following: WSS 3.0 is able to successfully add the domain
SharePoint Service Account to the necessary SQL Server fixed server roles in SQL 2005.
However, you must perform these grants manually with SQL 2008. The account must be added
as a database login and granted securityadmin and dbcreator fixed server roles, as described in
the following Technet article:

http://technet.microsoft.com/en-us/library/cc287748.aspx

: Delteki.
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Vision Document Management Installation

Vision Document Management Requirements

The Deltek Vision Document Management installation for Vision 6.1 has the following
requirements:

The Vision Web/Application and Microsoft SharePoint Web server(s) must be running
Windows Server 2003 (x86 or x64) or Windows Server 2008 (x86 or x64).

“&J x64 for the Deltek Vision Web/Application server is only supported with the Deltek Vision 6.1
Sp2 and later versions.

An Active Directory domain (Server 2003) is required and the domain functional level must be
Native. Refer to Appendix A for how to identify and raise your domain functional level.

“.] Deltek has not as yet had an opportunity to test Windows Server 2008 domains.

Internet Information Services (IIS) must be configured for Integrated Windows Authentication
on both the Vision Web/Application server(s) and the Microsoft SharePoint Web server(s). A
standard deployment of Vision supports either Anonymous Access (Vision Security) or
Integrated Windows Authentication (Domain security), so this may be a change if you already
have Vision deployed. The use of Integrated Security in IIS does not prohibit the use of Vision
Security login accounts (for example, you don't have to configure all users in Vision for
Integrated Security).

@] There are additional Microsoft licensing requirements necessary to support the use of
Integrated Windows Authentication with 11S. Specifically, a CAL (Client Access
License) is required for each user that will access the IIS server (Vision).

If you choose to install WSS 3.0 to the same Web site as Vision, (only supported if your
Vision Web/Application/SharePoint server is Windows Server 2003/Internet Information
Services (IIS) 6.0), the WSS installation will automatically cause all virtual directories in that
site to use Integrated Windows Authentication. You must follow the steps below to
reconfigure the VisionClient virtual directory to be Anonymous.

To reconfigure the VisionClient directory, complete the following steps:

1. Open Internet Information Services.

Right click the VisionClient virtual directory, and click Properties on the shortcut menu.
Click the Directory Security tab.

Click the Edit button under Anonymous Access and Authentication Control.

Clear the Windows Integrated Authentication option and select Anonymous Access.
Restart 1IS.

N

- 7
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Understanding Infrastructure Configuration Changes

Delegation and Kerberos Authentication

Delegation is the process of passing the credentials of the logged-in user from one server to
another. In the case of Vision Document Management, they would pass from the Vision
Web/Application server to the SharePoint server. In Vision 6.1, delegation is configured by
modifying the domain user account of the Vision Application Pool Identity to perform delegation.

Kerberos Authentication is a secure key-based authentication protocol necessary for delegation
to be performed. Essentially, the Vision Web Server needs to delegate the credentials of the
authenticated domain user to the SharePoint server. The Vision Web server requests a key from
the Key Distribution Center (KDC—a service which runs on domain controllers). The KDC
authenticates the user and provides the key to the Vision Web Server for use in delegating the
users’ credentials to the SharePoint server.

Constrained Delegation, Unconstrained Delegation, and Protocol
Transition

Unconstrained Delegation — You are allowing delegation from one computer in the domain to
any other User/Computer or Service on the domain with no restrictions. This is the only model
available in Windows 2000 and Windows 2003 Mixed domains.

@.]  Vision 6.1 with WSS 3.0 does not support Unconstrained Delegation.

Constrained Delegation — You are limiting the delegation that can be performed by a computer
in the domain to a specific User/Computer or Service. This method of delegation is much more
granular and secure and is only available in Server 2003 native domains.

Protocol Transition — This option allows you to transition the authentication protocol from the
trusted server during the delegation. In the case of Vision Document Management in an Internet
deployment, we have the need to transition the protocol from NTLM (as Kerberos is not available
through the firewall) on the Vision Web server to Kerberos when communicating to the
SharePoint server. This is necessary for Internet deployments because the client must negotiate
the Kerberos ticket. This would require that Port 88 be open inbound through the firewall to the
domain controller (not an advisable security configuration). The ticket is requested by the Vision
Web server on the client's behalf and once granted, it is used to authenticate the user with
Kerberos to the WSS server. Again, this option is only available in Server 2003 Native domains.

Windows 2000 Native or Mixed Mode domains have the option on the General tab of the
Computer account properties labeled Trust Computer for Delegation. The following screen shot
is of a computer account in a native Server 2003 functional domain that allows us to show all of
the available Delegation and protocol transition configurations.

8 -
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DMServiAcct3Tier Properties 2=l
Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+
General I Address I Account I Prafile I Telephones  Delzgation

Deleqation iz a security-sensitive operation, which allows services to act on

behalf of another uzer.

Do not trust this user for delegation /

" Trust this user for delegation to any service (Kerberos only)

No Delegation

Unconstrained Delegation

% Trust this user for delegation to specified services only Constrained Delegation

{* ze Kerberos only

" |se any authentication protocol

Services to which thiz account can prezent delegated credentials:

Protocol Transition

Service Type | |Jzer or Conmputer | Paort | Service Name__!____lg
ihttp CAMUAINETESNSSS., |

4] | *
[ Expanded Add... | Hemove I

ok I Cancel | Apply |

Vision Application Pool Identity

With the Vision 5.1 Document Management installation, you had to configure the ASP .NET
Impersonation Identity using the Deltek Vision Resource Kit. This installation step is no longer
necessary, because the identity of the Application Pool performs this function in Vision 6.1. The
installation of Vision 6.1 creates the DeltekVisionAppPool with the local DeltekVision account as

the ldentity.

Deltek,i.
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The WSS Service account must be the Application Pool Identity for Vision 6.1 and a domain
account, as shown in the following example dialog boxes:

IIS 6.0 example:

DeltekY¥isionAppPool Properties e |

Recyclingl Perfarmance I Health Identity |

—Application poaol identity

Select a security account For this application pool:

" Predefined INetwnrk Service j

User name: I inettestzk3nidmservacckZtier Browse |

Password: I I I

a4 I Cancel Appli Help

[IS 7.0 example:

fvanced settngs 2
; |B (General) =)
! NET Framework Version v2.0

Enable 32-Bit Applications True

Managed Pipeline Mode Integrated

MName DeltekVisionAppPool

Queue Length 1000

Start Automatically True
=T

Lirnit a

Limit Action MoAction

Limit Interval (minutes) 5

Processor Affinity Enabled False —

Processar Affinity Mask 4294967295

E Process Model
Identity inettest2k3n\dmservacct2tier
Idle Time-out (minutes) 20

@.]  For this account to be the Application Pool Identity, it must be a member of the IS_WPG
group in IS 6.0 and the IIS_IUSRS group in [IS7.0, in addition to being a member of the
local administrators group for Vision.

10 Delteki.
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Service Principal Name (SPN)

In addition to the information provided earlier in this document about the SPN needed for the
Vision Application Pool Identity, below are some additional instances where SPNs may need to
be configured for your Document Management deployment.

If you are using or will be using a custom Fully Qualified Domain Name (FQDN) as your
SharePoint URL (for example, http://sharepoint.company.com, where "sharepoint" is a custom
DNS record added to avoid using the actual machine name of the server) and your deployment
model requires the configuration of Constrained Delegation, you will need to register the custom
FQDN using the Service Principal Name utility (setspn.exe) so that it can be configured for
Constrained Delegation or Protocol Transition.

Additionally, when deploying Microsoft Office SharePoint Server (MOSS) 2007, the application
pool identity for the SharePoint Web application defaults to a domain account. If your SharePoint
Application Pool Identity is a domain account (as opposed to Network Service, which is the
default for Windows SharePoint Services 3.0), you will need to create SPNs for this account as
identified in the following Microsoft Support article (http://support.microsoft.com/?id=871179).

Modifications to IIS Metabase

The IIS metabase contains the information on the authentication methods that IIS supports. For
Document Management, the options are the following:

e Negotiate, which requires Kerberos
e NTLM, which uses NTLM

These options are located in the NTAuthenticationProviders element in the 1ISWebServer tag as
shown in the following example:

<l1sWebServer Location="/LM/W3SVC/1"

AppPool 1d="Defaul tAppPool™

DefaultDoc="Default.htm,Default.asp, index.htm,iisstart.htm,
Default._aspx"

NTAuthenticationProviders="Negotiate ,NTLM"
ServerAutoStart=""TRUE"
ServerBindings=":80:""
ServerComment="Default Web Site"
ServerSize=""1"

>

</llsWebServer>

@.J  The Vision Document Management installation adds the NTAuthenticationProviders
element to use both Negotiate and NTLM.

By default, an installation of 1I1S 6.0 does not include the NTAuthenticationProviders element in
the metabase for IIS to use, so all communication defaults to NTLM as the authentication
mechanism. In order to edit the metabase.xml file, you need to go into the IIS server properties
and select the Enable Direct Metabase Edit check box, which allows you to make the change
and for it to be dynamic (for example, no need to restart the Web server).

- 11
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Vision Document Management Installation

CAMQAYMZ2K31WEBU {local computer) Properkie d |

Internet Information Services |

v Enable Direct Metabase Edit

Allows you ko edit the 115 metabase configuration File while 115 is
running.

Refer to Appendix B for information on the changes needed for the 1IS 7.0 configuration file
(applicationhost.config) that replaces the 1IS 6.0 Metabase.

Document Management Supported Deployments and Required

Infrastructure Configuration Changes
Use the table on the next page to identify necessary infrastructure configuration changes based
on your domain and chosen deployment model. The steps necessary to implement those

configuration changes are outlined in the "Installation and Configuration" section for your
deployment scenario.

12 Delteki.
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Document Management Supported Deployments and Required Configuration Changes

Windows SharePoint Services 3.0 (2007)

Windows Server 2003 Native Domains

Required Configuration Changes

Required Delegation

Deploy- | DM Domain Deltek Set SPN Use s Configure Configure
ment Tier Functional Vision URL | for Domain Metabase | Constrained | Protocol
Model Model | Level SharePoint | Application | Settings Delegation Transition
Web Pool (Note 2) (Note 3) (Note 4)
Server Identity
(Note 1)
Intranet Single | 2003 Native | NETBIOS No Negotiate, | No No
NTLM
Intranet Multi 2003 Native | NETBIOS No Yes Negotiate, | Yes No
NTLM
Intranet Single | 2003 Native | Servername | No Yes Negotiate, | No No
FQDN NTLM
Intranet Multi 2003 Native | Servername | No Yes Negotiate, | Yes No
FQDN NTLM
Intranet Single | 2003 Native | Custom Yes Yes Negotiate, | No No
FQDN NTLM
Intranet Multi 2003 Native | Custom Yes Yes Negotiate, | Yes No
FQDN NTLM
Internet Single | 2003 Native | Servername | No Yes Negotiate, | No No
FQDN NTLM
Internet Multi 2003 Native | Servername | No Yes Negotiate, | No Yes
FQDN NTLM
Internet Single | 2003 Native | Custom Yes Yes Negotiate, | No Yes
FQDN NTLM
Internet Multi 2003 Native | Custom Yes Yes Negotiate, | No Yes
FQDN NTLM

Note 1: Domain account used for Vision Application Pool Identity must be the SharePoint
Services account.

Note 2: The Document Management installation is automatically configuring this property.

Note 3: Constrained delegation must be configured for all multi-tier deployments of Document

Management.

Note 4: Protocol transition is only required for Internet deployments of Document Management.

Delteki-
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Single Server — New Installation of Document
Management 6.1

The following instructions assume that Vision and Windows SharePoint Services 3.0 will exist on
the same Web server and assume you are deploying to Windows Server 2003/11S 6.0. If you will
be deploying to Windows Server 2008/11S 7.0, refer to Appendix B for detailed configuration
information.

@.] Vision and MOSS 2007 are not supported on the same physical server.

If your Windows SharePoint Services server is separate, use the multi-tier installation procedures
beginning on page 41.

Prerequisites
e Install/upgrade to Vision 6.1.

e Change the Application Pool Identity for the DeltekVisionAppPool to be a domain account
(the Vision 6.1 installation sets this to be the local DeltekVision account). This account will
also be the SharePoint (WSS) Service account. Add this user to the local Administrators and
IIS_WPG group on the Vision server.

Configure Vision Application Pool Identity to be a Domain Account

You must change the Deltek Vision Application Pool Identity to be a domain account. The default
is for Vision to use a Local Administrator Account. The DeltekVision user is created during the
Vision installation. The reason for this change has to do with the local account’s inability to read
the SPN configured in Active Directory.

To change the Vision Application Pool Identity, complete the following steps:
1. Create a domain user account. No domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/Application server using an Administrator
account.

Start » All Programs » Administrative Tools » Internet Information Services..
Expand Application Pools.
Right-click the DeltekVisionAppPool and select Properties.

I

Click the Identity tab and change the account from DeltekVision to your Domain\User
account created above. Make sure this account is a member of the Local Administrators
and IIS_WPG local groups.

Configure SPN for Vision Application Pool Identity

As mentioned earlier in this document, it is necessary to create a Service Principal Name (SPN)
for the domain user running the DeltekVisionAppPool.

14 &
Deltek S



Deltek Vision 6.1 Document Management Installation Guide

To add the Application Pool Identity as a Service Principal Name, complete the following
steps:

1. Enter the following commands on the domain server where setspn is installed:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camqgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.
Refer to the following related Microsoft Knowledge Base article:

http://support.microsoft.com/?id=871179

“&J If your Vision Web server is accessed by a DNS / FQDN (Fully Qualified Domain Name) that does
not match the name of the server (for example, if your Vision Web server is named Server01 and its
DNS name is Server01.Company.com, but you have added a custom DNS value
Vision.Company.com), you must also add an SPN for this custom DNS name.

Install and Configure Vision 6.1 Document Management and
WSS 3.0

When you install Vision 6.1 Document Management, WSS is automatically installed. (If you are
upgrading from Vision 5.1 or already have WSS installed, no changes are made to your WSS
installation.) However, the Document Management installation will not automatically configure
WSS. The steps to configure SharePoint are outlined in this document.

The Document Management installation does the following:

e Installs Web Service Extensions (WSE) 2.0 Sp3.

e Installs WSS 3.0, if it is not already installed.

e Changes the IIS metabase NTAuthenticationProviders element to be “Negotiate, NTLM".

e Copies Document Management files to the SharePoint ISAPI folder (c:\program files\common
files\microsoft shared\web service extensions\12\isapi).

e Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

e Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision Document
Management.

e Installs Deltek.Vision.WSS30.Server dll into the Global Assembly Cache (GAC).

Install Vision Document Management and WSS

To install Vision Document Management and WSS, complete the following steps:

1. If you have previously installed Deltek Vision 5.1 Document Management (or other
previous versions), uninstall Deltek Vision Document Management from Add/Remove
Programs. (This will not uninstall Windows SharePoint Services 3.0.)

2. Download the DeltekVision61DM.exe file and run the setup on your Vision Web server.
The following dialog box displays, indicating the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management):

- 15
Deltek S


http://support.microsoft.com/?id=871179

Single Server — New Installation of Document Management 6.1

¥ision {(Document Management) - Installshield Wizard ﬂ

i Document Management requires Integrated security to be used. This setup will chanage the wour virtual directary
\J) security model to Integrated security that might have Microsoft Windows Client Access License (CAL's) implications.
Setup will continue,

3. Click OK. The Document Management Installation Wizard displays.

Deltek ¥Yision Document Management Installation Wizard x|

Welcome to the Deltek Vision 6.0 Document
Management Installation Wizard

This inztallation wizard will install Deltek Vizion 6.0
Diocument Management components on wour computer,

Cancel |

< Bacl

4. Click Next. The License Agreement page displays.

Deltek Yision Document Management Installation Wizard

License Agreement
Fleaze read the follmwing licenze agreement carefully,

IMPORTANT- READ CAREFULLY. This End User License Agreement il
("Agreement”) is a legal agreement between you (either an individual or a
single entity, hereinafter referred to as "Licensee") and Deltek Systems,

Inc. for certain Deltek software products and any documentation that
accompany this Agreement, which includes third party software,

associated media and any related services. An amendment or addendum

to this Agreement may accompany the Software should other terms and
conditions not otherwise stated in this Agreement need to apply. YOU
AGREE TO BE BOUND BY THE ALL TERMS OF THIS AGREEMENT

BY INSTALLING, COPYING OR USING THE SOFTWARE. IF YOU DO |

& 1 accept the tems of the license agreement Brit |

| do not accept the terms of the license agreement

< Back | Hewt » I Cancel |

5. Accept the License Agreement and click Next. The Web/application server page
displays, along with the following confirmation dialog box.

InstallShield
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question i

® | Setup has detected that this is your Deltek Yision webfapplication server, Will this server also be your Microsoft
\\/ Windows SharePoint Services web)application server?

6. Click Yes since this is a single-tier installation of Vision Document Management and this
server will host both Vision and WSS 3.0. The Ready to Install the Program page
displays.

Deltek ¥ision Document Management Installation Wizard

Ready to Install the Program
The wizard iz ready to begin installation.

Click Inztall to begin the installation.

IF pou want to reviews or change any of vour inztallation settings, click Back. Click Cancel to exit
the wizard.

InstallShield

< Back

Cancel |

7. Click Install to start the installation. The installation automatically downloads the version
of Windows SharePoint Services 3.0 specific to your platform (x86 or x64), extracts the
WSS 3.0 setup files, and installs Windows SharePoint Services. During the extraction
process, you receive the following dialog box. You must click the OK button to continue
the installation.

x

Files extracted successfully,

8. When the installation is complete, the InstallShield Wizard Complete page displays.

Delteki. 17
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Deltek ¥ision Document Management Installation Wizard

InstallShield Wizard Complete

The InztallShield Wizard has successfully inztalled Yizion
[Document Management]. Click Finish to exit the wizard.

e ey ey | g

< Bacl [Carice]

9. Click Finish.

Run the SharePoint Products and Technologies Configuration Wizard
To run the SharePoint Products and Technologies Configuration wizard, complete the
following steps:

1. Click Start » Administrative Tools » SharePoint Products and Technologies Wizard.
The Welcome page displays.

"{a SharePoint Products and Technologies Configuration ¥izard o ] 4|

Welcome to SharePoint Products and Technologies

In order to configure SharePaint Products and Techrologies, you will require the Follawing information:

* Mame of database server and database where server Farm configuration data will be stored

» Username and password for the database access account that will administT%:he server farm

Click hexct b continue or Cancel to exit the wizard, To run the wizard again, click on the Start Menu shortcut.

Cancel |
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2. Click Next. The following dialog box displays.

SharePoint Products and Technologies Configuration Wizar x|

The Following services may have to be starked or reset during configuration:

]:}

Internet Information Services
SharePoint Adminiskration Service
SharePoint Timer Service

Choose ves ko restart the services if required and continue with the configuration wizard
or no ko exit the configuration wizard,

3. Click Yes. The Connect to a server farm page displays.

Ii.é SharePoint Products and Technologies Configuration Wizard — |EI|5|

Connect to a server farm

A server Farm is a collection of bwao or more computers that share configuration data, Do wou want to
conneck o an existing server Farm?

[ ‘¥es, I wank bo connect ta an existing server Farm

o Mo, Twank bo creake a new server Farm |

4. Select the No, | want to create a new server farm option and click Next. The Specify
Configuration Database Settings page displays.

19
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Specify Configuration Database Settings

All servers in a server Farm must share a configuration database. Tvpe the database server and database
name, If the database does not exist, it will be created. To reuse an existing database, the database must be
empty, For additional information regarding database server security configuration and network access
please see help.

Database server: IcamqainetkSnde

Database name: ISharePoint_ConFig

Specify Database Access Account

Select an existing \Windows account that this machine will always use to connect ta the configuration
database. If wour configuration database is hosted on anather server, you must specify a domain account.

Type the username in the Form DOMAIMYUser_Name and password for the account,

Username: |inettest2k3n'|,dmservacct3tier i

Password: |.nunn|

"{a SharePoint Products and Technologies Configuration Wizard ] 54

Enter the name of the database server to host the SharePoint configuration database and

accept the default database name: SharePoint_Config.

“&J If you are using SQL Server 2008, refer to Appendix B on page 93 for configuration

requirements before proceeding.

In Username, enter the domain and name of the Vision Application Pool Identity (as
configured earlier) as the username for the SharePoint database access account, and

enter the user’s password in Password.

Click Next. The Configure SharePoint Central Administration Web Application page

displays.

-]
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Configure SharePoint Central Administration Web Application

A SharePaoint Central Administration Web Application allows vou ko manage configuration settings for a server
farm. The first server added to & server Farm must host this web application. To specify a port number For the
web application hosted on this machine, check the box below and type a number between 1 and 65535, IF
vou do not specify a port number, a random one will be chosen.

¥ Specify port number: |4D4DB

Configure Security Settings
Kerberas is the recommended security configuration to use with Integrated Windows authentication. Kerberos
requires special configuration by the dormain administrator, MTLM authentication will work with any
application pool account and the default domain configuration. Show me more informakion.
Choose an authentication provider For this Web Application,
(ol
o

"{a SharePoint Products and Technologies Configuration Wizard ] 54

8. Select the Specify port number check box and enter the port to be used for the

SharePoint Central Administration Web site.

9. Select the Negotiate (Kerberos) option for the Authentication provider to use.

10. Click Next. The following dialog box displays.

SharePoint Products and Technologies Configuration ¥ B |

'j ¥ou have chosen ko conkinue using Kerberos with Integrated windows authentication,
I Manual configuration steps by a domain administrator will be required to create a Service
Principal Marme {SPM) in the Active Directory (A0). Do you wank to use Kerberos
authentication?

11. Click Yes to continue using Kerberos with Windows Authentication. The Completing the
SharePoint Products and Technologies Configuration Wizard page displays.

|
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"{a SharePoint Products and Technologies Configuration Wizard

Configuration Wizard

The Following configuration settings will be applied:

# Configuration Database Server

# Configuration Database Name

# Host the Central Administration Web Application
» Central Administration URL

& fythentication provider

Click. Mezxt to apply configuration sektings.

hdvanced Settings

Completing the SharePoint Products and Technologies

=10 x|

camgainetkindbz

SharePaoint_Config

=

http:jfcamgainetksnss1:40

Megotiate (Kerberos)

= Back | Mext = |

12. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

Ii'é SharePoint Products and Technologies Configuration Wizard

Configuration Successful

The following configuration settings were successfully applied:
# Configuration Database Server
» Configuration Database Name
# Host the Central Administration Web Application
& Central Administration LIRL

» Authentication provider

=10 x|

|camqainetk3ndh2

|ShareP0int_ConFig

|yes

|htt|:: licamgainetk3nss1;40408/]

|Negc-tiate (Kerberos)

22

Click Finish to close this wizard and launch the SharePoint Central Administration homepage. Inkernet

Explorer users may be prompted for a username in the Form DOMAIN|User_Mame and password to access

the site, Ak khat prompt, enter the credentials that vou used to logon to this computer, Add this site to the list
of trusted sites when prompted.

13. Click Finish to finish the configuration process. The SharePoint Central Administration

page displays.

-]
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Use SharePoint Central Administration to Complete the SharePoint
Configuration

To complete the SharePoint Configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is

launched.
5]
'.;__—}.' I'C_.)'- - |g, http:/fcamgainetk3nwb1:4531 1/ def ault, aspx j || X ILi\re Search P
'ﬂ? e @Home-Central Administration | | @ ~ & - gé; - |:2k Page - |§Earch Cptions
Central Administration Welcome IMETTEST 2K3N \administrator - @ =
% Central Administration
Home | Operations  Application Management
View All Site Content L.
Administrator Tasks v Resources M
Central = —
Administration Type Order Title ) Assigned To There are currently no
) . favorite links to display. To
= Operations 1 READ FIRST - Click this Ilfnk for i a rew k., i d'f,: "
= Application deployment |ns|truct0ns ;NEH new link” belaw,
Incoming e-mail settings & NEW
S ° ¢ & Add new link
-~ Outgoing e-mail settings e
2] Recycle Bin

Configure Workflow Settings ! HEW
15 Diagnostic logging settings I rEw

18 Add anti-virus protection ! Hew

a
| 2
[ 3
a 4 Create SharePoint Sites ! vew
[ 4
a
a
A

= Add new task
Farm Topology d
Server Services Running
camgainetk3ndbi Windows SharePoint Services
Database

CAMQAINETK3NWEBL Central Administration
Windows SharePoint Services
Incoming E-Mail
Windows SharePoint Services Web
Application ;I

Cione |_|_|_|_|_|_|‘:l Local intranet *100% - A4
2. Click Operations. The Operations page displays.
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Central administration

Haorme | Dperations

Wiew Al Site Content

Welcarne INETTEST2K 3N administrator = | @

%%\O Central Administration

Application Managerenk m

Central Administration > Cperations

Operations

This page contains links to pages that help yvou manage your server or server Farm, such as changing the server Farm

Central topolagy, specifying which services are running on each server, and changing settings that affect mulkiple servers ar

Administration applications,

= Dperations

o Topology and Services Global Configuration
= ppplication
Management o Servers in farm o Timet job skakus

] Recycle Bin B Services on server a Timet job definitions
8 Oubgoing e-mail settings 8 Alernate access mappings
& Incoming e-mail settings a Manage Farm features
8 Approvefreject distribution groups a Solution management
Security Configuration Backup and Restore
8 Service accounts a Perform a backup
8 Information Rights Management 8 Backup and restore history
8 Antivirus 8 Restore from backup
8 Elocked file bypes 8 Backup and restore job status

I ey alnsio ik " Ul

3. Click Services on Server under Topology and Services to configure the SharePoint
Services search.

Central Administration

Home | Operations

View All Site Content

Central
Administration

= Operations
= Application
Management

2] Recycle Bin

Welcome INETTEST 23N \administrator - @

% Central Administration

Application Management

Central Administration > Operations > Services on Server

Services on Server: CAMQAINETK3NWB1

Complete all steps below
= Server: | CAMQAINETK3NWEBL ~

[ Start services in the table below:

View: Configurable -
Service Comment Status Action
Central Administration Started Stop
Windows SharePoint Services Incoming Started Stop
E-Mail
Windows SharePoint Services Search Required on Farm, not running Stopped Start
Windows SharePoint Services Web Started Stop
Application

= When finished, return to the Central Administration home page

4. Locate the Windows SharePoint Services Search option and click Start.

24
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Central Administration

% Central Administration

Home | Operations

Wiew Al Sike Content

Central
Administration

= Operations
= Application
Managemenk

2] Recycle Bin

Application Management

welcome INETTESTZK3M administrator ~ | (@)

Central Administration > Operations > Services on Server > Windows SharePoint Services Search Service Settings

Configure Windows SharePoint Services Search Service Settings on server

CAMQAINETK3NSS1

Use this page to configure Windows SharePoint Services Search Service Settings.

Warning: this page is not encrypted for secure communication, User names, passwords, and any other information will be sent in cear text,

For more information, contact your administrator,

J Service Account
The search service will run using this account,

The search service account musk nok be & builk-in account in order to access the
database, Examples of buit-in accounts are Local Service and Mebwork Service,

= Content Access Account
The search service will access all content using this account,

The account will be added ko the Full Read policy, giving it read-only access ko all
cankent,

For proper search Functionality and information security, do not use an administratar
account, and do not use accounts that can modify content.

= search Database

Usi of the default datshase server and database name is recommended for most cases,

Refer to the administrator's guide for advanced scenarios where specifying database
information is required.

Use of Windows authentication is strangly recormmended. To use SCL authentication,
specify the credentials which will be used to connect to the database.

User name
|i nettestZk 3nDMServACct2Tier

Password

User name

|i nettestZk 3nDMSeryAcct2Tier

Password

Database Server

|camqainatk3ndb2

Database Narne
IWSS_Search_CAMQAINETK3NSSl

Database authentication

@ wyindows authentication (recommended)

Indexing Schedule
Configure the indexing Schedule,

7 501 authentication
Account

Fassword

Indexing schedule:
& Every IS_ Minutes
£ Hourly between I_ and l_ rinutes past the haur
" Daily
Between mlﬁ
wd  [izan o0

Stark Cancel

5. Configure the search service to include the Service account and Content Access account
(use the same account information as your Vision Application Pool ldentity).

6. Configure Search Database as shown above and click Start. After a minute or so, the
service’s status changes to Started.

Deltek,i.
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Central Administration Welcarme INETTEST2K 3N administrator = | @
3% .. .
}@ Central Administration

Haore | Dperations | Application Management ;u!-l'a'\lulun-ﬁ

Central Administration > Operations > Services on Server

Services on Server: CAMQAINETK3NWEB1

Wiew Al Site Content

Central Complete all steps below

Administration

= Operations Fl Server: | CAMQAINETKINWEL ~

= Application [= Start services in the table below:

Management
‘iew: | Configurable -

&/ Recycle Bin Service Camment Status Hction
Central Administratian Skarted Skap
Wwindows SharePoint Services Help Started Stop
Search
windows SharePaint Services Incoming Started Skap
E-Mail
Windows SharePoint Services Web Skarted Skop
Application

= When finished, return to the Central Administration home page

7. Click Application Management to configure the SharePoint Web Application.

Central Administration welcome INETTESTZK3M administrator + | (@)
513 . .
% Central Administration

Haorme  Operations | Application Management ;m-nuu-m.a

Cenkral Administration = Application Management

Application Management

Wiew All Site Content This page contains links to pages that help vou configure settings For applications and components that are installed on the

Central server ar server Farm,

Administration
= Operations SharePoint Web Application Management SharePoint Site Management
= Application = {reate o exfend Web annlication ® Create site callection
Managemenk
& Remove SharePoint from 115 Web site @ Delete site collection
2] Recycle Bin 8 Delete Web application 8 Site use confirmation and deletion
8 [Cefine managed paths 8 Juoka templates
8 YWeb application oukgoing e-mail settings 8 Site collection quotas and locks
8 Web application general settings 8 Site callection adrinistrators
o Content databases @ Site collection list

8 Manage Web application Features
e Web application lisk External Service Connections

@ Records center

Application Security o HTML wiewer

a Security For Web Part pages 8 Document conversions

8. Select the Create or extend Web application option. The Create or Extend Web
Application page displays.
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Central Administration

%\O Central Administration
Home = Operations | Application Management |

Welcome INETTEST 23N \administrator =

@

Central Administration > Application Management > Create or Extend Web Application

Create or Extend Web Application

View All Site Content

Central
Administration

Lse this page to create a new Windows SharePoint Services application or to extend an existing application to another 115
Web Site. Learn about creating or extending Web applications.

Adding a SharePoint Web

= Operations Application

Create a new Web application

= Application
Management

2] Recycle Bin

Creating & new Web application is the
most common option. When creating a
new SharePoint Web application, you
create a new database to store data,
and define the authentication method
used to connect the SharePoint
application to that database.

Extend an existing Web application

Choose Extend an existing web
application if you need to have separate
115 Web Sites that expose the same
content to users. This is typically used
for extranet deployments where
different users access content using
different domains, This option will reuse
the content database from an existing
Web application,

9. Click Create a new Web application. The Create a New Web Application page displays.

Central Administration

Welcome INETTEST 23N \administrator -

% Central Administration

Home

View All Site Content

Central
Administration

= Operations
= Application
Management

2] Recycle Bin

Operations | Application Management |

Central Administration > Application Management > Create or Extend Web Application > Create New Web
Application

Create New Web Application

Use this page to caeate a new Windows SharePoint Services Web application. Learn about creating or extending Web

applications,

Warning: this page i
infoermation will be

]

115 Web Site

Choose between using an existing II5
web site or create a new one to serve
the Windows SharePoint Services
application.

If you select an existing 115 web site,
that web site must exist on all servers in
the farm and have the same description,
or this action will not succeed.

If you opt to create a new 115 web site,
it will be automatically created on all
servers in the farm, If an IIS setting
that you wish to change is not shown
here, you can use this option to create

ot encrypted for secure communication. User names, p
in clear text. For more information, contact yvour admi

words, and any other
ratar.

OK | Cancel |

' Use an existing IS web site

| Default Web Site

=
{¥ Create a new IIS web site
Description
|ShareP0int - 81

Port
|s1
Host Header

10. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port in Port.

Delteki.
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@] Vision and SharePoint can be installed to the same Web site if your Vision
Web/Application/SharePoint server is Windows Server 2003/Internet Information Services
(I1S) 6.0. If you are using Windows Server 2008/Internet Information Services (IIS) 7.0,
please install SharePoint to different Web site than Vision.

Alternatively, you can create a new Web site ahead of time using a different IP address
and select the option to Use an existing IIS web site.

the basic site, then update it using the
standard II5 tools.

Security Configuration

Kerberos is the recommended security
configuration to use with Integrated
Windows authentication. Kerberos
requires the application pool account to
be Metwork Service or spedial
configuration by the domain
administrator. NTLM authentication wil
work with any application pool account
and the default domain configuration.

If you choose to use Secure Sockets
Layer {S5L), you must add the certificate
on each server using the 115
administration tools., Until this is done,
the web application will be inaccessible
from this IIS Web Site.

Load Balanced URL

The load balanced URL is the domain
name for all sites users will access in this

Path
pubiwwwroot\wss\virtualDirectories\81

Authentication provider:
= fle
' NTLM

Allow Anonymous:

" Yeg
= Mg

Use Secure Sockets Layer (S5L):
" Yes
& No

URL
|http://CAMQAINETK3NWB1:81

SharePoint Web application, This URL Zone

domain will be used in all links shown on I Dafanlt LI
pages within the web application. By ~Efault

default, itis set to the current

servername and port.

Application Pool . S ——

Note the entry in Path, which by default is the root of your WSS Web site in a directory
named after the port chosen under c:\inetpub\wwwroot\wss\virtualdirectories.

11. Select Negotiate (Kerberos) under Authentication provider.

12. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, you can configure SSL later, but
you must not configure SSL to be required.

28
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Application Pool

Choose the application pool to use for
the new web application. This defines
the account and credentials that will be
used by this service.

You can choose an existing application
pool or create a new one.

Reset Internet Information
Services

Use this section to allow SharePoint to
restart IIS on other farm servers, The
local server must be restarted manually
for the process to complete, If this
option is not selected and you have
more than one server in the farm, you
must wait until the IIS web site is
created on all servers, and then run

" Use existing application poal

| DefaultappPool (Network Service) Ll

(¥ Create new application pool
Application pool name
|shareroint - 81

Select a security account for this application pool

oF ] ;
INetworI-c Service 'I

" Confiqurable
User name

Password

(" Restart IIS Automatically

¥ Restart IIS Manually

13. Select the Create new application pool option and provide a name (Deltek
recommends using the same name as the Web site).

14. Select Predefined and Network Service for the security account to be used for the

application pool.

15. Select the Restart IIS Manually option for Reset Internet Information Services.

Yisreset fnoforce” on each Web server,
The new IIS site will not be usable untl
that is completed.

Database Name and Authentication

Use of the default database server and
database name is recommended for most
cases. Refer to the administrator's guide
for advanced scenarios where specifying
database information is required.

Uze of Windows authentication iz
strongly recommended. To use SQL
authentication, specify the credentials
which will be used to connect to the
database.

Search Server

Database Server
IcamqainethndbL

Database Name
|wss_Content

Databaze authentication

& windows authentication (recommended)

" 5QL authentication
Account

Password

Select Windows SharePoint Services search server

Deltek,i.

You can choose to assodate a content | CAMQAINETKINWEL =
database with a spedific server that is
running the Windows SharePaint
Services search service.
OK Cancel
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16. Verify the name of the server in Database Server. (It should be the same as that used

for the SharePoint configuration database server.) Accept the default in Database Name
for the content database.

17. Select Windows authentication (recommended) under Database authentication.

(This will use the SharePoint service account and Vision Application Pool Identity
configured previously.)

18. Select the search server in Select Windows SharePoint Services search server and
click OK. The following dialog box displays.

Windows Internet Explorer x|

b ] ¥ou have chosen ko continue using Kerberos with Inkegrated \Windows authentication,
\_"4) rManual configuration steps by a domain administrator will be required if the application
pool's security account is not Network Service, Are you sure you want ko use Kerberos

authentication?
Cancel |

19. Click OK to use Kerberos for Windows Authentication. After a few minutes, the

Application Created page displays. It indicates the status of the process to create a new
Web application.

Central Administration

% Central Administration

Home  Operations | Application Management

Welcome INETTEST 2K3N \administrator = @

ite Actions

Central Administration > Application Management = Create or Extend Web Application > Create Mew Web
Application > Application Created

Application Created
View All Site Content

T The Windows SharePoint Services Web application has been created.
Administration If this is the first time that you hawve used this application pool with a SharePoint Web application, you

= Operations must wait until the Internet Information Services (IIS) Web site has been created on all servers. By
licati default, no new SharePoint site collections are created with the Web application. To create a new site
= Application collection, go to the Create Site Collection page.
Management

- To finish creating the new 11S Web site, vou must run "iisreset /noforce” on each Web server.
2] Recycle Bin

20. Do not click the Create Site Collection link at this time. It is still necessary to add

DeltekVision as a managed path with explicit inclusion before you create the site
collection.

21. Click Application Management and select the Define Managed Paths option.
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Home — Operations | Application Management I—m-.u--umﬁl

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

tigw All Site Content Use this page to specify which paths in the URL namespace are managed by Windows SharePaoint Services, Learn about
Central defining managed paths,
Administration

Web Application

= Operations Web Application: | http://fcamqainetk3nwb1:81/ ~

= Application Select a Web application,

Managernent
Included Paths

5] Recycle Bin x Delete selected paths
- b This list specifies which paths within the

URL narmespace are managed by ety TR

Windows SharePoink Services, r {root) Ex¢plicit inclusian
[~ sites ‘Wildcard inclusion

Add a New Path Path:

Specify the path within the URL |Deltek'\.l'isi0n

narmespace ko include, Yau canindude

tagtizasc;g&tig,dopraﬂl-l!:aths subordinate Mate: Taindicate the root path For this web application, type a slash
i Check LRL

s the Check URL button to ensure

that the path vou include is notk already Type:

in use For existing sites or folders, which IEpricit inclusion = I
will open a new browser window with

that LRL,

22. Enter DeltekVision in Path and select Explicit inclusion in Type.
23. Click OK.

Home  Operations | Application Managemenk ;un-.nunun-a

Central Administration > Application Management > Define Managed Paths

Define Managed Paths

¥iew All Site Content Use this page to specify which paths in the URL namespace are managed by Windows SharePoink Services, Learn about
Central defining managed paths.
Administration

Web Application

= Operations web Application: | htkp://camgainetk3nwb1:81/ ~

Select a Web application.

= Application
Managernent
5] Recycle Bin Included Paths X Delete selected paths
- This list specifies which paths within the Path Tyne
URL namespace are managed by ¥R
Windows SharePoint Services, - (root) Explicit inclusion
[~ sites Wildcard inclusion
r deltekvision Explicit inclusian

24. Click Application Management and select the Create Site Collection option under
SharePoint Site Management.
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Central administration

% Central Administration

Haorme  Operations | Application Management

Central Administration > Application Management

Application Management

Wiew Al Site Content

Central server or server Farm,

Administration

= Operations SharePoint Web Application Management

= ppplication

8 Create or extend Web application
Management

8 Remaye. SharePoint from 115 Web site

2] Recycle Bin 8 Delete Web application

8 Define managed paths

8 Web application autgoing &-mail setkings
8 Web application general settings

& Content databases

8 Manage Web application features

2 Web application lisk

Application Security

a Security For Web Part pages

Welcarne INETTEST 2K 3Madministrator = | @

;ull-l'nlulun-a

This page contains links to pages that help vou configure settings For applications and components that are installed on the

SharePoint Site Management

8 Create site collection

8 Delete site collection

8 Site use confirmation and deletion
8 Quoka templates

8 Site colleckion quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
a8 HTML viewer

8 Document conversions

The Create Site Collection page displays.

Central Administration

% Central Administration

Home  Operations | Application Management

Create Site Collection

Yiewe All Sike Content:

Central
Administration

Use this page to create a new top-level Web site.

Specify the URL name and LURL path to create & new site, or choose ko create
a site at a specific path,

To add & new URL Path go to the Define Managed Paths page.

Welcome INETTEST2K3N administrator = | (@)

F; ite Act .-u>a

Central Administration = Applicaktion Management = Create Site Collection

0K Cancel
= Operations
= Application Web application Web Application: | htkp://camgainetk3nwb1:81;/ -
Management Select a Web application.
5] Recycle Bin
Title and Description Title:
Type & title and description For yaur new site, The title will be displayved an |Deltek Vision
each page in the site.
Description:
Bl
[
Web Site Address URL:

http://camgainetk3nwb 1:51 [l N

25. Enter Deltek Vision in Title and enter a description, if appropriate.

26. From the URL drop-down list, select /deltekvision. This will be the top level root for

Vision Document Management.
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Template Selection Select a template:

Collaboration | Meetings

A site For teams to quickly organize, author, and share information. It provides
& document library, and lists For managing announcements, calendar items,
tasks, and discussions,

Primary Site Collection Administrator

User name:
Specify the administrator For this Web site collection, inettestzk 3nhadministratar &
Secondary Site Collection Administrator User name:
Specify the secondary administrator For this web site collection, linettestzkanyadrninistrator 8,
Quota Template Seleck a guota template:
Select a predefined quota template to limit resources used for this site I Mo Quota = I
collection, e

Storage limit:

Number of invited B
To add a new quota template, go to the Manage Quota Templates page, MITLET OF INVLEC LUEers

Ok Cancel

27. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators.

28. Select No Quotain Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

Central Administration welcome INETTESTZK3M administrator ~ | (@)
303 .. .
}%@ Central Administration

Home  Operations | Application Management ;m-n\-m-ma

Central Administration > Application Management = Create Site Collection = Top-Level Site Successfully Created [%

Top-Level Site Successfully Created

View Al Site Content The new, empky top-level sike was created successfully with the specified URL, IF you have permission to view the ‘Web site, you can do soin a new bromser window by

Central dlicking the URL. To return ko SharePoint Central Administration, click OK.
Administration

= Operations http: fjcamozinetk3nwb 181 deltekvision

= Application

Management OK |

2] Recycle Bin

29. Click Start » Run, enter iisreset /noforce, and click Enter.
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30. Click the link for the top level site (in our example it is
http://camqainetk3nwb1:81/deltekvision) to display the site.

a Home - Deltek Vision - Microsoft Internet Explorer - |ﬁl il
File Edit ‘iew Favorites Tools Help | ;,'
) Back ~ 3 - [ 2] A | - search = - Favorites &< ‘ - u B
Address Iéﬁ hittpe ffcamaainetk3nub 1181 fdelkekyision def aul, aspsx d B Go [:H Links **
Deltek Vision | o to "htkp:jfcamgainetk3nmb1:51 /delkekyision/dsf ault. aspx”
@ Deltek Vision [This site = o

Home Site Actions —
Wiew All Sike Cantent
Announcements T
Documents }l '
Get Started with Windows SharePoint Services! ! new FIZBIZ007 12:26 PM 'j
pleharedDoctinerts by INETTEST2K3M, administr ator J. 'l T
Micresoft !
Lists Microsoft Windows SharePoint Services helps vou ko be maore effective by connecting people, information, Windows
and documents, For information on getting started, see Help, . .
= Calendar SharePoint Services
u Tasks Add new announcerment
Discussions Links v
Calendar M

= Team Discussion There are currently no Favorite links ko

There are currently no upcoming events, To add a new event, click "Add new event” below, display, To add a new link, dick "Add new

Sites link" below,
Add new event
People and Groups Add new link
] Recycle Bin
=
(€] Done l_l_l_l_l_l‘-_! Local intranet

31. The SharePoint configuration is complete. Close SharePoint Central Administration.

Configure SharePoint for a Fully Qualified Domain Name (FQDN) URL
(Optional)

If you will be configuring your SharePoint server to use a custom DNS record for the URL you
must create an additional SPN and also create Alternate Access Mappings in SharePoint.

See “Appendix C: SPN Configuration When Using Custom DNS Records” on page 99 for more
information.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information Services to view these Web
sites:

= Default Web Site — This is your Vision Web Site

= SharePoint — 81 — This is your WSS 3.0 Web Site (if installed to a different Web site
from Vision

= SharePoint Central Administration Web Site

o Deltek.-:-
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lf; Internet Information Services (IIS) Manager — |ﬁ' |5|
¥4 File  Actitn  View Window Help | =12 =]
= B
f’lg Inkernet Information Services Description | Identifier Skate | Hosk heade. ., | IP address | Pork |
= -J_!E CAMOQAINETKIMWEL (local camput gDeFauIt Web Site 1 Running * Al Unassigned * 80
=-_J Application Pools 8 sharePaint - 51 2055152122 Running * Al Unassigned * 81

Y
o DefaultAppPaal 9 sharePoint Central Administra, .. 6992268021 RuRming * gl Unassigned * 45311
DeltekiisionAppPoal

ShatePaint - 51
Bk SharePoint Central Adminis
=) web Sites
CF ] Default Web Ste
[ Reparting
‘f’

"#J Wision

[ aspret_client

F_ ) wss

- SharePoint - 81

g _controltemplates
H- g avouts

F- g _vti_bin

- g _wpresources

| App_Browsers
-l App_GlobalResources
_,_J aspnet_client

_J hin

---__J WRresources

B ) _app_hin

__J _whi_pwt

[]--‘g SharePoint Central Adminis
B~ __) ‘Web Service Extensions

A T | o

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.

3. Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to:

c:\inetpub\wwwroot\bin (if WSS was installed to the default web site)
or to
c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

“&J By default, the <site> directory will reference the port chosen. In our example, the port is
81.

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility. Follow the instructions below to
configure this:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.
3. Click the System Settings tab.

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

Deltek.i- =
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Document Managerment

SharePoint Username |inettest2k3n'|,dmservacct3tier |

SharePoint Password | bbbk ook |

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

) General System Settings - Apple & Bartlett, PC - Period Ending 6/30/2005 - ¥6.0 {Limited Release 1}

Options (2) Help =

ﬁ General System Settings

(2) Help

K[ Calendar/Activities [
&

’T‘ Lookups | Ernail |Ser\-'ers | Labels | Murnbering |Synchr0nizati0n Docurnent Management | Audit Trail |Miscellaneous |
E Rilling Enable Document Management

5 N 1P ingtk3nmb
p Transaction Center T W |Camqam gl |

,—| Wirtual Server Port -81
Accounting -
l Current Site | |p|
Human Resources
Test Site | [ wiew Site [ New site |
T.mExpe.,se [ J b e
4 Inventory
F Repl:lrtlng

e Configuration

El  General
ﬁﬁ System Settings

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This can be the NetBIOS
name, server name FQDN, or custom DNS/FQDN. Enter this value without the protocol
prefix (for example, remove the http://). In the illustration above, the value is
camgqainetk3nwb4.

Enter the port in Virtual Server Port. In our example the port is 81.

Click the Lookup icon to select the current site.
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i) Select Web Site x|

E ‘http:fframgainetk3nwb4:81 /deltelkvision (Deltek Wision) |

[8]4 Cancel Help

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you must configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall that need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

To configure Protocol Transition, select the Use any authentication protocol option instead of
the Use Kerberos only option that is used to configure Constrained Delegation. This allows the
client to authenticate to the Vision Web server using NTLM instead of Kerberos, and that
authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint server.
To configure Protocol Transition, complete the following steps:

1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account).
3. Right-click and select Properties.
4

On the Delegation tab, select the Trust this user for delegation to specified services
only option.
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#J

If you click the second option, you will be configuring Unconstrained Delegation,

which would be the equivalent of Delegation in a Windows 2000 or Mixed domain.
The Constrained Delegation feature of Windows Server 2003 Native domain is

more secure and therefore recommended.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties ﬂll
Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+
General I Address I Account I Prafile I Telephones  Delzgation

Deleqation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do not trust this user for delegation

" Trust this user for delegation to any service (Kerberos only)

£+ Trust this user for delegation to specified zervices only

= Use Kerberos only
%' |se any authentication protocol

Services to which thiz account can prezent delegated credentials:

Service Type | |Jzer or Conmputer | Part | Service Name| Dc

l |

[ Expanded

i

Add... | Hemave I
ok | Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.

Add Services EE

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer hames, click
Usgers or Computers,

serz or Computers..

Avwailable zervices;

Semvice Type | Usger or Computer | Fort | Service Namel Dromain

4| | B
Select Al |

Cancel |

ok |

Deltek
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7. Click Users or Computers. The Select Users or Computers dialog box displays.

Select Users or Computers 2=

Select thiz object type:

IUsers, Computers, Buil-in zecurity principalz, or Other objects DObject Types...

Fram thiz location:
IINETTEST2K3N.CDM Laocations...

Enter the object names to select [eramples]:

CAMOAINE TEANWET LCheck Hames

i

Advanced... | ok | Cancel |

Search for the SharePoint server and click OK.

|

9. Locate the http service for the SPN (FQDN) you created earlier (in our example,
visionl.inettest2k3n.com), select it, and click OK.

In the following screenshot, there are two http service types listed. Unless you have
registered a custom FQDN using the setspn utility, only the server name displays. These
service types are known as Service Principal Names (SPNSs).

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Port | Service Mame |;|
dnacache CAMOAIMETK3MNWET
eventlog CAMOAINETE3MNWE
eventzystem CAMOAINETE3MNWE J
fam CAMOAIMETK3MNWET
HOST CAMOAIMETK3MNWET

hittp CAMOAINETEINWET

. inettest Q)
ias QAIMETEIMWET

jizadrnin CAMOAIMETK3MNWET
[ CARATAIME TE IhR i
Al | _'l_|
Select Al |

ok I Cancel |

The SPN referencing CAMQAINETK3NWABL.inettest2k3n.com was created automatically
when the server was added to the domain and the http service (1IS) was installed.

The second SPN referencing visionl.inettest2k3n.com is a new SPN that was created
using the setspn utility that allows us to register the custom FQDN of the server, which
provides more meaning than the actual machine name.
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The Delegation tab options should be as follows:

Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+
General I Address I Account I Prafile I Telephones  Delzgation

Deleqation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do not trust this user for delegation
" Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only

= Use Kerberos only

%" illse any authentication protocok

Services to which thiz account can prezent delegated credentials:

Service Type | |Jzer or Conmputer | Part | Service Name| Dc
hitp CamMOAIMETKIMSS3
4] | *
[ Expanded

Add... | Remaove |

ok I Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the
SharePoint server, and because we are using the Use any authentication protocol
option and not Kerberos, this is known as “Protocol Transition.”
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Multi-Tier—New Installation of Document
Management 6.1 with Windows SharePoint
Services 3.0

The following instructions assume that Vision and Windows SharePoint Services 3.0 exist on
separate servers and assume that you are deploying to Windows Server 2003/11S 6.0. If you will
be deploying to Windows Server 2008/11S 7.0, refer to Appendix B for detailed configuration
information.

Prerequisites
e Install/upgrade to Vision 6.1.

e Change the Application Pool Identity for the DeltekVisionAppPool to be a domain
account. (The Vision 6.1 installation sets this to be the local DeltekVision account.) This
account will also be the SharePoint (WSS) Service account. Add this user to the local
Administrators and [IS_WPG groups on the Vision server and local Administrators group
on the WSS server.

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. (The default is for
Vision to use a Local Administrator Account. The DeltekVision user is created during the Vision
installation.) The reason for this change is that the local accounts are unable to read the SPN
configured in Active Directory.

To change the Vision Application Pool Identity, complete the following steps:
1. Create a domain user account. No domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/application server using an Administrator
account.

Click Start » All Programs » Administrative Tools » Internet Information Services.
Expand Application Pools.
Right-click DeltekVisionAppPool and select Properties on the shortcut menu.

o g M w

Click the Identity tab and change the account from DeltekVision to your domain\user
account created in step 1. Make sure this account is a member of the Local
Administrators and [IS_WPG local groups.

Configure SPN for Vision Application Pool Identity
As mentioned earlier in this document, it is necessary to create a Service Principal Name (SPN)
for the domain user running the DeltekVisionAppPool.
To add the Application Pool Identity as a Service Principal Name, complete the following
steps:
1. Enter the following commands on the domain server where setspn is installed:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier

2. Repeat for the FQDN of the server.
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Refer to the following related Microsoft Knowledge Base article:

http://support.microsoft.com/?id=871179

@] If your Vision Web server is accessed by a DNS / FQDN (Fully Qualified Domain Name) that does
not match the name of the server (for example, if your Vision Web server is named Server01 and its
DNS name is Server01.Company.com, but you have added a custom DNS value
Vision.Company.com), you must also add an SPN for this custom DNS name.

Install and Configure Vision 6.1 Document Management and
WSS 3.0

When you install Vision 6.1 Document Management, WSS is automatically installed. (If you are
upgrading from Vision 5.1, no changes are made to your WSS installation.) However, the
Document Management installation will not automatically configure WSS. The steps to configure
SharePoint are outlined in this document.

The Document Management installation does the following:

e Installs Web Service Extensions (WSE) 2.0 SP3.

e Installs WSS 3.0. if it is not already installed.

e Changes the IIS metabase NTAuthenticationProviders element to be Negotiate,NTLM.

e Copies Document Management files to the SharePoint ISAPI folder (c:\program files\common
files\microsoft shared\web service extensions\12\isapi).

e Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

¢ Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision Document
Management.

¢ |Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).

Install Vision 6.1 Document Management on the Vision Web Server

To install Vision 6.1 Document Management on the Vision Web server, complete the
following steps:

1. Run the setup on your Vision Web server. The following dialog box then indicates the IIS
licensing requirements for the use of Windows Integrated Authentication (required to use
Vision Document Management):

¥ision {(Document Management) - Installshield Wizard ﬂ

security model to Integrated security that might have Microsoft Windows Client Access License (CAL's) implications.

\ij) Document Management requires Integrated security to be used. This setup will chanage the wour virtual directary
Setup will conkinue,

2. Click OK. The Welcome page displays.

& Deltek &
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Deltek Yision Document Management Installation Wizard x|

Welcome to the Deltek Vizion 6.0 Document
Management Installation Wizard

This inztallation wizard will install Deltek Vizion 6.0
Diocument Management components on wour computer,

e ey ey | g

e — Rl [T

M iy

Cancel |

< Bacl

3. Click Next. The License Agreement page displays.

Deltek Yision Document Management Installation Wizard

License Agreement
Flease read the following license agreement carsfully.

e

IMPORTANT- READ CAREFULLY. This End User License Agreement
("Agreement”) is a legal agreement between you (either an individual or a
single entity, hereinafter referred to as "Licensee") and Deltek Systems,
Inc. for certain Deltek software products and any documentation that
accompany this Agreement, which includes third party software,
associated media and any related services. An amendment or addendum
to this Agreement may accompany the Software should other terms and
conditions not otherwise stated in this Agreement need to apply. YOU
AGREE TO BE BOUND BY THE ALL TERMS OF THIS AGREEMENT
BY INSTALLING, COPYING OR USING THE SOFTWARE. IF YOU DO |

& 1 accept the tems of the license agreement Brit |

| do not accept the terms of the license agreement

< Back | Hewt » I Cancel |

4. Select | accept the terms of the license agreement and click Next. The following dialog
box displays.
Question =]

<2 Setup has detected that this is yvour Delkek Wision webfapplication server, 'Will this server also be vour Microsoft
\{/ windows SharePoint Services webjapplication server?

InstallShield

5. Click No because this is a multi-tier installation of Vision Document Management and
your Vision Web server will not host WSS 3.0. The following dialog box displays to
remind you to run the setup on the WSS server.
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¥ision (Document Management) - InstallShield Wizard x|

\') Please be sure ko run this setup on wour Microsoft Windows SharePoint Services webfapplication server in addition to
this server,

6. Click OK to display the Ready to Install the Program page.

Deltek ¥Yision Document Management Installation Wizard x|

Ready to Install the Program
The wizard iz ready to begin inztallation.

Click Inztall to beqin the installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel ta exit
the wizard.

IietalShield

< Back Cancel

Click Install to start the installation.

8. Click Finish when the installation is completed.

InztallS hield Wizard Complete

The InstallShigld ‘Wizard has successfully installed Vizion
[Document Management]. Click Finish to exit the wizard,

< Back Cancel
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Install Vision Document Management on the WSS Server

To install Vision Document Management on the WSS server, complete the following steps:

1. If you have previously installed Deltek Vision 5.1 Document Management (or other earlier
versions), uninstall Deltek Vision Document Management using Add/Remove Programs.
(This will not uninstall Windows SharePoint Services 3.0.)

2. Download DeltekVision61DM.exe and run the setup on your WSS server. The Welcome
page displays.

Deltek Yision Document Management Installation Wizard x|

Welcome to the Deltek Vizion 6.0 Document
Management Installation Wizard

This inztallation wizard will install Deltek Vizion 6.0
Diocument Management components on wour computer,

< Bacl

3. Click Next. The License Agreement page displays.

Deltek Yision Document Management Installation Wizard

License Agreement
Fleaze read the follmwing licenze agreement carefully,

IMPORTANT- READ CAREFULLY. This End User License Agreement ﬂ
"Agreement” is a legal agreement between you (either an individual or a
single entity, hereinafter referred to as "Licensee”) and Deltek Systems,

Inc. for certain Deltek software products and any documentation that
accompany this Agreement, which includes third party software,

associated media and any related semices. An amendment or addendurm

to this Agreement may accompany the Software should ather terms and
conditions not otherwise stated in this Agreement need to apply. YOU
AGREE TO BE BOUND BY THE ALL TERMS OF THIS AGREEMENT

BY INSTALLING, COPYING OR USING THE SOFTWARE. IF YOU DO |

& 1 accept the terms of the license agreement Print |

| do not accept the terms of the license agreement

IietalShield

< Back | Heut » I Cancel |

4. Accept the license agreement and click Next. The Ready to Install the Program page
displays.
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Deltek ¥ision Document Management Installation Wizard |

Ready to Install the Program
The wizard iz ready to begin inztallation.

Click Inztall to beqin the installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel ta exit
the wizard.

IietalShield

< Back Inztall Cancel |

5. Click Install to start the installation. The installation automatically downloads the version
of Windows SharePoint Services 3.0 specific to your platform (x86 or x64), extracts the
WSS 3.0 setup files, and installs Windows SharePoint Services.

During the extraction process, the following dialog box displays. You must click OK to
continue the installation).

Microsoft Windows SharePoint Sel x|

Files extracted successfully.

=

6. When the installation is complete, the InstallShield Wizard Complete page displays.

Deltek Yision Document Management Installation Wizard

Install5hield Wizard Complete

The InztallShield Wizard has successfully inztalled Yizion
[Document Management]. Click Finish to exit the wizard.

M iy
st i (g e

el |

< Bacl [Carice] |

s Deltek,i.



Deltek Vision 6.1 Document Management Installation Guide

7.

Click Finish.

Run the SharePoint Products and Technologies Configuration Wizard

To run the SharePoint Products and Technologies Configuration wizard, complete the

following steps:

1.

To run the SharePoint Products & Technologies Configuration Wizard, click Start »
Administrative Tools » SharePoint Products and Technologies Wizard. The

Welcome page displays.

Welcome to SharePoint Products and Technologies

In order to configure SharePaoint Products and Technologies, vou will require the Following information:

» Name of database server and database where server farm configuration data will be stored

& Username and password for the database access account that will administ%the server Farm

Click Mezxt ko cantinue or Cancel ko exit the wizard, To run the wizard again, click on the Start Menu sharkeout,

Cancel |

'{a SharePoint Products and Technologies Configuration Wizard ] 4

Click Next. The following dialog box displays.

SharePoint Products and Technologies Configuration ¥iz B |

T'j The Following services may have to be starked or reset during configuration:
L3

Internet Information Services
SharePoint Adminiskration Service
SharePoint Timer Service

“hoose ves to restart the services if reguired and conkinue with the configuration wizard
or no ko exit the configuration wizard.

Click Yes. The Connect to a server farm page displays.

o
Deltek =r
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48

Connect to a server farm

A server Farm is a collection of bwao or more computers that share configuration data, Do wou want to
conneck to an existing server Farm?

[ ‘es, I wank bo connect to an existing server Farm

& fia, Twant to create a New setver Farm &

'{a SharePoint Products and Technologies Configuration Wizard ] 4|

Select the No, | want to create a new server farm option and click Next to display the

Specify Configuration Database Settings page.

Specify Configuration Database Settings

All servers in a server Farm must share a configuration database, Type the database server and database
name. If the database does not exist, it will be created. Ta reuse an existing database, the database must be
empty. For additional information regarding database server security configuration and network access
please see help,

Database server: Jeamazinetkandb2

Database name: ISharePoint_ConFig

Specify Database Access Account

Select an existing Wwindows account that this machine will always use to connect to the configuration
databasze. If vour configuration dakabase is hosted on another server, you must specify a domain account,

Twpe the username in the Form DOMAINUser_Name and password for the account.

Username: Iinettest2k3n'|,dmservacct3tier I

Password; I.........l

"{a SharePoint Products and Technologies Configuration Wizard ] 4

Enter the name of the database server to host the SharePoint configuration database and

accept the default database name: SharePoint_Config.

|
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@] If you use SQL Server 2008, refer to Appendix B on page 93 for configuration

requirements before proceeding.

6. Enter the domain and name of the Vision Application Pool Identity (configured and added
to the local administrator group on the WSS server) as the Username for the SharePoint

database access account and enter that user's Password.

7. Click Next. The Configure SharePoint Central Administration Web Application page

displays.

"fa SharePoint Products and Technologies Configuration Wizard

vou do not specify a port number, a random one will be chosen,

¥ sSpecify port number: |40408

Configure Security Settings

requires special configuration by the domain administrator, MTLM authentication will work with any
application pool account and the default domain configuration. Show me more information.
Choose an authentication provider For this Web Application.

 NILM

«

=101 %]

Configure SharePoint Central Administration Web Application

A sharePoint Central Administration Web Application allows vou ko manage configuration settings for a server
fFarm. The first server added to a server Farm must host this web application. To specify a port number For the
web application hosted on this machine, check the box below and tvpe a number between 1 and 65535, IF

Kerberos is the recommended security configuration to use with Integrated Windows authentication. Kerberos

8. Specify the port to be used for the SharePoint Central Administration Web site.

9. Select Negotiate (Kerberos) for the authentication provider.

SharePoint Products and Technologies Configuration ¥

Principal Marme {SPM) in the Active Directory (A0). Do you wank to use Kerberos
authentication?

' ¥ou have chosen ko continue using Kerberos with Inkegrated \Windows authentication,
. tanual configuration steps by a domain administrator will be required to create a Service

x|

10. Click Yes to continue using Kerberos with Windows Authentication. The Completing the
SharePoint Products and Technologies Configuration Wizard page displays.

-]
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"{a SharePoint Products and Technologies Configuration Wizard

Configuration Wizard

The Following configuration settings will be applied:

# Configuration Database Server

# Configuration Database Name

# Host the Central Administration Web Application
» Central Administration URL

& fythentication provider

Click. Mezxt to apply configuration sektings.

hdvanced Settings

Completing the SharePoint Products and Technologies

L =10 x|

camgainetkindbz

SharePaoint_Config

=

http:jfcamgainetksnss1:40

Megotiate (Kerberos)

= Back | Mext = |

11. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

"fa SharePoint Products and Technologies Configuration ¥izard

Configuration Successful

The following configuration settings were successfully applied:
» Configuration Database Server
# Configuration Database Name
» Host the Central Administration Web Application
# Central Administration URL

® Authentication provider

=101 =]

|camqainetk3ndh2 |

|SharePoint_C0nFig |

|yes

|http:,l',l'camqainetk3nssl :4D4DB,I'|

|Neg0tiate (Kerberos)

Click Finish to close this wizard and launch the SharePoint Central Administration homepage. Internet

Explorer users may be prompted for a username in the Forrm DOMAIN|User_Mame and password to access

the site, At that prompt, enter the credentials that vou used to logon bo this computer, Add this site to the list
of trusted sites when prompted.

12. Click Finish to finish the configuration process. The SharePoint Central Administration

page displays.

-]
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Use SharePoint Central Administration to Complete the SharePoint

Configuration

To complete the SharePoint configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is

launched.
] Home - Central Administration - Microsoft Internet Explorer M=
Eile Edit Wiew Favorites Tools  Help | :,'
) Back ~ £ - |ﬂ E] .‘ ,':" Search -7 Favarites -?‘t| L =

Address |g“| http:ffcamgainetk3nss1: 40408 default, aspx

= B e |Links =

Central Administration

Wieww All Site Conkent

Central
Administration

= Operations
= Application
Management

2] Recycle Bin

% Central Administration

Home | Cperakions  Application Managemenk

Administrator Tasks

welcome INETTEST2KAN administratar = | (@) _R

“Site Actions ~ |

- Resources -

Type Order  Title

A READ FIRST - Click this link Far
deployment instruckions 1 HEw

Incoming e-mail settings ! MEw

2

3 Oubgoing e-mail settings ! HEW

4 Create SharePoint Sites ! vew

4 Configure WarkFlow Settings ! Hew
15 Diagnostic logging settings 1 HEw
18 &dd anti-virus prokection ! vew

B
a
|
B
B
a

A

= Add new task

Farm Topology

) ssigned To There are currently no

favorite links to display, To
add a new link, click "Add
e link” below,

= Add new link

Server Services Running
camgainetk3ndbz windows SharePoint Services
Cratabase

CAMOQAINETKINSS1 Central Administration

Windows SharePoint Services Incoming

E-Mail

Windows SharePoint Services Web ;I

@ Done

’— ’— ’_ ’_ ’_ |i‘.g Local inkranek

2. Click Operations. The Operations page displays.

Deltek,i.
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Central administration

Haorme | Dperations

Wiew Al Site Content

Central
Administration

= Dperations
= ppplication
Management

=] Recycle Bin

% Central Administration

Application Managerenk

Central Administration > Cperations

Operations

Welcarne INETTEST2K 3N administrator = | @

;ull-l'nluuun-a

This page contains links to pages that help yvou manage your server or server Farm, such as changing the server Farm
topolagy, specifying which services are running on each server, and changing settings that affect mulkiple servers ar

applications,

Topology and Services

o Sepversin farm

O Services on server

8 Oubgoing e-mail settings
& Incoming e-mail settings

8 Approvefreject distribution groups

Security Configuration

B Service accounts

8 Information Rights Management

Global Configuration

a Timer job skatus

a Timet job definitions

8 Alernate access mappings
a Manage Farm features

a Solution management

Backup and Restore

a Perform a backup

8 Backup and restore history

8 Antivirus 8 Restore from backup
8 Elocked file bypes 8 Backup and restore job status
I ey alnsio ik " Ul

3. Click Services on Server under Topology and Services to configure the SharePoint
Services search.

Central Administration

Haorme | Dperations

Wiew Al Site Content

Central
Administration

= Operations
= Application
Management

2] Recycle Bin

% Central Administration

Application Managerenk

‘Welcome INETTESTZE 3N administrator - | @

Full-l'nluuun-a

Cenkral Administration = Operations = Services on Server

Services on Server:

Complete all steps below

[ Server: | CAMQAINETE3NSS1 ~

[= Skart services in the table below:

Service
Central Administration

Windows SharePaint Services Incoming
E-Mail

windows SharePoint Services earch

windows SharePoint Services Web
Application

CAMQAINETK3NSS1

Wiz | Configurable -
Camment Skatus Ackion
Started Stop
Started Stop
Required on Farm, not running Stopped Skark
Started Stop

= When finished, return to the Central Administration home page

4. Locate the Windows SharePoint Services Search option and click Start.

52
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Central Administration

% Central Administration

Home | Operations | Application Management

Settings

Wi Al Site Content

Central
Administration
= Cperations _
= Service Account
= Application

The search service will run using this
Management

accounk,
2] Recycle Bin The search service account must not be a
bwilt-in account inorder bo access the
database. Examples of builk-in accounts
are Local Service and Metwork Service,

= Content Access Account

The search service will access all content
using this account,

The account will be added to the Full
Read policy, giving it read-only access to
all conkent,

welcome IMETTESTZK3M administrator - | @

;un-';uumua

Central Administration = Operations = Services on Server = Windows SharePoint Services Search Service

Configure Windows SharePoint Services Search Service
Settings on server CAMQAINETK3NSS1

Ilse this page to configure Windows SharePoint Services Search Service Settings,

wiarning: this page is not encrypted for secure communication, User names, passwords, and any other
information will be sent in clear text, For more information, contact your administrator,

User name

|inettest2k3n\dmservacct3tier

Password

Lser name

|inettest2k3n\dmservacct3tier

Password

For proper search functionality and
infarmation security, do not use an
administrator account, and do not use
accounts that can modify content,

= search Database

Use of the default database server and
database name is recommended For most
cases, Refer ko the administrator's guide
for advanced scenarios where specifying
database information is required.

Use of Windows authentication is
strongly recommended, To use SOL
authentication, specify the credentials
which will be used to connect ko the
database.

Indexing Schedule

Configure the indexing Schedule,

Database Server

|camqainetk3ndb2

Database Mame
IWSS_SearCh_CAMQF\INETKSNSSl

Database authentication

& windows authentication (recommended)

™ S0L authentication
Accounk

Password

Indexing schedule:

" Every |5 Minukes
L& Hourly between I and I minukes past the hour
i Diaily

Between [ 12 A - [[o00 -]

and IlZF\M v”DD vI

Skark I

Cancel

5. Configure the search service to include the Service account and Content Access account
(use the same account information as your Vision Application Pool Identity).

Deltek,i.
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6. Configure Search Database as shown and click Start. After a minute or so, the service’s
status changes to Started.

Central Administration

% Central Administration

Haorne | Dperations | Application Management

welcame IMETTEST2K 3N\ administratar = | @

;1 ILE ACLIOoN pa

Central Administration = Operakions > Services an Server

Services on Server; CAMQAINETK3NSS1

Wigws Al Site: Conkent

Central Complete all steps below
Administration

« Cperations Server: | CAMOQAINETK3NSS1 -

= Application Skart services in the table below:
Management
Yiew: Configurable -

& Recycle Bin Service Comment Status Action
Central Administration Starked Stop
Windows SharePoint Services Help Starked Stop
Search
windows SharePoint Services Incoming Started Stop
E-Mail
Windows SharePoint Services Web Started Skop
Application

when finished, return to the Cantral Adrinistration harme page

s

7. Click Application Management to configure the SharePoint Web Application.

Central administration

% Central Administration

Haorme  Operations | Application Management

Welcarne INETTEST2K 3N administrator = | @

;ull-l'nlulun-a

Central Administration > Application Management

Application Management

View All Site Content This page contains links to pages that help vou configure settings For applications and components that are installed on the
Central serwer or serwer Farm,

Administration

= Operations SharePoint Web Application Management

= Application

= Lreate or extend e application:
Management

8 Remove SharePoint from 115 Web site
&] Recycle Bin 8 Delete Web application
8 [Cefine managed paths
8 YWeb application autgoing &-mail setkings
8 Web application general settings
o Content databases
8 Manage Web application Features

e Web application lisk

Application Security

a Security For Web Part pages

SharePoint Site Management

8 Create site collection

8 Delete site collection

8 Site use confirmation and deletion
8 Juoka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML viewer

8 Document conversions

8. Select the Create or extend Web application option. The Create or Extend Web

Application page displays.
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Central Administration

55 . . .
}%\O Central Administration
Home  Operations | Application Management

Central Administration > Application Management > Create or Extend Web Application

Create or Extend Web Application

Welcome INETTEST 23N \administrator = @

View All Site Content Use this page to create a new Windows SharePoint Services application or to extend an existing application to another 1IS
Central Web Site. Learn about creating or extending Web applications.
Administration

= Operations Adding a SharePoint Web

Application Create a new Web application
= Application Creating & new Web application is the e _
Extend an existing Web application
Management most commen option. When creating a 0 YWED app
new SharePoint Web application, you
&] Recycle Bin create a new database to store data,

and define the authentication method
used to connect the SharePoint
application to that database.

Choose Extend an existing web
application if you need to have separate
115 Web Sites that expose the same
content to users. This is typically used
for extranet deployments where
different users access content using
different domains, This option will reuse
the content database from an existing
Web application,

9. Click Create a new Web application. The Create a New Web Application page displays.
Central Administration %
% Central Administration

Home  Operations | Application Management m

Central Administration > Application Management = Create or Extend Web Application = Create New Web Application

Create New Web Application

welcome INETTESTZK 3N administrator = | (@)

Vfiews Al Site Content

Jcledlll‘tlgl:ilstratiun Warning: this page is not encrypted for secure communication. User names, passwords, and any other information will be sent in clear text.
For more information, contact your administrator,

Use this page to create a new Windows SharePaint Services Web application. Learn about creating or extending 'Web applications,

= Operations

= application Ok | Cancel |
Managernenk y
- 115 Web Site " Use an existing 115 web sie
2] Recycle Bin Choose between using an existing 115 web site or create a new one to serve the -
‘Windows SharePoint Services application. | Default Web Site =l
IF you select an existing 115 web site, that web site must exist on all servers in the Farm [
and have the same description, or this action will not succesd. Description
IF ywou opt ko create a new 115 web site, it will be automatically created on all servers in |SharePoint - 80
the farm. If an 115 setting that you wish to change is not shown here, you can use this
option to create the basic sike, then update it using the standard IIS toals, Part
I
Host Header
Path

|C:\Inetpub\wwwront\wss\UirtuaID\rect

10. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port in Port.

Because WSS is installed on its own server, it can run on the Default Web Site and Port
80. To accomplish this, select the existing Web site (Default Web Site). Note the entry in
Path, which by default is the root of your WSS Web site in a directory named after the
port chosen under c:\inetpub\wwwroot\wss\virtualdirectories.
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Security Configuration

Kerberos is the recommended security configuration to use with Integrated Windows
authentication, kKerberos requires the application pool account ko be Mebwork Service
o special configuration by the domain administrabor, MTLM authentication will work,

with ary application pool account and the default domain configuration,

IF vou choose to use Secure Sackets Layer (551, vou must add the certificate on each
seryer using the 115 administration tools, Until this is done, the web application will be

inaccessible from this 115 Web Site,

Load Balanced URL
The load balanced URL is the domain name For all sites users will access in this

SharePoint Web application. This URL domain will be used in &l links shown on pages
within the web application, By default, it is set to the current servername and part,

Authentication provider:
o
NI

Allovs Anomymous:

' ves
& fo

Use Secure Sockets Layer {5500
" ves
@ ha

URL
[http://CAMQAINETK 3NSE1:80/

Zone

|Defau\t ;I

11. Select Negotiate (Kerberos) under Authentication provider.

12. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, you can configure SSL later but
you must not configure SSL to be required.

Application Pool

Choose the application pool ko use for the new web application. This defines the

account and credentials that will be used by this service,

‘fou can choose an existing application pool ar create a new one,

Reset Internet Information Services

Use this section to allow SharePoint to restart II5 on other Farm serwvers, The local
server must be restarked manually for the process bo complete, IF this option s not
selected and you have more than one server in the Farm, you must wait until the I15
wehb site is created on all servers, and then run "isreset fnoforce” on each Web

server, The new 15 site will not be usable until that is completed.

' Use existing application pool

|DefauItAppPoo\ {Metwork Service) ;l

' Create new application pool
Application pool name
|SharePDint - 80

Select a security account For this application pool
& Eredefined

I Network Service =

 Configurable
User name

Fassword

€ Restart I15 Automatically
' Restart 115 Manually

56

13. Select the Create a new application pool option and provide a name (Deltek
recommends using the same name as the Web site). Note that if you are installing WSS
to the Default Web Site, you can also choose to use the Default App Pool rather than
creating a new application pool.

14. Select Predefined and Network Service for the security account to be used for the
application pool.

15. Select the Restart 1IS Manually option for Reset Internet Information Services.
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Database Name and Authentication Database Server

Use of the default database server and datsbase name is recommended For most
cases, Refer to the administrator's guide For advanced scenarios where specifying
database information is required, [atabase Mame

|camqainetk3ndb2

Use of windows authentication is strongly recommended. To use SOL authentication, IWSS—CU”te”t

specify the credentials which will be used ko connect to the database. Bebebees et

* Windows authentication (recommended)

7 501 authentication
Account

Password

Search Server Select Windows SharePoint Services search server

‘fou can choose ko associste a content database with a specific server that is running
the Windows SharePoint Services seatch service,

0K Cancel

16. Verify the name of the server in Database Server. (It should be the same as that used
for the SharePoint configuration database server.) Accept the default in Database Name
for the content database.

17. Select Windows authentication (recommended) under Database authentication.
(This will use the SharePoint service account and Vision Application Pool Identity
configured previously.)

18. Select the search server in Select Windows SharePoint Services search server and
click OK. The following dialog box displays.

Windows Internet Explorer x|

€ , ‘fouhave chesen ko continue using Kerberos with Integrated Windaws authentication,

\,_-(/ Manual configuration steps by a domain administratar will be required if the application

pool's security account is not Metwork Service, Are you sure vou want bo use Kerberos
authentication?

Zancel |

19. Click OK to use Kerberos for Windows Authentication. After a few minutes, the
Application Created page displays. It indicates the status of the process to create a new
Web application.
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Central Administration Welcome INETTEST 263N \administrator = @
Sy} _ -
}@ Central Administration

Home  Operations | Application Management

Central Administration > Application Management > Create or Extend Web Application > Create Mew Web
Application > Application Created

Application Created
View All Site Content

== The Windows SharePoint Services Web application has been created.
Administration If thig iz the first time that yvou have used this application pool with a SharePoint Web application, you
must wait until the Internet Information Services (I115) Web site has been created on all servers. By

- default, no new SharePoint site collections are created with the Web application. To create a new site
H g s teeliiey] collection, go to the Create Site Collection page.
Management

= Operations

- To finish creating the new 115 Web site, yvou must run "iisreset /noforce” on each Web server.
5 Recycle Bin

20. Do not click the Create Site Collection link at this time. It is still necessary to add

DeltekVision as a managed path with explicit inclusion before you create the site
collection.

21. Click Application Management and select the Define Managed Paths option.

Central Administration

welcome INETTESTZ3N administrator = | (@
303 . -
}3@ Central Administration
Home  Operations | Application Management ;m-n\-u.-ma
Central Administration > Application Management > Define Managed Paths
Define Managed Paths
Vigw Al Site Content Use this pags to specify which paths in the URL namespace are managed by Windows SharePoint Services, Learn about defining managed paths,
Central
CMEGERD Web application ‘“web Application: | httpef /camqainetk3nss1/ ~
= Operations Select a Web application,
= Application
Managemenk
Included Path:
neluded Paths * Delete selected paths
& Recycle Bin This list specifies which paths within the URL namespace are managed by Windows Path Type
- SharePoint Services, e
[~ (root) Explicit inclusion
- sites ‘wildcard inclusion
Add a New Path Path:
Specify the path within the URL namespace to include, You can include an exact path, |de\tekvision
or all paths subordinate to the specified path.
Use the Check URL button to ensure that the path you indude is not already in use Mote: Ta indicate the root path for this web application, type a slash
For existing sites or Folders, which will open a new browser window with that URL, iy Check URL
Type:
IEpricwt inclusion 'I
Ok Cancel

22. Enter DeltekVision in Path and select Explicit inclusion in Type.
23. Click OK.

56 Deltek,i.



Deltek Vision 6.1 Document Management Installation Guide

24. Click Application Management and select the Create site collection option under
SharePoint Site Management.

Central Administration Welcarne INETTEST 2K 3Madministrator = | @
3% .. .
}@ Central Administration

Haorme  Operations | Application Management ;m-num-m.a

Central Administration > Application Management

Application Management

Viw All Site Content This page contains links to pages that help vou configure settings For applications and components that are installed on the
Central serwer or serwer Farm,

Administration
= Cperations SharePoint Web Application Management SharePoint Site Management
= Application B Create or extend Web application o Create site collection
Management .
8 Remaye. SharePoint from 115 Web site 8 Delete site collection
2] Recycle Bin 8 Delete Web application 8 Site use confirmation and deletion
8 Define managed paths 8 Quoka templates
8 Web application autgoing &-mail setkings 8 Site colleckion quatas and lacks
8 Web application general settings 8 Site colleckion adrinistratars
& Content databases @ Site collection list

8 Manage Web application features

o Weh application list External Service Connections
8 Records cenker

Application Security o HTML viewer

a Security For Web Part pages 8 Diocument conversions

The Create Site Collection page displays.

Zentral Administration ‘Welcome INETTEST2K3M) administrator = | ®_
3 .. .
2%@ Central Administration

Home  Operations | Application Management Fu....u-uma

Central Administration > Application Management > Create Site Collection

Create Site Collection

Views All Site Conkent

Central
Administration

Use this page ko create a new top-level Web site.

Ok Canicel
= Operations
= Application Web Application ‘web application: | http://camgainetk3nssl, ~
Management Select a Web application,
@] Recycle Bin
Title and Description Title:
Type a title and description For your new site, The title will be displayed on |De|tal< Vision
each page in the site,
Description:
B
H
Web Site Address URL:

Specify the URL name and URL path to create a new site, or choose ko create

http:/ /camgainetk3nss 1 [}
agike at a specific path,

Jtekyvision jid

To add a new URL Path go to the Define Managed Paths page,

25. Enter Deltek Vision in Title and enter a description, if appropriate.

26. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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Template Selection Select a template:

Collaboration | Meetings

A site For keams to quickly organize, author, and share information, Ik provides
adocument library, and lists For managing announcements, calendar ikems,
tasks, and discussions,

Primary Site Collection Administrator

User name:
Specify the administrator For this Web site collection, inettestzk3ntadministrator 8, @
Secondary Site Collection Administrator User name:
Specify the secondary administrator For this Web sice collection, linettestzk3n\administrator] |18, &
Quota Template Seleck a quota kermplate:
Select a predefined quota template to limit resources used For this site I Mo (uota
collection, .

Storage limit;

Number of inviced users:
To add a new quota template, go to the Manage Quota Templates page.

OK Canicel

27. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators.

28. Select No Quotain Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

Central Administration

}%ﬁ Central Administration

Home  Operations | Application Management

welcome INETTESTZ3N administrator = | (@

Central Administration = Application Management > Create Site Collection > Top-Level Site Successfully Created

Top-Level Site Successfully Created

Views All Site Contert The nievs, empty kop-level site was created successfully with the specified URL, IF you have permission to view the Web site, you can do so in a new browser window by

Central clicking the URL, To return ko SharePaint Central Administration, click OK.
Administration

= Cperations http: jicamgainetkinss1 deltekyision

= Application

Managemenk Ok |

=] Recycle Bin

29. Click Start » Run, enter iisreset /noforce, and click Enter.
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30. Click the link for the top level site (in our example it is
http://camqainetk3nssl1/deltekvision) to display the site.

4} Cannot find server - Microsoft Internet Explorer (=1
Eile Edit Wiew Favorites Tools  Help % | :;'
o Back = £J ~ Iﬂ @ :‘_ | ' Search Favorites £ | i =

Address Ifg‘] http:/framgainethkinss1 fdeltekvision

BN |Links »

Delkek Yision Welcome INETTEST2KSM\administrator = | @ ﬂ
@4 Deltek Vision [This site =] |
Home 5ite Actions ~
I—
Wiewy Al Site Conkent
Announcements -
Documents ’.' '
Get Started with Windows SharePoint g/712007 6:17 AM 'j
® Shared Documents Services! ] HEw L" 1
. Microsoft 4.
T hs.f INETTEST2K3N\,adm|n|s|:r.at0r . . Windo
Microsoft Windows SharePoint Services helps you to be more effective _Ws .
= Calendar by connecting people, information, and documents. Faor information on SharePoint Services
« Tasks qgetting started, see Help.
T = Add new announcement Links -

= Team Discussion There are currently no
Calendar - Favarite links to display. To
Sites add a new link, click "add
There are currently no upcoming events, To add a new event, click niew link" below,

"Add new event” below,

People and Groups
= Add new link

&] Recycle Bin E Add new event

hd|
[&] pone ’_ l_ ’_ l_ ’_ | mternet y

31. The SharePoint configuration is complete. Close SharePoint Central Administration.

Configure SharePoint for a Fully Qualified Domain Name (FQDN) URL
(Optional)

If you will be configuring your SharePoint server to use a custom DNS record for the URL you
must create an additional SPN and also to create Alternate Access Mappings in SharePoint.

See “Appendix C: SPN Configuration When Using Custom DNS Records” on page 99 for more
information.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information Services to view these Web
sites:

= Default Web Site — Stopped.
= SharePoint — 80 — This is your WSS 3.0 Web site.

= SharePoint Central Administration Web Site
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t Internet Information Services (II5) Manager

‘_'_“g File  Action Yiew ‘Window Help

~1o/x]|

JRETE|

¢ | AmEEFRB[2 (2> 50

F_'J Internet Information Services
- 5 1 CAMQAINETK3NSS] (local computer)
[=-_J Application Paals

ik

Description

| Identifier

| state

| Host header value

| IP address

| Pork LE

Default Web Site {Stopped)
8 shareraint - 80

1
1025758010

Stopped
Running

* all Unassigned *
* all Unassigned *

g0
g0

aure DefaultappPool
SharePaint - 50
[-ghs SharePaint Central Administration v3
=) Web Sites
-- Default Web Site {Stopped)
1§ ShareFoint - 50
+- g _controltemplates
@ _lavouts
& _vti_bin
4 _wpresources
_J App_Browsers
_ ) App_GlobalResources
| bin
| wpresources
| _app_hin
) _wti_pwt
[]--g SharePoint Central Administration +3
[ Web Service Extensions

g SharePoint Central Administra,.. 1931835500 Running * Al Unassigned * 40408

-

1| | i
| |

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.

3. Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to:

c:\inetpub\wwwroot\bin (if WSS was installed to the default web site)
orto

c:\inetput\wwwroot\wss\Virtual Directories\<site>\bin

#J

By default, the <site> directory will reference the port chosen. In our example, the port is
80. If you extended WSS to the Default Web Site, the path will be c:\inetput\wwwroot\ bin.

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility. Follow the instructions below to
configure this:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision.
2. Enter the Weblink password when prompted.

3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and

password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

Docurnent Managernenk

SharePoint Username |inettest2k3n'l,dmservacct3tier |

SharePoint Password | bk |
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Configure Constrained Delegation

Because your WSS server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the
WSS server, you must configure Constrained Delegation.

?.J

This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over
the Internet, you need to skip ahead to “Configure Protocol Transition” on page 66.

To configure Constrained Delegation, complete the following steps:

1.

2
3.
4

Open the Active Directory Users and Computers MMC on a Domain Controller.
Locate the User account for the Vision Application Pool Identity (WSS Service account).
Right-click and select Properties.

On the Delegation tab, select the Trust this user for delegation to specified services
only option.

Select the Use Kerberos only option.

DMServicct3Tier Properties e |
Organization I Member Of I Dial-in I Erwironment I Segziong
Femoate control I Terminal Services Profile I COkM+

General I Address I Acocount I Pratile I Telephores ~ Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

= D not trust this user for delegation
€ Trust this user for delegation to any service [Kerberos anly]

&' Trust this user for delegation to specified services only

= Usze any authentication protocal

Services to which thiz account can present delegated credentials:

Service Type | |Jzer or Computer | Port | Semvice Name| D¢

1| | 2l
[~ Expanded Add... | Bemove I

0K I Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.

Deltek &
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Add Services EE

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer hames, click
Usgers or Computers,

Avwailable zervices;

Semvice Type | Usger or Computer | Fort | Service Namel Dromain

4| | B
Select Al |

ak. | Cancel |

7. Click Users or Computers. The Select Users or Computers dialog box displays.

Select Users or Computers d |

Select thiz object type:

IUsers, Computers, Buil-in zecurity principalz, or Other objects DObject Types...

Fram thiz location:
IINETTEST2K3N.CDM Laocations...

Enter the object names to select [eramples]:

CAMOAINE TEANS51 LCheck Hames

i

Advanced... | ok | Cancel |

e

8. Locate the http service, select it, and click OK.
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To allows zervices to be delegated for a uzer or computer, select the appropriate
uzers of computers, and then click the services.

To zelect one or more user or computer names, click Users or Computers. |
Uzers or Computers.

Available services:

Service Type | Uzer or Computer | Part | Service Name| Dﬂ
dnscache CamOalMETKINSGST
eventlog CamOalMETKINSGST
eventzystem  CAMOAINETKINSST J
fax CamOalMETKINSGST
HOST CamOalMETKINSGST
hitp CamOalMETKING ST

sharepoint. ir

ias I:.l’-‘n.M.l’-‘n.I METK3NSSE1
iizadmin CAMOAINETKINSST =
rTmm rARANAIME T M EC _PI_I
b

Select Al |
ak. I Cancel |

The Delegation tab should look like this:

DMServicct3Tier Properties e |
Organization I Member Of I Dial-in I Erwironment I Segziong
Femoate control I Terminal Services Profile I COkM+
Gerneral I Addressz I Account I Frofile I Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

= D not trust this user for delegation
€ Trust this user for delegation to any service [Kerberos anly]
&' Trust this user for delegation to specified services only

&+ |lse kerbenos only

= Usze any authentication protocal

Services to which thiz account can present delegated credentials:

Service Type | |Jzer or Computer | Port | Semvice Name| D¢
hittp CAMOAIMETEINSS3
1| | »
[~ Expanded Bemove |
0K | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (lIS) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
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the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

Protocol Transition is configured by selecting the Use any authentication protocol option
instead of the Use Kerberos only option, which is used to configure Constrained Delegation.
This allows the client to authenticate to the Vision Web server using NTLM instead of Kerberos,
and that authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint
server.
To configure Protocol Transition, complete the following steps:

1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use any authentication protocol option.
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DMServiAcct3Tier Properties 2=l

Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+

General | Addess | Account | Profle | Telephones — Delegation

Deleqation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do not trust this user for delegation

" Trust this user for delegation to any service (Kerberos only)

£+ Trust this user for delegation to specified zervices only

= Use Kerberos only
%' |se any authentication protocol

Services to which thiz account can prezent delegated credentials:

Service Type | |Jzer or Conmputer | Part | Service Name| Dc

4| | i
[~ Expanded Add.. | Bemove I

ok | Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

Add Services EE

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer hames, click
Usgers or Computers,

Avwailable zervices;

Semvice Type | Usger or Computer | Fort | Service Namel Dromain

4| | B
Select Al |

ak. | Cancel |

7. Click Users or Computers, search for the SharePoint server, and click OK.

Deltek.
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68

Select Users or Computers

Select thiz object type:

IUsers, Computers, Buil-in zecurity principalz, or Other objects DObject Types...

Fram thiz location:
IINETTEST2K3N.CDM Laocations...

Enter the object names to select [eramples]:

CAMOAINE TEANS51 LCheck Hames

e

Advanced... | ok | Cancel |

e

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer names, click Users or Computers. |
Uzers or Computers.

Available services:

Service Type | Uzer or Computer | Part | Service Name| Dﬂ
dnscache CamOalMETKINSGST
eventlog CamOalMETKINSGST
eventzystem  CAMOAINETKINSST J
fax CamOalMETKINSGST
HOST CamOalMETKINSGST
hitp CamOalMETKING ST

zharepoint. inet

iaz CaMOAIMETEINSST
iizadmin CaMOAIMETEINSST -
oL CabdDAIRETE 2SS
) | _>I_I

Select Al |
ak. I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNSs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1IS) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+
General I Address I Account I Prafile I Telephones  Delzgation

Deleqation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do not trust this user for delegation
" Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only

= Use Kerberos only

%" illse any authentication protocok

Services to which thiz account can prezent delegated credentials:

Service Type | |Jzer or Conmputer | Part | Service Name| Dc
hitp CamMOAIMETKIMSS3
4] | *
[ Expanded

Add... | Remaove |

ok I Cancel | Apply |

Because you explicitly specified the http service and not all services on the SharePoint

server and because you selected the Use any authentication protocol option and not
Kerberos, this is known as Protocol Transition.

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Loginto Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.
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¥ | General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

hboard @ Search Options (2) Help =

‘Applications X[ X General System Settings

EX S (2) Heln

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronization Docurment Management |Audit Trail |Miscellaneous |

Enable Docurent Management

Server Name/IP | camgainetkInwba| |
Yirkual Server Port
Current Site | |,O|

[ Testsite | [ view Site

| =

h.
) es
G Configuration

Bl A General
ﬁoﬁ Syskern Settings

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This can be the NetBIOS
name, server name FQDN, or custom DNS/FQDN. Enter this value without the protocol
prefix (for example, remove the http://). In the illustration above, the value is
camgqainetk3nwb4.

Enter the Virtual Server Port. In the illustration above, the port is 81.

Click the Lookup icon to select the current site.

) select web site |

E»L ‘http:fframgainetk3nwb4:81 /deltelkvision (Deltek Wision) |

[0]4 H Cancel ][ Help ]
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7. The Select Web Site dialog box displays the available sites. Select a site, and click OK.

8. Save your changes.
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Multi-Tier—New Installation of Document
Management 6.1 with MOSS 2007

The following instructions assume that Vision and MOSS 2007 exist on separate servers as
Vision and MOSS 2007 are not supported on the same physical server. They also assume you
are deploying to Windows Server 2003/11S 6.0. If you will be deploying to Windows Server
2008/11S 7.0, refer to Appendix B for detailed configuration information

Prerequisites
e Install and configure MOSS 2007.
e Install/lupgrade to Vision 6.1.

e Change the Application Pool Identity for the DeltekVisionAppPool to be a domain
account. (The Vision 6.1 installation sets this to be the local DeltekVision account.) This
account will also be the SharePoint (WSS) Service account. Add this user to the local
Administrators group on the Vision server (and WSS server if running on a separate
server).

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. (The default is for
Vision to use a Local Administrator Account. The DeltekVision user is created during the Vision
installation.) The reason for this change is that the local accounts are unable to read the SPN
configured in Active Directory.

To change the Vision Application Pool Identity, complete the following steps:
1. Create a domain user account. No domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/application server using an Administrator
account.

Click Start » All Programs » Administrative Tools » Internet Information Services.
Expand Application Pools.
Right-click DeltekVisionAppPool and select Properties on the shortcut menu.

I

Click the Identity tab and change the account from DeltekVision to your domain\user
account created in step 1. Make sure this account is a member of the Local
Administrators and IIS_WPG local groups.

Configure SPN for Vision Application Pool Identity

As mentioned earlier in this document, it is necessary to create a Service Principal Name (SPN)
for the domain user running the DeltekVisionAppPool.

To add the Application Pool Identity as a Service Principal Name, complete the following
steps:

1. Enter the following commands on the domain server where setspn is installed:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier

2. Repeat for the FQDN of the server.
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Refer to the following related Microsoft Knowledge Base article:

http://support.microsoft.com/?id=871179

@] If your Vision Web server is accessed by a DNS / FQDN (Fully Qualified Domain Name) that does
not match the name of the server (for example, if your Vision Web server is named Server01 and its
DNS name is Server01.Company.com, but you have added a custom DNS value
Vision.Company.com), you must also add an SPN for this custom DNS name.

Install and Configure Vision 6.1 Document Management and the
MOSS 2007 Site Collection

When you install Vision 6.1 Document Management on your MOSS 2007 server, only the
necessary components are installed. Post-installation configuration is necessary. The steps to
configure MOSS 2007 are outlined below.

The Document Management installation performs the following:
e |Installs Web Service Extensions (WSE) 2.0 Sp3.
e Changes the IIS metabase NTAuthenticationProviders element to be Negotiate,NTLM.

e Copies Document Management files to SharePoint ISAPI folder (c:\program files\common
files\microsoft shared\web service extensions\12\isapi).

e Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

e Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision Document
Management.

e |Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).

Install Vision 6.1 Document Management on the Vision Web Server

To install Vision 6.1 Document Management on the Vision Web server, complete the
following steps:

1. Run the setup on your Vision Web server. The following dialog box then indicates the IIS
licensing requirements for the use of Windows Integrated Authentication (required to use
Vision Document Management):

¥ision (Document Management) - Installshield Wizard ﬂ

i Document Management requires Integrated security to be used, This setup will change
\3) the wour wirtual directory security model bo Integrated security that might hawve
Micrasoft Windows Client Access License (CAL's) implications. Setup will continue,

2. Click OK. The Welcome page displays.
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Deltek Yision Document Management Installation Wizard x|

Welcome to the Deltek Vizion 6.0 Document
Management Installation Wizard

This inztallation wizard will install Deltek Vizion 6.0
Diocument Management components on wour computer,

< Bacl

Cancel |

3. Click Next. The License Agreement page displays.

Deltek ¥ision Document Management Installation Wizard x|

Licenze Agreement e
Fleaze read the following license agreement carefully. I 4

e

IMPORTANT- READ CAREFULLY. This End User License Agreement
("Agreement”) is a legal agreement between you (either an individual or a
single entity, hereinafter referred to as "Licensee") and Deltek Systems,
Inc. for certain Deltek software products and any documentation that
accompany this Agreement, which includes third party software,
associated media and any related services. An amendment or addendum
to this Agreement may accompany the Software should other terms and
conditions not otherwise stated in this Agreement need to apmly. YOU
AGREE TO BE BOUND BY THE ALL TERMS OF THIS AGREEMENT
BY INSTALLING, COPYING OR USING THE SOFTWARE. IF YOU DO |

& 1 accept the tems of the license agreement Brirt |

| do not accept the terms of the license agreement

< Back | Hewt » I Cancel |

4. Click I accept the terms of the license agreement and click Next. The following dialog
box displays.

e — i

P | Setup has detected that this is your Deltek Vision web/application server, Wil this
\:/ setver also be your Microsoft Windows SharePoint Services webfapplication server?

InatallShield

|

5. Click No because this is a multi-tier installation of Vision Document Management and
your Vision Web server will not host WSS 3.0. The following dialog box displays to
remind you to run the setup on the WSS server.
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¥ision {Document Management) - InstallShield Wizard x|

| i Please be sure to run this setup on wour Microsoft Windows SharePoink Services
web/application server in addition ko this server,

6. Click OK to display the Ready to Install the Program page.

Deltek Yision Document Management Installation Wizard

Ready to Install the Program

The wizard iz ready to begin inztallation.

Click Inztall to beqin the: installation.

If you want ta review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

IetalShield

< Back Inztall Cancel

7. Click Install to start the installation.

8. Click Finish when the installation is completed.

Deltek ¥ision Document Management Installation Wizard

N

InstallShield Wizard Complete

The InstallShigld ‘Wizard has successfully installed Vizion
[Document Management]. Click Finish to exit the wizard,

< Back Cancel
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Install Vision Document Management on the MOSS 2007 Server
To install Vision Documentation Management on the MOSS 2007 server, complete the
following steps:

1. Download DeltekVision61DM.exe and run the setup on your MOSS 2007 server. The
Welcome page displays.

2. Click Next. The License Agreement page displays.

3. Accept the license agreement and click Next. The Ready to Install page displays.
4. Click Install to start the installation.
5

Click Finish when the installation is completed.

Use SharePoint Central Administration to Complete the SharePoint
Configuration

Complete the SharePoint configuration using SharePoint Central Administration. This section
assumes that MOSS 2007 has already been installed and configured.
To complete the SharePoint configuration, complete the following steps:

1. In SharePoint Central Administration, click Application Management and select the
Define Managed Paths option. This will create a specific URL for your Vision Document
Management site collection (for example, http://MOSSServer/DeltekVision).

entral Administration wielcome INETTEST 213N administrator = | @
5 . .
Xb Central Administration

Home  Cperations | Application Management

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

View Al Site Content Use this page ko specify which paths in the URL namespace are managed by Windows SharePoint Services, Learn about defining managed paths.

Central

Administrati icati
rnistration Web Application ‘“Web Application: | https/ /camqainetk3nss1/ ~
= (perations Select a web application.
= Application
Management
Included Paths x Celete selected paths
] Recycle Bin This list specifies which paths within the URL namespace are managed by Windows path PN T
- SharePoink Services, L
I~ (root) Explicit inclusion
- sites ‘wildcard inclusion
Add a New Path Path:
Specify the path within the URL namespace to include. You can indude an exact path, |de\tekws|on
or all paths subordinate to the specified path.
Use the Check URL button ko ensure that the path you incude is not already in use Mate: Taindicate the root path for this web application, bype & slash
For existing sites or Folders, which will open a new browser window with that URL, (. Check URL
Type:
IEXD|IC\t inclusion -I
Ok Cancel

2. Enter DeltekVision in Path and select Explicit inclusion from the Type drop-down list.
Click OK.

4. Click Application Management and select the Create site collection option under
SharePoint Site Management.
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Central Administration Welcarne INETTEST 2K 3Madministrator = | @
Sy} .. .
}@ Central Administration

Haorme  Operations | Application Management ;m-num-m.a

Central Administration > Application Management

Application Management

Viw All Site Content This page contains links to pages that help vou configure settings For applications and components that are installed on the
Central serwer or serwer Farm,

Administration
= Cperations SharePoint Web Application Management SharePoint Site Management
= Application B Create or extend Web application o Create site collection
Management .
8 Remaye. SharePoint from 115 Web site 8 Delete site collection
2] Recycle Bin 8 Delete Web application 8 Site use confirmation and deletion
8 Define managed paths 8 Quoka templates
8 Web application autgoing &-mail setkings 8 Site colleckion quatas and lacks
8 Web application general settings 8 Site colleckion adrinistratars
& Content databases @ Site collection list

8 Manage Web application features

o Weh application list External Service Connections
@ Records center

Application Security o HTML viewer

a Security For Web Part pages 8 Diocument conversions

The Create Site Collection page displays.

Zentral Adrministration ‘Welcome INETTESTZK 3M\administrakor = | @
303 P .
% Central Administration

Home  Operations | Application Management Ful-..\ a

Central Administration > Application Management = Create Site Collection

Create Site Collection

Migw All Site Conkant Use this page o create a new top-level Web site,

Central
Administration
OK Canicel
= Operations
= ppplication Web Application Weh Application: | http://camgainetk3nss1; -
Management Select a Web application,
2] Recycle Bin
Title and Description Title:
Type a title and description For your new site, The title will be displayed on |De|tal< Vision
each page in the site,
Description:
-
H
Web Site Address URL:
Specify the URL name and URL path ko create a new sike, or choose ko create http://camqgainetk3nss 1[I

agike at a specific path,

To add a new URL Path go to the Define Managed Paths page,

5. Enter Deltek Vision in Title and enter a description, if appropriate.

6. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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Template Selection

A site For keams to quickly organize, author, and share information, Ik provides
adocument library, and lists For managing announcements, calendar ikems,
tasks, and discussions,

Primary Site Collection Administrator

Select a template:

Collaboration | Meetings

User name:

Specify the administrator For this Web site collection, inettestzk3ntadministrator 8, @
Secondary Site Collection Administrator User name:
Specify the secondary administrator For this Web sice collection, linettestzk3n\administrator] |18, &
Quota Template Seleck a quota kermplate:
Select a predefined quota template to limit resources used For this site I Mo (uota
collection, .

Storage limit;

Number of inviced users:
To add a new quota template, go to the Manage Quota Templates page.

OK Canicel

7. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators.

8. Select No Quotain Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

Central Administration

ﬁ@ Central Administration

Home  Operations

welcome INETTESTZ3N administrator = | (@

Application Management

Central Administration = Application Management > Create Site Collection > Top-Level Site Successfully Created

Top-Level Site Successfully Created

Wiews All Site Content

Central
Administration

The new, empty kop-level sike was created successfully with the specified URL, IF you have permission to view the Web site, wou can do soin a new browser window by
clicking the URL. To return to SharePoint Central Administration, click 0K,

= Cperations http: jicamgainetkinss1 deltekyision

= Application
Managemenk

OK |

=] Recycle Bin

9. Click Start » Run, enter iisreset /noforce, and click Enter.
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10. Click the link for the top level site (in our example it is
http://camqainetk3nssl1/deltekvision) to display the site.

4} Cannot find server - Microsoft Internet Explorer (=1
Eile Edit Wiew Favorites Tools  Help % | :;'
o Back = £J ~ Iﬂ @ :‘_ | ' Search Favorites £ | i =

Address Ifg‘] http:/framgainethkinss1 fdeltekvision

BN |Links »

Delkek Yision Welcome INETTEST2KSM\administrator = | @ ﬂ
@4 Deltek Vision [This site =] |
Home 5ite Actions ~
I—
Wiewy Al Site Conkent
Announcements -
Documents ’.' '
Get Started with Windows SharePoint g/712007 6:17 AM 'j
® Shared Documents Services! ] HEw L" 1
. Microsoft 4.
T hs.f INETTEST2K3N\,adm|n|s|:r.at0r . . Windo
Microsoft Windows SharePoint Services helps you to be more effective _Ws .
= Calendar by connecting people, information, and documents. Faor information on SharePoint Services
« Tasks qgetting started, see Help.
T = Add new announcement Links -

= Team Discussion There are currently no
Calendar - Favarite links to display. To
Sites add a new link, click "add
There are currently no upcoming events, To add a new event, click niew link" below,

"Add new event” below,

People and Groups
= Add new link

&] Recycle Bin E Add new event

hd|
[&] pone ’_ l_ ’_ l_ ’_ | mternet y

11. The SharePoint configuration is complete. Close SharePoint Central Administration.

Configure SharePoint for a Fully Qualified Domain Name (FQDN) URL
(Optional)

If you will be configuring your SharePoint server to use a custom DNS record for the URL you
must create an additional SPN and also to create Alternate Access Mappings in SharePoint.

See “Appendix C: SPN Configuration When Using Custom DNS Records” on page 99 for more
information.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information Services to view these Web
sites:

= Default Web Site — Stopped.
= SharePoint — 80 — This is your MOSS 2007 Web site.

= SharePoint Central Administration Web Site
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t Internet Information Services (II5) Manager

¥3 File

~1o/x]|

Action  Yiew Window  Help |;|i|l||

& -

EEEEEEIEN

F_'J Internet Information Services Description | Identifier | State
- 5 1 CAMQAINETK3NSS] (local computer)

El_'_J Alpplication Pools g SharePoint - 50 1025758010 Funning * All Unassigned ¥ 80

[-ghs SharePaint Central Administration v3
[=1-__| weh Sites

S Default Web Site (Stopped)
E..

| Host header value | IP address | Fork

IE

Default Web Site {Stopped) 1 Stopped * Al Unassigned * &0

4 DefaultAppPool
SharePaint - 50

g SharePoint Central Administra,.. 1931835500 Running * Al Unassigned * 40408

SharePaint - 30
+- g _controltemplates
@ _lavouts
& _vti_bin
4 _wpresources
_J App_Browsers
_ ) App_GlobalResources
| bin
| wpresources
| _app_hin
) _wti_pwt

£

[#-__J Web Service Extensions

]--Q SharePoint Central Administration 3

1| | i

Copy Vision Document Management .NET assembly to the SharePoint site directory.

Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to:

c:\inetpub\wwwroot\bin (if WSS was installed to the default web site)
orto

c:\inetput\wwwroot\wss\Virtual Directories\<site>\bin

@] By default, the <site> directory will reference the port chosen. In our example, the port is
80. If you extended WSS to the Default Web Site, the path will be c:\inetput\wwwroot\ bin.

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the

System Settings tab of the Deltek Vision Weblink utility. Follow the instructions below to
configure this:

1.

2
3.
4

80

On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision.
Enter the Weblink password when prompted.
Click the System Settings tab.

In the Document Management group box, enter your SharePoint username and

password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

Document Managerment

SharePoint Username |inettest2k3n'|,dmservacct3tier |

SharePoint Password | bbbk ook |
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Configure Constrained Delegation

Because your WSS server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the
WSS server, you must configure Constrained Delegation.

%.]  This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over the
Internet, you need to skip ahead to “Configure Protocol Transition” on page 84.

To configure Constrained Delegation, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use Kerberos only option.

DMServicct3Tier Properties e |
Organization I Member Of I Dial-in I Erwironment I Segziong
Femoate control I Terminal Services Profile I COkM+
Gerneral I Addressz I Account I Frofile I Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

= D not trust this user for delegation
€ Trust this user for delegation to any service [Kerberos anly]

&' Trust this user for delegation to specified services only

= Usze any authentication protocal

Services to which thiz account can present delegated credentials:

Service Type | |Jzer or Computer | Port | Semvice Name| D¢

1| | 2l
[~ Expanded Add... | Bemove I

0K I Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.

81
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Add Services EE

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer hames, click
Usgers or Computers,

Avwailable zervices;

Semvice Type | Usger or Computer | Fort | Service Namel Dromain

4| | B
Select Al |

ak. | Cancel |

7. Click Users or Computers. The Select Users or Computers dialog box displays.

Select Users or Computers d |

Select thiz object type:

IUsers, Computers, Buil-in zecurity principalz, or Other objects DObject Types...

Fram thiz location:
IINETTEST2K3N.CDM Laocations...

Enter the object names to select [eramples]:

CAMOAINE TEANS51 LCheck Hames

i

Advanced... | ok | Cancel |

e

8. Locate the http service, select it, and click OK.

o2 Delteki-



Deltek Vision 6.1 Document Management Installation Guide

To allows zervices to be delegated for a uzer or computer, select the appropriate
uzers of computers, and then click the services.

To zelect one or more user or computer names, click Users or Computers. |
Uzers or Computers.

Available services:

Service Type | Uzer or Computer | Part | Service Name| Dﬂ
dnscache CamOalMETKINSGST
eventlog CamOalMETKINSGST
eventzystem  CAMOAINETKINSST J
fax CamOalMETKINSGST
HOST CamOalMETKINSGST
hitp CamOalMETKING ST

sharepoint. ir

ias I:.l’-‘n.M.l’-‘n.I METK3NSSE1
iizadmin CAMOAINETKINSST =
rTmm rARANAIME T M EC _PI_I
b

Select Al |
ak. I Cancel |

9. The Delegation tab should look like this:

DMServicct3Tier Properties e |
Organization I Member Of I Dial-in I Erwironment I Segziong
Femoate control I Terminal Services Profile I COkM+
Gerneral I Addressz I Account I Frofile I Telephones  Delegation

Delegation is a security-sensitive operation, which allows services to act on
behalf of another uzer.

= D not trust this user for delegation
€ Trust this user for delegation to any service [Kerberos anly]
&' Trust this user for delegation to specified services only

&+ |lse kerbenos only

= Usze any authentication protocal

Services to which thiz account can present delegated credentials:

Service Type | |Jzer or Computer | Port | Semvice Name| D¢
hittp CAMOAIMETEINSS3
1| | »
[~ Expanded Bemove |
0K | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (lIS) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
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the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

Protocol Transition is configured by selecting the Use any authentication protocol option
instead of the Use Kerberos only option, which is used to configure Constrained Delegation.
This allows the client to authenticate to the Vision Web server using NTLM instead of Kerberos,
and that authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint
server.
To configure Protocol Transition, complete the following steps:

1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for Delegation to specified services
only option.

5. Select the Use any authentication protocol option.

84 &
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DMServiAcct3Tier Properties 2=l

Organization I kember OF I Dialin I E rwironrment I Sessions
Remate contral I Terminal Services Profile I COk+

General | Addess | Account | Profle | Telephones — Delegation

Deleqation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do not trust this user for delegation

" Trust this user for delegation to any service (Kerberos only)

£+ Trust this user for delegation to specified zervices only

= Use Kerberos only
%' |se any authentication protocol

Services to which thiz account can prezent delegated credentials:

Service Type | |Jzer or Conmputer | Part | Service Name| Dc

4| | i
[~ Expanded Add.. | Bemove I

ok | Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

Add Services EE

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

To zelect one or more user or computer hames, click
Usgers or Computers,

Avwailable zervices;

Semvice Type | Usger or Computer | Fort | Service Namel Dromain

4| | B
Select Al |

ak. | Cancel |

7. Click Users or Computers, search for the SharePoint server, and click OK.

Deltek.
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86

Select thiz object type:

Select Users or Computers

Fram thiz location:

IUsers, Cormputers, Built-in security principalz, or Other objects

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

Object Types...

Locations...

CAMGAINETEINSST

Advanced... |

(]9

LCheck Hames

| Cancel

e

e

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com) select it, and click OK.

Uzers or Computers.

Available services:

To zelect one or more user or computer names, click

Add Services

To allovs zervices to be delegated for & uzer or computer, select the appropriate
users or complters, and then click the zervices.

Uzerz or Computers... |

2%

Service Type | Uzer or Computer

| Part | Service Name| Dﬂ

dnscache CamOalMETKINSGST

eventlog CamOalMETKINSGST
eventzystem  CAMOAINETKINSST
fax CAMOAIMETE3NSST
HOST CAMOAIMETE3NSST
http CAMOAIMETE3NSST

zharepoint. inet

ias CAMOAINETKINSST

iizadmin CAMOAINETKINSST

rTmm rARANAIME T M EC |
b

o]

Select Al |

Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1I1S) was

installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.

The Delegation tab should look like this:

Deltek.
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DMSeryAcct3Tier Properties

Organization I kember OF I Dialin I E rwironrment I Sessions
Terminal Services Profile
General I Address I Ancount I Profilz I Telephores

Remate contral I

Deleqation iz a security-sensitive operation, which allows services to act on

behalf of another uzer.

Do not trust this user for delegation

" Trust this user for delegation to any service (Kerberos only)
% Trust this user for delegation to specified services only

= Use Kerberos only

%" illse any authentication protocok

Services to which thiz account can prezent delegated credentials:

| coms

2%

Deleqation

Service Type | |Jzer or Conmputer | Part | Service Name| Dc
hitp CamMOAIMETKIMSS3
4| 1
[ Expanded Add... Remowe |
ok I Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the
SharePoint server and because we are using the Use any authentication protocol
option and not Kerberos, this is known as Protocol Transition.

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:

1. Loginto Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document

Management tab.

Deltek,i.
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¥ | General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

hboard @ Search Options (2) Help =

‘Applications X[ X General System Settings

EX S (2) Heln

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronization Docurment Management |Audit Trail |Miscellaneous |

Enable Docurent Management

Server Name/IP | camgainetkInwba| |
Yirkual Server Port
Current Site | |,O|

[ Testsite | [ view Site

| =

h.
) es
G Configuration

Bl A General
ﬁoﬁ Syskern Settings

Select the Enable Document Management option.

Enter the name of the server hosting document management. This can be the NetBIOS
name, server name FQDN, or custom DNS/FQDN. Enter this value without the protocol
prefix (for example, remove the http://). In the illustration above, the value is
camgqainetk3nwb4.

Enter the Virtual Server Port. In our example the port is 81.
Click the Lookup icon to select the current site.

) select web site |

E»L ‘http:fframgainetk3nwb4:81 /deltelkvision (Deltek Wision) |

[0]4 H Cancel ][ Help ]
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7. The Select Web Site dialog box displays the available sites. Select a site, and click OK.

8. Save your changes.
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Appendix A: Active Directory Domain Functional
Level

Directory Functional Levels
There are three possible active directory functional levels:
e Windows 2000 Native — All domain controllers are Windows 2000

e Windows 2000 Mixed — Server 2003 domain with support for Windows 2000 domain
controllers

e Windows Server 2003 — “Native” where all domain controllers are Server 2003
However, only one of these is supported for Vision 6.1 Document Management.

The domain configuration for the first two is effectively the same as far as Document
Management is concerned and are not supported for Vision 6.1 Document Management because
your only option is to configure what is called Unconstrained Delegation. The third domain can be
configured for Unconstrained Delegation; however, Constrained Delegation is much more secure.
Another benefit of a native Server 2003 domain is that it supports Protocol Transition, which is
necessary to support Internet deployments of Vision where Document Management functionality
is required.

Identify the Domain Functional Level

You can check the functional level of the domain by opening the Active Directory Users and
Computers tool on the Domain Controller:

1.‘? Active Directory Users and Computers

@ Bile  Action  Wew  Window  Help

A= EIE R

@ Ackive Directory Users and Computers [camgadcd
-1 saved Queries
o2 camoasDz003
[~ Builtin
----- [:l Camputers
@ Domain Controllers

Right-click the domain, and select Properties.

CAMOQAADZ003 Properties

Gieneral | Managed B_I,JI Elbiectl Securit_l,ll Group F'Dlic_l,ll

@ CAMEAADZ003

Damain hame [pre-windows 2000} CAMAAADZ003

Dezcription:

Dromain functional level;
wéidowes 2000 mived
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You may need to raise the domain functional level to that supported by Vision 6.1 Document
Management. If so, follow the steps outlined in the next section: “How to Raise the Domain
Functional Level.”

How to Raise the Domain Functional Level

3

ﬂ\ This operation cannot be reversed.

et

To raise the domain functional level, all Domain Controllers in the domain must be running
Windows Server 2003. Also, this action cannot be reversed, so be sure that you want to raise the
domain function level before you proceed.
To raise the domain functional level, complete the following steps:

1. Open the Active Directory Users and Computers MMC on your Domain Controller.

2. Right-click the domain, and select Raise Domain Functional Level on the shortcut
menu.

£# Active Directory Users and Computers

< File  Action  Wisw Window  Help

e | Bm i XxEFRB|

@ Ackive Directory Users and Computers [camgadcZ
D Saved Queries
= D B Delegate Contral...
_____ D C Find. ..
B 0 Conneck to Damain...
@ o Conmeck ko Domain Contraoller...
[:I F  Raise Domain Funckional Lewvel. .
[:l L Operations Masters, ..

B O
BN AW >
B[P &l Tasks 2
D 5 Mew Window From Here
-y

Refresh

Properties

Help

3. Select Windows Server 2003 from the Select an available domain functional level
drop-down list, and click the Raise button.
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Raise Domain Functional Level Ei

Domain name:
CariasD 2003

Current domain functional lewvel:

Wwindowes 2000 mixed

Select an available domain functional level:

windowes 2000 native

Jal; 00 nal
"Windows Server 2003
on domain functional Tevels, chck Help,

Raise I Cancel Help
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Appendix B: Installing Vision 6.1 Document
Management on Windows Server 2008/IIS 7.0

The information in this appendix applies only if you are installing Vision 6.1 Document
Management in a Windows Server 2008/11S 7.0 environment.

Prerequisite Information

If you will install Vision 6.1 Document Management on Windows Server 2008 / IIS 7.0, note the
following:

e The IIS role configuration must include the following 1IS role service (in addition to those
required for Deltek Vision): IIS 6.0 Metabase compatibility

e WSS 3.0 requires .NET 3.0, which is bundled with the operating system and can be installed
by choosing .NET Framework 3.0 under Feature setup in Server Manager.

e The Managed Pipeline mode for the IIS 7.0 Application Pool for the WSS Web Application
must be Classic (not Integrated Pipeline mode) if you choose to create a new Application
Pool during the creation of the WSS Web application.

o If you will install WSS 3.0 on the same server as your Vision Web/application server, the
WSS Web application must be created in its own Web site. Vision Document Management
will not function properly if WSS and Vision exist on the same Web site.

e In a multi-tier installation of Vision Document Management using IIS 7.0 for the Vision
Web/application server, the default configuration of Windows Integrated Authentication
(which enables Kernel Mode Authentication) will not work because when you use Kernel
Mode Authentication the Application Pool Identity is effectively ignored. Because Vision
requires that this account be used for delegation, you must either disable Kernel Mode
Authentication or configure the application pool to explicitly use the Application Pool Identity
by modifying the ApplicationHost.config file. Information on the different configuration options
are outlined later in this appendix.

Configure Vision Application Pool Identity to Be a Domain
Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to read the SPN configured in Active Directory.

#.]  For this account to be the Application Pool Identity it must be a member of the IIS_IUSRS group in
11S7.0, in addition to being a member of the local administrators group for Vision.

To change the Vision Application Pool Identity, complete the following steps:

1. Create a domain user account. This account must also be your WSS 3.0 Service
account. No domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/application server using an Administrator
account.

3. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.
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4. Expand the Server name and then click Application Pools.

5. Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:

B (General) =
MET Framewaork Version v2.0
Managed Pipeline Mode Integrated
Name DeltekVisionAppFPool
Queue Length 1000
Start Automatically True
B cru
Lirnit a
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processar Affinity Mask 4294967295 |
E Process Model
Identity deltekvision [
Idle Time-out (minutes) 0
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit {seconds) 90
A Process Denhani -
Identity
[identityType, username, password] Configures the application pool to run as
builtsn account, i.e. Network Service (recommended), Local System, Local Service,
or as a spedfic user identity.

OK | Cancel |

4

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity x|
" Builtin account:
| =

' Custom account:

Ideltekvisinn Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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8.

User name:
IINI:‘I'I'ESTZI(3N‘|,DM5ErvAcct3'I'|er

Password:

Confirm password:

0K I Cancel |

In User name, enter the Application Pool Identity in the form <Domain>\<Username>. In
Password and Confirm password, enter that user’s password. Then click OK three
times to set the identity.

IS 7.0 Kernel Mode Authentication

The default configuration of IS 7.0 when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1IS 7.0, it will be enabled.)

1.

Deltek &

Log on to the domain on the Vision Web/application server using an Administrator
account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (IIS) Manager.

Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

Select the Vision virtual directory and then double click Authentication in the
Features view.

Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If itis not, select Enable from the
Actions menu.

With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:
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I¥ Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ﬂ
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

o Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced Settings
of the Windows Authentication feature for the Vision virtual directory.

e Modify the ApplicationHost.config file to force the use of the Application Pool Identity.
In order to continue to use Kernel Mode Authentication but force the Application Pool to run
under its Identity rather than the Machine account, it is necessary to modify the
ApplicationHost.config file, the steps of which are outlined below:

1. Click Start » All Programs » Accessories.

2. Right-click Notepad, click Run as, and select the Administrator account.

“.] This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

3. Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

4. Click Find on the Edit menu in Notepad and search for the following: <location
path="Default Web Site/Vision™>
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5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
<location path="Default web site/vision"=
<system. webservers
<defaultpocument enabled="true">
<files>
<remove value="index.htm" />
<add value="index.htm" />
</Files>
=/defaultDocument>
<securit
<authentication=

<windowsauthentication enabled="true" W{}
<anonymousAuthentication enabled="false" />
<digestauthentication enabled="false" />
<basicAauthentication enabled="false" />
</authentication>
</security>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:>
</system. webhservers>
</location=

6. Once the edits are complete, save your changes and restart |IS to make the changes
effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
SPNs.

Service Principal Names

Under the default configuration with Kernel Mode Authentication enabled, it is not
necessary to create a Service Principal Name for the Application Pool Identity. The
default SPNs created will suffice. As a matter of fact, creating an SPN for the Application
Pool Identity in this configuration will actually result in a “duplicate SPN” issue, preventing
Windows Integrated Security from authenticating anyone to the Web site.

Once one of the above Kernel Mode configuration changes have been established, use
the steps outlined below to create a Service Principal Name for the Application Pool
Identity of the DeltekVisionAppPool.

“&J The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

1. Open acommand prompt and type the following:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.
Refer to the following related Microsoft Knowledge Base article:

http://support.microsoft.com/?id=871179
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Single Server—New Installation of Document Management 6.1

For the most part you will follow the steps outlined earlier in this document for installing

Vision and WSS 3.0 on a single server. There are, however, several differences to keep

in mind:

o Follow the steps provided earlier in this appendix to configure the Application Pool Identity.

e There is no need to modify the Kernel Mode Authentication settings or configure a Service
Principal Name in this configuration, so you can bypass those steps.

e When you get to the point in the procedure where you create the SharePoint Web
Application, be sure to either choose a Web site that is different from the one where Vision is
installed or create a new Web site during the Create Web Application process.

;’?\\ Vision will cease to function if you install the SharePoint Web Application on the same Web site
—* as Vision.

Multi-Tier—New Installation of Document Management 6.1

For the most part you will follow the steps outlined earlier in this document for installing
Vision and WSS 3.0 on separate servers. However, it is important that you follow the
specific steps outlined in this appendix when configuring the DeltekVisionAppPool, Kernel
Mode Authentication, and Service Principal Names.
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Appendix C: SPN Configuration When Using
Custom DNS Records

If you will configure your SharePoint server to use a custom DNS record for the URL you must
create an additional SPN and also create Alternate Access Mappings in SharePoint.

Configure SPN for Custom DNS/FQDN Entry for SharePoint Web
Server

Consider the following:

e If the URL you wish to use for your users (and also Vision Document Management) to access
SharePoint will be an FQDN (Fully Qualified Domain Name), either based on the server
name (for example, servername.company.com) or based on a custom DNS entry (for
example, sharepoint.company.com), you must create a Service Principal Name (SPN).

o If you will use a custom FQDN, you also must configure an Alternate Access Mapping in
SharePoint for the FQDN. (Creation of the SPN is not necessary for an FQDN based on the
server name.)

[:ﬂl For more information, refer to the following Microsoft support article:
http://support.microsoft.com/?id=871179.

Add an SPN for a Custom DNS Name

To add an SPN for a custom DNS name, complete the following steps:

1. Download setspn.exe from the Microsoft Web site:
http://support.microsoft.com/kb/927229

2. Install the setspn.exe command line utility on the Vision Web server.

3. Open a command prompt to the c:\program files\resource kit directory and run the
following command:

Setspn -A HTTP/CustomDNSName WebServerNetbhiosName

Where CustomDNSName is the fully qualified domain name of the server (for example,
Vision.company.com) and WebServerNetbiosName is the actual netbios computer name
of the server (for example, ServerQ1).

4. If you are doing a new multi-tier installation of Document Management 6.1 with
Windows SharePoint Services 3.0: If WSS 3.0 was installed before Deltek Vision
Document Management, and the SharePoint Web application pool was created using a
domain account, it is necessary to register SPNs for this domain account. Otherwise, you
will receive the same authentication errors when you attempt to configure Vision
Document Management. See the following Microsoft Support Article for details
(http://support.microsoft.com/?id=871179).

If you are doing a new multi-tier installation of Document Management 6.1 with
MOSS 2007: When you install MOSS 2007 and create the Web application, the
application pool by default is created using a domain account. Due to this configuration, it
is necessary to register SPNs for this domain account. Otherwise, you will receive the
same authentication errors when you attempt to configure Vision Document
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Management. See the following Microsoft Support Article
(http://support.microsoft.com/?id=871179).

Create or Modify Alternate Access Mappings

To create or modify alternate access mappings, complete the following steps:

1. Click Operations » Alternate Access Mappings.

Central Administrakion > Operations > Alternakte Access Mappings

Alternate Access Mappings

_j' Edit Public URLs | = Add Internal URLs | = Map to External Resource Alternate Access Mapping Collection: | Show All -
Change Alternate Access Mapping Collection ‘\{bJ

Inkernal URL Zong Public URL For
htkp:}fcamqainetk3nss1:40405 Defaulk http:§fcamgainetk3nss 140403
htkp:/fcamgainetkinss1 Defaulk http:fjcamgainetk3nss1

2. Click Show All and select Change Alternate Access Mapping Collection. The Select
an Alternate Access Mapping Collection page displays.

/) select An Alternate Access Mapping Collection -- Web Page Dialog x|

Select An Alternate Access Mapping Collection

LIRL
Central Administration http: ficamgainetk3nss1 40408
SharePoink - 80 htp:ffcamgainetkanss1

Cancel

3. Select the link for the new WSS site you created. In the above illustration, it is
SharePoint — 80. This will filter the list to only show the mappings for this application.
The Alternate Access Mapping page displays.
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Central Administration = Operations = Alternate Access Mappings

Alternate Access Mappings

_j Edit Public URLs | =i Add Internal URLs | =i Map to External Resource Alternate Access Mapping Collection: | SharePoink - 80 -
Inkernal LRL Zone Public URL for Zone
hitkp: ffcamgainetkinss1 Default http:/fcamgainetkinss 1

4. Click the link for the Web application you created. The Edit Internal URLs page displays.

Central Administration > Operations > Alternate Access Mappings = Edit Internal URLs

Edit Internal URLs

Edit Internal URL URL prokocol, host and port
“hange the zone that this URL is associated with. Ihttp 1/fsharepaoint.inette stk 3n, coml

Zone

IDefauIt vl

Delete I OK Cancel

5. Modify the URL to specify the custom FQDN and click OK. If a port is specified, do not
remove it.

Configure Delegation When Using a Custom DNS Record and a
Domain Account as the Application Pool Identity

To configure delegation when using a custom DNS record and a domain account as the
Application Pool Identity for the SharePoint Web application, complete the following
steps:

1. Open acommand prompt to the c:\program files\resource kit directory, and run the
following command:

Setspn -A HTTP/CustomDNSName SharePointServerAppPoollD
Example: setspn —A HTTP/visiondm.domain.com domain\user

Where CustomDNSName is the fully qualified domain name of the server (for example,
Vision.company.com) .

Because the account is the Application Pool Identity for both applications *and*
SharePoint is using a custom DNS record, the service account (Application Pool Identity)
is effectively delegating to itself or, more accurately stated, is delegating to another SPN
of which the account is the owner.

2. Open the Active Directory Users and Computers MMC,
3. Locate the service account (Application Pool Identity).

4. Right-click and select Properties.

Deltek S




Appendix C: SPN Configuration When Using Custom DNS Records

5. Click the Delegation tab:

DMServAcct3Tier Properties i ﬂlﬁj
Organization I Member OFf I Dialin I Eriranment. I Sessions
Remote contral: I Terminal Services Profile | COM+

General | Addess | Account | Profile | Telephones  Delegation

Delegation is & security-sensitive opetation, which allows services to act on
behall of ancther user.

Do ot stk this user for delegation
 Trust thiz user for delegation to ahy service (Kerberos only]
& Trust this user for delegation to specified services only

™ Usa Ketberos only

{* Use any authentication protocal

Services to which this account can present delegated credentials:

Service Type | User or Computer | Port | Servicet

Kl

™ Expanded

(]S | Caticel | Apply |

6. Click Add and enter the service account name (Application Pool Identity). This is the
same account for which you are viewing properties. Click OK.

Select Users or Computers L ]
Select this object type:

|Users,- Cornputers, Builbir securty principalz, ar Other objects

Object Types...
Frorm this location:
|INETTEST2_K3N.CDM

Locations..,

Enter the ohjact names ta select [examples]:
dmservacct3tied

Check MNames

FEE,

Advanced... | 0K I Cancel
p

7. Inthe Add Services dialog box, select the SPN for the SharePoint server (visiondm...):
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Add Services il

21x]

Ta allow zervices to be delegated for a user o compiter, select the appropriate

Lsers or computers, and then click the services.

To select one o mone Lser-of computer names; chck e e |
szers or Computers.

Available services:

hittp ndr. ity ]
http vizgionB.inettest2k 3. com

o ]

| Seivice Type | User o Computer Fort | Ser

i
Select Al |

Cancel |

Note that this account also has an SPN for the Vision server because it is also the
Application Pool Identity for the DeltekVisionAppPool.

8. Click OK.
The Delegation tab should look like this when you have completed this procedure:
Organization I tember OFf I Dialin I E nviranment I Sessions
Remaote contral I Teminal Services Profile | COb+
General I Address I Accaunt I Prafile I Telephones  Delegation

Dielegation is a security-sensitive aperation, which allows services fo act o

behalf of another uzer.

Do it trust this user for delegation

™ Trust this user for delegation ta any service [Kerberas only]

(% Trust this user for delegation to specified services only

™ Use Kerberos anly
% Use any authentication protocol

Services to which this account can present delegated credentials:

4 |

™ Expanded Add...

Sewvice Type | User or Computer Pait |

2

Bemove |

o |

Cancel | Apply |
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