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Overview

Overview

There are three steps to setting up Active Directory Federation Services (ADFS) for Deltek Costpoint
Cloud.

m Procedure

1 Submit the SSO Setup Service Request

2 Use the XML files provided in the SSO Setup Service Request to configure ADFS

3 Set up your Costpoint User Accounts for ADFS

Note: If you are already set up for SAML SSO authentication in Costpoint Cloud, you will need to set
up a second configuration for the Costpoint Mobile T&E in the Cloud. Follow the instructions in this
guide to set up your configuration. See the Deltek Costpoint Mobile Time and Expense in the Cloud
Administrator Guide for more information on Costpoint Mobile T&E in the Cloud.
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Submit the SSO Setup Service Request

Submit the SSO Setup Service Request

You need the following information to complete the SSO Setup Service Request:

* Fully Qualified Domain Name: This is the full name of the domain in which users will
authenticate against (for example: FARM.COM).

= Fully Qualified Domain Name Active Directory Federation Services Host Name: This is the
fully qualified name of the server that is hosting Active Directory Federation Services (for
example: AD.FARM.COM).

= XML file(s) provided by Deltek:
= If you are a Costpoint Essentials customer, Deltek will provide you with one XML file.
= If you are a Costpoint Enterprise customer, Deltek will provide you with three XML files.

= If you are a Costpoint Mobile T&E customer, Deltek will provide you with two sets of URLs
(one for Costpoint and one for Costpoint Mobile T&E).

The files will be attached to your SSO Setup Service Request ticket.
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Use the XML Files Provided in Your SSO Setup
Service Request to Configure ADFS

Note: For Costpoint Enterprise customers, you must repeat this step for each Cloud Environment
(Production, Implementation/Test/Preview, Dev) for which you want to set up ADFS.

Note: For Costpoint Mobile T&E customers, you must repeat this step for each environment for which
you want to set up ADFS.

To use the XML files to configure ADFS:

1. Copy the FederationMetadata_ClientID_ClientNAME_ClientSystem.xml that was provided to
you in the SSO Setup Service Request onto your ADFS server.

2. Start the Active Directory Federation Services Management Console.

Select Relying Party Trusts, and click Add Relying Party Trust.

\i ADFS
G File Action View Window Help

& = 2 [m]

T T

" Corvi
L. e_.rvécz E Display Name Enabled
= Srpaet: Device Registration Service es
| Certificates

[ | Claim Descriptions
4 || Trust Relationships
| Claims Provider Trusts
Gl Rfalg._r.i_n g F?.a rty Trlt. iste :
| Attribute Stora” Add Relying Party Trust... ||

4[] Authentication Palj Add Non-Claims-Aware Relying Party Trust...
~| Per Relying Part
|

View 3

4. On Welcome page of the Add Relying Party Trust Wizard, click Start.
On the Select Date Source page, complete the following:
a. Select the Import data about the relying party from a file option.

b. Enter or browse to the FederationMetadata_ClientID_ClientNAME_ClientSystem.xml file
you saved earlier, and click Next.
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Select Data Source

Steps Select an option that this wizard will use to obtain data about this relying party:
@ Welcome i
(_) Import data about the relying pary published online or on a local network
@ Select Data Source : ; 2 it > 2 :
Use thiz option to import the necessary data and certificates from a relying party organization that publishes

@ Specify Display Name its federation metadata online or on a local network.

@ Configure Multifactor Federation metadata address host name or URL):
Authertication Now?

@ Choose lssuance

Authorzation Rules Example: fs.contoso.com or htps://www contoso.com/app
@ Readyto Add Trust (®) Import data about the relying pary from a file
@ Finish Use this option to import the necessany data and certficates from a refying party organization that has

exported its federation metadata wo a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
[CAT\FedermtionMetadsta_5533_FARM sanl

| Browse...

6. On the Specify Display Name page, enter a unique value for each system in the Display name
field (for example, <ClientName>_PROD), and click Next.

The relying party Display name entered here should allow you to easily identify the Costpoint
system that is being configured.

Specify Display Name

Steps Enter the display name and any optional notes for this relying party.
@ Welcome Dizplay name:

@ Select Data Source FARM_PROD|

@ Specify Display Name Hotes:

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

® Readyto Add Trust
@ Finish

7. On the Steps page, accept the defaults, ensure that the | do not want to configure multi-factor
authentication settings for this relying Party trust at this time option is selected, and click

Next.
Send Corfigure multifactor authentication settings for thig relying party trust. Multifactor authentication is required i
@ Welcoms there is a match for any of the specified requirements.
@ Select Data Source
@ Specify Display Nams Muttifactor Authentication Global Settings
@ i‘iﬂ":igl_'i'featm”mi?dq Requirements Users/Groups Not configured
entication Maow?

@ Choose Issuance Device Nat corfigured

Authorization Rules Location Not corfigured

@ Readyto Add Trust
@ Finish

® | do not want to configure muttifactor authentication settings for this rehying party trust at this time.

(0 Corfigure multifactor authertication settings for this relying party trust.

You can also configure multi-factor authentication settings for this relying party trust by navigating to the
Authentication Policies nede. For more information, see Configuring Authentication Policies.

Configuring Active Directory Federation Services (ADFS) 4



Deltek

Use the XML Files Provided in Your SSO Setup Service Request to Configure ADFS

8. On the Choose Issuance Authorization Rules page, ensure that the Permit all users to access
this relying party option is selected, and click Next.

Choose Issuance Authonzation Rules

Steps lssuance authorization rules determine whether a user is permitted to receive claims for the relying party.
Welcome Choose one of the following options for the initial behavior of this relying party’s issuance authorization rules.

]
® Select Data Source (@) Pemit gl users to access this relying party

@ Specify Display Name The issuance authorization nules will be corfigured to pemmit all users tc access this relying party. The relying

Corfi : arty service or application may still deny the user access.
@ Corfigurs Multifactor party pp =y ry

Authentication Now? 1= ) .
() Deny all users access to this relying party
= Ejfﬁ;;z;isouna%ﬁes The issuance authorization nules will be corfigured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.
@ Readyto Add Trust

@ Finish

*You can change the issuance authorization rules for this relying party trust oy selecting the relying party trust
and clicking Edit Claim Rules in the Actions pane.

9. On the Ready to Add Trust page, accept defaults and click Next.

10. On the Finish page, ensure that the Open the Edit Claim Rules for this relying party check box
is selected, and click Close.

Finish

Steps The rehying party trust was successfully added to the AD FS configuration database.

@ Wel

- e You can modify this relying party trust by using the Properties dialog box in the AD FS Management snap-n.
@ Select Data Source

@ Specify Display Name

® Corfigure Mulifactor Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

Authertication Mow?

@ Choose lssuance
Autherization Rules

@ Readyto Add Trust

@ Finish

11. On the Edit Claim Rules for Costpoint dialog box, click Add Rule.

Note: This section explains how to add an ADFS claim rule that will allow Costpoint to
retrieve the group membership information from Active Directory Federation Services/Active
Directory and synchronize this information with the Costpoint User Groups data.
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Deltek

(% Edit Claim Rules for FARM_PROD = -

lssuance Transform Rules | Issuance Authorization Rules | Delegation Authorization Rules |

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lzsued Claims

12. On the Select Rule Template page of the Add Transform Claim Rule Wizard, select Send LDAP
Attributes as Claims in the Claims rule template drop-down list, and click Next.

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template.
@ Corfigure Claim Rule Claim nule template:

Send LDAP Attributes as Claims W

Claim nule template description:

Using the Send LDAP Attribute as Claims rule template you can select attibutes from an LDAF attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single nule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. i you want to only send individual group
memberships, use the Send Group Membership ag a Claim rule template.

13. On the Configure Rule page, perform the following:

Claim rule name: Enter AcctNameAndGroups.

Attribute store: Select Active Directory from the drop-down list.

Mapping of LDAP attributes to outgoing claim types: Take one of the following actions:

= If you are using your company email address as your username, complete the following:

LDAP Attribute: Select User-Principal-Name from the drop-down list.
Outgoing Claim Type: Select Name from the drop-down list.

LDAP Attribute: Select Token-Groups — Unqualified Names from the drop-down
list.
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= Outgoing Claim Type: Select Group from the drop-down list.

= If you are NOT using your company email address as your username, complete the
following:

= LDAP Attribute: Select SAM-Account-Name from the drop-down list.
= Outgoing Claim Type: Select Name from the drop-down list.

= LDAP Attribute: Select Token-Groups — Unqualified Names from the drop-down
list.

= Outgoing Claim Type: Select Group from the drop-down list.

Configure Rule

Sene You can configure this rule to send the values of LDAP attibutes as claims. Select an attribute store from
@ Choose Rule Type which to extract LDAP attibutes. Specify how the attributes will map to the outgoing claim types that will be
= i issued from the rule.

@ Corfigure Claim Rule
Claim rule name:

AcctNameAndGroups|

Rule template: Send LDAP Attributes as Claims

Attribute store:
Active Directory W

Mapping of LDAF attributes to outgoing claim types:

I;Sé&i';ﬁﬂre;bute (Select or typeta COutgoing Claim Type (Select or type to add more)

SAM-Account-Name w [ Name ]
4 Token-Groups - Unqualfied Mames v || Group W
& W

14. Click Finish, and then click OK.
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Set Up Your Costpoint User Accounts for ADFS

In order to log into Costpoint with your ADFS credentials, you must first modify the authentication
properties of your Costpoint user account.

To modify the authentication properties:

1.

Log into your Costpoint systems using a Cloud Active Directory (User Manager) account that has
access to the Manage Users application within Costpoint.

Navigate to Admin » Security » System Security » Manage Users and locate the account to
modify.
Click the Authentication tab.

v = WP " P 2|5 2 =) |
B80- LIP3 IR L R

# [T Browse Applications > Admin > Security > System Security > Manage Users

=% Identification [ tew | [ copy | w | [ Datete | [10of 1New ]| 5 |  Tabie | [ cuery | w | (O3] X |
T ner UserName*  [Test ADFS USer |
Information | Workflow | Printing Defautts [0 11| User Interface |
Authentication Settings - 2FA Settings
Authentication Method * I,Am,vg Directory = I E SAML Single ® None FIDO Security Key
RO = [] Enabled
Password [] Generate Random Password () Mobila Appiication
| o B [ Passwordiess

Verify Password [

IActwe Directory or Certificate ID [iestadfs I ] mi‘.cﬁz%?gcir;ups Effective Date [ PIN |

O Allow Access to Integration Conscle O Allow Access to Extensibility Console [] Allow Application Access via Integration Services

Company Access  Assigned User Groups  Module Rights  Application Rights Ul Profiles

Company Access [ New | [ copy | w | [ Detete | [ Form | e E=11Ed
ﬂcumpany ID’{ ‘ Default Taxable Entity ID ‘ Org Security Group ID ‘Lnbor‘ SSN | Cost | Price| Company Name | Org Security Group Name Taxable Entity Name
EE I ] O TOICI] O [company 1 [iCompany name not bund)
close |

In Authentication Method, select Active Directory.

In the Active Directory or Certificate ID field, enter the user’'s Active Directory user name in
your domain.

This can be the username or the username in UPN format (for example,
user@mydomain.local).

If the user will be using SAML, select the SAML Single Sign-on check box.

Save the record.

Repeat steps 3 through 7 for each user in each Costpoint system who want to use the ADFS
authentication.

Note: Repeat steps 3 through 7 for each user in the Costpoint Mobile T&E system who want
to use the ADFS authentication.
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Appendix A: If You Need Assistance

If you need assistance installing, implementing, or using Costpoint, Deltek makes a wealth of information
and expertise readily available to you.

Customer Services

For over 30 years, Deltek has maintained close relationships with client firms, helping with their problems,
listening to their needs, and getting to know their individual business environments. A full range of
customer services has grown out of this close contact, including the following:

= Extensive self-support options through the Deltek Support Center.
=  Phone and email support from Customer Care analysts

= Technical services

= Consulting services

= Custom programming

= Classroom, on-site, and Web-based training

Attention: Find out more about these and other services from the Deltek Support Center.

Deltek Support Center

The Deltek Support Center is a support Web site for Deltek customers who purchase an Ongoing Support
Plan (OSP).

The following are some of the many options that the Deltek Support Center provides:

=  Search for product documentation, such as release notes, install guides, technical information,
online help topics, and white papers

= Ask questions, exchange ideas, and share knowledge with other Deltek customers through the
Deltek Support Center Community

= Access Cloud-specific documents and forums

= Download the latest versions of your Deltek products

= Search Deltek’s knowledge base

=  Submit a support case and check on its progress

= Transfer requested files to a Customer Care analyst

=  Subscribe to Deltek communications about your products and services
= Receive alerts of new Deltek releases and hot fixes

= Initiate a Chat to submit a question to a Customer Care analyst online

Attention: For more information regarding Deltek Support Center, refer to the online help available
from the Web site.
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Access Deltek Support Center

To access the Deltek Support Center:
1. Go to https://deltek.custhelp.com.

2. Enter your Deltek Support Center Username and Password.
3. Click Login.

Note: If you forget your username or password, you can click the Need Help? button on the login
screen for help.
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About Deltek

Better software means better projects. Deltek delivers software and information solutions that enable
superior levels of project intelligence, management and collaboration. Our industry-focused expertise
makes your projects successful and helps you achieve performance that maximizes productivity and
revenue. www.deltek.com
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