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PM Compass RESTful API

PM Compass RESTful API

The RESTful API for Deltek PM Compass accepts JSON (JavaScript Object Notation) files through
specific endpoints, allowing customers to build custom applications that interact with PM Compass.

The PM Compass API currently provides coverage of the PM Compass solution for importing cost and/or
schedule progress.

Attention: For information about PM Compass concepts, terminology, and business logic, refer to the
Deltek PM Compass Help System.

PM Compass API Elements

This section outlines the API elements and explains how the PM Compass API utilizes them.

JSON

Every resource you interact with using the PM Compass RESTful APl must be represented in JSON
format.

Request Header
Specify JSON format in your requests by using the Accept request header for the media type:
application/json.

Endpoint

The endpoint is a URL that identifies the resource you want to access. Endpoints have a form like the
following: {{base_url}}/contact/{{123456789}}.

The {{base_url}} is typically represented as a variable and, as an example, might resolve to a path such
as: https://servername/PMCompassApi.

Base URL

The base URL is formed as follows: https://{{pmcompass-domain-and-path}}PMCompassApi

where {{pmcompass-domain-and-path}} is the fully qualified domain or DNS name and path to your PM
Compass instance such as customer1.deltek.com/pmcompass1.

Example

https://www.myapi.com/PMCompassApi or https://internal.domain/PMCompassApi)

HTTP Verbs

PM Compass APIs rely on the following HTTP verbs to access and manipulate resources:
= POST creates the resource

=  GET reads the resource
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Success Codes

Successful requests return the requested resource and the return status success code.

Request Return Status Success Code

GET 200 OK This code indicates that the
request was successful, and the
current JSON representation of
the resource is returned. The
endpoint worked as expected.

POST 200 OK This code indicates that the
request was successful, and the
location of the newly created
resource is provided in the
Location header, along with the
current JSON representation of
the resource. If an error, such as
a business rule violation, occurs,
the details of the error are
included in the response in
JSON format.

Error Codes

Sometimes requests to the API are not successful. Errors can occur for a wide range of reasons. In all
cases, the API returns a status code that indicates the nature of the failure with a response body
containing additional information.

The PM Compass API uses the following error codes:

400 Bad request This error code indicates a
missing or malformed
parameter. Check the
documentation and the syntax of
the request and try again.

401 No authorization This error code indicates that a
valid API key was not provided
with the request, so the API
could not associate a user with
the request.

403 Forbidden This error code indicates that
the user does not have access
to the requested resource. The
API key and request syntax
were valid, but the server is
refusing to complete the
request.
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404

500

503

Not found

Internal server error

Service unavailable

This error code indicates that
either the object specified by the
request does not exist, or the
request method and path
supplied do not specify a known
API.

This error code indicate that
there was a problem with the
application server.

This error code indicates that
the server is temporarily unable
to handle the request. This is not
controlled by the PM Compass
APl itself.
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Using the Import Progress API

The Import Progress API enables batch importing of progress, which can include multiple projects for
Cost, Schedule, or both. The process determines whether the progress is entered into the cost system
(work packages) or the schedule system (activities) as specified in the Source System to Update field
on the Progress tab of the Projects form.

Attention: For more information on this field, see the “Progress Tab of the Projects Form” topic in the
Deltek PM Compass Help System under Projects » Progress Form View » Progress Tab.

This table outlines the steps needed to utilize the Import Progress API.

o e e

1 Set up the PM Compass This step covers installing and setting up For more information,
API. the PM Compass API to ensure effective see “Setting Up the
utilization of the feature. PM Compass API” in
this guide.
2 Test your API platform You can use this utility as an alternative or | For more information,
using the PM Compass complement to Postman for performing see “Testing the API
API Test Utility. basic tests on the PM Compass API. Using the PM

Compass APl Test
Utility” in this guide.

3 Process the imported Use the Enter Progress forms to review For more information,
progress entries. and modify the imported progress entries  see “Processing the
as needed. If you encounter errors, you Imported Progress
can check the status log and the API Entries” in the Deltek
reports. Once any errors are resolved, or if PM Compass Help
you have completed your additional System under API »
changes, you may proceed with Import Progress
submitting the workflow. APL.
4 Clear old, imported PM Compass provides a script that you For more information,
progress entries. can use to clear out old, imported see “Clearing Old
progress entries. This step is optional. Imported Progress
Entries (Optional
Step)” in this guide.

OpenAPI Specification Document

The PM Compass API is documented using OpenAPI Specification (OAS) 3.0. This document provides a
detailed and standardized overview of the API's endpoints, structures, operations, and data models. Itis a
comprehensive guide for developers, enabling them to effectively understand and interact with the PM
Compass API.

The PM Compass OAS document is available in the Deltek Learning Hub.
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Note: To access the Deltek Learning Hub, go to https://learning.deltek.com/. On the Discover By
Product page, click Project Portfolio Management. Locate PM Compass and click View All. On the
PM Compass page, click APl Reference in Developer Resources.
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Setting Up the PM Compass API

This chapter details the steps for installing and setting up the PM Compass API to ensure effective
utilization of the feature.

1 Install and configure Microsoft Internet For more information, see “Installing and
Information Services (IIS). Configuring Microsoft [IS” in this guide.
2 Install the PM Compass API. For more information, see “Installing the PM

Compass API” in this guide.

3 Enable Windows Authentication on the PM For more information, see “Enabling Windows
Compass API application in IIS. Authentication on the PM Compass
Application in IS” in this guide.

4 Create a data source. For more information, see “Creating a Data
Source” this guide.

5 Enable the endpoint permissions in EPM SA. For more information, see “Enabling the
Endpoints in EPM SA” in this guide.

Installing and Configuring Microsoft IIS

You must install and configure Microsoft Internet Information Services (1IS) on the server where you plan
to install the PM Compass API. This section explains how to check if IIS is already installed and, if not,
provides instructions on how to install and configure it.

Attention: This information is documented in the “Microsoft Internet Information Services (1IS)
Installation on Windows Server” section of the Deltek PM Compass Installation Guide.

Check if Microsoft (1IS) Is Already Installed

If you have already enabled the Web Server role on your web server, you need to check the features and
role services.
To check the features and role services on Windows Server 2016 or 2019:
1. Launch Server Manager.
2. Inthe left menu, click IIS.
If the 1IS option is not listed, perform the steps for installing Microsoft IS for the first time.

3. Inthe Roles and Features group, verify that all of the required role services are installed.

Attention: For more information, see Step 11 in “Install Microsoft IIS For the First Time”
below.
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Install Microsoft IIS for the First Time

Follow this procedure to install Microsoft 1IS for the first time. These steps are necessary for the proper
detection of ASP.NET.

To install Microsoft IIS on Windows Server 2016 or 2019:

1.

2
3.
4.
5

o

10.
11.

Log onto Microsoft Windows Server as a domain or local administrator.

Launch Server Manager.

Click Manage » Add Roles and features.

On the Before you begin screen of the Add Roles and Features Wizard, click Next.

On the Select installation type screen, select Role-based or feature-based installation and click
Next.

On the Select destination server screen, select your server and click Next.
On the Select server roles screen, select Web Server (11S).

a. Inthe Add Roles and Features Wizard dialog box, click Add Features.
On the Select server roles screen, click Next.

On the Select Features screen, expand .NET Framework 4.x Features, select NET Framework
4.x and ASP.NET 4.x, and click Next.

On the Web Server Role (IIS) screen, click Next.
On the Select role services screen, enable the following sub-options:
Web Server
= Common HTTP Features
= Default Document
= Directory Browsing
=  HTTP Errors
= Static Content
= HTTP Redirection
= Health and Diagnostics
= HTTP Logging
= Request Monitor
= Performance
= Static Content Compression
=  Security
=  Windows Authentication
= Request Filtering
= Application Development
= .NET Extensibility 4.x
= ASP.NET 4.x
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12.
13.

14.

Note: The Add Roles and Features Wizard dialog box displays when you select this option.
Click the Add Features button.

= |SAPI Extensions

= [SAPI Filters
= Management Tools

= |IS Management Console

= |IS Management Scripts and Tools
Click Next.

In the Confirm Installation Instructions dialog box, click Install to begin the process.

Note: On the Confirm installation selections screen, if a message displays about specifying
an alternate source path, see the Microsoft KB Article # 2734782 (Method 2).

In the Installation Results dialog box, click Close.

Note: If you have not applied the supported version of Microsoft. NET on your server, make
sure you install it before beginning the PM Compass installation.

Installing the PM Compass API

Prior to installing the PM Compass API, take note of the following:

You must install and configure Microsoft Internet Information Services (IIS) on the server where
you plan to install the PM Compass API. This includes the SSL certificates you may want to use
for the PM Compass API.

Attention: For more information on installing IIS, see “Appendix A: Microsoft Internet
Information Services (11S) Installation on Windows Server” in the Deltek PM Compass
Installation Guide.

You must have PM Compass 8.5 installed and running in your environment.

Your DBA must run the scripts specified in this guide.

Note:

If the installer detects that these components are not installed, it will automatically install them.

PM Compass API also requires the following components.
Microsoft .NET Windows Server Hosting version 8.0.8 or later

Microsoft Windows Desktop Runtime (x64) version 8.0.8 or later

Install the PM Compass API

Follow this procedure to install the PM Compass API.
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To install the PM Compass API:
1. Download the DeltekPMCompassAPIl.exe installer from DSM.
2. Locate the folder where you downloaded the installer and double-click it to run the installation.

The Preparing Setup screen displays. This screen checks if prerequisites like 11S are already
installed and automatically installs those that are required, such as Microsoft .NET and Windows
Desktop Runtime.

PMCompassAPI - InstallShield Wizard = X

Preparing Setup
Please wait while the InstallShield Wizard prepares the setup. I
|

PMCompassAPI Setup is preparing the InstallShield Wizard, which will guide you through the
rest of the setup process. Please wait.

If the installer detects that some required IIS features are missing, it displays a warning and exits.

PMCompassAPI - InstallShield Wizard X

Setup has found some required 115 features are not enabled.
Please review DeltekPMCompassAP|_disabledliSfeatures. txt.
Setup will abort.

oK

Note: Clicking OK launches the DeltekPMCompassAPI_disabledllSfeatures.txt. file, listing
the missing required IS features that caused the warning message. The file is located in the
User\AppData\Local folder. In addition, the installer creates a shortcut to the PM Compass
API Install.log file on your desktop for easy access to the installation log file.

After the prerequisite checks are performed and passed, and the installation of some
prerequisites is completed, the installation proceeds.

3. On the Welcome screen, click Next.
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PMCompassAPI - InstallShield Wizard x
Welcome to the InstallShield Wizard for
DEItEk PMCompassAPT

The InstallShield Wizard will install PMCompassAPIL on
your computer. To continue, dick Next,

<o e

4. On the Choose Destination Location screen, specify the location to which you want to install the
PM Compass API and click Next.

PMCompassAPI - InstallShield Wizard >

Setup will install PMCompassAPT in the following folder.

To install to this folder, dick Next. To install to a different folder, dick Browse and select
another folder,

Destination Folder

C:'Program Files\Deltek\PMCompassAPT

=
"
af
o
il
o

| < Back " Next = || Cancel |

Note: Deltek recommends using the default folder, which is C:\Program
Files\Deltek\PMCompassAPI.

5. On the Specify Service/ldentity Account Password screen, enter the service account credentials
that will be used to configure the application pool.
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MCompassAPI - InstallShield Wizard bt

Setup has detected that wour zerver is a member of a domain. Enter password far the damain
account or chooze to uze the default local account, This account can be changed after
inztallation. Pleaze review the Installation guide for details.

Usemame: ServicedccountPC

Pazzword:

Domain: oo

Mate: If you want to use an account other than the one you logged on with, pou must exit zetup,
log onta the machine using the appropriate account, and re-run setup.

[nstallShield

< Back E Tewt > ;| Cancel

Do one of the following:

= Enter the password for the domain account and click Next to use the logged-on domain
account.

= [f the machine is not in a domain or you are logged on using a local/non-domain account,
the setup will prompt you to enter a password for the Default Local Account
(DeltekPMCompass) it creates when the logged-on user is not a domain account.

PMCompassAPI - InstallShield Wizard *

In a non-domain environment, Setup will automatically create and configure a local
'DeltekPMCompass' account. Please specfy a secure password that meets your password
requirements to use when creating the account.

..
Wi
Wi
[
m
[

< Back |I Mext = Il Cancel
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PMCompassAPI - InstallShield Wizard

Please validate the password for the local 'DeltekPMCompass' account.

InstallShield

| <gack [ mext> | | cancel |

safe place.

Note: If you choose to use the default local account, the setup will request a password that
will be assigned to the local “DeltekPMCompass” account being created on the local
machine. The setup does not save this account or log it anywhere, so you must keep it in a

6. On the Database Platform screen, select the option that matches your database platform.

PMCompassAPI - InstallShield Wizard

Database Platform - Please select your database platform,

(Dorade
() Microsoft SQL Server

| <Back | Mext> | | cancel

= If you select Oracle, enter your connection information on the Oracle Connection Information

screen and click Next.

API Developer Guide
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Note: If you are using an Oracle database, you must also install the 64-bit Oracle
Database Client (Administrator) on the API Server.

The installer will check for the 64-bit Oracle Management. If it is correct, it will register the
Oracle Data Access components for you and display the Script Options screen.

PMCompassAPI - InstallShield Wizard

Oracle Connection Information

X

Pleaze specify Oracle connection information,

Service ||
name/S10:

|Jzermame: |

Passward: |

< Back

Mest = |

Cahcel

= |f you select Microsoft SQL Server, enter your connection information and click Next.

PMCompassAPI - InstallShield Wizard

Databasze Server: ||

SOL Logik: |

SOL Pazzword: | [(IIIITTTT]

[Jwindows Integrated

Database Name:|

Cancel

The installer will attempt to connect, and if the connection is valid, it will display the Script

Options screen.

7. On the Script Options screen, select the upgrade option to apply the scripts on the PM Compass

database and click Next.

API Developer Guide

13



Deltek

Setting Up the PM Compass API

PMCompassAPI - InstallShield Wizard *

Database Upgrade Script Options - Please select your UPGRADE database script option.
This will upgrade your existing data with the latest PM Compass API scripts.

(Oiautomatically run upgrade scripts during the installation.

() Create batch file (UpgradePMCompassAPLbat) to run scripts manually.

()1 will manually run the upgrade scripts. Mo batch file will be created.

= If you select Automatically run upgrade scripts during the installation, the installer will
apply the scripts to your database during the installation.

= If you select Create batch file (UpgradePMCompassAPIl.bat) to run scripts manually, the
installer will create a batch file containing the connection credentials you specified on the
screen. You must run it in an elevated command prompt after the installation to update the
database. The installer will display the location of the batch file.

PMCompassAPl - InstallShield Wizard =4

UpgradePMCompassAPIDE bat should be run manually from
the PMCompass install directory “Scripts’ folder, Please delete
batch file when finished as it contains username and
password information in clear-text.

= If you select | will manually run the upgrade scripts. No batch file will be created,
perform the following steps after the installation has been completed:

a. Run an elevated command prompt and navigate to the folder where the PM Compass
APl is installed.

The script files are located in the \PMCompasAPI\Database\Scripts directory.
b. Depending on your database platform, navigate to the SQLServer or Oracle directory.

= If you are using SQL Server, run the
RunPMCompassAPIlinstallUpgrade_SqlServer.bat file, passing the connection
details separated by a space in the following order: Database Name, DB
Server\Instance Name, SQL User ID, Password.

For example: RunPMCompassAPIInstallUpgrade_SqlServer.bat PMCompass
ServerA PMCLogin Password
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= If you are using Oracle, run the RunPMCompassAPIInstallUpgrade_Oracle.bat
file, passing the connection details, separated by a space in the following order:
Server\Instance Name User ID (Schema) Password.

For example: RunPMCompassAPIInstallUpgrade_Oracle ORCL PMCompass
Password

8. On the Ready to Install the Program screen, click Install.

MCompassAP| - InstallShield Wizard x

Click Install to begin the installation.

If you want to review or change any of your installation settings, didk Back. Click Cancel to
exit the wizard.

9. On the InstallShield Wizard Complete screen, click Finish.

PMCompassAP| - InstallShield Wizard

InstallShield Wizard Complete

Deltek

The InstallShield Wizard has successfully installed
PMCompassAPL. Click Finish to exit the wizard.

After the installation is complete, the Deltek PM Compass API folder becomes available on the Start
menu.
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- Deltek PM Compass APl

' Datasource Management Tool

Q Deltek PM Compass APl Test Utility

API Reference Files

Reference files for using the API are included with the APl installation. These files are located in the <PM
Compass API directory>\doc folder, for example, C:\Program Files\Deltek\PMCompassAPI\doc\.

The table below outlines these files, along with their descriptions and subfolder locations.

File Description Subfolder Location

PMCWebApiSample = This solution includes Examples\CSharpConsole\
.sin projects written in C# ((NET

For example, C:\Program
8) that demonstrate how to )
call the PM Compass API Files\Deltek\PMCompassAPI\doc\Examples\

from Ci. CSharpConsole\

Attention: For more
information on this
solution, see “Appendix
A: Sample C# .NET
Solution” in this guide.

Sample- This is a sample JSON file  \Examples\JSONSamples\
Iércl)p;?(r)trljlro_gsrc()ar?s- containing cost-only data. For example, C:\Program
v Files\Deltek\PMCompassAPI\doc\Examples\JSO
NSamples\
Sample- This is a sample JSON file  \Examples\JSONSamples\
ImportProgress- containing schedule-only

For example, C:\Program
Files\Deltek\PMCompassAPI\doc\Examples\JSO
NSamples\

ScheduleOnly.json data.

Sample- This is a sample JSON file =~ Examples\JSONSamples\
ImportProgress.json  containing cost and

schedule data. For example, C:\Program

Files\Deltek\PMCompassAPI\doc\Examples\JSO

NSamples\
ImportProgress- This is a JSON schema for \JSONSchema\
Schema.json import progress. For example, C:\Program
Files\Deltek\PMCompassAPI\doc\JSONSchema\
PMCompassAPI- This sample file outlines the \OpenApiSpecification\
OAS3.json import schedule and cost
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File Description Subfolder Location

progress, detailing the
endpoints and their

structures.
PMCompassAPI- This file contains the latest
Sample.postman_co = Postman collection.
llection.json
API- This spreadsheet details
PreValidationMatrix. = the validations performed
xlsx by the API. If any validation

fails, only the specific
records that fail will be
rejected and not saved to
the database for
processing. The response
will list all encountered
errors, preventing the need
for a repetitive fix and
resubmit cycle. However,
any malformed or invalid
JSON will cause the entire
batch to be rejected before
any validations are
executed.

For example, C:\Program
Files\Deltek\PMCompassAPI\doc\OpenAPISpecif
ication\

\Postman\
For example, C:\Program
Files\Deltek\PMCompassAPI\doc\Postman\

For example, C:\Program
Files\Deltek\PMCompassAPI\doc\

Enabling Windows Authentication on the PM Compass API

Application in IIS

Once the installation is complete, you must enable Windows Authentication on the PM Compass API

application in IIS.

Note: When you enable Windows Authentication, make sure to turn off Anonymous Authentication.

Enable Windows Authentication on the PM Compass API Application

in IIS

Follow this procedure to enable Windows Authentication on the PM Compass API application or virtual

directory in |IS.

As a prerequisite to this procedure, ensure that Windows Authentication is installed and enabled for IIS.

To enable Windows Authentication on the PM Compass API application:

1. Log into Microsoft Windows Server as a domain or local administrator.

2. Launch Server Manager.

3. Nauvigate to Sites » Default Web Site and select PMCompassAPI.

API Developer Guide

17



Deltek

Setting Up the PM Compass API

4. In the right pane, select No Grouping in the Group by drop-down list.

Filter: + ¥ Go - 5 Show All | Group by: [[NENSENE -G~
i) = z ® B =
d 9 B o B @ & <€ §
Authentic.. Compression Configurat... Default Directory  Error Pages Handler HTTP Logging

Editor Document  Browsing Mappings Respon...

S e 2 o= g
Ji‘n & iioﬁ o= B
MIME Types  Modules Qutput Request  55L Settings
Caching Filtering

Double-click Authentication.

In the left pane, enable Windows Authentication.

3 Authentication

Group by: Mo Grouping 2

MName

Status Response Type
Anonymous Authentication Enabled
Basic Authentication Disabled HTTP 401 Challenge
Windows Authentication Enabled ™5 HTTP 401 Challenge

Creating a Data Source

Use the PPM Datasource Management Tool to create a data source that you will use to connect to the
PM Compass API.

The following providers are currently supported:
=  Microsoft SQL Server
= Microsoft OLE DB Driver for SQL Server
= SQL Server Native Client 11.0
= SQL Server .NET Framework
= Oracle

=  QOracle Provider for OLE DB
=  Oracle ODP.NET

Create a Data Source

Follow this procedure to create a data source.

To create a data source:

1. Launch the PPM Datasource Management Tool.
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PPM Datasource Management Tool

Data Socurces

Mame

Edit...

Database Type

2. Click Add.

In the Add Data Source dialog box, click the General tab and enter or select the values in the
Name, Schema, and Provider fields.

Click the Configure button.

In the Data Link Properties dialog box, enter or select values in the appropriate fields on each tab.

Click the Test Connection button to verify if the connection information is correct.

Note:

= If you are using Oracle ODP.NET as your provider, you must specify the Oracle
connection details in the format ServerName/Instance. For example, if your Oracle
server is named ServerA and the Oracle instance is ORCL, then your Data Source
value would be ServerA/ORCL.

= If you are adding a new entry using the SQL Server .NET Framework data provider,
after clicking Configure and updating the Server Name field, you may need to click
the Advanced tab, scroll to the Security section, and set the fields below to True
before entering a database name in the Select or enter a database name field.

= Persist Security Info

= Trust server Certificate

for more information.

Note: If you encounter errors related to the PPM data source, review the data source log files

By default, the log files are located in C:\ProgramData\Deltek\PPMDatasources\Logs.

Enabling the Endpoints in EPM SA

The WebAPI node of the Deltek PM Compass tab controls the permissions for each API process

endpoint.

API Developer Guide
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() Dettek EPM Security Administrator - Roles - v4.2.7 - O X

B2 Hide Navigation 4 Back B forus ) Help ~ () LogOff

Navigation 14 4 of bl osearch| [0

B Save W New - ;0 Declsbeco
3 Users General‘ ‘Open PlanProfessional ‘ Cuhral Deltek PM Compass
E Groups ashboards;
& rojects
Obijects orkflow
| odel Changes
“s Configuration I Ha\‘taiDe\etefRename Global Searches
-4 & WebAP|
;_4' ;_J Health Check
=& ;_J Import Progress
B ;_J ;_J Import
@ & Status
J Ready /|
WebAPI Item Description
Health Check Use this item to set the permission for the Health
Check endpoint and confirm that the APl and
database are running and ready to receive
requests.
Import Progress Use the child nodes in this item to set the

permission for the following:

= Import: Use this item to set the permission
for the Import Progress endpoint.

=  Status: Use this item to set the permission
for the Import Progress Status endpoint.

Attention: The WebAPI node and its items are documented in the “Web API” topic in the Deltek EPM
SA Help System under Security » Define Roles and Permissions » Forms, Toolbars, Tabs, and
Dialog Box » Deltek PM Compass Tab of Roles.

Enable the Endpoints in EPM SA
Follow this procedure to enable the endpoints in EPM SA to utilize the Import Progress API feature.
To enable the endpoints in EPM SA:

1. Log into EPM SA.

2. From the Navigation menu, click Security » Roles.

API Developer Guide 20



Deltek

Setting Up the PM Compass API

The Roles form is displayed on the right pane. The General tab is displayed by default.
Click the Deltek PM Compass tab.
Expand the WebAPI node and set the permission for each item.

By default, all items in the node are selected.
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Testing the API Using the PM Compass API Test
Utility
Deltek provides a simple, web-based tool called the Deltek PM Compass API Test Utility. This tool can be

used as an alternative or complement to Postman for basic testing of the PM Compass API. The utility is
installed along with the PM Compass API.

Note: You can also use the sample Postman collection provided by Deltek to help you get started
with the PM Compass API. For more information on this collection, see “Appendix B: Sample
Postman Collection” in this guide.

Important: JSON is a widely used data interchange format that is lightweight, easy to read, and easy
to parse. However, one limitation of JSON is that it does not natively support comments. While some
tools, such as Postman, may strip comments before sending them, you cannot always rely on this.

For example, the Deltek PM Compass API Test Utility does not pre-parse your input to strip
comments.

Attention: For more information on the PM Compass OAS document, see “OpenAP| Specification
Document” in this guide.

Launching the Utility

There are two ways to launch the utility.
= Navigate to Start » Deltek PM Compass API » Deltek PM Compass API Test Utility.

= Access the URL https://{FQDN}/PMCompassAPI/APITestUtility.html, where FQDN is the fully
qualified domain name of the server (for example,
https://serverx.domain.com/PMCompassAPI/APITestUtility.html.)

Utility Interface

The utility interface is displayed below.
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Auth Type

Product ID

The table below details the fields and buttons available in the utility.

Auth Type

Product ID

Data Source

User

Use this field to specify your authentication
method.

Your options are:
= User/Pass
=  Windows Auth
Use this field to select the product, specifically PM
Compass.
Use this field to select your data source.

If your data source is not visible, restart the API's
application pool and refresh the page once it has
restarted.

Attention: For more information on the API
application pool, see “Enable Windows
Authentication on the PM Compass API
Application in 11S” in this guide.

Use this field to enter your PM Compass
username when the Auth Type field is set to
User/Pass.

API Developer Guide

23



Deltek

Testing the API Using the PM Compass API Test Utility

Password Use this field to enter your PM Compass
password when the Auth Type field is set to
User/Pass.

Sign In Click this button to log into the utility.

Heath Check Click this button to test the Health Check
endpoint.

Import Click this button to test the Import Progress
endpoint.

Import Status Click this button to test the Import Progress Status
endpoint.

Authentication Testing

To test your authentication method, select either User/Pass or Windows Auth in the Auth Type field. If
you select User/Pass, enter your PM Compass username and password in the appropriate fields. Set the
Product ID to PM Compass, select your data source, and click the Sign In button.

The utility displays a message similar to the following:

Auth Type

Results x

Authenticated! User: | -

4 4

Note: Depending on your browser, you might be asked to enter your network credentials.

Endpoint Testing

This section explains how to use the utility to test the endpoints.
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Health Check Endpoint

Test the Health Check endpoint to determine if the API is running and has a connection to the database.
To test the Heath Check endpoint, click the Heath Check button.

The utility displays a message similar to the following:
Results %

Http Status: 200 (OK)

Result

"message": "Success"

°®

Import Progress Endpoint

To test the Import Progress endpoint, click the Import button.

The utility prompts you to enter the JSON data for Import Progress. Enter your valid JSON payload in this
dialog box and click the Submit button. Alternatively, you can use the Sample-ImportProgress.json,
Sample-ImportProgress-CostOnly.json, or Sample-ImportProgress-ScheduleOnly.json file located
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in the \doc\Examples\JSONSamples subfolder of the PM Compass API directory. Open the file in a text
editor and copy its contents.

Attention: For more information on this file, see “API Reference Files” in this guide.

E JSON Data Entry * I|

Enter your JSON

Submit

The utility displays a message similar to the followi

ng:

Results *
s

Http Status: 200 (OK)

Result

"batchld": "ImportProgress0000000269",
"submittedRecordCount™: 4,
"importedRecordCount": 4,
"rejectedRecordCount": 0

M

Save the batchld value, as it will be used to check the status of Import Progress.

Import Progress Status Endpoint
To test the Import Progress Status endpoint, click the Import Status button.
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The utility prompts you to enter the Batch Id for Import Progress. Enter the batchld value obtained when
you tested the Import Progress endpoint and click the Submit button.

Auth Type

UjerPass v

Get Batch Status x

Enter the Batch Id

[ Submit ]

The utility displays a message similar to the follow

ing:

Results *®

Http Status: 200 (OK)

Result

"batchId": "ImportProgress0000000269",
"importStatus": "NotStarted",

"createdBy":

"createdDate": "2025-03-28T13:58:25.5100000"

A
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Processing the Imported Progress Entries

Use the Enter Progress forms to review and modify the imported progress entries as needed. If you
encounter errors, you can check the status log and the API reports. Once any errors are resolved, or if
you have completed your additional changes, you may proceed with submitting the workflow.

Attention: For more information on how PM Compass processes the imported progress entries, see
"Processing the Imported Progress Entries” in the Deltek PM Compass Help System under API »
Import Progress API.
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Clearing Old Imported Progress Entries (Optional
Step)

PM Compass provides a script that you can use to clear out old, imported progress entries.

= PMC_RemovelmportData_Oracle.sql, located in the <PM Compass Installation
Directory>\Databases\Scripts\Oracle folder

= PMC_RemovelmportData_SQL.Serversql, located in the <PM Compass Installation
Directory>\Databases\Scripts\SQL folder

While it is not mandatory to remove old entries, over time, the accumulation of entries can cause the
Summary report to take longer to display. When this happens, you should run the query to improve
performance.

You can modify the script to specify a date range for removing these entries. The date highlighted in red
needs to be modified.

!
--Change the date below using 'YYYY-MM-DD' formatting. Only data imported prior to this date will be deleted.
-|Declare @deleteBeforeDate DATE = '2824-83-81'
Declare (ibatchesselected INTEGER = @
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Resolving Errors Related to Processing Large
Batches

When processing large batches in the Deltek PM Compass API, you may encounter errors due to the
default content length limits.

To resolve this issue, you need to update the web.config file located in the <PM Compass API directory>
folder, for example, C:\Program Files\Deltek\PMCompassAPI.

Update the web.config File

Follow this procedure to update the web.config file and resolve the errors.

To update the file:

1. Navigate to the <PM Compass API directory> (for example, C:\Program
Files\Deltek\PMCompassAPI) and open the web.config file using a text editor.

2. Locate the <aspNetCore> section, and add the following lines below it:
<security>
<requestFiltering>
<requestLimits maxAllowedContentLength="4294967295" />
</requestFiltering>

</security>

Note: Set maxAllowedContentLength to your preferred value

3. Save the file.

Here is an example of how the updated web.config file should look, including the new section to
resolve the error.

<?xml version="1.0" encoding="utf-8" 2>
<configuration>
<system.webServer>
<validation validateIntegratedModeConfiguration="false" />

<urlCompression doStaticCompression="true"
doDynamicCompression="true" />

<handlers>

<add name="aspNetCore" path="*" verb="*"
modules="AspNetCoreModuleV2" resourceType="Unspecified" />

<add path="*" name="ServiceStack.Factory"
preCondition="integratedMode" type="ServiceStack.HttpHandlerFactory,
ServiceStack" verb="*" resourceType="Unspecified" allowPathInfo="true" />

</handlers>

<aspNetCore processPath="dotnet"
arguments=".\PMCompass.WebService.ASPNetHost.dl1l" stdoutLogEnabled="false"
stdoutLogFile=".\logs\stdout" hostingModel="inprocess" />
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</security>

<!--<security>
<authentication>
<windowsAuthentication enabled="true" />
<anonymousAuthentication enabled="true" />
</authentication>
</security>-->
</system.webServer>

</configuration>
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Appendix A: Sample C# .NET Solution

The sample C# .NET 8.0 solution, PMCWebApiSample.sin, demonstrates how to access the PM
Compass API using C# code.

The sample solution includes:
= A sample library with code that wraps the API calls for easier use

= A sample console application with code that shows how to log into the API using both native and
Windows authentication methods and call all the endpoints in the API

= A sample console application with code that shows how to log into the API using both native and
Windows authentication methods and call the Health Check endpoint

Attention: For more information on the location of this file, see “API Reference Files” in this guide.
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Appendix B: Sample Postman Collection

This appendix covers a sample Postman collection Deltek has provided to help you get started with the
PM Compass API.

The collection includes tests for data sources, authentication, endpoints, and negative API validations.

~  PMC API
v [ Negative Tests
POST Import Progress - APl Validation Errors on all records
msTwpnrt Progress - Malformed JSON (Extra Comma)
POST Import Progress - Malformed JSON (Missing bracket)
POST Import Progress - Malformed JSON (Duplicate Property Name)
POST Import Progress - Malformed JSON (Missing Comma)
POST Import Progress - No Reguest Body
POST Lagin - Get a Token
POST Login - Get a Token (Windows Auth)
GET Check Health
GET Datasources
POST Import Progress
POST Import Progress - Cost Only
POST Import Progress - Schedule Only

GET Get Import Progress Status

Note: Depending on your network configuration, you may need to run Postman as an administrator.
Postman is installed on a per-user basis.

Launch Postman

Follow these steps if you are launching Postman for the first time.
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To launch Postman:

1. Upon first launch, you will be prompted to sign in, create an account, or use the Lightweight API
Client. If you choose to use the provided collection, you must sign in or create an account, as the
lightweight client does not support importing the collection.

2. In the upper-left part of the screen, click Workspaces.

Workspaces ~ APl Network ~

Create Workspace

2 My Workspace

3. Select My Workspace to display the New and Import buttons.
If you do not see the buttons, click Collections on the left side of the screen.

¢ Home Workspaces v APl Network

Pyt
ons

4. Click the Import button to display the Drop anywhere to import screen.

x

@ Drop anywhere to import
Or select files or folders

an v CiaM Other Sources ~ Learn more about importing data »

5. Click the Files link to open the File Explorer, navigate to the location of the collection file,
PMCompassAPI-Sample.postman_collection.json, and select the file.
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Attention: For more information on this file, see “AP| Reference Files” in this guide.

& Open
€ o ovn

Organize »  Mew folder

InTesting ~
Media
PreRegs

SOLServer

[ This PC
I Desktop
Documents
4 Downloads
D Music
[&] Pictures
B videos
i System (C)

<« PMCAP| » Review Build » postman

Name

] PMC APl.postman_collection.json

File name: | PMC APl postman_collectionjsen

X

v © | Searchpostman »
E- O @
Date modified Type Siz|

9/20/2024 1208PM  JSON File

>

V| All Files (%7) ~

Cancel

The collection should be loaded as PMC API.
6. Configure your access to the API by performing the following:

a. Click PMC API to display its overview on the main screen.

1 My Workspace New  Import 3T pMC AP . v & Noenvionment v
g = PMC API Elsave [JRun % Fork 0  Share
Callections
~ PMCAPI
@ Overview Authorization Scripts Variables & Runs
- > 9 Negative Tests
Envronments
PosT Login - Get a Token
o POST Lo i
gin - Get a Token (Windows ... Created by
Flows PMC API
GET Check Health You
o
o8 eT Datasources.
APls
GET Get Import Progress Status Created on
) 12 Dec 2024, 8:13 AM
POST Import Progress
History
POST Import Progress - Only Schedule
- POST Import Progress - Only Cost
a3
&) My Workspace New  Impart 7 puc APl - & Noom n
(o} + PMC API B save [3] Ru % Fork Share
Cobections.
~ PMC AP
- Overview  Auth ripts Runs
E > [ Negative Tests
e
05T Login - Get a Token
o
“a PosT Login - Get a Token (Windows .. Created by
s PMC API
T Check Health You
a
R ©E7 Datasources
APl Created on

€T Get Import Progress Status

POST Import Progress

P

5T Import Progress - Only Schedule

2

5T Import Progress - Only Cost

12 Dec 2024, 8:13 AM

d. Set the current value of the baseUrl to your server address and path, for example,

https://myhost.domain.com/PMCompassAPI| and click Save.
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& My Workspace New  Import G PMc AR - B
g T PMC API B save [JRun % Fok 0 | Share
Collections
v PMC AP
= - Overview  Authorization  Scripts  Variables s Runs
= > [ Negative Tests
4
PasT Login - Get a Token
. ariab 0 ts requests. Learm m e at
%a PosT Login - Get 3 Token (Windows
GET Check Health
CL ©ET Datasources
Variable Initial value Current value
GET Get Import Progress Status
T limport Progress baseUr tpilflocalhestPMCampa. 5 ICompass:
POST Import Progress - Only Schedule
o PaST lmport Progress - Only Cost

Data Sources

This section explains how to use the utility to retrieve the data sources configured in the APL.

Retrieve the Data Sources

Follow this procedure to retrieve the data sources that are configured in the API. These data sources can
be used as a value in the datasource parameter during the authentication process.

To retrieve the data sources:

1. Inthe left pane, click Datasources.

2. Click the Send button.

The screen displays as shown below:

i3 Datasources

Query Params

GET ~ {ibaseUrl}} /datasources m

Params Authorization Headers (8) Body Scripts Settings Cookies

Key falue Description = Bulk Edit

Body Cookies (3) Headers (8) Test Results D] 200 OK 2.83s 3238 @& Save Response eeo
{} JSON v  [> Preview ¥Q Visuslize -~ = b QQ &

1 7

2 "version": 1,

3 "dataSourcesNames": [

4 i

5 ‘name”: "PMC"

6 Er

7 i

8 ‘name”: "PMC_ORACLE"

9

10

11

~ Share
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Authentication

You must call the Authentication (or Login) endpoint to retrieve a token and cookies required for
accessing secured endpoints. You can use either User/Pass Authentication or Windows
Authentication.

Use User/Pass Authentication

Follow this procedure to test your authentication using your PM Compass user accounts.

To use your PM Compass user account:

1. In the left pane, click Login » Get a Token.

B My Workspace New  Import

Login - Get a Token v Share

§ﬂ|

[ < I < I <]
s © e

2. In the right pane, click the Body tab and edit the content.

Enter your PM Compass user name and password and click the Send button.

Note: Do not save your password here, as it will be stored in plain text.
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The screen displays as shown below:

Body Cookies (3) Headers (11) Test Results D
{} JsON ~ > Preview {9 Visualize -~
1 i
2 "datasource”: "PMC",
3 "mezzagesz"1 [],
4 "mustChangePassword”: false,
& "productDatasourceVersion”: "8.5.1.8",
B "productId": "PMCompass”,
7 "producturl”: ""
g "sessionId": "BCgz¥mcsc3ASCEKwmmTEI",
g "sessionUid": "42#HZ_1W3|31IWDC~K3T:!",
16 "success" ! true,
11 "token": "MEONIOMcORIOWHIsMCIZReRMebkIcRTeBRAO+I RIOUST kD CRebUNT cRe 3R
(Hodie9MIei0lBRd 1IN S cIRbT sHE 2 L1 dIRES00cHd 7HIcHdBRccH2 cRebM3e
(#deReModRL bie N oMb I TN cHI TR IcyHe @R LMD+t T | RGN IR coRIawsTa
+ikBAAMITRHDcHalMa 2RI cHadaatia flce I EXODEL THRIGHFaRIEL M1 THb cRb KD
2oMebiB IR 2N a3 d IRETHd 6Ra eM e BRI Md dwH ARSI MT e T fribe0™,
12 "user": 1
13 ‘authenticationMode™: "Native",
4 ‘emailAddress”: "brianrizzofdeltek.com”,
15 ‘firszthNams": “System”,
14 ‘lastName”: "Administrator”,
17 ‘Tolez": [
18 "SYSADMIN®,
19 "DEVELOPERMODE"
28 1.
21 ‘syzddmin®: true,
22 'usexrId": "SYSADMIN",
23 ‘userMames": "SYSADMIN"
4 i
25 "werzion": 1
26}

Use Windows Authentication

Follow this procedure to test your authentication using Windows Authentication.

Note: To use Windows Authentication, you must configure the site in IIS to support Windows
Authentication. For more information, see “Enabling Windows Authentication on the PM Compass
API Application in 11S” in this guide.

To use Windows Authentication:

1. In the left pane, click Login » Get a Token (Windows Auth).
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Note: You may need to expand the left pane to display the entire name.

B My Workspace New  Import -GetaToken ® PoOST Login - Get a Token (V & {%] Mo environmes ~
o = o W PM Login - Get a Token (Windows Auth) B save ~ Share
Cotections
~ PMC API
[=! > 3 Negative Tests POST 4 {{baselrl}} fauthjwindows-credentials m
Ervikon:
POST Login - Get a Token
o 2 Params Authorization & Headers (10} Bodye  Scriptse Settings Cookies
G POST Login - Get a Token (Windows ...
Flows. none form-gata X-www-fomm-uriencoded raw binary GraphQL
Ger Check Health o ¥
GET Datasources Key Value Deseription
GET Get Import Progress Status productid 700
2] POST Import Progress
i S datasource PMC
posT Import Progress - Only Schedule
& PosT Import Progress - Only Cost
a9
& My Workspace New Import PMC API Login - GotaToken ®  PosT Login-GotaToken (v + v
a il o= @ oPm Login - Get a Token (Windows Auth) B save ~ | Shae
Cotlections
v PMC API
> [ Negative Tests POST v {{baseUrl}} /auth/windows-credentials m
Ervicor
PosT Login - Get a Token .
" Par Authorization @  Headers Bodys  Scriptse S Cookies
e POST Login - Get a Token (Windows ... -
Flow Auth Type
GET Check Health (D) Heads up! These parameters hold sensitive data. To keep this data secure while working in a X
) NTLM Authentication v staborative environ T . s ik
& T Daeaces collaborative environment,we recommend using variables. Leam mare about variables.
GET Get Import Progress Status
m
History
oST Import Progress = Only Schedule
= POST Import Progress - Only Cost
22

~ Advanced configuration

P s defaul

you want

Domain &

Yes, disable retrying the request

Workstation (&

3. Inthe Username field, enter your domain and domain user name.

4. Inthe Password field, enter your domain password and click the Send button.

Note: Do not save your password here, as it will be stored in plain text.
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The screen displays as shown below:

Body Cookies (3) Headers(12) TestResults 1)

{} JSON ~ [> Preview {9 Visualize ~
1 i
2 "datasource”: "PMC",
3 "messagdes”: []1,
a4 *mustChangePasswoxrd”: false,
5 "productDatasourceVersion”: "8.5.1.8°,
6 "productId”: "PMCompass”,
7 “productUrl”: "",
8 "sessionId": “SXmXI1XxZpZliYDSIwQF",
9 "sessionUid": “HM,1IBAIGD3M~,54DL*C5|",

16 "success”: true,

11 "token": "HOORIGWcORIOWRIaNc2KeDReORIORILEREI+IkHADNETXNOCKdCORZbRLORIaN1ANEdRDTEND3!
HOLlokf2NEIKIRddNaIXbbE feBRI bRabRS AN AN cRDIRDINICHISEShee IHEIN1ONIER25akdL - Hbe)
+iKH4ORBTXHBCKIa¥Lh -K9b) h¥13WolRddgRO3NOENC IONA0K1 2% afd 0N e dRb ENAONO cRdddXIbINe 2N
HaSHadkeOiadOMOON2cHebBd 1N dRIAR1OMEdXbbRas Kb F e SR 14NaTY R a RS aMa e cHIERIOKG2

12 “user": {

13 “authenticationMode”: “Delegate”,

14 "emailAddress”: "brianrizzo@deltek.com”,

16 “firstNama®: “System”,

16 “"lastName™: "Administrator”,

17 "roles": [

18 | "svysapmin-,

19 | "DEVELOPERMODE"™

20 1.

21 "'sysAdmin™: true,

22 "userId”: "BRIANRIZZO",

23 ‘usexName”: " | IIIR. \cr12nR1z20"

24 b

25 "version®: 1

26 i

Endpoint Testing

This section explains how to use the utility to test the endpoints.
Test the Health Check Endpoint
Test the Health Check endpoint to determine if the API is running and has a connection to the database.

To test the endpoint:
1. In the left pane, click Check Health.
2. Click the Send button.

API Developer Guide 40



Deltek

Appendix B: Sample Postman Collection

The screen displays as shown below:

i3 Check Health v s B
GET v {baseUrli}/workflow/health “
Params  Authorization — Headers (7) Body  Pre-request Seript  Tests  Settings Cookies
Query Params
Key Value Description «  Bulk Edit
Body Cookies (3) Headers (8) Test Results @@ 2000k 1W094ms 293B [T Save as example oo
Pretty Raw Preview Visualize JSON v S o Q
1
2 "message” ! "Success"
3

Test the Import Progress Endpoint

The Import Progress endpoint creates a new entry for cost progress, schedule progress, or both. The
collection files contain an example for each scenario.

To test the endpoint:
1. In the left pane, click Import Progress.
2. Inthe right pane, click the Body tab and edit the content or leave it unchanged.

Note: If you leave the content unchanged, the data validation will fail when creating progress
entries, as this is just test data.

3. Click the Send button.

Important: Take note of the returned batchld from the response, as it will be used to check
the status of Import Progress.
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The screen for each scenario displays as shown below:

Import Progress — Both Cost and Schedule

W PMC APL [ Import Progress B save v Share
5 POST v {{baseUrl}} /workflow/progress/imports ‘ “
Params Authorization Headers [11) Body » Scripts Settings Cookies
none form-data x-www-form-urlencoded  ©Q raw binary GraphGQL JSON -~ Beautify
101
2
3 "costRecords":
4 i
5 "projectId”: "Ship",
& "sourceSystemId”: "FlightSys",
7 ‘systemReferenceld"”: "356955",
8 "controlAccountkKeyl™: "1.1.1",
9 ‘controlAccountkey2™: "1.ENG.CLARK",
18 "controlAccountkey3™: "CA3",
11 ‘workPackageId”: "1.1.1.1",
12 "actualStartDate": "2828-01-31",
13 ‘actualFinishDate": "2822-81-31",
14 "for stStartDate"”: "2020-01-31",
15 ‘forecastFinishDate”: "2022-81-38",
16 ‘percentComplets”: 168,
17 ‘unitsComplete™: 12345,
18 ‘notes": "Test MNote”,
19 "resources”: [
26 3
Body Cookies (3) Headers (8) TestResults D] 200 0K
{} JSON ~  [> Preview {9 Visualize -~
1 i
2 "batchId": "ImportProgresspEaseeazia”,
3 "submittedRecordCount”: &,
a "importedRecoxrdCount”: &,
5 "rejectedRecordCount”: @
& I

1.21s 3638 @ [E2] Save Response o

= bae
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Import Progress — Cost Only

Import Progress - Cost Only

POST v {{baseUrl}} jworkflow/progress/imports ‘ “

Params Authorization Headers (11) Body » Scripts Settings Cookies
O none (O form-data O x-www-form-urlencoded  ©Q raw (O binary () GraphQL  JSON Beautify
1 4
2
3 "costRecords": [
a i
51 ‘projectId”: "Ship",
6 'sourceSystemId”: "FlightSys",
7 ‘systemReferenceId": "356955",
g ‘controlAccountkeyl™: "1.1.1",
o ‘controlAccountKey2™: "1.ENG.CLARK",
18 ‘controlAccountKey3™: "CA3",
11 "workPackageId”: "1.1.1.1",
12 "actualStartDate”: "2020-81-31",
13 "actuall ishDate": "2022-01-31",
14 ‘forecastStartDate”: "202@-91-31",
15 ‘forecastFinishDate”: "2822-01-30",
16 ‘percentComplets”: 168,
17 ‘unitsComplete”: 12345,
18 ‘notes”: "Test Note”,
19 ‘resources”: [
20 1
Body Cookies (3) Headers (8) Test Results D) 200 OK 80ms - 3638 @ [=] Save Response seo
{} JsON ~ [ Preview {9 Visualze ~ = b Q &
1 1
2 "batchId”: "ImportProgressBeqensezyi”,
3 "submittedRecordCount": 3,
4 "importedRecordCount": 3,
5 "rejectedRecordCount": @
6 I
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Import Progress — Schedule Only

\‘ITH5 Import Progress - Schedule Only
POST v {{baseUrl}} /workflow/progress/imports
Params Autherization Headers (11) Body e Scripts Settings
none form-data w-www-form-urlencoded  Q raw binary
1 i
2 "scheduleRecords": [
3 i
4 "projectId”: "Shipx"”,
5 'sourceSystemId”: "Jira",
[ ‘systemReferenceld”: "86517,
7 ‘scheduleProjectId”: "Ship-x",
8 ‘activityId”: "1.1.1.1",
= ‘actualStartDate”: "2828-81-31",
1@ ‘actualFinishDate": "2822-81-31",
11 "expectedFinishDate™: "2822-81-31",
12 "startNoEarlierThan": "2819-12-81",
13 ‘progressType": "R",
14 ‘progressValue”: "B,
15 ‘physicalPercentComplete”: 108,
16 ‘unitsComplete”: 188,
17 ‘notes": "Schedule Note",
18 "resources”: [
139 g

20 "resourceId”: "rscil",

Body Cookies (3) Headers (8) Test Results m
{} JSON ~  [> Preview {J Visualize ~
1 4
2 "batchId”: "ImportProgressRE@Eeeazzz",
3 "submittedRecordCount”: 3,
4 "importedRecordCount”: 3,
5 "rejectedRecordCount”: @
&

b Share

Cookies

GraphGL JSON ~ Beautify

200 OK 135 ms 363B @ Save Response ooo

= bQe

Test the Import Progress Status Endpoint

The Import Progress Status endpoint is used to check the status of Import Progress.

To test the endpoint:

1.
2.

In the left pane, click Get Import Progress Status.

In the right pane, click the Params tab and replace the batchld value with the batchld value
obtained when you tested the Import Progress endpoint.

Click the Send button.
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The screen displays as shown below:

l‘nn‘: Get Import Progress Status Save w Share
GET{] ~ {{baseUrl}} /workflow/progress/imports?batchld=ImportProgress0000000270 m
Params » Authorization Headers (9) Body Scripts Settings Cookies
Query Params
Key Value Description #+  Bulk Edit
batehld ImportProgress0000000270
Body Cookies (3) Headers (8) Test Results m 200 OK 108ms - 385B - @  [Es] Save Response ooo
{} JsON ~ [ Preview {9 Visualize ~ > b &
1
2 : "ImportProgress8Qoagaeazia”,
3 atus": "MNotStarted”,
4 : "SYSADMINT,
5 oIS : "2025-03-28T14:20:39.3900008"
&

Pre-Validation Errors

This section covers testing pre-validation errors, which occur when the API returns JSON or data issues
that cause the service to reject the data.

Attention: For more information on the pre-validation errors, see API-PreValidationMatrix.xIsXx,
which is included with the API installation. For more information on the location of this file, see “API
Reference Files” in this guide.

Pre-validation errors are confined to a few specific checks, including:

Malformed JSON: This check ensures that the JSON file is correctly formatted and does adhere
to JSON syntax rules.

Missing required field: This check ensures that if a field is required, data is present in the
submitted data.

Minimum and maximum length constraints: This check ensures that string values adhere to
the specified minimum and maximum lengths.

Decimal scale and precision requirements: This check ensures that decimal numeric values
meet the specified scale and precision requirements.

Date format validation: This check ensures that the date is correctly formatted to be translated
into a valid date (expected format: yyyy-mm-dd). Date values should be provided and must be
valid, an empty string, or null. If a date is not provided, it will be treated as NULL. An empty string
or NULL date instructs PM Compass to remove a date value.

Negative Tests—API Validations

This section provides various tests that demonstrate the appearance and structure of JSON files with
validation errors across different scenarios.

API Developer Guide 45



Deltek

Appendix B: Sample Postman Collection

Note: Refer to the screenshot at the beginning of this appendix to see how these negative tests are
placed in the sample Postman collection.

Run the Negative Tests

Follow this procedure to run the negative tests that are included in the collection.

To run the negative tests:

1. In the left pane, expand Negative Tests and click the test that you want to view.

API Validation Errors on all records: This test contains validation errors on all records in
the JSON file.

Import Progress - Malformed JSON (Extra Comma): This test contains an extra comma in
the JSON file.

Import Progress - Malformed JSON (Missing bracket): This test is missing a { bracket in
the JSON file.

Import Progress - Malformed JSON (Duplicate Property Name): This test contains two
properties named projectld on the same record in the JSON file.

Import Progress - Malformed JSON (Missing Comma): This test is missing a comma in the
JSON file.

Import Progress - No Request Body: This test contains no data in the request body, with
empty cost records and no schedule records.

In the right pane, click the Body tab.
Click the Send button.

The screen for each test is displayed as shown below:
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Import Progress - APl Validation Errors on all records

I{I Neg s | Import Progress - API Validation Errors on all records
POST e {{baseUrl}} /workflow/progressfimports
Params Authorization Headers (11) Body » Scripts Settings Cookies
none (O form-data O x-www-form-urlencoded @ raw (O binary (O GraphQL JSON Beautify
14
2
3 "costRecozds”: [
5 “projectId": "ship",
6 “sourceSystemId": "FlightSys",
7 “systemReferenceld": "356985",
8 “controlAccountkKeyl®: "1.1.1",
9 “controlAccountKey2”: "1.ENG.CLARK",
1e “controlAccountKey3“: "CA3",
11 “workPackageId™: "1.1.1.1",
12 “actualStartDate": "2028-81-32",
Body Cookies (3) Headers (6) TestResults 1) 400 JSON Validation Errors o... 94ms - 1.18KB - @ [F) Save Response eee
{} JSON v D Preview {9 visualize + > b Q &
- A0
2 "responseStatus": {
] “message”: "JSON Validation Errors on all records”,
4 “erzrors": [
5 i
6 "fieldName": "costRecords[@].actualStartDate”,
7 “message”: “costRecords(0].actualStartDate is invalid. '2020-01-32° is not a valid date.”
8 i
9 i
16 “fieldName”: “costRecords[l1].projectld”,
11 "message”: "costRecords[i].projectId is required.”
12 E
13 i
14 "fieldName": "costRecords[1l].resources[B8].percentComplete”,
15 "message": "costRecords[1].resources[8].percentComplete is invalid. The maximum supported
whole digits is 11."
16 L
17 i
18 "fieldName": "costRecords[2].projectId",
19 "message": "costRecords[2].projectId is required."
20 i
21 i
22 "fieldName": "scheduleRecords[@].startNoEarliexThan",
23 “"message”: "scheduleRecords[®].startNoEarlierThan is inwvalid. '2819-13-81' is not a valid
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Import Progress - Malformed JSON (Extra Comma)

ﬁ P Ne Import Progress - Malformed JSON (Extra Comma)
POST v {{baseUrl}} /workflow/progress/imports
Params Authorization Headers (11) Body ® Scripts Settings Cookies
O none (O form-data O x-www-form-urlencoded @ raw (O binary (O GraphQL  JSON Beautify
93 "workPackageId”: "1.1.1.1",
94 "actualStartDate”: "2024-81-15",
95 "forecastStartDate": "2024-81-18",
26 "forecastFinishDate”: "2825-85-14",
a7 ‘percentComplets”: 25,
95 ‘notes”: "Test Note from API ©3.07.25"
o9 I L}
186 1.,
181 "scheduleRecords": [
182 i
183 "projectId”: "Shipx",
104 'sourceSystemId”: "Jira",
Body Cookies (3) Headers (8) TestResulls ¥D) 400 BadRequest 66 ms L\\}DG B @& [Es] Save Response seo
{} JsON v [> Preview {J Visuslize = o Q &
1 4
2 "responseStatus": {
3 ‘message”: "JS0N Validation Errors”,
4 ‘errors": [
5 i
6 “fieldName": ""
7 "message": "JIS0M was malformed and can not be processed.”
8 ¥
9 ]
10 3
11 1
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Import Progress - Malformed JSON (Missing bracket)

E P Import Progress - Malformed JSON (Missing bracket)
POST ~ {{baseUrl}} fworkflow/progress/imports
Params Authorization Headers (11) Body ® Scripts Settings Cookies
Ornone (O form-data O x-www-form-urlencoded  © raw O binary (O GraphQL  JSON ~ Beautify
5o IULCLED LILELLUELE =  EUETUL 10
96 "for stFinishDate": "2025-83-14", N
97 "percentComplete™: 25,
93 ‘notes”: "Test Note from API @3.07.25"
99 +
188 1.
181 "scheduleRecords": [
102 I
183 "projectId”: "Shipx",
184 "sourceSystemId”: "lira", s
1@5 "systemReferenceId”: "8651",
186 "scheduleProjectId "Ship-x",
1a7 "activituTd": "1.1.1.1".
Body Cookies (3) Headers (8) Test Results D] 400 BadRequest 18ms  400B @R [Ee] Save Response ooe
{} JSON ~  [> Preview {Q Visualize -~ = b Q &
1 i
2 "responseStatus”: {
3 ‘message”: "J30N Validation Errors®,
4 ‘errors": [
5 i
6 “fieldWame": ""
7 "message": "JSO0N was malformed and can not be processed.”
8 i
g 1
18 i
11 %
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Import Progress - Malformed JSON (Duplicate Property Name)

@ [EZ SaveResponse oo

|‘an> PMC J deoative Tests | Import Progress - Malformed JSON (Duplicate Property Name)
‘ POST L\\; {{baseUrl}} /workflow/progressfimports
Params Authorization Headers (11) Body = Scripts Settings
) none ) form-data O x-www-form-urlencoded @ raw () binary () Graph@QL  JSON  ~
1 i
2
3 "costRecords"™: [
4 1
5 “prodestld’: "Ship,
6 “prejectid’: "ship,
7 ‘sourceSystemIc”: "FlightSys",
8 ‘systemReferenceld": "356935",
9 ‘controlAccountKeyl™: “"1.1.1",
18 ‘controlAccountKey2®: "1.ENG.CLARK",
11 ‘controlAccountKey3": "CA3",
12 ‘workPackageId": "1.1.1.1",
Body Cookies (3) Headers (8) Test Results i 400 BadRequest 20ms - 434B
{} JSON ~  [> Preview §Q Visualize ~
1 i
2 "responseStatus': {
3 ‘message”: "J30N Validation Errors”,
4 ‘errors": [
5 i
& “"fieldName": "costRecords[@]",
7 "message": "Duplicate property detected. Duplicate properties are not wvalid."
8 b
9 ]
18 3
11 1

Cookies

Beautify

= bae&
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Import Progress - Malformed JSON (Missing Comma)

Import Progress - Malformed JSON (Missing Comma)

g

POST e {baseUrl}} fworkflow/progress/imports

Params Autherization Headers (11) Body ® Scripts Settings

O none O form-data O x-www-form-urlencoded @ raw (O binary ) GraphQL  JSON  ~
20 "controlAccountKeyl®: "1.1.1",

91 "controlAccountKey2": "1.ENG.CLARK",

92 "controlAccountKey3": "CA3",

93 ‘workPackageId”: "1.1.1.1%,

94 "actualStartDate”: "2024-81-15",

a5 "forecastStartDate”: "20824-81-18",

L1 ‘forecastFinishDate”: "20@25-83-14",

97 ‘percentComplete”: 25

95 ‘notes”: "Test Note from API 83.87.25"

LL ]

168 1.

181 "scheduleRecords": [

Body Cookies (3) Headers (8) Test Results D)

400 BadRequest 48 ms - 400B

{} JSON ~  [> Preview {J Visualize -~
1 4
2 "responseStatus": {
3 ‘message”: "JSON Validation Errors”,
4 ‘errors": [
5 i
6 “fieldName": ""
7 “message": "JSON was malformed and can not be processed.”
8 i
9 1
1a 3
11 I

@ [zl Save Response ces

Cookies

Beautify

= bae

API Developer Guide

51



Deltek

Appendix B: Sample Postman Collection

Import Progress - No Request Body

i % jative Tests | Import Progress - No Request Body @ [@) Save Share
‘ POST v {{baseUrl}} /workflow/progress/imports
Params Authorization Headers (11) Body ® Scripts Settings Cookies
none form-data x-www-form-urlencoded Q raw binary GraphQL JSON v Beautify
1 4
2 “costRecoxds": [
s | T
4 1,
5 “scheduleRecords™: []
6 1
Body Cookies (3) Headers (6) TestResults @ 400 JSON Validation Errors on ... 43 ms 611B @',5 [E=] Save Response eeo
{}JSON v [ Preview {Q Visualize ~ S g Q @
11
2 "responseStatus™: {
3 “message”: "JSON Validation Errors on all recoxds”,
4 “exrrors": [
5 {
6 “fieldName": "costRecords[0].controlAccountKeyl®,
7 “message”: "costRecords[®].controlAccountKeyl is required."
8 b
9 i
10 “fieldName": "costRecords[0].projectId”,
11 "message": "costRecords[0].projectId is required.”
12 b
13 {
4 "fieldName": "costRecords[0] .workPackageId”,
185 “message": "costRecords[0].workPackageId is required."
16 3
17 ]
18 i3 L
9 3
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Appendix C: Configuring External API Endpoints

As a PM Compass system administrator, you can use the Custom Menu feature to create custom menu
items for multiple external endpoints, which you can then execute from the Navigation menu within PM
Compass.

Important: This feature is not designed to call the PM Compass API directly from PM Compass.

Attention: For more information on this feature, see “Custom Menu Overview” in the Deltek PM
Compass Help System under Administration.

Use the Custom Menu form to:
= Create custom menu items for multiple external endpoints.
= Add the fields you want to send through the endpoint.

= Configure the parameters required to implement Open Authorization (OAuth) for the endpoint.

Custom Menu Form

To display the Custom Menu form, click Administration » Custom Menu on the Navigation menu.

B Hide Navigation ¢ Back B

Navigation &Y Custom Menu

B Dashboards

E! Projects

i Work flows MenuMame | My Custom Menu

q_‘:,‘-' My Custom Menu Custom Menu ltems

3 Model Changes Name |
Custom Menu 1

E- Reports Custom Menu 2

nistrati Custom Menu 3
2% Administration ustom Menu

A1 NF
Alerts Y1
Bar Sets W1NE
m
Data Mining

General Import and Export
‘Workflow Type Configuration
Link Center
List Tables
Process Log Viewer

Process Server
Project Visibility
Report Administration
Systemn Calendar
Systermn Settings
User-Defined Data

User Field Mapping

Step Motification Defaults

Custom Menu Form

On the Custom Menu form, enter a custom menu name in the Menu Name field and click the Add button.
If you want to edit an existing custom menu item, select an item in the Custom Menu Items grid and click
the Edit button.
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In the Custom Menu ltem dialog box, click each tab and enter or specify the values in the appropriate
fields.

) Edit Custom Menu Item >

MName |bustom Menu |

General

APl Name [ Test |
HTTP Verb [ POST - |
AFIURL | hitps:/fgoogle.com

Body Content Type | Form URL Encoded n

Body Template

Custom Menu Item Dialog Box

Attention: For more information on each tab and its fields, see “Custom Menu Item Dialog Box” in
the Deltek PM Compass Help System under Administration.

Custom Menu Items

The custom menu items created by the PM Compass system administrators using the Custom Menu
feature are then grouped and displayed on the Navigation menu after Workflows.
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Navigation ¢? Custom Menu

B Dashboards

Q' Projects

i Workflows MenuName | My Custom Manu
#° My Custom Menu . Custom Menu ttems
Custern Menu 1 Mame “
Custom Menu 2 Custorn Menu 1
i:’::c":m Menu 3 Custom Menu 2
Custem Menu 3

Y1

W1 NF AINE
WF2 Xt
W1NF
[ Model Changes | WF2

\ _ Repors

A Administration

® Alens
Bar Sets

Data Mining

Attention: For more information, see “Custom Menu” in the Deltek PM Compass Help System under
Custom Menu.

The ability to view and execute a custom menu item depends on your user role. To make a custom menu
item available to specific users, grant them access in EPM SA. Custom menu items can be configured on
the Roles form under the Deltek PM Compass tab categories.

(®) Deltek EPM Security Administrater - Roles - v4.2.7

©2 Hide Navigation & Back = (2) Help = (1) Log Off

M4 i-Jals P W s |

Navigation

DEFAULT

& Users General‘ ‘Open PlanProfessional |Cobra‘ Deltek PM Compass

@ Groups

Y Roes|

Objects

& & Administration
‘o Applicalion Access & & save/Delete/Rename Glabal Searches
g Failed Login Attempt @ & Help
Lo Group & & WebAPI
_o Role & & Health Check

Lo User

)| Ready

API Developer Guide 55



Deltek

Appendix C: Configuring External APl Endpoints

When you click a custom menu item in the list, the Field and Value grid displays. Use this grid to specify
values for the API fields and execute the API call. The grid information dynamically updates based on the
API fields defined on the Field Definitions tab of the Custom Menu Item dialog box. Click the Run button
to connect and execute the external endpoint as defined on the General tab of the Custom Menu Item
dialog box.

= Hide Navigation 42 Back ® Forward

Navigation
E Dashboards

é,‘ Projects

i Warkflows

Value

#° My Custom Menu WF2a sample text 1
Custom Menu 1 k| WF2h sample text 2
Custom Menu 2
Custom Menu 3
A1 NF
Y1
‘W1 NF
WF2

[J Model Changes

E- Reports

2% Administration

[ | o |

Field and Value Grid of a Custom Menu Item

External API Logging

When you click the Run button to connect and execute the external endpoint, the call will be logged in a
text file and will include detailed log information.

The information includes:
= Date and timestamp
= User name
= APl name
= Custom menu name
= HTTP verb
=  Endpoint URL
= Request body
= HTTP status code (response code)
= Response body
= Elapsed time

The log file is created inside the API folder, which is located in the same directory specified in the
Integration Process Logs field on the File Folders tab of the System Settings form. The log file follows
the following format: yyyymmdd_ExternalAPILog.log. A single log file is generated for all external API
executions on the same day, regardless of the user.

API Developer Guide 56



Deltek

Appendix C: Configuring External APl Endpoints

7 20241218 ExtemalAPILog - Notepad - [m] P
File Edit Format View Help

TC Timestamp User  Api Name Custom Menu Name HTTP Method Endpoint URL  Request Body  Status Code Response Message Elapsed Time

2024-12-18 14:55:49 SYSADMIN Test Test Test Test POST  https://pmcB5-test.auth.us-east-1.amazoncognito.com/oauth2/authorize 405 - MethodNotAllowed 0.4216476

2024-12-18 14:57:03 SYSADMIN Test Test Test Test POST  https://pmc85-test.auth.us-east-1.amazoncognito.com/oauth2/authorize 405 - MethodlotAllowed 0.3281377

2024-12-18 15:04:43 SYSADMIN Test Test Test Test POST  https://login.microsoftonline.com/8db254de-bfce-43ae-b7e7-f3f17328F13c/0auth2/v2.0/authorize 200 - 0K <l-- Copyrigt

Sample Log File
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Appendix D: If You Need Assistance

If you need assistance installing, implementing, or using PM Compass, Deltek makes a wealth of
information and expertise readily available to you.

Customer Services

Deltek has always maintained close relationships with client firms, helping with their problems, listening to
their needs, and getting to know their individual business environments. A full range of customer services
has grown out of this close contact, including the following:

= Extensive self-support options through the Deltek Support Center
= Phone and email support from Deltek Customer Success analysts
= Technical services

= Consulting services

= Custom programming

= Classroom, on-site, and web-based training

Attention: Find out more about these and other services from the Deltek Support Center.

Deltek Support Center

The Deltek Support Center is a support website for Deltek customers who purchase an Ongoing Support
Plan (OSP).

The following are some of the many options that the Deltek Support Center provides:

= Search for product documentation, such as release notes, install guides, technical information,
online help topics, and white papers

= Ask questions, exchange ideas, and share knowledge with other Deltek customers through the
Deltek Support Center Community

= Access Cloud-specific documents and forums

= Download the latest versions of your Deltek products

= Search Deltek’s knowledge base

=  Submit a support case and check on its progress

= Transfer requested files to a Deltek Customer Success analyst

=  Subscribe to Deltek communications about your products and services
= Receive alerts of new Deltek releases and hot fixes

= |nitiate a Chat to submit a question to a Deltek Customer Success analyst online

Attention: For more information regarding Deltek Support Center, refer to the online help available
from the website.
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Access Deltek Support Center

To access the Deltek Support Center:
1. Go to hitps://deltek.custhelp.com.

2. Enter your Deltek Support Center Username and Password.
3. Click Login.

Note: If you forget your username or password, you can click the Need Help? button on the login
screen for help.
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About Deltek

Better software means better projects. Deltek delivers software and information solutions that enable
superior levels of project intelligence, management and collaboration. Our industry-focused expertise
makes your projects successful and helps you achieve performance that maximizes productivity and
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