Deltek

Deltek WorkBook

Configuring WorkBook to Use Google
Workspace OAuth

September 28, 2023



While Deltek has attempted to verify that the information in this document is accurate and complete,
some typographical or technical errors may exist. The recipient of this document is solely responsible for
all decisions relating to or use of the information provided herein.

The information contained in this publication is effective as of the publication date below and is subject to
change without notice.

This publication contains proprietary information that is protected by copyright. All rights are reserved. No
part of this document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, or translated into another language, without the prior written consent of Deltek, Inc.

This edition published September 2023.
© Deltek, Inc.

Deltek’s software is also protected by copyright law and constitutes valuable confidential and proprietary
information of Deltek, Inc. and its licensors. The Deltek software, and all related documentation, is
provided for use only in accordance with the terms of the license agreement. Unauthorized reproduction
or distribution of the program or any portion thereof could result in severe civil or criminal penalties.

All trademarks are the property of their respective owners.

Configuring WorkBook to Use Google Workspace OAuth ii




Contents

T goTo [N To1 oo FA OO PP PTRPRP
Set Up Google Cloud OAULh 2.0 INEEGIALION .......eiiiiiiiiieiiiiii ettt 2
CONFIGUIE WOTKBOOK ........viiiiiiitiiee ettt ettt e et e e e sttt e e st e e e e sabb e e e e abb e e e e abbeeeesbreeeeans 5

Configuring WorkBook to Use Google Workspace OAuth iii



Introduction

Introduction

This guide provides the configuration information that you need so that you can implement calendar
synchronization and email synchronization between Google Workspace and WorkBook.

Note: Some of the tasks that this document describes must be performed by a user who has Admin
access to the Google Cloud, and who may or may not be the WorkBook System Administrator.

Before Release 13.4, WorkBook provided the following capabilities:
= Google Calendar synchronization using OAuth 2.0, configured via System Variables
= Google email synchronization using Basic Authentication

Beginning with Release 13.4, WorkBook provides the following capabilities:

= Google Calendar synchronization using OAuth 2.0, configured in Settings » Global System
Settings » OAuth 2.0 Integration Settings

= Google email synchronization using OAuth 2.0
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Set Up Google Cloud OAuth 2.0 Integration

Perform these steps if you do not have a project created for WorkBook. Review them if you already have
a project.

To set up Google Cloud OAuth 2.0 integration:

1. Register the WorkBook application in the Google Cloud portal
https://console.cloud.google.com/apis/dashboard

= Google Cloud

New Project

You have 28 projects remaining in your quota. Request an increase or
delete projects. Learn more [

MANAGE QUOTAS 2

[ Project name *

WorkBook] (] ]

Project ID: workbook-395514. It cannot be changed later. EDIT

- Organization *

- @ ‘
Select an organization to attach it to a project. This selection can't be changed later.
~ Location * .
‘ BROWSE ‘
Parent organization or folder
CREATE CANCEL
2. Create a Client ID.
= GoogleCloud | 3 WorkBook » 10 (/) for resources, docs, products, and Q Search B a@:Q

AP APIs & Services & Create OAuth client ID

2 Erabled APis 8 sevices
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3. Enter Authorized redirect URIs: <your_workbook_url>/api/oauth2/redirect

[EVE  START FREE

Q Search B O @ ¢ o

= Google Cloud $e WorkBook w
API APIs & Services & Create OAuth client ID

» Enabled APl & services Aclient ID is used y 8 single app to Google's OAuth servers. f your apy

i Library

OAuth consent screen

o Page usage agreements

@  The domains of the URtis you add below wilbe automatically added to
your GAuth 1 screen as i 2

Authorized JavaScript origins @

Authorized redirect URIs @

Hote: it may take S minutes 1o a few hours for settings to take effect

<

4. Copy the Client ID and Client Secret and save them in a safe place. You may not be able to
retrieve the secret if you close this dialog.

OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &
Services

OAwuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified

Client ID

Client secret

Creation date

Status

¥ DOWNLOAD JSON

5. Enable APIs:
= Goto Enable APIs and enable the required APIs:
= For Calendar: Calendar API, Gmail API
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=  For Email and Email Send: Gmail API

= Go gle Cloud *® WorkBook + ‘ ‘ Search (/) for resources, docs, products, and more
API APIs & Services APIs & Services + ENABLE APIS AND SERVICES

o ‘

«;»  Enabled APIs & services 1 he

il Library

o=  Credentials Traffic :

Ha OAuth consent screen

S Page usage agreements

= Go gle Cloud ‘ e* WorkBook ¥

¢  Product details

Gmail API

Google Enterprise API

View and manage Gmail mailbox data.
m TRY THISAPI 2 @& APl Enabled

= Google Cloud

e® WorkBook ¥ ‘

& Product details

E Google Calendar API
31 Google Enterprise API

Manage calendars and events in Google Calendar.

m TRYTHIS API 2 @ APIEnabled

OVERVIEW DOCUMENTATION SUPPORT RELATED PRODUCTS
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Configure WorkBook

To configure WorkBook:

1. Navigate to Settings » Global System Settings » OAuth2 Integration Settings.

@ F W

v Global system settings ID | Provider Tenant Id Client Id Client Secret
S 1 61 P, <Empty> S
OAuth 2.0 Integration Settings = =
195 Google S

St

e wicosore (D

2. If you do not have one, create the setting.

OAuth 2.0 Integration Settings

g @
Search... [“1 Create new OAuth 2.0 Settings (

ID  Provider T4
61  Pagero <l Provider Google ~
195 Google Tenant Id
198 Microsoft 4@
Client Id

Client Secret

Email Import
Email Send

Calendar

Can CEI “

3. Select the Google provider; enter the client ID, and client secret. Check the scopes that you want
to set up.
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Note: If you select the Email Send you are asked to log in right after you click OK. You can
have only one email set up that you can send emails with. If the login fails you can log in

again by clicking the ¢ key button on the grid toolbar. This button appears when you select
a row that includes Email Send scope.

The actual email address that is used for sending email is displayed next to the key button.

OAuth 2.0 Integration Settings

Q Search... + D @ // System email: WorkbookTestUser@deltekdemo.com

The following are the settings constraints:

= Client ID must be unique across all settings. You cannot edit it after you have created the
settings.

= Email Import — You can have only one setting with Email Import scope per list.
= Email Send — You can have only one setting with Email Send scope in the list.
= Calendar — You can have only one setting per provider in the list.

If you want to create a setting when a setting with the same scope already exists in the list, and
one of the constraints is met, the existing setting is disabled.

4. If you have an existing setting, and you want to update the client secret or add/remove scopes,
you can do it by using the edit dialog.

= Edit OAuth 2.0 Seftings
[}

=y
3) K 3}
v Global system settings Provider Tenantld E=iED
Provider Google
- 3 1 Page <Empry> 04/07/2023 1:20 PM
OAuth 2.0 Integration Settings agere Py 5
2 E=Es Teneme 08/07/2023 8:40 AM
Client Secret
Email Import
Email Send
Calendar

Cance “

Y

Additional Notes:
Email Send:

=  WorkBook can send emails with the primary account (defined in System Variable 289) or with
individual accounts (check System Variable 760). For individual accounts you must set up email
delegation. See these Knowledge Base Articles for more information:

= Delegate a user's email address - Google Workspace Admin Help
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= Send emails from a different address or alias - Gmail Help (google.com)

= Then set up Send As from the primary account to the employees’ accounts.
= You can send emails from up to 99 different email addresses.

= The domain that is used in the primary account (defined in System Variable 289) as well as other
domains that are used for sending emails should be verified.

Email Import:

= The import happens through the agents. Go to Agent Setup and take advantage of the following
OAuth 2.0 agents:

= Mail Archive Agent (OAuth 2.0)
= Mail Import Agent (OAuth 2.0)
= Mail Import Public Agent (OAuth 2.0)

Email/Calendar access lost:
= When a user changes the password or removes the WorkBook application from the Google

account and wants to regain access, they must sign out and sign in again.
Test Mail Import
To test your OAuth 2.0 setup with User Settings — Email import settings:

1. Navigate to My Settings » Email import settings and sign in with Google.

2. Select the source folder and test settings. If it is successful, the configuration for this user works
correctly.

PE—— ——

My settings / Email import settings —_0®

T Clenta Job Job name Task B ® R8s & SsATES SUN 8/6 Week  Task Total
tota coking  hour

I Sign in to Google I

Source folder, public emails I INBOX

Source folder, my private emails

Destination folder

Allow import of the same mail multiple times

Add me to BCC in all outgoing emails

&) | Test seffings

3. Select the folders that are to be used as Source folder public and private emails and Destination
folder.

4. Go to Agent Setup and take advantage of the following OAuth 2.0 agents:

= Mail Archive Agent (OAuth 2.0)
= Mail Import Agent (OAuth 2.0)

Configuring WorkBook to Use Google Workspace OAuth 7


https://support.google.com/mail/answer/22370?hl=en

Deltek

Set Up Google Cloud OAuth 2.0 Integration

= Mail Import Public Agent (OAuth 2.0)

Test Calendar
To test the calendar:
1. Navigate to My Settings » Calendar synchronization settings and sign in with Google.
2. Select calendar sync options.
3. Create events that can be synced to WorkBook.
4

Run the Calendar agent and check the logs to confirm that the connection was successful.

(1 Seaech in arid BX Cozechinh PR (A 2% &cdd racl 1D
My settings / Calendar synchronization settings — El -8-
k R
BT i .
© Calendar connection settings
(@) Calendar client Google calendar ~
g Google sign in
F_ﬁ Use own calendar
Calendar synchronization settings
B Add only approved bookings
o
T
L‘w‘f Add absence
@J Automatically add time entry if it is on a regular job (not the default import job)
Action Sync from calendar to WorkBook ~
. Task notifications ) 15 minutes ~
W
= Time zone offset 0.00
@
c’% The time zane offset setting specifies time between WorkBook and external calendar.
< E.g. if WorkBook is hosted on a server within GMT-4 and employee is within GMT+1, sef this value to -5.00
©
Transfer WorkBook contacts
Transfer contacts to email system
Favorite contacts
Emolovees contacts No transfer hva 4

Test Mail Send
To test sending an email:

1. Send an email using Email Drafts » Compose New Email on the top toolbar.

Email draft
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