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Overview  
The System Administrator Guide defines the overall principles for installation and operation of a 
Maconomy installation. This guide is updated as new features are added or removed, but some 
functionality or details may be documented in separate guides. 

How This Document is Organized  
This document is organized so that you can go quickly to the section you need. Use Ctrl+F to easily find 
the term youôre searching for, or see the table below to find the section to help you. 

Section Description Purpose of This Section 

Understanding Your System A detailed description of all the 
major components of your 
Maconomy system, and how 
upgrades and installations work, 
as well as hardware 
requirements. We also discuss 
security considerations for your 
Maconomy system.  

Á Introduction and high-level 
details and concepts. 

Á Description of Maconomy, 
typical setup and components, 
such as installation server, and 
so forth. 

Á Helps to acquaint you with 
terminology and processes 
used in Maconomy.  

Á Orients new users to the system 
and its components. 

Installation and System 
Configuration 

Provides setup and 
configurations for your system, 
including servers, passwords, 
access control, and fonts, and 
setup within Maconomy, 
including User Masking and 
Scheduled Background Tasks. 

Á Initial setup and configuration. 

Á Provides experienced users 
with process and steps. 

Á One-time or infrequent use.  

System Maintenance and 
Regular Use 

Includes details for performing 
overall maintenance on your 
Maconomy system, including 
database surveillance and 
regular routines, and steps for 
regular use, including using data 
import packages and the MDoc 
Data Dictionary. 

Á Common procedures and check 
lists for regular system use. 

Á Details routine system admin 
duties, such as running regular 
maintenance, and importing 
system data.  

Extend Your System Details all the ways you can 
extend your Maconomy system 
through different integrations, 
Maconomy Extender, and 
localization. 

Á Instructions for integrations. 

Á Procedures that go beyond the 
usual setup, such as 
localization steps.  

Troubleshooting Includes troubleshooting as well 
as frequently asked questions 
for key areas of Maconomy 

Á Provides a repository for 
common questions and errors 
with likely solutions.   
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Section Description Purpose of This Section 

including Maconomy Server and 
Scheduled Background Tasks. 

COMMANDS Contains command line section 
with all Maconomy commands 
and options. 

Á Provide commands for all tools 
used outside of development.  

Audience  
The intended audience for this guide is: 

Á Maconomy System Administrators 

Á Database Administrators 

Á Technical Consultants 

Á Maconomy and Maconomy partners and customers 

In addition, this guide may be beneficial for users who want to understand the components of 
Maconomy in more detail. 

The first few sections are written as informative sections, whereas the remaining sections are 
expected to be used as a reference manual when specific actions are to be performed. 

Revision History  . Vg`sƧr Mdv 
The table below shows a quick reference of recent changes.  

Update  Version Description 

Data Import Packages 2.5.4 
updated 

Updated and added new procedures to the Data 
Imports Packages section.  

Automated Hotfix (CU) 
Installation 

2.5.4 Added new Automated Hotfix (CU) Installation 
instructions (and removed the outdated instructions).  

Printing Right-to-Left Languages 2.5.3 Added Printing Right-to-Left Languages conceptual 
information and setup instructions.  

Okta Support 2.5.3 Added new Single Sign-On with OneLogin support 
information and procedures. 

OneLogin  2.5.3 Updated OneLogin OIDC Metadata URL.  

Option Lists 2.5.3 Added description of Option Lists and Selected 
Values for Data Import Packages. 

2FA Enrollment and 
Reconfiguration 

2.5.3 Added Two-Factor (2FA) enrollment and 
reconfiguration setup steps.  

REST API Container Web 
Access Rules 

2.5.2 
update 

Added REST API Container Web Access Rules, with 
cross-reference to Deltek Maconomy Web Services 
Programmerôs Guide. 
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Update  Version Description 

Integrate with iAccess 2.5.2 Added instructions to integrate People Planner with 
iAccess.  

Removed Background Task 
information 

2.5.2 We have created a standalone Deltek Maconomy 
Background Task Guide, for ease of use.  

File Check  2.5.2  Updated File Check instructions (Simple Magic is no 
longer supported). 

E-Invoicing with Pagero 2.5.2 Added setup instructions for e-invoicing integration 
with Pagero, as well as some procedures for 
addressing common errors. 

Restructured document and 
streamlined content 

2.5.1 Restructured document for ease of use and logical 
flow, so that you can read background information if 
needed, or skip right to setup information or 
procedures. Additionally, removed outdated material. 

See How This Document is Organized for details.  

Scheduled Background Tasks 2.5.1 Added information on Extended Test Beds, Chained 
Background Tasks, and other updates.  

Two-Factor Authentication (2FA) 2.5.1 Added a warning for an iAccess limitation. 

Font Administration and 
Installation 

2.5 Updated to add support for multiple fonts, setting 
default fonts, and a last resort font. 

Displaying System Information 
on Clients 

2.5 Renamed the ñMenu Dockò section, and added 
iAccess-specific instructions. 

Fonts in MPL2  2.5 Added MPL2 font information.  

Generate Client ID and Client 
Secret to be used during 
MConfig Installation 

2.4.5 Updated to rename Kona to Deltek Collaboration and 
update the URL addresses used in setup.  

OneLogin 2.4.5 Added new Single Sign-On with OneLogin support 
information and procedures.  

Data Import Package 2.4.5 Added new Data Import Package information and 
procedures. 

Long Text Support 2.4.4 Added section on the Long Text functionality. 

Two-Factor Authentication (2FA) 2.4.4 Updated since iAccess and Touch now support 2FA.  

Updating the Maconomy 
Workspace Client 

2.4.4 Added information on disabling the warning message 
when updating the workspace client. 
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Update  Version Description 

Scheduled Background Tasks 2.4.3 Added in Email Reporting and Setup, Coupling 
Service Sliding Panel, Color Coding, and related 
material.  
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System Description  
A Maconomy system is a network-based, multi-tier solution that works in a network-based, distributed 
environment. The following figure shows Maconomy 2.X, including the new services added in 2.X, and it 
shows a typical setup with more Server 2.Xs for redundancy and load sharing. 

 

Deltek has from the initial development of Maconomy focused on following open standards and becoming 
independent from hardware and system software components. Each Maconomy version is certified on 
more hardware and software platforms. For details, see the release notes for the specific versions. 

The Maconomy solution is a standard solution that is highly configurable to deliver exactly the 
functionality that is requested by the customer. The Maconomy solution can be used as both enterprise 
solutions and as cloud-based offerings; Deltek offers a cloud-based solution based on Maconomy, called 
ñDeltek First Maconomy Essentialò (DFME). 

Maconomy solutions are very often integrated with other Deltek offerings, such as Deltek Touch or Deltek 
People Planner, or integrated with third-party systems, such as data warehouses. Deltekôs Maconomy 
team has incorporated integrations with a set of other Deltek offerings and created standard interfaces for 
building integrations with third-party products. 

The physical layout of servers and infrastructure is very customer-specific, starting with everything on one 
server, to scaling out to multiple servers, one for each Maconomy component, or even several equal 
servers to handle load sharing (only possible for some parts of Maconomy). This guide describes how to 
set up and configure Maconomy. 
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Standard Maconom y System  Naming  
The term ñPacking Unitsò (PUs), is used by Deltek to describe the packages in which the entire 
application is distributed, before installation. 

The architecture of a Maconomy installation roughly consists of a hardware platform with an operating 
system and a database installed. The Maconomy application consists of a platform-dependent 
Technology layer and a platform-independent Application layer. The Technology layer provides 
connectivity to the database and operating system facilities. The Application layer consists of the 
application business logic. 

Both layers are installed using an installation program called MConfig. In addition to these packing units, 
there is a documentation package, which is also installed using MConfig. 

The PUs reflect this architecture: 

Á TPU ð Technology Packing Unit 

Á APU ð Application Packing Unit 

Á SPU ð Solution Packing Unit 

Á IPU ð Installation Packing Unit 

Á DPU ð Documentation Packing Unit 

When new features or error corrections are released, they are released as installable PUs. They can be 
installed separately; you can, for example, upgrade the Technology layer (TPU) to exploit new server 
features without upgrading the application (APU). You should, however, observe any preconditions or 
special considerations as listed in the release documentation. 

Maconomy Cumulative Updates  (CU) Naming  
The format for Cumulative Update (CU) naming is: 

Maconomy <version> CU <nnn> 

For example, the second CU on the 2.2.x stream is now named Maconomy 2.2.x CU 002 

Packing Unit (PU) types have a single naming convention: 

apu.w2000.sp105a or  tpu.NTx86.20_0.p105a? 

Legacy PUs are supported without the need for renaming, and MConfig and other tools are able to handle 
both generations of names. 

BPM 

BPM name formats include: 

RPU Name ð rpu.<main version>.<sp>.<cu>.<build number>.<solution>.zip 

Example: rpu.20.sp103.cu008.1234.s-std.zip 

BIARs ð bpm-<product>.<main version>.<sp>.<cu>.<build number>.<solution>.<database>.biar 

Documentation of universes ð Include version tag. \ 

ETL analysis ð  bpm-analysis-etl.<main version>.<sp>.<cu>.<build number>.xml 

Example: bpm-analysis-etl.20.sp103.cu0008.1234.xml 

ETL peopleplanner ð peopleplanner-etl.<main version>.<sp>.<cu><build 
number>..xml 

Example: peopleplanner-etl.20.sp103.cu008.1234.xml 
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Clients  
A Maconomy system can be accessed from different User Interfaces or Clients. Customers will be 
advised which user interface best suits the needs of their Users based on their different user roles. For 
example, financial and accounting users will prefer a client that supports heavy data processing and 
complex workflows, such as the Workspace Client. Front office Users who mainly work remotely at 
customer locations, such as consultants, may prefer a web-based client, such as iAccess or the legacy 
Portal, or a client optimized for mobile, touch-screen devices, such as Touch.  

See iAccess and Touch documentation for more information on those products.  

Touch  
Touch is a separate Deltek offering that can be used with Maconomy. Touch provides a client for mobile 
devices. Touch includes a limited set of capabilities, compared to the standard clients for Maconomy. 

iAccess  
Maconomy iAccess is a separate Deltek offering that provides a client for Maconomy on touch and tablet 
devices. iAccess is an HTML interface to the Maconomy system and can be used with other clients, such 
as the Workspace Client. iAccess was introduced with Maconomy 2.2 and supports the most commonly 
used end-user features; functionality continues to increase in subsequent releases of iAccess. 

BPM 
BPM is the reporting solution for Maconomy. BPM is installed and configured using Mconfig and contains 
a set of standard reports. The reports can be viewed/printed from different clients, both the older Portal 
and the newer Workspace Client. 

Each customer may have special reporting requirements that may require special adjustments or 
customized reports. These are developed either by the customer or by consultants. 

Analyzer  
The Workspace Client allows opening the Java Analyzer window directly from the Workspace Client so 
that all of the Analyzer capabilities and reporting functionality is also available in Workspace Client. 

In addition, you can define which specific report to open in Java Analyzer, and perform an automatic user 
login to Java Analyzer without the user having to manually enter credentials every time. 

Java Analyzer window is the same as the standard Java Client, which contains all of the functionality that 
is related to the Analyzer reports.  

The Maconomy Server for Oracle allows you to use query-specific Oracle "hintsò when executing SQL for 
Analyzer reports, filters, value pickers and notifications. 

Workspace Client Analyzer  
Java Analyzer is built into the Workspace Client and can be embedded in any MDML layout. The Java 
Analyzer uses the MaconomyWeb login rule for automatic user login without the user having to enter 
credentials, after an initial specification. In addition, the Java Analyzer uses the URL for connecting to the 
Maconomy Server, which also must be specified. 
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Analyzer MDML Specification  
The Java Analyzer can be opened via MDML Report tag, similar to the Business Objects reports. 

The current MDML specification for the <Report> tag has not changed, except for a new attribute engine 
that defines which external system, like Business Objects or Analyzer, to use for reporting. 

In the current implementation, you can only use Action <Report>-tag to run the Analyzer report, unlike 
Business Object reports that can also be embedded in the View. 

You can use the <Report>-tag to open an Analyzer report in a new window. The <Report>-tag can open a 
Java Analyzer in a new window, or a specific Java Analyzer report if the view attribute specifies the name 
of the report to open. 

In addition, the detailed specification of the <Report>-tag in the Report Action is described in the 
following. 

Á If the all-attribute on the <Actions>-tag is True, the <Report>-tag overrides individual 
properties of the Report action. 

Á If the all-attribute is False, the <Report>-tag is also used to include this action. 

Á Attribute Name Á Type Á Usage 

Á name Á Key Á The unique name of this 
action. Use this to 
distinguish actions with 
the same source. If no 
name is specified, the 
name defaults to the 
same name as the 
source. This attribute is 
general for all Actions. 

Á ref Á Key Á Use the ref-attribute in the 
context of the <Order>-
tag to refer to previously 
defined actions during re-
ordering. The ref-attribute 
is the only legal attribute 
in this context. This 
attribute is general for all 
Actions. 

Á icon Á Id Á The resource identifier for 
an icon to be associated 
with this action. This 
attribute is general for all 
Actions. 

Á title Á Display Á The displayable title of 
this action. If nothing is 
specified the action 
receives its title from the 
server specification. This 
attribute is general for all 
Actions. 
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Á appearance Á (Action Appearance 
Type) 

The visual appearance 
of an action determines 
how it is rendered in the 
user interface. This 
attribute is general for 
all Actions. Determine if 
the title, icon, or both 
should be displayed. 
Valid values are: 

Á Standard 

Á All 

Á Title 

Á Icon 

Á tooltip Á Display Á Indicates a tool tip title 
that is displayed when the 
mouse hovers above the 
action. If nothing is 
specified, the tool tip is 
the same as the title. This 
attribute is general for all 
Actions. 

Á engine Á (Engine Type) Indicates the engine 
type of the report. This 
attribute is specific for 
the Report Action. There 
are two different types 
of reports supported: 
Business Objects report 
and Analyzer report. 
Valid values are: 

Á businessObjects 

Á analyzer 

Á This attribute is optional 
and the default value is 
businessObjects. If no 
value is specified the 
Business Objects report is 
opened, to support all 
existing layouts. 

Á source Á Expression (String) Á Indicates the source of 
the report. This attribute is 
specific for the Report 
Action. The precise 
definition of the source 
depends on the third-
party system that 
produces the report. This 
attribute is required, and 
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the default value is empty 
string. This attribute is not 
used for Analyzer report 
at the moment. 

Á view Á Expression (String) Á Indicates the view to be 
used from the source of 
the report. This attribute is 
specific for the Report 
Action. The precise 
definition of the view 
depends on the third-
party system that 
produces the report. The 
default value is the empty 
string. For the Analyzer 
report this defines then 
name of the specific 
report. 

Á output Á (Output Type) The output format of the 
report. This attribute is 
specific for the Report 
Action. You can use a 
report action to open a 
report inline or in an 
external window. The 
default format of the 
report is HTML. Valid 
values are: 

Á html 

Á pdf 

Á xls 

Á This attribute is not used 
for Analyzer report. 

Á preTrigger Á Key The identifier of the 
trigger associated with 
this report action. This 
attribute is general for 
all Actions. When you 
specify a preTrigger, 
invoking the action calls 
the trigger to run before 
the action is executed. 

Á If the trigger runs 
successfully, the action is 
executed normally 

Á If the trigger fails, the 
action is never executed 
and the error message is 
displayed. 
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Analyzer Login Rule Specification  
The login rule for the Analyzer should be specified in Coupling Service configuration similar to the 

Business Object login rule. Add the following to the maconomy.security.config  file: 

 

MaconomyWeb{ 

  org.eclipse.equinox.security.auth.module.ExtensionLoginModule required   

    extensionId="com.maconomy.lib.coupling.MaconomyWebLoginModule";     

};  

This allows users to log in to Java Analyzer automatically from Workspace Client. For details about the 
login process see ñLogin Handling.ò 

Analyzer URL Specification  
To use Java Analyzer the URL to the web server for Maconomy should be specified. The URL is 
database- and language-specific. MConfig handles this process automatically. The URL is stored in the 

analyzer.json  file, which is distributed similar to maconomy.security.config  file. The following 

shows the template analyzer.json  file. 

 

// Sub stitute the DATABASE _SHORTNAME, LANGUAGE and URL to match your web server  

[  

  {  

    "database" : " DATABASE_SHORTNAME ",  

    "urls" : [  

      {  

        "language" : " LANGUAGE ",  

        "url" : " HOST:PORT/cgi - bin/Maconomy/Jaconomy.DATABASE_SHORTNAME.LANGUAGE.exe"  

      }  

    ]  

  }  

]  

 

MConfig automatically replaces the DATABASE_SHORTNAME, LANGUAGE, and URL to match the current Web 
Server. 

The Workspace Client reads the analyzer.json  file from a web service, which will be started by the 

Coupling Service. The Workspace Client will query specific URL for the currently running database and 
language. 

In addition to that, this analyzer web service is a simple http service, and therefore you can run the 
queries directly in the browser. This allows users to check whether the Analyzer is configured correctly on 
the Coupling Service. 

For example, after the Coupling Service is started the user can run the following query in the browser: 

http://<coupling_service_host>:<port>/analyzer/v1?database=<value>&language=<value>  

The result of this request should be a valid URL to the web server where the Java Analyzer is installed, 
which is database- and language-specific. 

Java Analyzer  
Java Analyzer is a special mode of Java Client where only a limited set of functionality is available to the 
user. Java Analyzer starts up in a separate window and includes the top menu to open specific Analyzer 
Report, View/Edit menu, and quit the Analyzer. 
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Java Ana lyzer Internals  
Java Analyzer is a special mode of Java Client, where the following features are removed based on the 
Analyzer mode: 

Á Removed access to Preference window tabs that are not relevant to the Analyzer 

Á Removed retrieval of global dialogs list and menus  

Á Removed Java Client splash screen  

Á Removed task bar icon 

Á Removed access to dialog windows and dialog tabs 

Á Removed "Menu" and other dialog-specific menus 

Á Removed access to notifications 

Á Removed access to "RGL Reports " and "Programs " 

Á Removed WebStart functionality 

Á Removed auto start functionality 

Á Removed dialog help contents from help system, except for Analyzer-specific help 

Á Removed creation of desktop icon 

Á Removed non-Analyzer Windows menu items 

Á Removed access to Menu in RGL / MSL programs 

Instead, Java Analyzer starts up in a separate Java process and has direct process communication with 
Workspace Client, which is a parent process for Java Analyzer. 

Shared Format Preferences  
In addition the Java Analyzer shares Format preferences with Workspace Client for the dates, time, 
currency, integers and decimals. For example if the user changes any of the Formatting Preferences in 
Workspace Client, the changes are reflected automatically when the user opens a new Analyzer report. 

Analyzer Start and Q uit  
Java Analyzer can be started from a Workspace Client. Java Analyzer starts up in a separate Java 
process suing JRE that is already embedded in the Workspace Client, and has a direct process 
communication with a Workspace Client. Every time the user opens a new Report the Workspace Client 
can determine if the Java Analyzer is already started and open Report in the same Java process. If the 
Java Analyzer is not started or was closed previously, the Workspace Client starts up a new Java 
Analyzer process again. 

The user can also quit the Java Analyzer independently of the Workspace Client, using the Quit menu 
option. Closing the Report window in Java Analyzer does not quit the Java Analyzer, similar to the Java 
Client. Another Report can still be opened from the top Analyzer menu. 

Java Analyzer shares the ñdirtyò state with the Workspace Client. For example, if the user quits the 
Workspace Client, but the Java Analyzer still has unsaved data, the user is notified and can save the 
data. 
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Login Handling  
It is not necessary for the user to log in to the Java Analyzer. The login process is handled automatically 
for the user via the MaconomyWeb login rule, which must be specified on the coupling service, similar to 
the Business Objects login rule. 

The MaconomyWeb login rule can produce a token, which is handed to the Workspace Client via 
principal. The token plus the user name can be then used by the Java Analyzer to connect to the server, 
validate the token, and get the access automatically. If the token cannot be validated, the user is 
prompted with the user/password window. 

Java Analyzer URL  
In addition to the login information and the name of the specific report to open in Java Analyzer, it is 
necessary to specify the URL to the web server of the Maconomy system, which is database- and 
language-specific. 

Portal  
Installation of the Portal is managed by Mconfig. 

Installation of the Portal software is a server-side-only component, and Mconfig is capable of installing all 
relevant parts: web server, and so on. 

When installing the Portal the setup needs to be designed for the right scalability, for example, how many 
web servers are required, what about load balancing, and so forth. These items are components that are 
beyond the Maconomy delivery and can be configured using standard components from different 
vendors. 

Java Client  
Installing the Java Client, named Jaconomy, requires that you locate the JaconomyMP/webstart.jnpl file. 
Click on the .jnpl file and installation is managed automatically. After installation you are presented with 
the login screen, shown in the following figure. 

 

 

Workspace Client (WSC) 
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The Workspace Client is available for both Windows and for Macintosh users. Each Maconomy release 
contains a TPU package which in turn contains a WSC package containing a ZIP file, a Windows-
installable package (.MSI), and a Macintosh-installable package (.DMG).  

As illustrated in the preceding figure, a Maconomy system contains several different server components 
and different client interfaces. 

All client interfaces communicate with a server complex that in the smallest installation all reside on one 
computer; a larger installation is scaled out on multiple computers and in more instances. 

This guide focuses on the software and discusses how to install, tune, customize, and operate the 
solution on the selected hardware setup, whereas the physical hardware configuration is designed and 
selected as part of the customer implementation project. 

Standard Components  
When planning a Maconomy system, it is important to decide what to install and how to scale and 
configure the hardware to meet the solution requirements. There are several components and add-ons 
that may be beneficial for some users. 

A standard installation has a set of technical components: database (SQLserver or Oracle), Maconomy 
legacy server, Maconomy Server 2.X, web server, and one or more client interfaces (Workspace Client, 
Java client, or Portal), as well as the Maconomy Application package. 

In addition to these standard components, a customer installation may have a solution installedðeither 
CPA or PSOðand, if beneficial, one or more of the standard Industry Accelerators. 

The combination of selected standard components matches a certain percentage of the customer needs, 
and can be further customized to fully comply with requirements. 

Solutions  
Two solutions: CPA and PSO 

Industry Accelerators  
Deltek delivers and supports some product Industry Accelerators, which are certified to each Maconomy 
release. Some IAs may be added, and some may be removed in newer Maconomy releases. Some 
examples of IAs are: 

Á Absence Management 

Á Expense Justification 

IAs are installed separately on already existing Maconomy installations. Installation is managed using 
MConfig, and some manual configuration may be required to integrate with customizations made on the 
customer system, for example. 

Customizations  
Customer systems may be customized to make the system comply with customer-specific or domain-
specific requirements. 

Maconomy can to a large degree be customized by configuring the system using MConfig or using the 
client interfaces with Administrator rights. 

Some customization may require that special configuration files, layouts, or even software enhancements 
be added to the standard installation. This type of customization is performed using the dedicated 
development environment, Maconomy Extender. For more information, see the Maconomy Extender 
manual. 
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Servers  

Application Server  
The Application Server consists of two parts: 

1. Original Maconomy Server (Legacy Server), which has been maintained in versions 
prior to 2.X. 

2. New server components (Server 2.X), which contain newer server components required 
by the Workspace Client, for example, but also components that have been updated or 
renewed. 

Work is ongoing to renew server parts, and updated parts will to a large degree be moved to the Server 
2.X. The renewals of server parts is scheduled to obtain the goal of increased scalability and increased 
reliability. 

Legacy Server  
The Legacy Server is installed using MConfig. 

The server can be tuned and optimized if required. 

Server 2.X 
The Server 2.X is also installed using MConfig. 

Proxy with Server 2.X  

Client Server Interactions  
In this document the following diagrams show the interactions between a client and a server: 

                    Maconomy 

Client            2.X Server  

|                          |  

|  HTTP                    |  

|  GET /resource           |  

|+ ------------------------ >|  

|< ------------------------ +|  

This diagram shows a setup where the client connects directly to the Maconomy 2.X server (formerly 
known as the Coupling Service) program using the HTTP protocol and receives a response. 

Handshake  
The Workspace Client and Maconomy 2.X have a protocol where the client, as the very first thing when 
connecting to a system, acquires some of its technical configuration from the server before proceeding 
with the interaction. This is a web service called the "server handshake." 

                    Maconomy 

Client            2.X Server  
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|                          |  

|  HTTP                    |  

|  POST /handshake/1        |  

|+ ------------------------ >|  

|< ------------------------ +|  

|                          |  

|  HTTP                    |  

|  POST /workspaces - rpc      |  

|+ ------------------------ >|  

|< ---------------------- -- +|  

The purpose of this mechanism is to allow the configuration of a number of connection parameters on the 
server and have these options automatically distributed to the client transparently. 

The following are some important parameters that are sent in the handshake: 

Á The mode of encryption: SSL encryption by intermediary, or no encryption (not 
recommended) 

Á The mode of compression: custom-made zip block encryption, no compression (not 
recommended) 

Intermediary Proxy  
In some situations, the best practice is to introduce an intermediary proxy between the client and the 
origin server. 

Workspace            Reverse Proxy             Maconomy  

Client                                       2.X Server  

|                          |                          |  

|  HTTP                    |  HTTP                    |  

|  GET /handshake/1        |  GET /handshake/1        |  

|+ ------------------------ >|+ ------------------------ >|  

|< ------------------------ +|< ------------------------ +|  

The terms ñproxy serverò and ñorigin serverò are used to distinguish between the two servers. 

In this setup the proxy server is technically a reverse proxy because the client connects to the proxy 
server that, seen from the client, transparently acts as the Maconomy 2.X server. In other words, the 
client knows only about the proxy server and considers it to be the Maconomy 2.X server. 

 

Why Use an Intermediary Proxy Server? 
The following are some common reasons for deploying a proxy server: 

Á SSL termination ð Offloading the job of encrypting and decrypting traffic between the client 
and the server away from the origin server. 

Á Load balancing ð Distributing requests from clients to a number of origin servers. 

Note: The proxy server and origin server can be deployed on different physical machines, but they 
can also be run on the same physical machine. 
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Á Caching ð Speeding up access to resources by caching resources at the proxy server, 
freeing up system resources at the origin server. 

Á Compression ð Offloading the job of compressing the traffic away from the origin server. 

Á Translation ð Offloading the job of translating resources to another language away from the 
origin server. 

Á Monitoring and filtering traffic. 

SSL Termination  

SSL termination is when the proxy server encrypts and decrypts the traffic between the client and the 
origin server. The proxy server communicates unencrypted with the origin server. 

This is done to offload the task of encryption from the origin server. 

Offloading encryption from Maconomy software to widely used standard software and hardware has other 
benefits: 

Á Increased security because the proxy servers are widely used and actively maintained by 
companies and/or open-source communities. 

Á Setup and configuration are well known in customer organizations and fit well with existing 
infrastructure and network architectures. 

Á Managing server keys and certificates can be easier when using an SSL termination proxy. 

 

Workspace            Rev erse Proxy             Maconomy  

Client                                       2.X Server  

|                          |                          |  

|  HTTPS                   |  HTTP                    |  

|  GET /handshake/1        |  GET /handshake/1        |  

|+ ------------------------ >|+ ------------------------ >|  

|< ------------------------ +|< ------------------------ +|  

|                          |                          |  

|  HTTPS                   |  HTTP                    |  

|  POST /workspaces - rpc    |  POST /workspaces - rpc     |  

|+ ------------------------ >|+ ------------------------ >|  

|< ------------------------ +|< ------------------------ +|  

Load Balancing  

Load balancing is when the proxy server distributes requests among a number of origin servers. This is 
done to scale the system to be able to support a higher throughput and thereby a higher number of 
concurrent users. 

Workspace        Reverse Proxy         Maconomy               Maconomy  

Client                               2.X Server             2.X Serve r  

Warning: Because the traffic to and from the origin server is unencrypted, it is very important that the 
origin server is secured, and that the channel between the reverse proxy and the origin server is 
secured. The origin server must not be generally accessible on the network because that could allow 
client programs to send data in an insecure way. 
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|                      |                      |                      |  

|  HTTP                |  HTTP                |                      |  

|  GET /handshake/1    |  GET /handshake/1    |                      |  

|+ -------------------- >|+ ---------------- ---- >|                      |  

|< -------------------- +|< -------------------- +|                      |  

|                      |                      |                      |  

|  HTTP                |  HTTP                |                      |  

|  GET /hands hake/1    |  GET /handshake/1    |                      |  

|+ -------------------- >|+ ------------------------------------------- >|  

|< -------------------- +|< ------------------------------------------- +|  

Caching  

Caching is when the proxy server stores a copy of a resource and serves the copy without contacting the 
origin server. This is done to offload the origin server from generating or serving commonly used 
resources that change infrequently. 

Workspace            Reverse Proxy             Maconomy  

Client                                       2.X Server  

|                          |                          |  

|  HTTPS                   |  HTTP                    |  

|  GET /handshake/1        |  GET /handshake/1        |  

|+ ------------------------ >|+ ------------- ----------- >|  

|< ------------------------ +|< ------------------------ +|  

|                          |                          |  

|  HTTPS                   |                          |  

|  GET /handshake/1        |                          |  

|+ ---------------- -------- >|                          |  

|< ------------------------ +|                          |  

 

Database Server  
Maconomy can be installed on an Oracle or SQL database. The selection of database is often decided by 
the customer and is based on his or her preferences. The recommendation is to use Oracle if the 
customer does not have any strong preference. The list of supported database versions is made available 
with each Maconomy release. 

Application Server  
This section describes the options available for the Maconomy server executable, and describes the 
initialization files that influence how the Maconomy server and clients operate. 

The main Maconomy executable, maconomyserver.exe (on the Windows platform) or macoracle.r (on 
Unix), supports a number of modes and features. These modes and features are controlled by server 
options. 
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The options can be used to specify a mode, such as which TCP port the Maconomy server should listen 
to, or a feature, such as forcing the Maconomy server to validate custom print layouts. 

These options are described one by one in the first section of this manual. In addition, Maconomy uses 
initialization files to read options every time that the server or another application is started. These 
initialization files are located in the IniFiles subdirectory of the Maconomy home directory. The second 
section of this manual describes the initialization files: what they apply to, what you can enter in the files, 
and when they are read by the Maconomy server application. 

Coupling Service  
The Coupling Service is a server-side component that was introduced with the Maconomy 2.0 Workspace 
Client. It is a part of the Maconomy server, but it also acts as a gateway between the Client and the 
Maconomy server daemonðeither the Windows Maconomy Daemon or the UNIX internet daemon 
(inetd/xinetd). 

The Coupling Service contains some server functions. It is written in Java and built on top of the Eclipse 
Equinox implementation of the OSGi platform framework. 

System Requi rements  
The following general system requirements apply specifically to the Coupling Service: 

Á 4 GB free memory + 1GB free memory / 1000 users 

Á 500 MB free disk space 

Á Server OS: Microsoft Windows Server (64-bit), RHEL (64-bit), and Solaris  

Á Sparc (32-bit) 

For example: a standalone Coupling Service configured for 2000 users should have at least 6GB of free 
memory. The Maconomy Application server should be sized with similar free memory, and a combined 
server for both the Maconomy Application server and the Coupling Service for 2000 users should have at 
least 12GB of free memory. 

Refer to the most recent version of the Maconomy Supported Products document for more details about 
the exact systems and versions that are currently supported. 

System Architecture  
The Maconomy server consists of both the Maconomy Application Server and the Coupling Service. In 
addition to being part of the server, the Coupling Service functions as a gateway for the Workspace Client 
to the Maconomy Application Server. The service must be able to connect to the Maconomy server on the 
port number that is offered by the server daemon, and to expose its own service ports where clients can 
connect. 

The Coupling Service often needs to communicate extensively with the Maconomy Application Server, 
which means that parameters such as bandwidth and network latency between the Coupling Service and 
the server are critical. 

The following sections briefly discuss a few possible setups and their impacts on system performance. 

Same Server 

The recommended scenario has the Coupling Service installed on the same physical hardware as the 
Maconomy Application Server, such that communication between the processes can happen without 
needing to go through external network interfaces. 

This setup should provide the best performance possible. 
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Co-Located Server  

The Coupling Service can be installed on a separate server machine. Such a setup might be appropriate 
if the Maconomy Application Server is already under a high load, or if network architecture considerations 
make it undesirable to open the required ingoing ports on the server machine. 

Provided that the two servers are co-located and connected by a high-performance (Gigabit) network, this 
setup can generally be expected to provide an acceptable level of performance. 

Remote Server  

In this scenario the Coupling Service is installed on its own server at a remote location. This setup makes 
the Coupling Server vulnerable to the exact network topography between the two server locations. 

Limitations in the bandwidth (for example, a 10/100 MBit Ethernet) or even moderate network latencies 
could cause an unacceptable degradation in performance, and therefore this setup is not recommended. 
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Installation and Upgrade Overview  

Release Documentation  
For every new release of Maconomy (ñservice packò or full version), Deltek issues a set of release 

documentation. This documentation describes new features and error corrections in the APU, TPU, or 
SPU respectively. You should always study the release documentation carefully before upgrading. 
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Hardware Requirements  
This document provides information for setting up your Maconomy system and using the Maconomy 
Hardware Requirements Scaling Tool, which is a dynamic tool that allows you to input specific 
parameters based on your exact setup, and then generate custom recommendations.  

 

Workspace Client Hardwa re Requirement  
Deltek Maconomy offers guidelines for hardware requirements for the client computer running the 
Workspace Client as minimum requirements and recommended requirements. 

The hardware requirements below are valid for the Workspace Client delivered with Maconomy 2.0 and 
onward. The recommendations may update for later versions of Maconomy. 

The hardware specification is detailed by running the NovaBench ï System Benchmarking Software 
version 3.0.4. See www.novabench.com for details. 

Minimum Hardware Requirements  
The minimum hardware requirements specify a client computer capable of running the Workspace Client 
without monitoring the response times. This is typically sufficient for those using less complicated 
functionality, such as time sheets, expense sheets, and mileage reporting. 

Following are the minimum hardware requirements for the Maconomy Workspace Client: 

Á RAM: At least 500 MB of free memory (RAM). 

Á Configuration: Depending on the load from other programs running on the machine, a machine 
configured with 2 GB RAM and 1.6 GHz processor should be the minimal configuration in practice. 

Á Hard Disk: The client program itself plus the files the client program generates usually occupy less 
than 500MB of disk space. As hard disks typically are much larger, client machine disk space is not 
expected to become an issue in practice. 

Á Screen Size: The absolute minimum resolution is 1024x768 pixels. 

Á NovaBench: The NovaBench scores follow. 

Á NovaBench Overall score: 175 

Á NovaBench CPU score: 73 

Recommended Hardware Requirements  
Using standard Maconomy functionality more complicated than time sheet functionality requires more 
robust hardware capabilities, and Deltek recommends the following hardware requirements or better. 

The following are the recommended hardware requirements for the Maconomy Workspace Client: 

Warning:  

¶ You must engage with a Technical Consultant from Services to use this document and 
related Hardware Requirements Scaling Tool. Without this engagement, Deltek takes no 
responsibility for the resulting output. 

¶ This document does not include specific reference to hardware offered by vendors or Cloud 
services (such as Amazon), and it is the responsibility of Services (a Technical Consultant) to 
advise on this. 

http://www.novabench.com/


Hardware Requirements 

System Admin Guide 24 

 

Á RAM: At least 1 GB of free memory (RAM).  

Á Configuration: Depending on the load from other programs running on the machine, a machine 
configured with 4 GB RAM and 2.5 GHz Intel i5 processor is recommended. 

Á Hard Disk: The client program itself plus the files the client program generates will in most cases 
occupy less than 500MB of disk space. As hard disks typically are much larger, client machine disk 
space is not expected to become an issue in practice. 

Á Screen Size: The recommended resolution is 1440x900 pixels or better. 

Á NovaBench: The NovaBench scores follow. 

Á NovaBench Overall score: 647 

Á NovaBench CPU score: 405 

Configuration Introduction  
This document covers both vertical and horizontal scalability architecture configurations: 

Á Vertical scaling ð Adds more resources (memory, more CPUs, and so on) to a single 
machine. 

Á Horizontal scaling ð Adds more machines. 

Choosing between the scaling options is based on individual customer requirements and input from a 
technical consultant considering many factors, including cost. A single high power server used for vertical 
scaling may cost 10 times more than 2 servers each with 50% the power, but software licensing could 
possibly negate this. Also consider that horizontal scaling of the application server using the scalable 
server of 2.3 GA enables you to have multiple relatively inexpensive servers as opposed to one large 
one. This configuration also allows for inbuilt redundancy, as well as an inbuilt overhead for failure. 

The sample configurations in this document show three single server and three multi-server 
configurations, and are designed to help in your consideration of future growth.  

From 2.3 GA and onwards, you can move from a single server to a multi-server setup at any time, as 
business requirements grow. However, as you transition from a two-tier to a three-tier installation (which 
is required for running a scalable server) note that a three-tier installation has an overhead of 
approximately 20% of the total system usage, which is due to the network connection between the server 
and database tier compared to utilization of the internal machinesô communication when the application 
server and database are on a single tier. This finding was the result of the performance tests performed 
on existing Maconomy users using Mercuryôs LoadRunnerÈ tool. The tests showed that three-tier 
solutions use TCP/IP-based interfaces (ODBC), which adds an extra communication layer between 
Maconomy and the underlying database. 

 

Depending on the budget, specific infrastructure bottlenecks and other factors, one solution may be more 
appealing over another. The response time requirements will decide which solution should be 
implemented. In general, as hardware becomes cheaper, there may be some financial advantages in 
choosing a mid-size server for the initial phase and then expanding it once or several times in the first 

Special Actions Required: 

Á Discuss with Customer ð Services (a Technical Consultant) should discuss considerations 
with the customer regarding a horizontal or vertical solution, as there are many parameters to 
consider which are not covered in this document, such as license and hardware costs, and 
possible performance issues in specific customer environment, and so on. 

Á Approved by PDM ð All use of the scalable server must be approved by PDM prior to 
implementation, as it is in its early stages of adoption. 
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year, instead of paying a higher price outright to make sure that response times are satisfactory for the 
first one or two years. 

One parameter that is necessary for good performance is the disk subsystem. All configurations 
discussed in this document are configured with high-end internal disk systems, which ensure the fastest 
data access and optimum stability. For high-end systems with more than 2,000 users, Deltek 
recommends an external disk system for the database files. 

 

All sample configurations that are described in this document are designed to handle a standard 
Maconomy solution installation. These configurations assume that 5% of the total number of users are 
heavy users, such as back office Finance users, 15% are moderate users, such as Project and Resource 
Managers, and 80% are light users, such as Time and Expense users, who may access Maconomy using 
a browser or mobile device. Variance from this split of Users should accordingly be taken into account 
when sizing. 

In addition, the configurations assume a shared-server program pool of not more than four programs per 
kernel.  

Maconomy works with most Intel-based servers. 

 

Performance Notes: 

Á Tiered SANs are often difficult performance-wise for ERP systems because data is moved to 
slower disks. Maconomy must reside on the fastest tier at all time. 

Á The number and speed of the disk drives have an impact on the performance of the 
database. 

Note: This document does not discuss backup media, though it is an important part of the technical 
implementation. In general, the backup system for a Maconomy installation must be an integral part 
of the companyôs backup strategy. 
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Scalability Considerations  

Maconomy Infrastructure  
The two Maconomy sample configurations below show typical configurations for both a single server and 
multi-server environment. These configurations can either be installed in a customerôs own on-premise 
setup with physical or virtualized servers, or via hosted virtual environments, such as in Amazon Web 
Services (AWS) infrastructure.  

 

From Maconomy 2.3 and later releases, in order to increase network security, we recommend running the 
Web server/reverse proxy on the Maconomy Application Server or Servers. This allows running HTTPS 
across the entire Maconomy stack, covering communication from all Maconomy clients (including the 
RESTapi) to the Maconomy Server itself. We recommend running the Reverse Proxy in all single or multi-
server configurations. 

Single Server Environment  
The following example shows a single server Maconomy configuration based on the following 
parameters: 

OS: Linux 

Database: Oracle 

Clients: WSC, iAccess, Portal and RESTful API 

Users Memory 
(GB) 

CPU 
(Kernels) 

CPU 
(Clock) 

IOPS Disk Configuration 
Server_Max 

500 57 27 2.8 375 350 18 

2000 61 34 2.8 1500 350 36 

5000 70 49 2.8 3750 350 72 

Note: If you have a configuration utilizing virtual environments, please ensure that all resources like 
CPU and Memory are dedicated and not shared between instances. 
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Multi -Server Environment  
The following example assumes equal configuration and utilization across all servers. Note that it may 
also be possible and desirable to set up servers without equal load or operations. For example, you may 
choose to set up one server that is used only for running scheduled tasks. Depending on your needs, you 
may require a different split of the configuration of resources, with different sizing calculations. 

The following example shows a multi-server Maconomy configuration based on the following parameters: 

OS: Linux 

Application Servers: 3 

Peak load per server: 50% 

Database: Oracle 

Load Balancer: Yes 

Clients: WSC, iAccess, Portal and RESTful API 

Users Servers Memory 
(GB) 

CPU 
(Kernels) 

CPU 
(Clock) 

IOPS Disk Configuration 
Server_Max 

2000 Load 
Balancer 

4 2 2.6    

Application 25 19 2.8  100  

Database 34 12 2.8 1500 250 24 

5000 Load 
Balancer 

4 2 2.6    
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Users Servers Memory 
(GB) 

CPU 
(Kernels) 

CPU 
(Clock) 

IOPS Disk Configuration 
Server_Max 

Application 28 24 2.8  100  

Database 37 18 2.8 3750 250  

10000 Load 
Balancer 

4 2 2.6    

Application 33 31 2.8  100 72 

Database 42 28 2.8 7500 250  

 

Other Scalability Considerations  

Databases 
Both Oracle and SQL Server have built in capabilities aimed towards horizontal database scalability 
although both vendors recommend vertically scaling loads of up to 10,000 transactions per second.  

As you make server choices, consider that Deltek recommends Oracle (Active) Data Guard and SQL Pier 
to Pier replication for the Maconomy solution, as they provide only read scalability, and this is relevant for 
removing the load related to reporting from the transactional database. 

 

Note: Deltek has not certified running specific options, but assumes these options will work with 
Maconomy through Oracle or SQL Server. 
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BPM & People Planner Scaling  
BPM & People Planner scaling should be considered separately or in conjunction with the 
recommendation given regarding this document and the Maconomy scaling tool. This could have an 
impact on Maconomy hardware. 

 

Virtualization  
In general, Maconomy supports systems that run on virtual environments if the OS is certified to run 
Maconomy. Maconomy does not support the virtual environment itself. 

In terms of performance, virtualization translates to additional work for the CPU. The instructions that 
perform the extra work are normally part of the operating system calls. To support virtualization, an extra 
layer of OS calls is introduced, and this layer makes up the biggest share of the virtualization overhead. 

When running Maconomy on a virtual environment, you must allow room for the expansion of both the 
CPU and memory. You may also experience a performance degradation (up to 20% in overhead), 
compared to running Maconomy on a physical machine, due to VM administration, shared I/O, and CPU. 
The best mitigation is the make sure to run on dedicated resources. 

A key challenge for virtualization is the interception and simulation of privileged operations, such as I/O 
instructions and CPU capacity. 

 

Extra Step with Oracle: 

Maconomy is a 32-bit application on the Intel platform. To install Maconomy with an Oracle 64-bit database, you 
need OracleNet as the interface layer between Maconomy and the database. This adds a data communication 
overhead of up to 20% to the database. On the other hand, large SQL statements may run faster due to the 
larger cache size on the database. 

This setup is required only for Oracle. SQL Server does not have any special setup requirements. 
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Bandwidth Requirements  
This section describes bandwidth testing for Maconomy 2.x+. 

This section describes recommendations and limitations that need to be considered when defining a 
Maconomy solution for customers. Several tests and measurements have been made and taken into 
consideration when outlining the following recommendations. The results for the Workspace client cannot 
be directly compared with the results for the Java client and Portal because the methods used are very 
different. 

This document or subsections of it cannot be part of any Maconomy contract because assumptions can 
be made that cannot be directly transferred to a production system. 

Workspac e Client Bandwidth  
Many Maconomy customers are global companies with offices in several countries. They must consider 
bandwidth and latency between these offices and their central Maconomy installation. 

This section provides information about the bandwidth required to handle the connections between the 
Workspace Client (WSC) and the Coupling Service (CS), as well as estimates of the consequences that 
network latency has on the perceived performance of the WSC. 

The theoretical performance impact of network latency is calculated for a number of different latency 
figures and combined request/response data package sizes, covering the conditions that can be expected 
from an unspecified remote office location. 

Network Calculations  

Using a few simple formulas it is possible to calculate the roundtrip delay (RTD) for a request/response 
pair with a given message size when passing data across a network with a known latency and bandwidth. 
The RTD is a calculation of the average time it takes to send a request and receive the response, 
assuming that the data processing at the remote end takes zero time. 

Roundtrip Delay  

For calculating a RTD use the following formula: 

RTD = (2 * Network Latency) + (Message Size / Network Bandwidth) 

The following figure shows the calculated RTD incurred on a 20 Mbit/s network for different latencies and 
message sizes in a single roundtrip from a WSC to the CS. This shows that for small latencies the RTD is 
also small, and it is decided by the message size. As the latency grows, so do the RTD values and the 
message size (and therefore network bandwidth) becomes less relevant: 
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Logical Operation Delay  

The next figure shows the ñlogical operation delayò for a complete workflow in the Workspace Client, as a 
function of the number of request/response roundtrips between the WSC and the CS. 

An example workflow could be ñcreate and fill out a time sheet lineò or ñview and approve 10 project 
entriesò. The logical operation delay is then the total time spent waiting on the network while executing 
the workflow. 

For these calculations, assume an average request/response message size of 50 kB. Assume also that 
the typical workflow consists of 5 ï 20 server requests. 

Once again it is apparent that the network latency is a major factor; workflows that are executed with a 
total delay of around 1 second on a low-latency network suffer from a total delay of 5-8 seconds on a 
high-latency network. 

Depending on the operations being performed in the workflow this could translate to an increase in the 
total workflow execution time of up to 40% for small operations, as illustrated by the following figure. 
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Network Bandwidth  

The following table focuses on the total volume of network traffic across the network as a function of the 
number of active users on the system. This table provides the calculated total network traffic (in Mbit/s) for 
100 ï 1000 users and 5 different message sizes. 

These figures can be used to get an estimate for the network bandwidth that should be reserved to 
handle WSC requests to handle peak load from a specific number of users without experiencing network 
congestion. The 50 kB column is highlighted because it is considered a reasonable conservative estimate 
for the typical average WSC request/response message size: 
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600 3 6 24 48 96 

700 4 7 28 56 112 

800 4 8 32 64 128 

900 5 9 36 72 144 

1000 5 10 40 80 160 

Conclusion  
Based on the preceding calculation it is now possible to calculate the required bandwidths and the 
influence of latency. 

For example, if an installation has 250 users located in remote locations, it requires a bandwidth of 
approximately 10 Mbit/s, whereas if there are fewer than 100 users in a remote location, it requires 
approximately 4 Mbit/s. 

The roundtrip delay (RTD) for a request/response roundtrip between a remote location and the central 
Maconomy installation can be calculated as the following example: if the average message size is 50kb, 
and the latency is 150ms, the RTD is expected to be approximately 300 ï 400ms. The Logical Operation 
Delay for typical WSC workflow scenarios is expected to be approximately 5 ï 8 seconds, or up to 40% 
for small operations. 

Factors that could invalidate these results include: 

Á Changes in network bandwidth and/or latency, either due to changes in the network topology 
or because other services on the same network are causing congestion. 

Á A usage pattern during peak hours that differs significantly from the assumed average of 0.1 
requests per user per second. 

Á An average message size significantly greater than the estimated 50 kB per 
request/response pair. Such an increase in message size could be the result of things such 
as disabling compression on the WSC ï CS network connection, or by users performing 
common tasks in workspaces with unnecessarily many panes open. 
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Security Considerations  
This section discusses the following security areas for you to consider: 

Á Access Control  

Á Passwords 

Á SSL 

Password Security  

General Password Security  
This section describes some guidelines for protecting your system using strong passwords. There is a lot 
if information about this subject on the Internet, but the following provides a number of Dos and Donôts for 
you. 

Default Password  

When you install Maconomy, a default user called ñAdministratorò is created. This user has access to 
everything in the system. By default, the password for the Administrator user is ñ123456.ò 

In the same way, every time that a user is created, the password is set to ñ123456.ò However, for ordinary 
users Maconomy automatically sets the user password as expired. This means that the first time that a 
user logs in to the system, he or she is forced to set up a new password in the Change Password window. 
For more information, see the ñSetupò chapter in the Maconomy Reference Manual. 

Rule number one is to make sure that no password in the Maconomy system is kept as a standard 
password (ñ123456ò). This especially goes for the Administrator user. 

This is especially important if you run the Maconomy Portal outside a firewall. It is possible to do a Google 
search for ñMaconomy Portalò and click the search results to go to a Maconomy Portal login window. That 
login window could be yoursðso make sure to use proper passwords. 

The importance of passwords and how to create a proper password are explained further in the following. 

Maintaining a High Level of Security  

With external access to web portals, mail servers, and various workstations through the Internet and 
direct dial-in modems, a door for possible unwanted visitors is opened. The only way for an intruder to 
access the system is by guessing the correct combination of user ID and password. The main key to 
secure systems, therefore, is the correct use of passwords. 

It is getting increasingly easy for an intruder to guess simple combinations of ID and password. 

Do not underestimate the ease with which a password can be guessed or stolen. There are many 
techniques available to do this. Another simple and amazingly successful technique for the cracker is 
password-guessing. 

It is up to every individual to ensure that his or her passwords are safeða single unsafe password can 
open the door for a computer hacker to violate the integrity of the computer network or to steal information 
from your databases. 

Maconomy supports a number of different password policies (length, use of special characters, restricted 
reuse of passwords, and periodic expiration dates). These policies are described by the following 
example. 
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Choosing a Safe Password  

As discussed previously, a secure password is still one of the most important methods for protecting the 
network and servers from unwanted visitors. 

The following simple guidelines are used in the industry to select and manage good passwords. 

Do Not 

Á Use simple passwords that are easy to guess. Such as ñ123456ò or ñppu123.ò 

Á Use any word from a dictionary (of any language), because most forms of password attacks 
use dictionaries as a basis for password-guessing. 

Á Use user IDs (such as NFA), birthdays, car registration numbers, room numbers, department 
names, server names, locations, names of wife, husband, children, pets, and so on. Such 
names can be guessed, because most of this information is not confidential. 

Á Use the same password on multiple accounts. If you have many accounts, do not use the 
same password on each account. If one is broken, then all are broken. 

Á Reuse old passwords. 

Á Write your password down or save your password on a disk (for example, in an MS Word 
document). 

Á Tell or share your password with anyone, by eȤmail or by any other means. Note that a PIN 
for a credit card can be compared to a password. If someone has the password, he or she 
can commit criminal acts using the credit card account. 

Do 

Á Use a password that consists of at least 6 characters. 

Á Use mixedȤcase alphabetic characters. 

Á Include special charactersðthat is, nonalphabetic characters. Try to place them in the middle 
of the password. 

Á Change passwords frequently (for example, every 75th day). 

General Techniques for Generating Safe Passwords  

General techniques for generating safe passwords include the following: 

Á Take the first letter from each word of a phrase, sentence, theorem, poem, and so on (a pass 
phrase). 

Á Add some special charactersðnonalphabetic, nonnumeric, punctuation, and so on. 

Á Deliberately misspell. 

Á Use the first letter from each word in an easy-to-remember sentence. 

Example  

Three Simple Steps to an Acceptable Password  

1. Initial pass phrase: ñGo ahead punk, make my dayò becomes ñgapmmd.ò 

2. Use capital letters. Convert some letters to uppercase: ñGaPMmD.ò 

3. Insert some special characters: ñGaP-MmD!ò 
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If you follow these guidelines, guessing your password should take longer than your password change 
frequency. 

Security Overview  
This chapter describes the security model that is implemented in Maconomy and some tips to increase 
the security of your Maconomy system. 

Maconomyôs security model, or access control system, is active in all modules in Maconomy, and is 
based on the user who is logged in. There are two types of access control in Maconomy: 

Á One for defining each userôs access to opening windows and changing data 

Á One for defining what records in the database each user should be allowed to access 

Access Control Elements  
When designing the access control for your Maconomy system, you should be aware of all the elements 
of the Maconomy security model. Consider the following: 

Á Access groups ð Each user is a member of at least one access group. A group is a 

specification of which Maconomy windows a member of the group is allowed to open, and 
whether the member is permitted to read, create, update, or delete information in the window 
in question.  

Á Note that a userôs membership of the access group also defines the userôs access to database 
views (defined for each access group in the View Groups window) and window layouts (defined 
for each access group in the Window Layout Groups window). 

Á Window layouts ð By assigning different window layouts to different user groups (as 

mentioned previously), you can restrict access to certain fields and features in Maconomy. 

Á Actions ð For each user, you can specify access to various actions in the Actions window. 
For instance, you can grant or deny permission to approve sales orders, print invoices, and 
so forth. 

Á Access levels ð Access levels are used for managing user access to database entries. 

Á While groups determine whether a user can open a given window and change information, 
access levels determine the records that are available to the user in each window. 

Á Data can be organized in an access hierarchy, in which the access level assigned to each user 
determines whether he or she has access to the data. For instance, a company in Maconomy is 
given a certain access level. A user only has access to data that is related to that company, if the 
user has been granted access to the access level of the company or a higher access level. 
Otherwise, the user cannot find, browse, or see information that is related the company in 
question. 

Á For instance, when entering time sheet lines, you can only specify jobs in the Job No. field to 
which you have access, and if you use the Find menu to find jobs when entering a new time 
sheet line, the Find window only shows jobs to which you have access (and therefore can 
specify). 

Á Access levels are defined in the Access Levels window, and are assigned to users in the 
User Access Levels window. The individual access levels are assigned to data items in 
the various card windows, such as the Company Information Card. 

Note: Do not use this example, given that it has been published.<Replace text> 
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Á Direct and indirect access control ð If an access level is specified for an object in Maconomy, 
this object is said to be under direct access control. For instance, for a job in the Jobs window, 
the access level that is specified for the job determines which users have access to it. However, 
there are many objects in Maconomy to which you cannot apply direct access control. For 
instance, a sales order or a time sheet does not contain a field for access level specification. 
Instead, access to such objects can depend on the userôs access to one or several of the objects 
to which you refer. This way, access to a job entry, for example, can depend on whether the job 
entry contains a reference to a job to which you have access. 

Á For a full description of the Maconomy access control system, see the following section in 

this chapter, the introduction to the ñSetȤUpò chapter in the Maconomy Reference 
Manual, and the description of the windows mentioned in the preceding summary. The 
introduction to the ñSet-Upò chapter also describes examples of access control in the 
multi-company model and in the Job Cost module. 

Á The chapter ñDatabase Descriptionò in the Maconomy Reference Manual contains a list of the 
relations for which direct access control can be specified. 

The Maconomy Access Control System  
This chapter contains an in-depth description of the Maconomy access control system. 

The purpose of the access control system in Maconomy is to ensure that only information to which a 
given user has been granted access is accessible when using Maconomy. This applies to dialogs, search 
windows, and access through third-party products applying ODBC. 

Specification of Access Principl es 

To make sure that the access principles are enforced, all reading of information in the Maconomy 
database is done through views, which are defined partly on the basis of the relation and partly on the 
basis of a description of the access principles that apply to the individual relations. The description of this 
information can be found in the database folder for the installation in question.  

c: \ maconomy\  <Maconomy- Home>\ MaconomyDir \ Database  

Among many others, this folder contains the RelationDefinitions and RelationAccessDefinitions files. The 
RelationDefinitions file contains a definition of all relations in the Maconomy database. Similarly, the 
RelationAccessDefinitions file describes the access principles that are associated with the individual 
relations. 

The access principles for each relation are structured as logic expressions, providing you with the 
possibility of assigning one or several expressions to the same relation. The available access principles 
are: 

Á NoAccessControl 

Á DirectAccessControl 

Á IndirectAccessControl 

These access principles can be defined as follows. 

NoAccessControl  

This principle specifies that there should be no access control on the given relation. Any user can see the 
information stored in the relation. 

DirectAccessControl  

This principle specifies that the given relation contains a field with the name AccessLevelName, which 
relates directly to the definitions of access levels in Maconomy. Access to a given entry in a relation with 
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this access control principle is granted if the user has access to the access level specified in the entry in 
question. For more information, see the introduction to the ñSetUpò chapter in the Maconomy Reference 
Manual. 

IndirectAccessControl  

This principle specifies that access to the given relation is dependent on the access to another relation. 
For instance, access to journals in the G/L module could be dependent on whether the user has been 
granted access to the company that ñownsò the journal. This example would be expressed as follows: 

Journal : Indire ctAccessControl (CompanyInformation, CompanyNumber)  

The preceding line in effect says that ñaccess to a given journal is dependent on whether the user has 
access to the company in the relation CompanyInformation, which has the CompanyNumber specified on 
the journal as key.ò 

As mentioned previously, the access principles are structured as logic expressions, which provides the 
possibility of specifying more than one condition. One example could be that to gain access to a 
requisition, a user needs access to the company that ñownsò the requisition and access to the job to which 
the requisition is assigned. This example can be expressed as follows: 

RequisitionHeader : IndirectAccessControl (CompanyInformation, CompanyNumber)  

and IndirectAccessControl (JobHeade r, JobNumber)  

As a final example, consider that there are no access principles on the relation InterestTableHeader. The 
access principle therefore looks as follows: 

InterestTableHeader : NoAccessControl  

Note that it is not possible to have indirect access control with a reference to a relation for which no 
access control has been specified. The result of this would be that there are no access restrictions on any 
of the relations in question. However, if you do this, you ensure that if, at some later point, access control 
is assigned to the relation to which the reference is made, access control will also be assigned to the 
relations whose access principles refer to this. 

The general rule is that expressions that specify the access control for access to a given relation can 
consist of one or several elements separated by ñandò or ñor.ò In addition, you can use parentheses, 
which make it possible to specify expressions of the following type: 

DirectAccessControl and  

(IndirectAccessControl (Customer, CustomerNumber) or IndirectAccessControl (JobHeader, 

JobNumber) )  

Access Control in Servers and Clients  
This section contains a short description of the implementation of extended access control in Maconomyôs 
server and clients. 

General database views offer the possibility of implementing general access control; that is, the 
Technology layer enforces the access control by using the views. The extended access control is 
implemented in the following way. 

In all information maintenance dialogs (such as Customer Information Card, Company Information Card, 
and so on), extended access control is used on all database lookups in the upper tab. Entries in the sub-
tab are not included by the extended access control unless specified by the Application Department. 

Lookups in the database in connection with printouts are not included by the extended access control 
unless specified by the Application Department. 

All searches and exports from the File menu are included by the extended access control. 
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Lookups in the database from RGL reports are included by the extended access control if one of the 
expressions DirectAccessControl or IndirectAccessControl is included in the where clause. 

When developing Analyzer reports, you can use the model for extended access control by using relation 
names prefixed by ñACò instead of ñVW.ò DirectAccessControl and IndirectAccessControl expressions in 
the where clause are subsequently subject to the same conditions as the Maconomy client. 

The reason for distinguishing between views used in Analyzer reports and views used by third-party 
products is that Analyzer reports are run from the Maconomy client and hence they use another 
connection to the database. Unlike the client, third-party products need a connection to the database, 
which does not use the clientôs normal login credentials. Therefore, VW views must be used from third-
party products. 

Because the extended access principles cannot be evaluated by the application, an automatic control of 
all foreign key references is built into the system. This control ensures, for example, that a customer 
number in the Order header refers to an existing customer, and that it can be used by the user according 
to RelationAccessDefinitions. 

REST API Container Web Access Rules  
You can specify web access rules for each of the four primary types of container endpoints: specification, 
filter, data, and field. Addtionally, you can use search as a foreign-key endpoint for each container, 
dynamically translated to search container requests. 

 

Secure Sockets Layer  
The secure sockets layer (SSL) provides endpoint authentication and communications privacy over the 
Internet using cryptography. The protocols allow client/server applications to communicate in a way that is 
designed to prevent eavesdropping, tampering, and message forgery. In the case of Maconomy, a proper 
implementation of SSL means that nobody can ñlisten inò on the network traffic between the server and 
clients and thus pick up valuable business data. 

SSL has three main functions: 

Á Authenticating the client and server to each other: the SSL protocol supports the use of standard 
key cryptographic techniques (public key encryption) to authenticate the communicating parties to 
each other. 

Á Ensuring data integrity: during a session, data cannot be either intentionally or unintentionally 
tampered with. 

Á Securing data privacy: data in transport between the client and the server must be protected from 
interception and be readable only by the intended recipient. 

These objectives are met by having the server and the client exchange ñhandshakesò through a series of 
protocols and mechanisms that establish a secure channel between the server and the authenticated 
client. This channel is established every time that the client connects to the server. 

Considerations  
As with so many other areas, the increased security of SSL does come with a price: the added security 
layer has a performance premium. It is important to consider the tradeoff between security and 
performance carefully. 

Note: See the Deltek Maconomy Web Serviceôs Programmerôs Guide, ñWeb Access Configurationò 
section, for more details. 
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Performance  

Every time that an SSL-encrypted connection is established between the server and a client, the SSL 
mechanism is invoked to verify the authenticity of the client and encrypt the data that is transferred. The 
performance overhead of the encryption part is negligibleðless than 1%ðhowever, establishing the 
secure connection involves a certain amount of network traffic and thus takes time. 

For web clients (the Portal and the Java Client), because of the nature of web protocols, a new 
connection is established and destroyed every time that data is sent to or received from the client. Hence, 
a secure connection must be established every time, and that does carry a performance price. 

Using Web Clients without SSL  

A main focus of the SSL protocol is to prevent outsidersðor insidersðfrom connecting to the network 
and ñlistening inò on the network traffic (this is called eavesdropping). To do this, a hacker needs physical 
access to the network wiring (or the wireless network broadcastðbut that is an entirely different issue). 
Therefore, for maximum security, SSL should be enabled on all lines that are exposed to humans. 

For Maconomy systems with web client (Portal/Java) users, this is no problem: Just enable SSL. Security 
is then increased without the network suffering a mentionable performance hit. The following drawing 
illustrates this. A potential hacker is symbolized by the laptop computer. His attempts at hacking the 
network are made difficult due to the SSL encryption. 

 

The network is as safe as the Windows-only network in this diagram, but the Portal users experience 
performance issues. To resolve this, you can disable SSL for web clients only (see ñDisabling SSL 
Clientsò). However, in the preceding illustration this would mean that the network traffic between the 
Maconomy server and the web server is unencrypted, and the hacker could listen to the traffic. 

The solution to this issue is the following topology: 
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Connect the web server directly to the Maconomy server, using a dedicated network interface card. Also 
make sure that the servers are located in a secure room. This way, a hacker cannot gain access to the 
network traffic between the Maconomy server and the web server. 

Another solution would be to keep the web server and the Maconomy server on the same physical 
machine, but this raises other performance issues. 
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INSTALLATION  and CONFIGURATION 
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Determine Hardware Re quirements  
The Maconomy Hardware Requirements Scaling Tool is a dynamic tool that allows you to input specific 
parameters based on your exact setup. Use this tool to generate custom recommendations.  

In order to get the maximum benefit from this tool you must first understand the fundamental differences 
in configuration (described below). Additionally, resize on a regular basis or as your setup evolves.  

Technical Consultants input criteria such as: 

Á Number of users 

Á Make up of user profiles 

Á Number of languages 

The tool then output the recommended hardware required in as much detail as possible, including the all 
key server parameters such as: 

Á Memory 

Á CPU (Kernels) 

Á CPU (clock speed) 

Á I/Ops 

The information the tool provides is completely dynamic, matching the customerôs specific requirements.  

Before You Begin  
Before you begin, you need to complete the following tasks: 

Á Gather system information 

Á Consider warnings 

Warnings  

Virtualization  

There is limited guidance around virtualized environments. Plan to take 20% degradation into account. 

Network Bandwidth  

If you run a three-tier configuration you must have a high-bandwidth, low-latency connection between 
server and database.  

Coupling Service  

The Coupling Service is a permanent part of the Application Server and must run on the same instance 
as the Application Server, not on separate hardware.  

Multi -Thread CPUs 

Maconomy does not benefit from multi-thread CPUs. Servers with this feature will not benefit from any 
gains as a result. 
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Tiered SANS 

Tiered SANs are supported by Maconomy architecture, but may be problematic in terms of performance 
related to the incorrect priority of Maconomy within the SAN and in difficulty troubleshooting. 

Unicode Impact  

Expect a 15-20% degradation in system performance for all customers moving though the 2.1 release 
due to Unicode impact. This impacts ALL customers not only those making use of language support for 
characters now included after conversion. 

Sizing Tool Procedures  

Server Sizing Guide  
Use the steps in this section to use the Hardware Requirements Scaling Tool to calculate specific output 
for your needs.  

Input  
To use the Hardware Requirements Sizing Tool, open it with the password MaconomyRocket!23 In the 
spreadsheet, complete the following fields in the top Input area.  

1. Users ð Enter the total number of users, such as 20,000.  

a. Time and Expense Users ð Enter the percentage of the above total users that use time 
and expense, such as 80%. 

b. Project and Resource Managers ð Enter the percentage of the above total users that 
are project and resource managers, such as 15%. 

c. Finance Users ð Enter the percentage of the above total users that are finance users, 
such as 5%. 

 

2. Languages ð Enter the number of languages used by your Maconomy system. The number of 
languages affect the amount of memory and CPU usage, as more memory and CPU is required 
to handle and process each language.   

3. Concurrent users (Max) ð Enter the maximum number of users that normally use the 
Maconomy system at any one time. Take care to include time zone considerations as well. For 
example, if half of your organization is working in Asia and the other half is in the U.S., the 
number of concurrent users at any time may only be 50% of your total number of users.  

4. Environment ð Select whether the environment is physical or virtual.  

5. Server OS (MS / Linux) ð Select whether the server operating systems is Windows or Linux. 
Note that Microsoft (MS) requires more memory and CPU resources compared to Linux. 

Note on Users: 

We split up users in this manner because various users have different load 
requirements on the system. For example, Time and Expense users exert little load 
on the system, whereas PMs nominally use more resources working on more 
complex tasks, and Finance users utilize the system much more aggressively often 
working with large sums of data (entries) and complex procedures. 

The number of relevant users displays in gray shading in Column C for each user 
group. 
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6. Servers (load balanced) ð Enter the number of load-balanced servers on the system.  

7. Peak load per server ð Enter the percentage of the load each server is intended to handle.  

8. DB (Oracle / SQL) ð Select whether you use Oracle or SQL for the database. Both consume 
similar resources.  

9. Load Balancer ð Select yes or no to indicate whether or not you use a load balancer to 
dynamically balance the server loads.  

10. iAccess ð Select yes or no to indicate whether or not you use iAccess.   

11. Portal ð Select yes or no to indicate whether or not you use the Portal. 

12. RESTapi ð Select yes or no to indicate whether or not you use RESTapi for integrations. 

As you input information into these columns, the system recommendations automatically update in the 
bottom half of the spreadsheet. Ensure that all relevant information is entered. 

Recommendations  
Maconomy 2.3.x 

As you update information in the Input area, the Recommendations automatically display best practice 
guidelines for these areas: 

Á Load Balance / Reverse Proxy (WSC) 

Á Web servers / Reverse Proxy 

Á Maconomy Server 

Á Server Configuration 

Á DB Server (one only) 

The recommendations include specifics for the following: 

Á # (Number) 

Á Memory GB (each)  

Á CPU Kernels (each) 

Á CPU (Clock) 

Á IOPS 

Á Disk (GB)  

Á Configuration (Server Max) 
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Set Up Server  
Setting  up an Intermediary Proxy  
There are several types of traffic to proxy in the Maconomy 2.X server: 

Á HTTP traffic 

Á Workspaces RPC traffic over HTTP/WebSockets 

Maconomy always exposes HTTP traffic to publish the server handshake and other web services. 

The Workspaces RPC traffic is an interface that is specific to the Workspace Client, and it constitutes 
most of the communication between the Workspace Client and the Maconomy 2.X server. In earlier 
Maconomy versions it was possible to set this up using a ñrawò TCP listen port, but the only supported 
option now is HTTP/WebSockets via the web service endpoint ó/workspaces-rpcô. 

HTTP and HTTP/WebSockets traffic only requires a standard HTTP proxy. HTTP proxies generally offer a 
large feature set (caching, compression, SSL termination, and so on). Well known HTTP proxy servers 
include: 

Á The Apache HTTP server 

Á nginx 

Á Hardware proxies, such as F5 

Á Cloud proxy services when Maconomy is deployed at a cloud hosting provider such as Amazon 

TCP proxies are less widely used, because many of the reasons for deploying a proxy server depend on 
the specific TCP application. Things like caching, compression, and translation cannot be done uniformly 
across all TCP applications. It is, however, possible to offer SSL termination using a TCP proxy server. 
Known TCP proxy servers include: 

Á tcptunnel  (homepage) (GitHub) 

Á stud  (GitHub) 

Á nginx_tcp_proxy_module  (GitHub) 

Á Hardware proxies, such as F5 

TCP Reverse Proxy ƣ Exam ple  
This section describes how to set up a TCP reverse proxy that forwards to a Maconomy 2.X server. This 
is useful for running a reverse proxy when the coupling service is configured to use TCP as its transport 
protocol. 

These examples use a reverse proxy machine and a Maconomy server machine. In this setup these are 
separate machines, but they can also be the same machine. 

In this example the reverse proxy server machine has the IP address 172.16.1.115, and the Maconomy 
server machine has the IP address 172.16.1.150. 

A client connects to the reverse proxy machine and connections are then forwarded to the Maconomy 
server machine. 

In these examples the handshake is SSL-terminated on the proxy server machine using an HTTP proxy 
(nginx), but this is not required. 

https://httpd.apache.org/
http://nginx.org/
https://f5.com/
http://www.vakuumverpackt.de/tcptunnel/
https://github.com/vakuum/tcptunnel
https://github.com/bumptech/stud
https://github.com/yaoweibin/nginx_tcp_proxy_module
https://f5.com/
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Plain TCP Reverse Proxy  
A plain TCP forwarding proxy does nothing but forward TCP connections to another process or another 
machine. No SSL termination, caching, or similar actions are performed. 

Workspace            Reverse Proxy             Maconomy  

Client                                       2.X Server  

|                          |                          |  

|  HTTP                     |  HTTP                    |  

|  GET /handshake/1        |  GET /handshake/1        |  

|+ ------------------------ >|+ ------------------------ >|  

|< ------------------------ +|< ------------------------ +|  

|                          |                          |  

|  HTTP                    |  HTTP                    |  

|  POST /workspaces - rpc     |  POST /workspaces - rpc    |  

|+ ------------------------ >|+ ------------------------ >|  

|< ------------------------ +|< ------------------------ +|  

|                          |                          |  

This example uses tcptunnel (homepage) (GitHub). 

We run the program with the following parameters: 

./tcptunnel -- local - port= 18100  -- remote - port= 14495 -- remote - host=172.16.1.150 -- stay -

alive -- bind - address=172.16. 1.115 -- fork  

In MConfig, set up the coupling service to use TCP with either no encryption or local encryption: 

http://www.vakuumverpackt.de/tcptunnel/
https://github.com/vakuum/tcptunnel
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SSL-Terminating TCP Reverse Proxy  
An SSL-terminating TCP reverse proxy provides encryption between the client and the proxy 
machine and forwards unencrypted data to the Maconomy server machine. 

Workspace            Reverse Proxy             Maconomy  

Client                                       2.X Server  

|                          |                          |  

http://dev-collab/wiki/File:MConfig-TCP-Proxy-Configuration.png































































































































































































































































































































































































































































































































































































































