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Overview

This document contains details on how to configure and use Microsoft Azure Single Sign-On (SSO) for
Maconomy. It walks you through the process for signing up for a Microsoft Azure SSO account,
completing configuration in Azure Active Directory (AAD), and setting up user access in Maconomy.
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Single Sign-On with Microsoft Azure Active
Directory

This document contains information about how to perform the following tasks:

= Complete Prerequisites

= Configure Maconomy Applications in Windows Azure Active Directory
= Register Client Applications

= Add Users to Azure Active Directory

=  Configure the Coupling Service — New Configuration*

=  Configure the Coupling Service — Upgrade Azure Configuration*

= Configure Users in Maconomy

Warning: *This guide contains information on both configuring the Coupling Service for the first time
as well as upgrading from an existing configuration.

If you are configuring the Coupling Service for the first time, see Configure the Coupling Service —
New Configuration.

If you are upgrading from an existing configuration, see Configure the Coupling Service — Upgrade
Azure Configuration.
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Complete Prerequisites

Sign Up for a Microsoft Azure AD Account

If your firm does not already have a Microsoft Azure AD account, you can sign up for a free account at
https://azure.microsoft.com/en-us/free.

Microsoft also offers an Azure AD Premium account for a cost at https://azure.microsoft.com/en-
us/trial/get-started-active-directory.

The Premium edition is not required for using the single sign-on solution for Maconomy-- unless you need
to enable Azure multi-factor authentication and/or conditional access restrictions.

Configure Azure AD Connect

For more background information about Azure AD Connect, see Microsoft’s Integrating your on-premises
identities with Azure Active Directory. This describes what Azure AD Connect is and how it works.

Prerequisites

Review and complete the prerequisites for Azure AD Connect as outlined by Microsoft’s Prerequisites for
Azure Active Directory Connect (Azure AD Connect).

Hardware requirements are also listed in this article.

Warning: Deltek recommends that you do not install Azure AD Connect on your domain controllers.

Configuration Steps for Azure AD Connect

Complete these steps after you have signed up for a Microsoft Azure AD account.

To configure Azure AD Connect:

1. Download and install the Microsoft Online Services Sign-In Assistant for IT Professionals RTW
(msoidcli_64.msi) from the following Microsoft web page:

Microsoft Online Services Sign-In Assistant for IT Professionals RTW

Refer to the installation instructions on the web page.

2. Click the following Microsoft link to download and install Azure Active Directory Module for
Windows PowerShell for the 64-bit version (AdministrationConfig-en.msi):

Azure Active Directory Module for Windows PowerShell (64-bit version)

3. Download and install Microsoft Azure Active Directory Connect (AdministrationConfig-en.msi)
using the following Microsoft link: Azure Active Directory Connect.

= Review the account and permissions information at the following Microsoft web page: Azure
AD Connect: Accounts and Permissions.

= You must set up the following required accounts with a username and password:
=  Windows Azure Active Directory (Global Administrator)

= On-Premise Active Directory (Enterprise Administrator)
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Note:

e For more information, see Managing Azure AD Connect.

e Depending on the size of your on-premise Active Directory, the installation
of Azure AD Connect can take some time, especially if you select the option
to synchronize users at the end of the installation.

4. Verify that users are synchronized with Windows Azure AD by logging into your Windows Azure
portal.

5. Test a user on the Microsoft Apps portal at: https://myapps.microsoft.com.

= No applications show but you can test authentication.

= Use an existing user name and password for the test.

Tip: For troubleshooting information, see:
https://msdn.microsoft.com/library/azure/jj151834.aspx.

Warning: Automatic synchronization of domain users and automatic mapping of Azure users to
Maconomy users is considered outside the scope of Maconomy, and must be accomplished via
customizations.

Without customization, Maconomy users must therefore manually be associated with Azure users.
See the Configure AAD with Limited Access to Maconomy section for more information.

To login manually, users can click the Cancel button on the Azure login dialog and enter their
credentials.
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Configure Maconomy Applications in Windows
Azure Active Directory

The following procedures prepare Maconomy applications for use with Azure Active Directory.

Create and Select an Azure Active Directory

To create and select an Azure Active Directory:

1. Log in to the new Azure portal at https://portal.azure.com/

Note: These steps apply to the new Azure AD portal, which has replaced the classic portal.
The new portal uses some new terminology:
e The portal has a left bar that you use to navigate and access resources and tools.

e When you click an item in the left bar to perform a task, the bar expands into a series
of windows called blades on the right.

e The blades list the steps/options that you follow on your journey to complete a task.
In this case, the journey is adding and configuring the Maconomy applications.

2. Log in to Microsoft Azure and Click New to create a directory.

Mew

I Dashboard

3. Inthe New blade, type “Azure Active Directory” into the Search the Marketplace box and click
Enter.

4. Inthe Marketplace blade, click Security + Identity.

5. Inthe Security + Identity blade select Azure Active Directory. Do not select the Azure Active
Directory B2C option.
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https://portal.azure.com/

Marketplace Security + Identity

Everything Y Fitter
Compute C
P \ 2 Active Directory Directory x

Networking

Results A
Storage

NAME PUBLISHER CATEGORY
Web + Mobile

Azure Active Directory Microsoft Security + protection

Databases

@ Azure Active Directory B2C Microsoft Identity + access mana...
Data + Analytics

Sumo Logic for Azure Audit Sumo Logic Security + protection
Al + Cognitive Services

Azure AD Privileged Identity Management Microsoft Recommended
Internet of Things

Azure AD Domain Services Microsoft Recemmended
Enterprise Integration

Azure AD Cloud App Discavery Microsoft Recommended
Security + Identity
n ct boalih, Iy £

6. Inthe Azure Active Directory blade, click the Create button at the bottom to open the Create
directory blade.
7. Fill out the Create directory form and click Create.

Create directory

* Organization name @

* Initial domain name @

| X3y DIC |

xaybzc.onmicrosoft.com

Country or region @

| United States w |

Click here, to manage your new 4
directory

Identify your Tenant ID / Directory ID

To identify your Tenant ID:

1. Log into the new Azure portal at https://portal.azure.com/
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Note: If you have already created a new directory or have more than one directory, click
your Azure login in the top right corner, and at the bottom of the dropdown (in the
Directory section), select the Directory.

2. Inthe Left bar of the Azure portal, Click Azure Active Directory then select Properties in the
Manage section.

3. Click the Clipboard icon = next to the Directory ID field to copy the value to the clipboard and
save it for later.

ure Properties

New Save X Discarc
O Overniew A A
Dashboard
* Name

" Quickstart
— [ ABCDEF... x
§8 Al resources

MANAGE Country or region
W Resource groups United States

# Users and groups
& App services Location

B Enterprise applications United States datacenters
% Function A

unction Apps B Devices Notification language

= sal databases English e

H  App registrations
) Global admin can manage Azure Subscriptions
& Azure Cosmos DB I Application proxy vee [N |
B virtual machines 4 Licenses Directory ID
o) — zure AD Connect GUID VALUE OF TENANT/DIRECTORY ID E

B storage accounts #= Custom domain names

&

X Mobility {(MDM and MAM)
Virtual networks

Password reset
Azure Active Directory
Tl Company branding

L User settings

L 2
e Monitor
-

b Advisor
Properties

Security Cer
curity Center A Notifications settings

Note the Tenant ID. You need this value for coupling service configuration (described in the next
section).

Warning: If you are upgrading, also note the Client Secret on the application. You will need
this value when performing the upgrade process described in the Configure the Coupling
Service — Upgrade Azure Configuration section in this document.

Register Maconomy Server and Coupling Service

If AAD is to provide authorization in addition to authentication, then you need to register the Coupling
Service as an application, giving it a unique Azure Client ID that identifies it within the AAD. Once you
have done this, you can restrict user access to Maconomy on the level of the AAD by using several
mechanisms depending on the needs of the particular installation (for example, allowing access to users
who belong to a certain group).

The authentication layer of the Coupling Service only grants access to users whom the AAD has verified
have access to the Azure Client ID associated with Maconomy.

You can skip this step if you only intend to use the internal authorization mechanisms of Maconomy to
restrict user access to resources.
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To register the Maconomy server and the Coupling Service:

1. Inthe Left bar of the Azure portal, Click Azure Active Directory.
2. Click App registrations in the Manage section.
3. Click New application registration at the top of the screen.

+ Mew application registration
4. On the Create dialog box:

= Inthe Name field, enter a descriptive name such as Maconomy Server.
= For Application type, select Web App / API.

= Inthe Sign-On URL field and the App ID URI fields, enter
https://<directory>.onmicrosoft.com/maconomyserver.

Example: For XaYbZc Engineers, enter https://xaybzc.onmicrosoft.com/maconomyserver

The URLs will be verified and should have a green check mark beside them.

Create

* Mame @

Maconomy Server o

Application type @
Web app / API W

* Sign-on URL @

ffxaybzc.onmicrosoftcom/maconomyserver

5. Click the Create button to create and save the application.
6. Click on the Maconomy Server application in the list of applications to display its Settings.

7. Inthe General Section of the Settings blade, click on Properties to open the Properties blade.

GEMERAL

:
— Reply URLs >
:h Owners b

8. Right-click and copy the value of the Application ID field in the Properties blade to use later.
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Note: <Replace text>

e Inthe classic Azure AD portal, this value was labeled Client ID.

e If the clipboard icon is not available, right-click the value in the Application ID
field and choose Copy to copy the value to the clipboard and save it to use
later.

e You will use this Application ID value as the Client Secret when performing
the steps described in, depending on your installation, either the Configure the
Coupling Service — New Configuration or the Configure the Coupling Service —
Upgrade Azure Configuration section in this document.

Properties

* Name @

* App ID URI &
https://xaybzc.onmicrosoft.com/638d47a1-b2¢

9. On the Properties blade, enter https://<directory>.onmicrosoft.com/maconomyserver for both and
APP-ID URI and the Home page URL, replacing <directory> with the name of the AAD (For
example, xaybzc).
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O Fiter settings

GEMERAL
‘1" Properties
‘= Reply URLs

;; Cwmers

APl ACCESS

/%, Required permissions
Keys

TROUBLESHOOTING + SUPPORT

K Troubleshoot

& New support request

Properties

H Save X Discard

* Mame @

Maconomy Server

Object ID @

Application ID &

-fe03-49c4-9ce2-5ea2f19cefl3 |

* App ID URI @

| https:/fxaybzc.onmicrosoft.com/maconomy: ~/|

Logo

Upload new logo @

Select 3 fife [=]

Home page URL @

https://xaybzc.onmicrosoft.com/maconomyser

Logout URL

Application type

| Web app / API

Multi-tenanted @&

=

10. In the API ACCESS section of the Settings blade, click Keys to open the Keys blade to create a

Key.

APl ACCESS

L. Required permissions

Keys

11. Enter a description in the Description field and click the drop-down icon to select the duration of
the key that you are about to generate.

Deltek recommends that you create a two year key.

Microsoft Azure Single Sign-On (SSO) for Maconomy
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H Save K Discard * Upload Public Key

Passwords

DESCRIFTION EXPIRES VALUE

|| Maconomy Server v’| | In 2 years w ‘ | Value will be displayed on save

Key description Duration w Value will be displayed on save

12. Click Save to create and generate the key.

Warning: Before you leave this screen, you must complete the next step.

13. Before you leave the screen that displays the key value, take note of the key value. You
must do this now because, after you leave this screen, you cannot return to the screen to see the
value.

You can right-click the key value to copy it to the clipboard and save it.

You will use this Application ID value as the Client Secret when performing the steps described
in, depending on your installation, either the Configure the Coupling Service — New Configuration
or the Configure the Coupling Service — Upgrade Azure Configuration section in this document.

Once you copy the value, close the Keys blade.

[ save X Discard AR Upload Public Key
Copy the key value. You won't be able to retrieve after you leave this blade.
Passwords
DESCRIPTION EXPIRES VALUE
Maconemy Server 12/6/2019 Av+YEuWIDACOytgRrAkymefD201Glnm1 cjezu+JkVKa=

Key description Duration v Value will be displayed on save

Note: If you do not have the key value when you need to enter it in later, you must
delete the key in Azure AD and recreate it.

14. Navigate to App registrations and select the Maconomy Server application. This will open the
Settings blade.

15. In the General section of the Settings blade, click Reply URLs. This will open the Reply URLs
blade.

Note: Tab after entering each URL. A green check mark will appear to confirm that the
format of the URL is valid.
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Reply URLs

H Save M Discard

https:/fxaybzc.onmicrosoft.com/maconomysenver

[

httpsi//login.microsoftonline.com/commen/oauth2/nativeclient

[

16. Add the following reply URLSs for each of the client applications that will use Azure for
authentication:

= Workspace Client:

https://login.microsoftonline.com/common/oauth2/nativeclient

= jAccess: Referto the iAccess Technical Installation Guide for the steps.
= Touch: Refer to the Touch Technical Installation Guide for the steps.
= Portal: TBD

17. Click Save.

Register Maconomy Native Client Application

To add and configure the Maconomy Client in Azure AD:

1. On the Left bar of your Microsoft Azure AD portal, navigate to Azure Active Directory »
<DirectoryName>.

2. Inthe MANAGE section, click on App registrations.

Note: If you created applications using the classic Azure AD portal, your applications will
already be listed and you do not need to re-add them.

3. Click New application registration.

+ Mew application registration

4. On the Create dialog box:
= Inthe Name field, enter Maconomy.
= For Type, select Native.

= On the Redirect URI box, enter https://deltekmaconomylient, then click the Tab key to exit
the field and enable the Create button. This must be a valid URI, but not a reachable URL.
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Create

* Name &

Maconasry

Application type @

Mative -

* Redirect UR| @&

| https://deltekmaconomyclient =

5. Click the Create button to create and save the application.

Click on the Maconomy application in the list of applications to display the Settings blade of the
Maconomy application.

7. Note the value in the Application ID field, to the left of the Settings blade.

Essentials

Display name Application ID

Maconomy 4e3df237-1f4b-4493-99eb-cdcc553d8271

Application type Object ID

Mative b7cb20be-the8-4cbd-bbaf-37c864e6207f

Home page Managed application in local directory
Maconomy

All settings =»

Note: <Replace text>
e Inthe classic Azure AD portal, this value was labeled Client ID.

e If the clipboard icon is not available, right-click the value in the Application ID
field and choose Copy to copy the value to the clipboard and save it to use later.

e You will use this Application ID value as the Client Secret when performing the
steps described in, depending on your installation, either the Configure the
Coupling Service — New Configuration or the Configure the Coupling Service —
Upgrade Azure Configuration section in this document.

Set Up Trust Between the Azure Maconomy (Client)
Application and Maconomy Server Application

To set up trust between the Maconomy (Client) Application and Maconomy Server Application:

1. Inthe Left bar of the Azure portal, Click Azure Active Directory.
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2. Inthe Manage section, Click App registrations.
3. Click the Maconomy Server Web App.
4. Inthe API Access section of the Settings blade, click Required permissions.

Required permissions

+ Add & Grant Permissions

APL

Windows Azure Active Directory

APPLICATION PERMI....

i}

DELEGATED PERMIS...

1

5. On the Required permissions blade, click Add.

Add API access

1 Select an AP

2

6. Click Select an API.

7. Onthe Select an API screen, enter Maconomy Server in the Search for other applications
with Service Principal name field.

Click on Maconomy Server (in the results) and click Select (at the bottom of the screen).

9. Onthe Enable Access blade, click Access Maconomy Server and click Select (at the bottom of

the screen).

Microsoft Azure Single Sign-On (SSO) for Maconomy
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l:‘ APPLICATION PERMISSIONS REQUIRES ADMIM

Mo application permissions available,

DELEGATED PERMISSIONS REQUIRES ADMIN

| Access Maconomy Server @ No

10. Click Select to Save the settings.

11. Onthe Add API access blade, click Done to complete the permissions assignment.

Add AP| acce

1 Select an AP v,
Maconomy Server

2 Select permissions v,

O role, 1 scope

12. The Maconomy Server application will now appear in the Required permissions blade of the
Maconomy registered application.

Required permissions

+ Add » Grant Permissions

APl APPLICATION PERMI... DELEGATED PERMIS...
Windows Azure Active Directory 0 1
Maconomy Server 0 1
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Optional: Configure AAD with Limited Access to Maconomy
Server

By default, the AAD allows any of its authenticated users to have access to the Maconomy application.
This does not mean that any AAD user can now log in to Maconomy, however. Only AAD users specified
as the network username of a corresponding Maconomy user can log in as that user, and each
Maconomy user can have at most one network username defined.

The use of AAD access restriction is, therefore, optional, but might be preferred in cases where advanced
access policies are required. For example, you can configure AAD to require that users of a certain group
must use multi-factor authentication when accessing Maconomy (requires Premium AAD subscription).

To configure limited access to Maconomy Server:

1.
2.
3.

»

In the Left bar of the Azure portal, Click Azure Active Directory.

In the Manage section, Click Enterprise applications.

Select the Maconomy Server application that was just added from the Application Gallery to open
it.

= If you don’t see the Maconomy Server application, click on All applications to the left, then
in the search box, type Maconomy and hit the Apply button to display all the apps that begin
with the word Maconomy and select Maconomy Server.

Select Users and groups, and then select Add user.

Configure the users that have access to Maconomy.

Note: For a standard AAD, you can only configure a list of individual users with access to a given
application. Group management and multi-factor authentication are only available for Premium
subscriptions.
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Register Client Applications

A previous version of this document contained instructions for registering a separate Azure application for
each client application that was to use Azure for authentication. It is no longer necessary to register
separate client applications. To migrate from a multi-application setup, add all REPLY URL entries from
each client application to the Maconomy Server application.
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Add Users to Azure Active Directory

You can add users directly to Azure Active Directory via the Azure Management portal.

To add users in the portal:

1. On the Left bar of your Microsoft Azure AD portal, navigate to Azure Active Directory »
<DirectoryName>.

In the Manage section, Click on All Users.

Click on the New User button at the top of the screen.

Enter user information in the dialog boxes.

On the last page, click Show password to obtain the temporary password for the user and click
Save.

aprwN

* Name @
| Adamlarrett xf|

* Uszer name @

| adamjarrett@xaybzc.onmicrosoft.com uf|
Profile @
>
Mot configured
Properties @
° >
Default
Groups @
g >

0 groups selected

Directory role S
User

Password

|:| Show Password
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Configure the Coupling Service — New
Configuration

Warning: Complete the following steps only if you are configuring the Coupling Service for the first
time. If you are upgrading an existing configuration, see the following section called Configure the
Coupling Service — Upgrade Azure Configuration.

To configure the coupling service for use with Azure AD:

1. Open the security configuration file at

<MaconomyDir>\CouplingService\configuration\maconomy.security.config

where <MaconomyDir> is the path of the Maconomy installation.

2. Under the Maconomy section (inside the curly braces in Maconomy{ .. };), insert the following
login module definition. Insert it before the definition of
com.maconomy.lib.coupling.MaconomyLoginModule, but after any other login mechanisms
with higher priority:
org.eclipse.equinox.security.auth.module.ExtensionLoginModule sufficient
extensionId="com.maconomy.lib.coupling.MaconomyAzureADLoginModule”

tenantId="<Tenant ID>”
clientId="”<Client ID>”
clientSecret="<Client Secret>”;

Replace the highlighted placeholders by the appropriate values. See the previous sections for
how to obtain the values of Tenant ID, Client ID, and Client Secret.
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Configure the Coupling Service — Upgrade Azure
Configuration

Warning: <Replace text> Complete the following steps only if you are upgrading from an existing
Azure configuration. If you are configuring the Coupling Service for the first time, follow the steps in
the previous section called Configure the Coupling Service — New Configuration.

If you are migrating the configuration from a previous version of the Coupling Service, your security
configuration file will have a section in the following format:

org.eclipse.equinox.security.auth.module.ExtensionLoginModule sufficient
extensionId="com.maconomy.lib.coupling.MaconomyAzureADLoginModule”

tenantId="<01ld Tenant ID>”
clientId="<01ld Client ID>”

serverId="<0ld Server ID>”;

To complete the migration:

1. Make a copy of the section and comment out the old version by prepending every line with two
forward slashes (//).

Modify the section as follows:

org.eclipse.equinox.security.auth.module.ExtensionLoginModule sufficient
extensionId="com.maconomy.lib.coupling.MaconomyAzureOIDCLoginModule™

tenantId="<0ld Tenant ID>”
clientId="<0l1ld Server ID>”
clientSecret="<Client Secret>”

Note: You must transfer the value of Old Server ID to the “clientld” directive, overwriting the Old
Client ID.

Obtain the Client Secret by following the instructions in the Create and Select an Azure Active
Directory section above.

When migrating, there is already an application registered identified by Old Client ID. Generate a
key for that application and use it for the Client Secret.
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Configure Users in Maconomy

All AAD users have to be associated with a corresponding Maconomy user to be able to log in. The
following shows how to associate an existing Maconomy user with the AAD user
jimjarrett@bobedst.onmicrosoft.com who you added to the AAD in Add Users to Azure Active
Directory the “Adding Users” section above.

To configure users in Maconomy:

1. Log into Maconomy as Administrator, or as the user who you wish to configure. You must use
traditional Maconomy username/password credentials to do this—press escape if the Azure login
dialog appears.

Login to Deltek Maconomy
User name [ Jim Jarrett

Password

Language |Englih (United States) -
Logn |

Server C Cancel |

2. Open the Setup » Users dialog and double-click on the user you want to configure.

3. Under the Role Information tab, find the Network Username group.

4. Complete the Name and Domain Name fields with the matching values of the AAD username,
which has the format <Name>@<Domain Name>.

Note: It is important to convert all values to UPPER CASE.

For example, if the AAD username is jimjarrett@bobedst.onmicrosoft.com, the values for
Name and Domain Name are JIMJARRETT and BOBEDST.ONMICROSOFT.COM, respectively.

[ Deltek Maconomy - Jim Jarrett localhost:18080 w200main.en_US =]
Ble Edt Yindow elp
6 =T S] =pre— Deltek &onpes
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5. Save the settings.

Note: Maconomy may ask you to enter a password for the user.
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About Deltek

Better software means better projects. Deltek is the leading global provider of enterprise software and
information solutions for project-based businesses. More than 23,000 organizations and millions of users
in over 80 countries around the world rely on Deltek for superior levels of project intelligence,
management and collaboration. Our industry-focused expertise powers project success by helping firms
achieve performance that maximizes productivity and revenue. www.deltek.com
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