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subject to change without notice.
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Overview

Overview

Security is a critical part of any application. Applications must be secured against disclosure of
confidential information, modification, or destruction of data, misappropriation of resources, and
compromise of accountability. Implementing security measures, such as authentication,
authorization, integrity, confidentiality, and non-repudiation, can secure applications.

This document details how the preceding principles are designed and implemented in Deltek
Costpoint®. Costpoint uses both Oracle WebLogic® and Java™ Authentication and Authorization
Service (JAAS) frameworks to authenticate and authorize clients who are interactive users, Web
service clients, and application clients.
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Authentication

Authentication

Authentication verifies the identity of an application user. Costpoint performs authentication using
a login process during which the user supplies credentials, such as a username and password
combination. When the user has been authenticated, Costpoint associates a set of identities (also
known as principals) with that user. For example, the user’s identities can include his or her
username and group membership.

Multiple Authentication Methods Available

Costpoint supports multiple authentication methods so that:
= Internet users and local area network users can access Costpoint simultaneously.
Generally, the following categories of users access Costpoint:

= In-house users: Users who are registered in the company network (Windows Active
Directory) and who typically log into Costpoint only after passing through local
network authentication

= In-house users who travel occasionally and Consultants: In-house users who
occasionally log into Costpoint from remote sites without being authenticated in the
company network

= Remote Office users: Users who are not registered in the company network and
who typically log into Costpoint via remote sites only

= Companies using Costpoint often have unique security requirements. For example, one
company’s rules may require users to be authenticated on their network before accessing
Costpoint. Likewise, a company’s rules may require Windows Active Directory to log
users onto Costpoint.

Security 2
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Description of Authentication Methods

Description of Authentication Methods

Database

This authentication method supports all Costpoint users—it is the default authentication method.
With this method, all passwords are checked against the Costpoint database.

Database verification requires no extra configuration efforts.

Single Sign-on (Windows AD/Kerberos)

This authentication method supports only In-house users who are currently logged into the
company network (via Windows Active Directory). This method allows users to log into Costpoint
without providing a user ID and password on the Costpoint Login screen.

Single Sign-On through Kerberos verification requires special WebLogic Server and Windows
Active Directory configuration steps.

Single Sign-on (SAML)

This authentication method supports only those users that are registered within the company
SAML Identity Provider (AD FS, Azure, Okta, Ping, and so on). This method allows users to log
into Costpoint without providing a user ID and password on the Costpoint Login screen.

Single Sign-On through SAML verification requires special configuration steps to be performed in
Costpoint Configuration Utility and in SAML Identity Provider.

Active Directory

This authentication method supports In-house users who are registered in the company network
(via Windows Active Directory) but not necessarily logged into the company network. A user is
required to provide a user ID and password on the Login screen to access Costpoint. This
authentication method verifies passwords against the Windows Active Directory.

Active Directory verification requires special WebLogic Server and Windows Active Directory
configuration steps.

FIDO

This authentication method is based on using private-key/public-key cryptography and is
completely passwordless. In order to log in, a user must possess a valid FIDO device, such as a
FIDO USB key, or use a biometric method (typically a fingerprint, facial recognition, or personal
PIN).

Single Sign-on or Active Directory

This authentication method supports In-house users and Consultants. It gives users two options
for accessing Costpoint:

= When a user is already logged into the company network (Single Sign-on): The user
can access Costpoint without providing a user ID and password on the Costpoint Login
screen.

Security 3
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Description of Authentication Methods

= When a user is not logged into the company network (Active Directory): The user
can access Costpoint by entering a user ID and password on the Costpoint Login screen.
This method verifies passwords against the Windows Active Directory.

Single Sign-on or Active Directory authentication requires special WebLogic Server and
Windows Active Directory configuration steps.

Single Sign-on or Database

Similar to the above Single Sign-on or Active Directory method, this authentication method
supports in-house users and consultants. It gives users two options for accessing Costpoint:

= When a user is already logged into the company network (Single Sign-on): The user
can access Costpoint without providing a user ID and password on the Costpoint Login
screen.

= When a user is not logged into the company network: The user can access Costpoint
by entering a user ID and password on the Costpoint Login screen. This method verifies
passwords against the Costpoint database.

Single Sign-on or Database authentication requires special WebLogic Server and Windows
Active Directory configuration steps.

Windows Domain and Active Directory

This authentication method supports In-house users who are currently logged into the company
network (Windows Active Directory). A user is required to provide a user ID and password on the
Costpoint Login screen. This method verifies passwords against Windows Active Directory.

Windows Domain and Active Directory authentication requires special WebLogic Server and
Windows Active Directory configuration steps.

Windows Domain and Database

This authentication method supports In-house users who are currently logged into the company
network (Windows Active Directory). A user is required to enter a user ID and password on the
Costpoint Login screen. This method verifies passwords against the Costpoint database.

This authentication method requires special configuration steps to be performed on WebLogic
Server and Windows Active Directory.

Certificate Single Sign-on (SSO)

With this authentication method, the user identity is verified through the X.509 certificate installed
on a user’'s machine. This is a special use of the Secure Sockets Layer (SSL), where both the
WebLogic server and the user are identified by their own certificates. This is a very strong form of
authentication which guarantees that a user can log into Costpoint only from a machine that has a
valid certificate installed. All communication between server and client is encrypted. This method
allows users to log into Costpoint without providing a user ID and password on the Costpoint
Login screen.

This method is targeted to support all Costpoint users. It requires special configuration steps to
be performed on WebLogic Server and on the client machine.
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Assign Authentication Methods to Users

Assign Authentication Methods to Users

Each Costpoint user has an assigned authentication method. You can assign authentication
methods to users using the Authentication tab of the Manage Users screen (SYMUSR).

= An Active Directory ID must be entered for the following authentication methods: Single
Sign-on, Active Directory, Single Sign-on or Active Directory, Single Sign-on or Database,
Windows Domain and Active Directory, and Certificate SSO.

= Using certain authentication methods (including Single Sign-on, Active Directory, Single
Sign-on or Active Directory, Sign-on or Database, Windows Domain and Active Directory,
Windows Domain and Database) requires special configuration steps to be performed by
your company’s IT team on the WebLogic Server and Windows Domain Controller
machine.

= Using SAML Single Sign-on also requires special configuration steps to be performed by
your company’s IT in Costpoint Configuration Utility and in SAML Identity Provider.

To assign an authentication method to a user:

1. Click Administration » Security » System Security » Manage Users.
EnEg - u|

Admin

Now [ Copy [+ [ Dotote | 14 [ [zwcsmea [ o [ 1] oo RN

User ID* TEST1_FIDO User Name * TEST1_FIDO )

Information | Workflow = Printing Defaults  Authentication User Interface
ntication Settings

2FA Settings

FiDO v SAML Single FIDO Single None
Sign-on Sign-on

Password Generate Random Password Mobile Application

Email

Verify Password FIDO Effective Date

Active Directory or Certificale 1D Manage User Groups B
in Active Directory

Allow Access to Integration Console @ Allow Access to Extensibility Console Allow Application Access via Integration Services

Company Access  Assigned User Groups Module Rights  Application Rights Ul Profi

2. Select a user.
Click the Authentication tab.
4. Enter the following Authentication Settings:

= Authentication Method: Select the user authentication method (for example,
Database or Single Sign-On).

= Password: Enter the user password (required for Database and Windows Domain
and Database authentication methods).

= Verify Password: Re-enter the same password to verify its accuracy (required for
Database authentication and Windows Domain and Database authentication
methods).

= Active Directory or Certificate ID: Select the user ID for login to the Windows
Domain. This is required for Single Sign-on (Kerberos or SAML), Active Directory,
Single Sign-on or Active Directory, Single Sign-on or Database, Windows Domain
and Active Directory, Windows Domain and Database, and Certificate SSO
authentication methods.

= Allow Application Access via Integration Service: Select this check box to allow
integration clients (Web service clients, application clients, and any other programs or
services) to log into Costpoint with a Costpoint user ID (required).
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Security Realm and Authentication Providers

Security Realm and Authentication Providers

The WebLogic Server System Administrator configures the CPRealm security realm to support
Costpoint authentication. CPRealm is a chain of authentication providers in which each provider
or set of providers is responsible for authenticating users of certain types, including Costpoint
users and internal Weblogic users.

The following providers must be configured in the following order to support all Costpoint
authentication methods:

1. CPAuthenticator: Performs all types of authentication for Costpoint users, including
Active Directory, Database, Windows AD/Kerberos and SAML Single Sign-on.

2. DefaultAuthenticator: Performs authentication for built-in system WebLogic Server
service accounts. This is required for use of WebLogic Administrator console.

@ Home LogOut Preferences Record Help

Q Welcor

Home =Summary of Security Reslms =CPRealm =Providers

Settings for CPRealm

Configuration | Users and Groups | Reles and Policies | Credential Mappings | Providers | Migration

Authentication | Fassword Validation | Authorization | Adjudication | Role Mzpping | Auditing | Credential Mapping | Certffication Path | Keystores

#n Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in a security realm. Cifferent types of
dasignad to access different data stores, such as LDAP servers or DEMS. You can also configure & Realm Adapter Authentication providar that allows you to work with users and groups from previous releases of WebLogic Server.

[ Customize this table

Authentication Providers

New | | Delete Reorder Sho
Name Description Version
CPAuthenticator Costpoint Authenticator 10
DefaultAuthenticator WebLogic Authentication Provider 1.0

New| [Delete] || Reorder Shoy
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Authentication Process at Login

Authentication Process at Login

The Authentication process starts with client login requests. In Costpoint, we distinguish two
types of clients: real (interactive) users and integration clients (Web service clients, rich
application clients, and any other programs or services).

Interactive User Login

There could be several distinguished authentication activities that occur in Interactive User Login
mode:

= Database authentication

= Active Directory authentication

=  Single Sign-On authentication through Client Certificate

= Single Sign-On authentication through Windows AD/Kerberos
=  Single Sign-On authentication through SAML

Integration Client Login

Integration clients, such as Web services and Java application clients, log into Costpoint through
being invoked by a third-party tool or program.

= Integration clients must use a real Costpoint user ID to log in.

= An integration client user identity must use the Database or Active Directory
authentication methods. Additionally, the Allow Application Access via Integration
Service check box must be selected.

The Costpoint system name must be sent concatenated with the user ID (for example,
DELTEKPROD__SMITH).

Use two underscore characters “__” as the delimiter between the system name and user ID.

Security 7
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Two-Factor Authentication

Two-Factor Authentication

Two-factor authentication (2FA) is an extra layer of security that verifies the identification of users
using a combination of two different components, such as the user name/password component
and the one-time passcode component. The one-time, 6-digit random number passcode is either
generated by Costpoint and securely emailed to a user's email address or generated separately
by a user on a mobile device through one of the available 2FA mobile applications such as Duo
Security or Google Authenticator.

Users can also use FIDO Security Key instead of having one-time passcodes. With Security
Key, there’s no looking at codes and re-typing. A user either inserts a personal Security Key into
the computer’s USB port when asked or proves his/her own identity through Windows or Android
PIN or even biometrics (for example, face recognition, fingerprints, or a BLE (Bluetooth low
energy) device).

Supported 2FA Models
Costpoint supports the following models:

= Email: With this model, Costpoint generates a one-time passcode and then sends it to a
user’'s email address. During login, the user enters the one-time passcode from the email
along with their user name/password combination.

= Mobile Application: This model is a disconnected 2FA model where a one-time
passcode is separately generated on the user’'s mobile device. During login, the user
enters the generated one-time passcode along with their user name/password
combination.

= FIDO: This model is a disconnected 2FA model where one-time passcodes are not
generated or even required. Instead of having one-time passcodes, users insert a
personal FIDO device into the computer's USB port (Yubico, Feitian, or similar USB key)
or BLE device or use a biometric method such as a fingerprint, facial recognition, or
personal PIN when asked at login.

FIDO/biometric devices provide protection beyond what one-time passcodes already
support. For example, sophisticated attackers could set up a lookalike site that asks a
user to provide a one-time passcodes to them instead of Costpoint. FIDO offers better
protection against this kind of attack because it uses cryptography instead of one-time
passcodes and automatically works only with the website it is supposed to work with.

Note that the FIDO standard is supported by the latest Chrome, Edge, Safari, and Firefox
browsers. FIDO is not supported on Internet Explorer 11.

User PIN

In addition to a one-time passcode, a user may be asked to verify their identity through a personal
four-digit personal identification number (PIN). This PIN is stored in User Preferences and may be
required on the login page based on the Costpoint System Settings.

Authentication Methods

2FA can be enabled for a user with authentication method that requires entering user
name/password combination on login page. Such methods are Database, Active Directory, Single
Sign-on or Active Directory, Single Sign-on or Database, Windows Domain and Active Directory,
Windows Domain and Database.

Security 8
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2FA System Settings

You can change the 2FA system settings on the Configure System Settings screen. System
administrators control the following settings:

= User PIN Required: Selecting this check box indicates that the user’s PIN is required
during the login process.

= Passcode Valid For: This setting determines the time interval during which the passcode
is valid.

= New Passcode Required After: This setting determines the time interval for which a
new passcode won’t be required at login.

= Login Help Desk Message: This field allows the system administrator to enter a
message that displays at login when using 2FA mode.

These settings are effective for all users that have 2FA enabled on the Manage Users screen.

(Corporate Settings

General Settings Security Settings

Password Complexity

Minimum Length [ 8 Require Number Require Special Character Require Mixed Case

Password Life * [ 0 Disable Inactive Users Period [Days}*i 0 Verify EmployeeX Status at Login

2FA Authentication

User Pin Required + Login Help Desk Message

) . . iif'-,-ou did not receive one-time passcode, please, contact your Help Desk
Fasscade Valid For [ 5 [Minutes w| |forfurther assistance.
New Passcode Required After * [ 0 [Months w

2FA User Setup

2FA user settings are configured on the Manage Users screen. System administrators can enable
the 2FA mode for a user and select either the Mobile Application, Email, or FIDO 2FA model.
The user’s PIN can also be entered here as well as on the User Preferences screen. The
Effective Date field controls the 2FA start date/time, thus allowing users to have some grace
period to complete additional 2FA enrollment steps, such as setting up and configuring a 2FA
account on a mobile phone.

User ID* TEST1_FIDO User Name* TEST1_FIDO ]

Information | Workflow | Printing Defaults _ Authenticalion User Interface

Authentication Settings 2FA Seitings

Authentication Method * Database v SAML Single FIDO Single None
Sign-on Sign-on

Generate Random Password Mobile Application

Password
® Email

Verify Password FIDO Effective Date 06/17/2019

Manage User Groups PIN 7845

Active Directory or Certificate 1D
in Active Directory

# Allow ACCESS 1o Integration Console @ Allow Access 10 EXtensibility Console Allow Application ACCess via Integration Services

With the 2FA Email option, the 2FA login mode is effective immediately. Next time a user tries to
log in to the system, a temporary passcode will be required.

With the 2FA Mobile Application mode, additional steps are required to complete the 2FA
enroliment. First, the user has to install a 2FA mobile application such as Duo Security or Google
Authenticator on their mobile device. Next, the user has to display the 2FA Activation Barcode
report and scan the generated image by using the previously installed 2FA application.

Security 9
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FILE LINE OPTIONS PROCESS WORKFLOW HELP

O~ %8 g~ g E
% [T  Browse Applications = Administration > System A¢ Display 2FA Activation Barcode ifigure User Preferences
Identification ; ol x
| Current Record Information - Horizontal Layout == D) [x
User ID S IR Userh Queried Records Information - Horizontal Layout
Current Record Information - Vertical Layout
Jser Information
Default Information Default Report Delivery Options Phone
Reporting Company  (SuperTech, Inc. System Printer Phone |
Default Company * [Com BNt Ele Extension |
Download Locale
Password Information :
i - Email Locale ID [en_us [English (United States)
Cld Password [ BIN- [ 3272 )
Archive =TT
New Password [ Matify When Batch Job Is Completed
e Local Printer # Enable AutoComplete

Werification [

Change Defoult Period Ul Profiles  Message Board Subseriptions

SuperTech, Inc.
2FA Activation Barcode

User:

Privacy Statement

This i senfifensis] infoemasion

And finally, the user has to run the Complete 2FA Enrollment action, which will enable 2FA
mode.

PR -GN REC NN A

% [T  Browse Applications #& Complete 2FA Enroliment  ration > System Administration Controls > Configure User Preferences

\J - ﬁ%‘ -

Identification

[ sShowHid creen Conirols | ) | 1 of 1 Existing | v [O)[x

User ID UserName™  (AARON, W2ZKATHBE2 M
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Two-Factor Authentication

The next time the user tries to log in to the system, a temporary passcode will be required.

Welcome (7

Username

Password

| <& One-time passcode  [seeess
SHOW ADDITIONAL CRITERIA

One-time passcode authentication

Permanent PIN [snerd]

Log In Ior Cancel

With the 2FA FIDO mode, additional steps are also required to complete the 2FA enroliment.
First, FIDO mode requires the user to configure one of the 2FA base or backup modes: Email or
Mobile Application. This is necessary if the user’s device does not support FIDO. Then they can
still log in to the system with a one-time passcode provided either through email or by the user’s
mobile phone. Second, the user has to register their FIDO device in User Preferences by
clicking the Add FIDO Biometric Device button on the FIDO Biometric Devices subtask and
following the onscreen instructions.

Change Default Period Ul Profiles Message Board Subscriptions _FIDO Biometric Devis

ty Menu Application List

] picaon e bormn | e = IES G oy s e e
AOMADP25  [Manage ADF 2.5 Mapping Values People [Lo Ttapor Lane ioler
AOMADPP Manage ADF Mapping Values People D | Labor Register:new FIDO device X
AOMAIELM  Manage Inferface Elements: Admin S System .
AOMAIEVM  Manage Element Value Mappings Admin SY System Adminsiraton] " '® L Al
AOMAIICS  Manage Iferface Gonfiguration and Schec Admin SY  System Administration | Device Name™  [my usb st
AOMCBBET  Manage Cobra Budget Element Templates Admin SY  System Asminstration
AOMCBCHG Manage Cobra Cnarge Templates Admin SY  System Asminstration save Cancel

ientification > FIDO Biometric Devices Delete || Query| v |2 — |0
B T — Add FIDO Biometric Device |
| B [1 [06/042018 035521 P |

The next time the user tries to log in to the system, the FIDO device will be required.
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https/fus202268:7010/cploginform.htm?1560551812

¥ hatmail E news

Use your security key with us202268

Plug in your secunity key and activate it

Which Interface would you like to use? Cancel

Classic Version (® New Version

USERNAME
TEST1_LDAP
PASSWORD i
Security key
Use your security key
¥ Remember me Reset If your security key has a button, tap it.

If it doesn't, remove and re-insert it.

LOG IN Try ancther way to sign in OF Cancel

=+ SHOW ADDITIONAL CRITERIA
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PIN Authentication on Mobile Device

Users that run Costpoint on mobile devices may be able to log into the product by just providing a
4-digit PIN instead of a password. This feature must first be enabled/allowed by the System
Administrator in the Configure System Settings application.

To enable Login with PIN on a mobile device:
1. Click Administration » Security » System Security » Configure System Settings.
2. Go to the Corporate Settings subtask, and click the Security Settings tab.

3. Select the Allow to use PIN on a mobile device check box, and save changes.

4 Corporate Settings

Security Settings

Password Complexity

Minimum Length [ 3 Require Mumber Require Special Character Reguire Mixed Case ¥ Allow o use PIN
" ona mabile device
Password Life * [ aoagg Disable Inactive Users Period (Days) *|' 0 # Verify Emplovee Status at Login
2FA Authentication
User Pin Reguired Login Help Desk Messaue
This i a testfor help desk message on generating one-time passcode
Passcode Yalid For [ 2 [Mindtes w | |for MFA,

Hew Passcade Required After® [ 0 [Minstes w

At the very first login only, a user on a mobile device will still be prompted to provide a password
to verify their identity.

@ s/costpointteea.deltek.com/c [1] 3

Deltek Costpoint

Username
DEL_MGR

Password

System @
TE10RLADBM!1

Log In
e

HIDE ADDITIONAL CRITERIA

Application @
TMMTIMESHEET

Company @
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PIN Authentication on Mobile Device

After the correct password is provided and verified, the user will be given the option to store PIN
for next login.

@ s //costpointteea.deltek.com/c  [1]

Re-enter your PIN code to confirm:

EINEN

Note: PIN protection is optional and can be

| *

skipped.
1 2 3
4 5 6
7 8 9
0 «—

After the PIN is confirmed, the same user on the same mobile device will be able to log into
Costpoint by providing the PIN only. The password won’t be required.

@ s//costpointteea.deltek.com/  [1]

Welcome
Enter PIN to log in:

U
1 2 3
4 5 6
7 8 9
0 «

Reset PIN

Security
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PIN Authentication on Mobile Device

@ ;5/costpointteea.deltek.com/c  [1] &

—
‘ Q- of v —
Timesheet: Jones, Deltek < 7 'S
. DEL MGR Open 01, 17
Add Line to Favorites Q_‘ v | New | w Form
[ Proj
e Lab Mon | Tue
Description Project Cat On [1/16/17 | 1/17/17
Missle 20002 1
Command i
Sick LEAVE SCK d
Vacation LEAVE.VAC 1
Regular
Qvertime
Total
« " » « " >
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Set-Up Steps Required for Each Authentication Method

Know more.
Do more™

Set-Up Steps Required for Each Authentication

Method

If you want to use the Costpoint Database authentication method, you do not need to perform any
extra configuration steps. However, all other authentication methods require some special

configuration.

Each of the configuration steps is described later in this guide.

Authentication Method

Configuration Steps Required

Database

None

Active Directory

Windows Active Directory Setup

FIDO

None

Single Sign-On (SAML)

SAML Setup

Single Sign-On (Windows
AD/Kerberos)

Single Sign-On Setup (Windows AD/Kerberos)

Single Sign-on or Active
Directory

Single Sign-On Setup (Windows AD/Kerberos) + Windows
Active Directory Setup

Single Sign-on or Database

Single Sign-On Setup (Windows AD/Kerberos)

Windows Domain and Active
Directory

Single Sign-On Setup (Windows AD/Kerberos) + Windows
Active Directory Setup

Windows Domain and
Costpoint Database

Single Sign-On Setup (Windows AD/Kerberos)

Certificate SSO

Certificate install on the client machine
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To enable authentication of Costpoint users with Windows Active Directory:

1. Configure the Windows Domain Controller and Active Directory.

The Active Directory service is the distributed directory service that is included with the

Microsoft® Windows Server operating system. It enables centralized, secure
management of an entire network. A domain controller is a server that is running a
version of the Windows Server operating system and has Active Directory installed.

For more information on how to set up the Domain Controller and Active Directory,
refer to Microsoft documentation.

2. Update the Windows Active Directory settings using Configuration Utility:

a. Click Add on the Weblogic » Security tab to enter a unique name for the LDAP
server.

b. Enter the domain name, the domain controller hosthame, and the port.
c. Click Test to verify the connectivity to LDAP server.

4| Product Configuration Utility Version 7.1.1

[ Product [ Weblogic jing | Reporting | 1S fcus |

o

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout ReMOH (min} |5

‘ - Authentication Providers

\ Select Authentication Provider |AD{AII Systems ) |v| | Add | | Clone | | Remm# |
|Active Directory (AD} |v| | @ |
AD Dot [esdtestt.com | Host Addressp [10.5.32.17 | pore [389 | SSL

SP Entity ID{URL)

| SP Federation Metadata XML |

IdP Federation Metadata XML

Load/Default All Parameters | | Load Certificates Only |

SP Initiated Sign-in {use Costpoint login page)
(@ Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

rWindows AD/Kerberos Single Sign On (530)

[ ] Enable $SO KeyTab Folder

rAuthentication Troubleshooting
[] Log Authentication Debugging Details [ | Log Kerberos Login Details

Security

17



y

Windows Active Directory Setup

Deltek Koumore.

For detailed information about the Costpoint Configuration utility, see the Deltek
= Costpoint Configuration Utility Guide.

You can configure multiple LDAP servers/domains. A user will be authenticated against
= each server/domain until authentication succeeds.

Update User Setup
The Costpoint Administrator must also assign the Active Directory authentication method to each
user who will use it. Use the Manage Users (SYMUSR) application to make this assignment.
To assign the Active Directory authentication method to a user:
1. Click Administration » Security » System Security » Manage Users.
2. Select a user.
3. Click the Authentication tab.
4. Enter the following Authentication Settings:
= Authentication Method: Enter Active Directory.
= Active Directory or Certificate ID: Enter the Active Directory user ID.
Save your changes.

Repeat these steps for any users who should have Active Directory authentication.

FLE LNE OPTIONS PROCESS HELP COMpany 1 (CT1RAD

N0 2NE DOENaN0AE

% [ Srowse Applications > Admin > Security » System Security > Manage Users

Identification New | Copy w | Delete | 4| « [sctomang | > [ b1

UserID* TEST1_LDAP User Name ™ TEST1_LDAP I

Information  Workflow _ Printing Defaults QRSN User Interface

Authentication Settings 2FA Settings
FIDO Security Key
Authentication Method * [Active Directory SAML Single ® None
sign-on Mobile Application Enabled
Password Generate Random Password ’ PP Passwordle
Email :
Verify Password
Active Directery or Certificate 1D ivkina_lda @ Manage User Groups !
! _dap in Active Directory Effective Date °
# Allow Access to Integration Console # Allow Access to Extensibility Console ¥ Allow Application Access via Integration Services

Company Access Assigned User Groups ~Module Rights  Appli

Identification > Company Access New | Copy ¥ | Delete | Forr

Supplier Portal
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Manage User Groups in Active Directory

As part of Active Directory (AD) setup, the Costpoint Administrator can also configure a user to
synchronize AD groups with Costpoint groups. In this case, any changes in a user’s group
membership done in AD will be reflected in their group membership in Costpoint. The
synchronization occurs each time users log into Costpoint. Costpoint supports this feature for
most authentication methods except for Database and Certificate SSO. Those two methods are
not related to user setup in AD.

For Active Directory authentication method, the user’s assigned AD groups (group names) are
retrieved from the AD server and synchronized at login.

For all Single Sign-on authentication methods (such as Single Sign-on, Single Sign-on or Active
Directory, Single Sign-on or Database, Windows Domain and Active Directory, Windows Domain
and Database), the AD groups are also retrieved right at login but the retrieval process is slightly
different. Kerberos ticket, which is used to authenticate a user in a Single Sign-on mode, doesn’t
have user assigned group names. Instead, the ticket contains group SIDs. Therefore, the
Costpoint administrator has to create a mapping between Active Directory group names and
group SIDs. This is achieved by first exporting the Active Directory group names and SIDs
information into a csv file, and then uploading the csv file into Costpoint. Note that for all Single
Sign-on authentication methods, Costpoint is not required to have direct access to the company
AD server. A typical use case of that would be when Costpoint is deployed in the Cloud.
To manage User Groups in Active Directory:
1. Click Administration » Security » System Security » Manage Users.
2. Select a user.

One of the following authentication methods must be enabled:

= Active Directory

= Single Sign-on

= Single Sign-on or Active Directory

= Single Sign-on or Database

=  Windows Domain and Active Directory

=  Windows Domain and Database

Click the Authentication tab.

Select the Manage User Groups in Active Directory check box.

FILE LNE OPTI SS  HELP COMpany 1 (C7T1RAI

> 1dentification New || Copy | v |[ Delete ‘:H:‘nmrm«l:”:“:‘

User ID* User Name * )

Information ~ Workflow  Printing Defaulis ~ Authentication User Interface

Authentication Settings 2FA settings

Authentication Method * Active Directory v SAML Single FIDO Single ® None
. Sign-on Sign-on

password Generate Random Password Mopliersppiication

Email
Verify Password — Effective Date
Active Directory or Certificate 1D Manage User Groups PIN
in Active Directory

Allow Access to Integration Console Allow Access to Extensibility Console Allow Application Access via Integration Services

5. Repeat above steps for any users who should have Manage User Groups in Active
Directory on.
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6. Click Administration » Security » System Security » Manage User Groups.

7. If your users use Active Directory authentication method only and not a Single Sign-on
(Windows Kerberos/AD) method, skip step 8 and proceed to step 9.

8. If your users use a Single Sign-on (Windows Kerberos/AD) authentication method, you
have to create a mapping between the Active Directory group names and group SIDs.

a. Execute the following Windows Power Shell (PS) script on your AD domain controller
server:

get-adgroup -filter * | sort name | select name, sid | export-csv
-path c:\groupsids.csv —-notypeinformation

This creates a csv file with the following simple structure:

\\name//, wWsid”

File  Acton View Help

2 7B {0XOc=Aotasras (= & - computer - LocalDisc €3 -

= | | Active Directory Users and Computers [de.esdtest | Name = | Type File Edit View Tools Help

ﬂ Name =
| export.txt

|| Getuserdn.txt
|| Getuserdn2.txt

|| ktpass_keytab

“l1ahlleana rtf

] oroupsids.csv - Notepad =]

F“E Edit Format ‘View Help

"name”,"sid"
"Account operators”,"5-1-5-32-548"
"acctmgr”, 's-. l 5-21-122642565-3798337455-3339469499-1639"
AcCtPayab1e . S 1-5-21-122642565-3798337455-3339409490- 1837"
"acctPayablemgr”,"s-1-5-21- 122642565 3798337455-3339469499-1638"
"Administrators™,"5-1-5-32-544"
"Allowed RODC Password Replication Group”,"s-1-5-21-122642565-3798337455-3339469499-571"
"AP_VOUCHERS","5-: 1-3-21-122042565- 3798337455 3339469499-1573"
"Backup 0 erators”,"s-1-5-32-551"
"Cert Publishers” : S 1-5-21-122642565- 3798337455 3339469499-517"
"certificate service DCOM Access”,"s-1-5-32-
comp11ance Management”, S 1-5- 21 122642505- 379833?455 3339469499-1587"
xptographwc uperators "5-1-5-32-569"

egated Setup 5-1-5- 21 122642565-3798337455-3339469499-1117"
DeTegated Setupl '5-1-5-21-122642565- 3’9833’455 3339469499-1445"
"Denied RODC Password Rep'\'lcat'lon Group”,"5-1-5-21-122642565-3798337455-3339469499-572"
D1sc0very Management"” 5 -1-5-21- 122642565 3796337455-3339469499-1115"
"Discovery Managementl ,"5-1-5-21- 122642565-3798337455-3339469499- 1443"
"Distributed coM users”,"s-1-5-32-562"
"DnsAdmins”, "5- 1-3-21- 122642565 3798337455-3339469499-1101"
DnsupdateProx 'S-1-5-21-122642565-3798337455-3339469499-1102"
"Domain Admins”, S 1-3-21-122642563- 3798337455-3339469499-512"
"Domain Computers' S 1-5-21-122642565-3796337455-3339469499-515"
"Domain Contro11ers "5-1-5-21-122642565-3798337455- 3339469499 516"
"Domain Guests "S- l 5-21-122642565-3798337455-3339469499- 514
"Domain Users", S 1-3-21-122642505-3798337455-3339469400- 513"
"Enterprise admins”,"s-1-5-21-122642565-3798337455-3339469499-519"
"Fnternrise Read-onlv nomain Controllers”."5-1-5-21-122R42565-37098337455-33304A9499-498"

b. Upload the csv file into Costpoint using the File Upload Manager function or manually
copy the file into a file location that is available to Costpoint.

c. Open the Manage Users Groups » Active Directory Groups subtask.
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|ALL Permitfull access all modules
|ALL1 Full access an all ACIPJ madules
|EVERYONE Every One Domain Users
| FFF FFF
|F_E|L FULL BILLIMG Accitgr v
Assign Users to Group  Module Rights ication Rights  Active Directory Groups Ul Profiles
4 Load Active Directory Groups |i| |Q\ \i|

Duplicate Groups

File Location Load
&) Skip Overtide Error
File Mame Q
Clear)

Ifyou are planning to enable Managing Groups in Active Directory feature for your organization, use this screen to create a mapping hetween AD group names and AD group SI0s

1) Export AD group narnes and group SI0s into & csv file (narme, sid). You rnay create this file by executing Windows Power Shell (PS) script anyour AD dorain controller server:
getadaroup -filter = | sort name | select name, sid | export-csv -path clgroupsids.csy -notypeinfarmation

2 Upload cevfile into Costpoint using standard File Upload Manager function or manually copy the file into a file [ocation that is available to Costpoint

3j Specify File Location (aptional and File Name pararmeters to point to previously generated and uploadedicopied csvfile and then execute "Load” action to create a mapping
hetween AD group names and AD group SIDs. Mote, that vou can abeays clear AD groups mapping data by executing "Clear action.

Active Directory Groups |ﬂ| | Copy | w | l%' | Query | w |
= Active Directory ID Active !]irel:_lnry SiD
- (sAMAccountHame) * (objectSid) *

AP_VOUCHERS 5-1-5-21-122643565-3798337455-3339469499-1:| &

Account Operators S-1-5-32-548 :

Accigr 5-1-5-21-122642505-3798337455-3339469498-11

AcctPayable 5-1-5-21-122642505-37 98337 455-3330463499-11

AcctPayableMgr S-1-5-21-122643565-3795337455-3338468499-11) ¥

d. Specify the File Location (optional) and the File Name parameters to point to
previously generated and uploaded/copied csv file

e. Click the Load button to create a mapping between the AD group names and the AD
group SIDs.

Note that you can always clear the AD groups mapping data by clicking the Clear
button.

Update the mapping between Costpoint user group and Active Directory group by
entering the Active Directory Group ID for the Active Directory ID (sAMAccountName)
value.

Use either Lookup in case you processed a csv file with the group names and SIDs
information (see step 8) or enter the value manually. This value must be identical to the
sAMAccountName attribute in group setup in Active Directory.
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10.

y Bleksey_sso

!, Allowed RODC Password Replication ...

L AP_VOUCHERS
» Boris

!, Cert Publishers

» Costpoint

& CostpointShared
) Cpuser

!, Denied RODC Password Replication ...
i DiscoverySearchMailbox {D919BA0S. ..

!, DnsAdmins

!, DnsUpdateProsxy
!, Domain Admins

!, Domain Computers
!, Domain Controllers
!, Domain Guests

!, Domain Users

!, Enterprise Admins

!, Enterprise Read-only Domain Contral...

i Exchange Online-ApplicationAccount

i FederatedEmail 4c1f4dab-8179-414...

!, Group Policy Creator Owners
v Guest

» ivkina_ldap

i krbtat

y lcastro_ldap

y lcastro_sso

yldap 1

y ldap2id

» Iruiz_ldap

v Migration. 8f3e7716-2011-4324-96b...

LRAS and IAS Servers

M

User

Security Group - Domain Local
Security Group - Universal
User

User
User General |
User Object I
Security Group - Domain Local
Attributes

User

Members in this group can...

Members I

Security

Member Cf I Managed By
Attribute Editor

Security Group - Domain Local
Security Group - Global

i rit
sAMAccount Type

Security Group - Domain Local AcctMgr Properties

Security Group - Global 268435456 = { GROUP_OBJECT )

Security Group - Global secretany <not set>

Security Group - Global secuntyldentifier <not set:

Security Group - Global secunityProtocol <not sets

Security Group - Global showlnAddressBook <not sets

Security Group - Universal showlnAdvancedVie... <not set>

Security Group - Universal sIDHistory <not set>

User submissionContLength  <not set>

User subRefs <not set>

Security Group - Global supplementalCredenti... <not set

ser systemFlags <not sets

User target Address <not set> |
User telephoneNumber <not set: -
|zer < T | _,I_I
User

User Edit Fitter
User

User

Lser ok | Canced | s | Hep |

Security Group - Domain Local

SETVETS 1T 015 groupgeart ...

mead

Repeat the above step for each Costpoint group that needs to be synced up with Active

Directory group.

User Groups
a1 5 i . Active Directory 1D
ser Group 1D Name (sAMAccountName)
+| ALL Permit full access all modules -
+| AMUSRGRP test AllUsr2 E
| BILLMGR Billing Managers BiliingManagers
~ | CPE CP USER GROUF 1 CPE
~ | CPE2 CP USER GROUF 2 CPE2
| DMDIRECTORS D Directars DmDirs v
Assign Users to Grou
Assign Users to Group |E|
E4 User * Name Company *
2016AE1 Abate, Amanda ALL A
9439 Will, Thomas R ALL :
09441 Scally, Janice P 1
ACODILLA ANMNE CODILLA ALL
ACODILLA_ES ANMNE CODILLA ALL
ACODILLA_FR ANNE CODILLA ALL
ACORIZA Aileen Alcoriza ALL
ADDBA Bernardo, Flana ALL
ADDM1 Ford, Crystal ALL v
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Costpoint can be configured to act as a SAML Service Provider to allow users to log into the
system in SAML Single Sign-On (SAML SSO) mode. In this scenario, users do not provide
credentials such as password or MFA on the Costpoint login page. Instead, AD FS or Azure
Active Directory or any other SAML compliant server acts as a SAML Identity Provider
responsible for verifying the user’s identity.

There are two sign-in scenarios in case of SAML SSO:
= Costpoint initiated sign-in (SP-initiated sign in).
= SAML Identity Provider (AD FS, Azure, or other) initiated sign-in (IdP-initiated sign in).

Costpoint Initiated Sign-in

The following table outlines the steps for Costpoint initiated sign-in.

Step | Description

1 The user goes to the Costpoint login page and provides a user name. The user does
not type the password but instead tabs out of Username field or clicks the Log In
button.

Welcome @

Usemame

— Deltek Costpoint® 7

System

[CT1RADO °

Application

[ . P 4

Company

( [} —
Validation Frequency
[Field M
Language ~
[English v

HIDE ADDITIONAL CRITERIA (]

I Remember log in information

Log In or Reset 182009-2010 Deltek Inc Legal Statement

2 Costpoint redirects the user to the AD FS or Azure or other SAML server login page
where the user provides credentials (user name, password, biometrics, certificates,
MFA, and so on).
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Step | Description

We have a new sign-in experience! %
Try it now

Costpoint

Work or school. or personal Microsoft account

alekseyivkin@delteko365.0n...

) Keep me signed in

Can't access your account?

3 The user’s identity is verified by SAML provider (AD FS, Azure, or other), and a
SAML authentication token is issued. The user is redirected back to Costpoint, where
Costpoint verifies the SAML authentication token. If token is valid, the user is allowed
into Costpoint.

SP initiated sign-in in Costpoint is done through WS-FED protocol. After initiating the sign-in
process, the SAML Provider verifies user credentials. Upon successful verification, the SAML
Provider issues SAML assertion to the Costpoint login module. The Costpoint login module
verifies the SAML assertion and lets the user into the system upon successful verification.

The System Administrator can always disable Costpoint Initiated sign-in by clearing the Enable
SP Initiated Sign-in via WS-FED Endpoint check box in Costpoint Config Utility » Weblogic
» Security settings.
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| £| Product Configuration Utility Version 7.1.1 —

Sl X

[ Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) (30 Lockout Reset Duration (min) |5

r Authentication Providers
Select Authentication Provider [AZURE { C71RADO ) |~ | Add | | Clone | | Remove |

Type |SAHL{A1URE} |v| | ] |

AD Domain leco100.0nmicroseft com| Host Address/iP Port [Juse ssL

SP Entity ID{URL) |https:.ffu5202258:?ﬂ‘lﬂ | | SP Federation Metadata XML |

IdP Federation Metadata XML |i0nmetadatas’EDD?-DEs‘federati0nmetadata.xm|’?appid:31Sebb53-5082-408b-3503-51QBadaQ?U¢d|

Load/Default All Par Load Certificates Only |

5P Initiated Sign-in (use Costpoint login page)
i@ Disabled

r__ %
F N

FED WS-FED Endpoint URL

) SANL Sign-in URL
Sign-out URL

The System Administrator can also disable the redirect from the Costpoint login page to the

SAML Provider login page due to company security restrictions. To do this, the System

Administrator needs to modify the Costpoint enterprise.properties configuration file and run the

“Rebuild Global Settings>Reload All Settings” function.
=  Open enterprise.properties in a Text Editor, and add the following line:

<system name>.checkUserldModeOnLogin=false

C71RADC.=sslCnly=false

C71RADO.rsCacheSize=500

CT71RADO.dbFetchS1ize=100

C71RADC. rptFetch3ize=2000

C71RADO.Cms=. cmsEndpDint.B:SHPNTOl, SHPNTOZ2, DCMTOL1, ASCOo01, SHPCMIS
C71RADC.enableExtensions=true

C71RADO.enableExtensions=true

C71RADO.checkUserIdModeOnLogin=false

= Log into Costpoint and run the “Rebuild Global Settings>Reload All Settings”
function.

The IdP initiated sign-in described next is always available whether or not SP initiated sign-in is

on or off.

Security
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Identity Provider Initiated Sign-in

The following table outlines the steps for Identity Provider initiated sign-in.

Step Description

1 The user logs into the SAML Provider (AD FS, Azure, or other) portal.

8 Secure | hitpsy/loginmicrosoftanline.com/ccmmen/oauth2/authonize?client i =000000k-D000-0000-e000- DOGO0D00OI00redirect uri=hitps3A%2F%2Faccount activedirectony.windowsazure.com%2F &response_mode=form_ Ll

Ve have a new sign-in experience! x
Try it now

B Microsoft

2 The user clicks the Costpoint application icon configured in SAML provider portal.
B® Microsoft (oswoxr\?r‘fgne[g R
Apps P search apps

a
n Costpaint Azure portal

3 SAML provider (AD FS, Azure, or other) issues a SAML authentication token and
redirects the user to Costpoint, where Costpoint verifies the SAML authentication
token. If the token is valid, the user is allowed into Costpoint.

The Costpoint-side configuration process may vary depending on which SAML Identity Provider is
selected to verify users’ credentials. Generally, the overall process consists of three main parts:

1. Update the Costpoint Configuration Utility to add the SAML server to act as a SAML
Identity Provider.

2. Select and configure SAML Server (AD FS, Azure, or other) to act as the SAML Identity
Provider. You can select only one SAML Identity Provider for this configuration.

3. Activate SAML SSO mode for Costpoint user accounts.

Configure SAML Single Sign-on between Costpoint and SAML IdP

Setting up SAML Single Sign-on between Costpoint and SAML Identity Provider requires
changing configuration on both sides. Typically, you start configuring initial settings in Costpoint
Configuration Utility. Then, having Costpoint (SP) SAML metadata, you complete IdP setup.

Finally, having IdP SAML metadata, you return to Costpoint Configuration Utility and complete
Costpoint (SP) SAML configuration. Both parties, Costpoint and IdP, have their own SAML
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metadata. Usually, SAML metadata is defined through FederationMetadata.xml file. You generate
Costpoint FederationMetadata.xml using one of the approaches:

1. Download Costpoint FederationMetadata.xml from your Costpoint Server public URL.

Open browser and navigate to Costpoint FederationMetadata.xml URL. For example:

http://us202268:7009/FederationMetadata/2007-06/FederationMetadata.xml
http://myhost/CPWeb/FederationMetadata/2007-06/FederationMetadata.xml
This is URL is public. You don’t have to be logged in into Costpoint to download

FederationMetadata.xml.

[ us202268:7009/FederationMetac X

+

&« Cc 0O Not secure | us202268:7009/FederationMetadata/2007-06/FederationMetadata m\
M gma deltek misc / oo Sl
= = 1 4 Wyael
=] = OO S D o ¥ || &= CUsers\alekseyivkin\Dow.. | | AR

= FederationMetada..xml

fE  DeltekCostpal

up
=  DeltekCostpal
S  DeltekCostpal
3 %  DeltekCostpol
r = DeliekCostpal
fE  DeltekCostpal
% DeliekCostpal
S  DeltekCostpal
S  DeltekCostpal

‘act

File Edit View Favorites Tools Help

<?xml version="1.0" encoding="UTF-8"?=
- <md:EntityDescriptor xmIns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http:/ /localhost:7009">
- =md:RoleDescriptor xsi:type="fed:ApplicationServiceType"
protecolSuppertEnumeration="http://schemas.xmlsoap.org/ws/2005/02/trust
http://docs.oasis-open.org/wsfed/federation/200706"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmins:fed="http://docs.oasis-open.org/wsfed/federation/200706">
- «<fed:TargetScopes>
- <EndpointReference xmins="http://www.w3.org/2005/08/addressing">
<Address>http:/ /localhost: 7009 </Address>
</EndpointReference:
< /fed:TargetScopes>
- «<fed:PassiveRequestorEndpoint:=
- <EndpointReference xmins="http://www.w3.org/2005/08/addressing">
<Address>https:/ /localhost:7009/LoginServlet.cps</Address>
</EndpointReference>
< /fed:PassiveRequestorEndpoint>
</md:RoleDescriptor=>
<md:SPSSODescriptor
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"
WantAssertionsSigned="true" AuthnRequestsSigned="false"
<md:NamelDFermat>urn:easis:names:tc:SAML:1.1:nameid-
format:emailAddress </md:NamelDFormat:
<md:AssertionConsumerService isDefault="true" index="0"
Location="https:/ /localhost: 7009 /LoginServilet.cps"
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"/>
</md:SPSS0ODescriptor:
</md:EntityDescriptor>

Generate Costpoint FederationMetadata.xml using Costpoint Configuration Ultility.

Within Costpoint Configuration Ultility, go to Weblogic »Security » Add SAML
Authentication Provider and click SP Federation Metadata XML. Follow the
instructions to generate the Costpoint FederationMetadata.xml file.
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(“Product | Weblogic | Dedicated Servers | Logging | Reporting | s | cMS |

Main Security

r User Lockout Options
Lockout Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration (min) |5

r Authentication Providers
Select Authentication Provider [ADFS1(C71RADO ) |~|| add || cone || Remove |
Type |sAML (ADFs) I~ | | \
AD Domain Host Address/IP Port [Juse 85L ™
SP Entity ID{URL) |http:frlocalhost:?009 \ | | 5P Federation Metadata XML | '

b
IdP Federation Metadata XML |nttps-/[your adfs hostyFederationMetadata/2 (WG FederationMetadata.xml J’
e ———
| Load/Default All Parameters | | Load Certificates Only |
| £ Generate Costpoint Federation Metadata XML | = |

tion Costpoint Federation Metadata XML fle. You can use this fle to set up Costpoint application within your SAML Provider

E) | =]

Message \ J

g 15 used 1o

Enter Folder

cltemp

@ Costpoint_SP_FederationMetadata.xml file was created.

"Windows ADiIKerberos Single § ‘

[LE

§Qv| . v Computer Qrstem (C:) » temp » ) v | "| | Search temp
COrganize « & Open - E-mail urn MNew folder 3==
- Favorites i
Bl Desktop , _temp
4. Downloads y 57
=] Recent Places Costpoint_SP_FederationMetadat_aM

3. Log in to Costpoint and open System Integration Account (SYMINTGR) application.

Follow the instructions on the screen and generate the Costpoint
FederationMetadata.xml file on either one of the integration tabs available (for example,
ADFS, Azure or SAML (Other) integrations).

Use Costpoint (SP) Federation Metadata XML to register Costpoint SAML
application/connection within your SAML IdP. You can either upload the Costpoint
FederationMetadata.xml file or update the settings manually using your SAML IdP console.

After you have set up Costpoint SAML application/connection within your SAML IdP, you can
generate or download IdP Federation Metadata XML. Then, having the IdP Federation Metadata
XML file, you return to Costpoint Configuration Utility and complete SAML setup.
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Configure SAML Single Sign-on between Costpoint and
Microsoft AD FS
1. Open Costpoint Configuration Utility and navigate to Weblogic »Security.
2. Click Add to add new (SAML) Authentication Provider.
Provider can be added for a specific system or for all systems.

3. Enter a unique name for the Authentication Provider.
%)| Product Configuration Utility Version 7.1.1

=N &

[ Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | cMS |

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {min} (30 Lockout Reset Duration (min) |5

r Authentication Providers

T
V4 Y
Select Authentication Provider |AD{MI Systems ) (W Remove
Type (active Directory (a0) || [ @ |

Enter New Authentication Provider Id |ADFS1 |

Select System For new Authentication Provider

SP Initiated Sign

® Disabled O Ansystems @ Specific:  |C71RADO |
{2 WSFED

— | ok | | cancel |

AD Domain |esatest1.com | Host Addressip [10.5.32.17 Port (388 | []Use SSL

SP Entity ID{URL) | SP Federation Metadata XML |
r

IdP Federation Mef| |£| Add New Authentication Provider ]

rWindows AD/Kerberos Single Sign On (S50)

[_] Enable S50 KeyTab Folder

r Authentication Troubleshooting

[] Log Authentication Debugging Details [ | Log Kerberos Login Details

4. For the Type, select SAML (ADFS).

£ Product Configuration Utility Version 7,11

{ Product | Weblogic | Dedicated Servers | Logging | Reporting | 1S | cMs |

| |

(Wain | Securty |

r User Lockout Options
Luckuut Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration (min) |5
r Authentication Providers
Select Authentication Provider |ADFS1{ C71RADO) v | Add | | Clone | | Remave |
Type SAML (ADFS) I~ | |
AD Domain |'e|opment.dev.deltek_corlSelectAuthentication PrwiderType| Port [1Use S5L Test
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}’ 5. Enter the AD Domain name.

Domain is your company’s Windows AD domain. During SAML assertion verification, the
system concatenates the Domain value with the Active Directory ID entered on the
Manage Users screen.

For example, if Active Directory ID from Manage Users configuration is john.smith and
AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-insensitive)
and the SAML assertion signature is valid, the user is let into the system. Otherwise, the
authentication request will be rejected.

Though it is not recommended, you may leave the AD Domain field blank, but you will
have to enter fully qualified name for Active Directory ID on the Manage Users screen
(for example, john.smith@us.mycompany.com, not just john.smith.

6. Enter the SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this
value to use another identifier for the SP Entity ID (URL). The value must conform to
URL syntax and start with either http or https protocol. For example:

= https://my_adfs_test system1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Relying
party trust identifier in AD FS.

7. Click SP Federation Metadata XML and follow the instructions to generate the
Costpoint_SP_FederationMetadata.xml file.

£ Product Configuration Utility Version 7.1.1 = | e .

[ Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS

(‘Wain | Securiy |

"User Lockout Options

Lockout Enabled  Lockout Threshold |5 Lockout Duration (min) (30 Lockout Reset Duration (min) |5 ‘

Al i Providers
Select Authentication Provider [ADFS1(C71RADO ) [+] ‘ Add ‘ | Clone | ‘ Remove |
Type SAML (ADFS) [~
AD Domain [codevelopment dev.deltekcom | post Adaresenp Port )
|

SP Entity IDURL) |pitp:ilacalnost7009 L. | \ SP Federation Metadata XML | _>

e —— e
IdP Fi XML ‘hﬂpsﬂ[‘fﬂuradfs host)Federationl 2007-06iFederationMetadal Click on this bution to build Costpoint XML to be provided as an entry file to [dP

‘ Load/Default All Parameters | ‘ Load Certificates Only |

SP Initiated Sign-in {use Costpoint login page)
(® Disabled

() WS-FED WS-FED Endpoint URL

Sign-in URL
Sign-out URL

 Windows AD/Kerberos Single Sign On (SSO)

[] Enable S5O KeyTab Folder

8. Click Save and stop making any further changes in Costpoint Configuration Utility for
now.

You have to navigate to your AD FS host and complete the SAML configuration on the
AD FS side. Then you will return to Costpoint Configuration Utility and finish the original
setup.
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9. On the AD FS host, open the AD FS Management tool.
10. Select Relying Party Trusts, and click Add Relying Party Trust.

@@ File  Action  View Window Help

@« z[E

[ ADFS

B Service

4[| Trust Relationships
] Claims Provider Trusts
|| Relying Party Trusts
[ Attribute Stares

B[] Authentication Policies

Relying Party Trusts

Dizplay Mame Enabled | dentifier

Device Registration Service -T... uneme-drecpdevelopment. dew. deltek. .
Costpoint Rawiw/L ... http:/M05.0.7:7009/

CP2 ... hitpr/daleksey test c¥lrado_new?

CF1 .. httpr/daleksey test cFlrado_new

11. On the Welcome page of the Add Relying Party Trust Wizard, click Start.

(% Add Relying Party Trust Wizard =0
Welcome

S Welcome to the Add Relying Party Trust Wizard

@ Welcome

@ Select Data Source

@ Corfigure Multifactor
Authentication Now?

® Choose Issuance
Authorization Rules

@ FReadyto Add Trust
@ Finish

This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
consume claims in security tokens that are issued by this Federation Service to make authentication and
guthorization decisions.

The rehying party trust that this wizand creates defines how this Federation Service recognizes the relying
party and issues claims to it. You can define issuance transform nules for issuing claims to the relying party
after you complete the wizard.

< Previous Start | | Cancel
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12. On the Select Data Source page, select Import data about the relying party from a
file, point to the Costpoint_SP_FederationMetadata.xml file that you generated earlier
using Costpoint Configuration Utility, and click Next.

i

Select Data Source

Steps
@ ‘welcome
@ Select Data Source

@ Configure Multi-factor
Authentication Mow?

@ Chooge lssuance
Authorization Rules

@ ReadytoAdd Trust
@ Finish

Add Relying Party Trust Wizard -

Select an option that this wizard will uze to obtain data about this relying party: !

) Import data shout the relying party publizhed orline or on a local network

Use this option to import the neceszany data and certificates from a relying party organization that publishes “Pi
itz federation metadata onling or on a local netwark, ’

Federation ma ozt name or URL]: et

Example: fs.contoso.com or https:/Awwe. contoso. comdapp

®) Import data about the relying party fram a file

Use this option to impart the neceszary data and certificates fram a relving party organization that has
exported itz federation metadata to a file. Engure that this file iz from a tusted source. This wizard will nat
walidate the gource of the file.

Federation metadata file location:

WO party organization.

13. On the Specify Display Name page, enter Costpoint for the relying party Display name,

and click Next.
W

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choosze lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

Add Relying Party Trust Wizard =0

Erter the display name and any optional notes for this relying party.

Display name:

|Costp0int|

Motes:
-~
W
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14. On the Configure Multi-factor Authentication Now page, accept the default selection for
Multifactor Authentication, and click Next.

(% Add Relying Party Trust Wizard -

Steps Configure multi-factar authentication settings far this relying party trust. Muli-factor authentication is required if
@ ‘Welcome there iz & match for any of the specified requirements.

@ Select Data Source

@ Specily Display Mame ulti-factor Authentication Global Settings

@ Configure Multi-factor

Requirements Users/Groups Mot configured
Authentication Mow? 4 i g

@ Choose |ssuance Device Mot configured
Authorization Rulss

@ Ready toAdd Trust
@ Finizh

Location Mat configured

®) | do not want to corfigure multi-factor authentication settings for this relying party tust at this time.

() Canfigure multifactar authentication settings For this relving party trust.

“'ou can also configure multifactor authenbication settings for thiz relving party trust by navigating to the
Authentication Palicies node. For more information, see Configuiing Authentication Policies,

15. On the Choose Issuance Authorization Rules page, accept the default selection of
Permit all users to access this relying party, and click Next.

L% Add Relying Party Trust Wizard [ |

Choose Issuance Authorization Rules

Steps

lzzuance autharization rules determine whether a user iz perl to receive claims for the reling party.

@ ‘wWelcome Chooze one of the following options for the initial behavior of this rel party's izguance authorization rules.

@ Select Data Soun

®) Permit all users to access this relying parky
@ Specify Display Ma The izzuance authorization rules will be configured to permit all us:

o access thiz relying party. The relving
party service or application may still deny the uzer access.

@ Configurs Multi-factar
Authentication Mow? =
() Dehy
- g:tohoosl'i‘lastisoiaai.?es The izzuance autharization rules will be configured to deny all users aceess to this relying party. Wou must
later add izsuance autharization rules to enable any users to access this relying party.
@ Ready toAdd Trust

@ Finish . . . . . )
Y'ou can change the issuance authonzation rules for this relying party tust by selecting the relying party trust
and clicking Edit Claim Rules in the Actions pate.
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16. On the Ready to Add Trust page, click Next.

L% Add Relying Party Trust Wizard -
Ready to Add Trust

Sicos The relying party trust has been configured. Review the following settings, and then click Mext to add the
@ ‘Welcome relying party trust to the 40 FS configuration database.

@ Select Data Source

Monitaring |Identifiets Encryption | Signature | Accepted Claims | Organization EndpointsINotn‘ *

@ Specify Display Name Specify the monitaring settings for this relying party trust.

@ Configure Multi-factor

ithentingtion Mow? Relying party's federation metadata URL:

@ Choose [ssuance | |
Authorization Rules

@ Ready toAdd Trust
@ Finish

Thig relying party's federation metadata data was last checked on:
< NEVET »

Thiz relying party was last updated from federation metadata orn:
< never »

17. On the Finish page, ensure that the Open the Edit Claim Rules for this relying party

check box is selected, and click Close.

& Add Relying Party Trust Wizard [ ]
Finish

Steps The relying party trust was successfully added to the AD FS corfiguration database

@ Welcome “You can modify this relying party trust by using the Properties dialog box in the AD F5 Management snap-in.

@ Select Data Source

@ Speciy Display Name
& Chooss Profile Open the Edit Claim Rules dialog for this relying party trust when the wizard closes
@ Configure Certificate

@ Configure URL

@ Corfigure |dentifiers

The next steps explain how to add an AD FS claim rule that will allow Costpoint to
retrieve the group membership information from AD FS AD and synchronize this
information with the Costpoint user groups data.
a) On the Edit Claim Rules for Costpoint dialog box, click Add Rule.

< Edit Claim Rules for Costpoint [= o .

{Tsstiance Transfom Files | jssuance Authorization Rules | Delegation Authorization Rules ‘
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Mame Issued Claims
Add Rule Edit Rule: Remove Rule
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b) On the Select Rule Template page of the Add Transform Claim Rule Wizard, select
Send LDAP Attributes in the Claim rule template drop-down list, and click Next.

c)

Ly Add Transform Claim Rule Wizard -

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim nule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims ta the relying party. Mutltiple attibutes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephoneMumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to sand all of the user's group memberships.  you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template .

On the Configure Rule page, perform the following:

Claim rule name: Enter AcctNameAndGroups.

Attribute store: Select Active Directory from the drop-down list.

Enter two lines for Mapping of LDAP attributes to outgoing claim types:

= LDAP Attribute: Select SAM-Account-Name from the drop-down list.
= Outgoing Claim Type: Select Name from the drop-down list.

= LDAP Attribute: Select Token-Groups — Unqualified Names from the
drop-down list.

= Outgoing Claim Type: Select Group from the drop-down list.
Edit Rule - GroupMembership -

‘rou can configure this rule to send the walues of LDAP attributes as claims. Select an attribute store from
which to extract LDAP attributes. Specify haw the attributes will map ta the outgoing claim types that will be
izzued from the rule.

LClaim rule name:

M amednd(E ioups|

Rule template: Send LDAP Attibutes az Claime

Attribute store:

|Active Directary W

Mapping of LDAP attributes to outgoing claim types:

L RatibLtelSeleckaitneto Outgoing Claim Type [Select or type to add mare)

add mare)

SaM-Account-M ame v | Mame v
3 Token-Groups - Unqualified Mames v || Group W
* ¥ v
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d) Click Finish, and click Ok.

AD FS Costpoint Relying Party Trust is created and configured. Review Relying
Party Trust settings such as Identifier and SAML Endpoint URLs for WS-Federation
and SAML Assertion Consumer Service.

Note that you can always manually change any settings of the Costpoint Relying
Party Trust in AD FS Management tool.

Costpoint Properties -

Dizplay name:

I Proxy Endpoints | Motes I Advanced
Idertifiers |\1c:lyption | Signature | Accepted Claims

dentifiers for this relying party tust.

| Costpoint

Fielying party identifier:

| | [ add
& hittps://fz.contogzo, com/ S rvices/trust

< Fielying party identifiers:
http: #flocalhos 9

Costpoint Properties -

Monitaring

jentifiers_mcryption | Signature I Accepted Claims

Qrganization

Endpaints |Prox}l Endpaints | Motes I Advanced

Specify the en

1 SAML and WS-FederationPazsive protocals.

"!-_
URL Index  Binding n
W5-Federation Passive Endpeints
httpz:/flocalhost: 701 0/LoginS ervet. cps FOST e
SAML Assertion Censumer Endpoints
httpz:/Aocathost: 701 0/LoginS ervlet. cps FOST e
i
< (1]} >

Add SaML...
Add WS -Federation... Remove Edit...

| ak. || Cancel | Apply

18. With AD FS Costpoint Relying Party Trust configured, return to Costpoint Configuration
Utility and enter IdP Federation Metadata XML.
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19. Enter the URL to your AD FS server FederationMetadata.xml.

| %] Product Configuration Utility Version 7.1.1 = | S

[ Product [ Weblogic | Dedicated Servers | Logging | Reporting | IS fcus |

Main Security
r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration (min} |5

r Authentication Providers
Select Authentication Provider |ADFS1 (C71RADO) |v|| Add || Clone || Remove |

e

AD Domain [cpdevelo [Juse SsL
ty ID(URL) |nttp:Mocalhost7009 | | sp Fedeﬁr étadaIaXML
o
< IdP Federation Metadata XML |htlp5:.'ﬁo.2.11.92.‘FederaﬁonMetadata.fZ(}OT-{)SfFederaﬁonMetadata.xm\ ) |

\ | Load/Default All Parameters | | Load Certificates Only |/
e

SP Initiated Sign-in {use Costpoint login pagel
(@ Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

20. Click Load/Default All Parameters.

This will update the signing certificates and SP Initiated Sign-in parameters. Note that
you can always manually change these settings or even disable SP Initiated Sign-in
(ability to log in via SAML Single Sign-on right from the Costpoint login page).

%| Product Configuration Utility Version 7.1.1 e —

[ Product | Weblogic | Dedicated Servers | Logging | Reporting [ IS | cMS

Main Security

User Lockout Options
’V Lockout Enabled Lockout Threshold 5 Lockout Duration {min) |30 Lockout Reset Duration (min) |5 ‘

rA i i Providers
Select Authentication Provider |ADFS1 (C71RADO) I~ ‘ Add | ‘ Clone ‘ | Remove |

Type SAML (ADFS) =
AD Domain |codevelopmem.dev.dellek.com | Host A Port [J use SSL

SP Entity ID{URL) |nt'lp:ﬁ’.iloca\host7UUQ | ‘ SP Federation Metadata XML |

IdP Federation Metadata XML ‘hﬂps /M0.2.11.92/FederationMetadata/2007-06/FederationMetadata.xml |

< | Load/Default All Param@ Load Certificates Only

5P Initiated Sign-in (use Costpoint login page)
) Disabled

.

WS-FED Endpoint URL |https:/10.2.11.92}adlsis/ ey

Sign-in URL
jon-out URL

e ———

rWindows AD/Kerberos Single Sign On {$50)

[] Enable S50 KeyTab Folder

A ication Tr
[] Log Authentication Debugging Details [ ] Log Kerberos Login Details

21. Click Save.

Costpoint SAML Single Sign-on setup for Microsoft AD FS is complete. You can activate
SAML SSO mode for Costpoint user accounts.
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Configure SAML Single Sign-on between Costpoint and
Microsoft Azure
To configure SAML Single Sign-on between Costpoint and MS Azure:
1. Open Costpoint Configuration Utility and navigate to WebLogic »Security.
2. Click Add to add new (SAML) Authentication Provider.
Provider can be added for a specific system or for all systems.
3. Enter a unique name for the Authentication Provider.
| £ Product Configuration Utility “ersion 7.1.1 El@
[ Product [ Weblogic | Dedicated Servers | Logging | Reporting | 1S f cMs |
(‘ain | Securiy |
rUser Lockout Options
Lockout Enabled Lockowt Threshold |5 Lockout Duration {min} |30 Lockout Reset Duration {min) |5
r Authentication Providers /
Select Authentication Provider [AD ( All Systems ) v | aga | [Jewone || Remove |
Type |Active Directory (AD) |~| | |
AD Domain |esdtestt.com | Host Addressap 1053217 | port 389 | [use sSL Test
SP Entity ID{URL) | SP Federation Metadata XML |
IdP Federation Met || Add Mew Authentication Provider @
Enter New Authentication Provider Id [AZURE1 |
. . Select System For new Authentication Provider
SP Initiated Sign-
@ Disabled ) Ml Systems @ Specific: |c71nnno |v|
) WS-FED
| ok | | Cancel |
1 SAML
— S1gn-out URL
r Windows AD/Herheros Single Sign On (S50}
[_]Enable S50 HKeyTab Folder
- Authentication Troubleshooting
[_] Log Authentication Debugging Details || Log Kerberos Login Details
4. Forthe Type, select SAML (AZURE).
| £:| Product Configuration Utility Wersion 7.1.1 EIIE

( Product | Weblogic | Dedicated Servers | Loging | Reporting | IS | CMS |

(Wan | Securiy |

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {miny |30 Lockout Reset Duration {min} |5

r Authentication Providers

Select Authentication Provider |AZURE1 {C71RADO ) |v| | add | | Clone | | Remove |
Type |S.II.ML (AZURE) | v| | |
AD Domain lecat00.anmicrasoft.com| Host Addressap Port [1Use S5L Test
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5.

Enter the AD Domain name.

Domain is your company’s Windows AD domain. During SAML assertion verification, the
system concatenates the Domain value with the Active Directory ID entered on the
Manage Users screen.

For example, if the Active Directory ID from Manage Users configuration is john.smith
and the AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-insensitive)
and the SAML assertion signature is valid, the user is let into the system. Otherwise, the
authentication request will be rejected.

Though it is not recommended, you can leave the AD Domain field blank, but you will
have to enter fully qualified name for the Active Directory ID on the Manage Users
screen (for example, john.smith@us.mycompany.com, not just john.smith.

Enter SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this
value to use another identifier for the SP Entity ID (URL). The value must conform to
URL syntax and start with either http or https protocol. For example:

=  https://mytestsystem1
=  https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Identifier
(Entity ID) in Azure.
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7. Click SP Federation Metadata XML and follow the instructions to generate the
Costpoint_SP_FederationMetadata.xml file.

|£| Product Configuration Utility Wersion 7.1.1

( Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

[ Wain | Securiy |

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration {(min) |5

rAuthentication Providers
Select Authentication Provider |nZURE1(C?1RADO:| |v|| Add || Clone || Remave |
Type SAML (AZURE) || | |

AD Domain lecot00.anmicrosoftcom| Host AddressiP PUHM
e

| Load/Default All Parameters | | Load Certificates Only |

SP Initiated Sign-in (use Costpoint login page)

SP Entity ID{URL) |ht‘tp:IJ’us2U2268:?UUQ ( | | SP Federation Metadata XML | >
b
w

IdP Federation Metadata XML | \! L-!

Shwisfed |

) Disabled
() WS FED WS FED Endpoint URL |htlps:ﬂ|0gin.micrusuﬂnnline.comIcQSEc?dD—chﬁ-M 23-2896-d1d322722d0
) SAML Sign-in URL

Sign-out URL

r'Windows ADKerberos Single Sign On (S50)

[]Enable S50 KeyTab Folder

rAuthentication Troubleshooting
[_| Log Authentication Debugging Details || Log Kerberos Login Details

8. Click Save and stop making any further changes in Costpoint Configuration Utility for
now.

You have to navigate to the Microsoft Azure Admin Console and complete the SAML

configuration on the Azure side. Then you will return to Costpoint Configuration Utility and

finish the original setup.
9. Open the Microsoft Azure Admin Console using https://portal.azure.com.
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10. Navigate to Azure Active Directory » Enterprise Applications » All Applications.

< c @ https:/portal.azure.com/#blade/Microsoft AAD_IAM/StartboardApplicationsMenuBlade/AllApps/menuld/

™ gmail deltek $ misc @ hotmail Y news

P Search resources, services, and docs

B8 > aleksey.test > Enterprise applications - All appheags

Create a resource Enterprise applications - All applications
aleksey.test - Azure Active Directory
Home
#rSpplication  EX Columns

# Dashboard O Overview

Al services Application Type Applications status Application visibility

Manage Enterprise Applications | | Any v [an v IR

All applications

FAVORITES

28 All resources

Application proxy
Resource groups HOMEPAGE URL OBJECT ID
L User settings

& App Services ConcurTest1 https://www.concur.com/ aaafca56-2505-4801-a6a3-dbfbSTelbch8
5 : Security

Function Apps Costpoint (Local Test - CTIRADO) 27539¢6e-8a62-4600-b311-80alec78ace3
- O Conditional Access
sa SQL databases

NAME

Costpoint app.registration http://us202268:7009 05d35136-9d2¢-410f-95b8-182c94e1363d
& Azure Cosmos DB Activity
ep_test fc595112-59b4-43e7-8cdf-711130371dd6
8 virtual machines D sign-ins
NetSuite OpenAirTest http://www.openair.com 7codcATc-500a-4846-85¢5-6271664138¢9
@ Load balancers B Audit logs
. Office 365 Exchange Online http://office.microsoft.com/outlook/ cb2cd63d-5f90-489a-84aT-5833025a3f5
B8 Storage accounts Access reviews

Office 365 Management APIs

11. Click + New Application, select the Add from the gallery option, and type Costpoint.

097d22b5-77a-4ch9-8948-¢53240e30ce6

Home > aleksey.test > Enterprise applications - All applications > Categories > Add an application
Categories X Add an application O X

All (31786) Add your own app

Business management (402)

[ [ ] ] icati ure - i -
| Booe o Ble
Collaboration (456) . o
developing

Construction () ‘ Configure Azure AD Integrate any other

REQ‘S“” an app you're Application Proxy to application that you

working on to integrate enable secure remote don't find in the gallery
Consumer (44) it with Azure AD access

Content management (153)

CRM (155)
Add from the gallery
Data services (149)

Developer services (109) Costpoint

E-commerce (75)

Education (147) NAME

Costpoint

CATEGORY
ERP (92)

ERP
Finance (258)

Health (63)

12. Click the Costpoint gallery template published by Deltek, accept default name
Costpoint in the Name field, and click Add.
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Il applications > Categories > Add an application > Costpoint
Add an application » X Costpoint O

Add your own app

HEE icati
- Appllwcatlon
Hiy~ you're

developing

Register an app you're
working on to integrate
it with Azure AD

=.". On-premises
M’ application

Configure Azure AD
Application Proxy to
enable secure remote

=II
"
Integrate any other

application that you
don't find in the gallery

Non-gallery
application

Deltek

Industry-leading ERP software for Govt
Contractors to manage project accounting,
labor management, manufacturing and
business intelligence while improving

visibility, efficiency and profitability

13.

14.

access
Use Microsoft Azure AD to enable user
Add from the gallery access to Costpoint.
Costpoint o Requires an existing Costpoint

subscription.,

1 applications matched "Costpoint”.

Name @

NAME CATEGORY
Costpoint ERP

Deltek

Click Assign a user for testing, or go to Costpoint » Users and groups on the left
pane and click Select and Assign to select and assign users and/or user groups to have
access to Costpoint.

@ httpsy//portal.azure.com/#blade/Microsott AAD_IAM/ManagedAppMenuBlade/Users/appld/t234t/5a-tcbb-4bba-abtc- 1UBU/BabBabd/objectld/Z /53Ycbe-Babs

By news

B hotmail

feltek $ misc

P Search resources, services, and docs > IE'

Home »> aleksey.test > Enterprise applications - All applications > Costpeint (Local Test - C71RADO) - Users and groups

Costpoint (Local Test - C71RARO

Enterprise Application

ers and groups

« + Add user | =E Columns

B overview
appear on the access panel for assigned users. Set 'visible to users?' to no in properties
7. Getting started
First 100 shown, to search all users & groups, enter a display name.
Deployment Plan
DISPLAY NAME OBJECT TYPE
Manage

) o aleksey.ivkin@sampleco100.onmicrosoft.com Ivkin  User
Properties

Users and groups

Single sign-on

Application proxy

Click Configure single sign-on, or go to Costpoint » Single sign-on on the left pane
and click on SAML on the right.
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misc @2 hotmail &Y news

P Search resources, services, and docs

Home > alekseytest > Enterprise applications - All applications > Categories > Add an application > Costpoint - Single sign-on

Costpoint - Single sign-on

Enterprise Application

Select a single sign-on method

25 Overview

t; Getting started

Deployment Plan ® Disabled SAML
User must manually enter their Rich and secure authentication to
Manage username and password. applications using the SAML (Security

Assertion Markup Language) protocol

Properties

uM Owners

and groups

Single sign-on
B Password-based Oc) Linked
Password storage and replay using a Link to an application in the Azure
web browser extension or mobile app. Active Directory Access Panel and/or
Office 365 application launcher.

Provisioning
i Application proxy

G Self-service

15. Click Upload metadata file, select the Costpoint_SP_FederationMetadata.xml file that
you generated earlier using Costpoint Configuration Utility, and click Add.

L Search resources, services, and docs

i

Home > Costpoint - Single sign-on > SAML-based sign-on

Costpoint - SAML-based sign-on

lication

T Upload metadata file | % Change sifye sign-on mode % Switch to the old experience

5  Overview

A’ Welcome to the new experience for confyuring SAML based SSO. Please click here to provide feedback. =

T Getting started

Deployment Plan

Set up Single Sign-On with SAML - Preview

Manage Read the configuration guide o for help integrating Costpoint.
Properties
N o Basic SAML Configuration K
M Owners
Identifier (Entity ID) Required
& Users and groups Reply URL (Assertion Consumer Service URL) Required

2 Single sign-on Sign on URL
Relay State
®  Provisioning Logout Url

El  Application proxy

aleksey.ivkin@sample...

2 Search resources, services, and docs
ALEKSEV.TEST

Home > Costpoint - Single sign-on > SAML-based sign-on

Costpoint - SAML-based sign-on
Enter plication

T Upload metadata file % Change single sign-on mode % Switch to the old experience
 Overview

Upload metadata file
1’ Getting started

Deployment Plan

% tor the fields below are provide oint. You may either enter those values manually, or upload a pre-configured SAML metadata file if provided

Costpoint.
Manage
Properties ‘ “Costpoint_SP_FederationMetadata.xml* H

w2 Owners
& Users and groups 2
D Single sign-on Signon URL

Relay State
® Provisioning Logout Url

16. It will populate all The SAML required fields populate based on values from the
Costpoint_SP_FederationMetadata.xml file.

You can always correct these values manually if needed.
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misc @ hotmail &Y news

0 Search resources, services, and docs > 5 7 ® aleksey.ivkin@sample

Home > aleksey.test > Enterprise applications - All applications > Costpr Basic SAML Configuration
int - SAML-based sign-on
cation Hsavwe

T Upload metadata file

B overview

Identifier (Entity ID) (Required) @
7 Getting started hittp://us202268:7009

Deployment Plan

Manage

Properties o
Basi

o
i Owners

Reply URL (Assertion Consumer Service URL) (Required) @

https://us202268:7010/LoginServletcps

Ideni
£ Users and groups Reply UR
D Ssingle sign-on Sign on URL

Relay State

= |dentifier (Entity ID): The value must be unique across all applications registered
within Azure. It is case-sensitive and must match exactly (including the case) to the
SP Entity ID (URL) in Costpoint Configuration Utility.

= For Reply URL, enter the HTTPS/SSL Costpoint host/address URL ending with

/LoginServlet.cps. This URL will be used by Azure to send the SAML token back to
Costpoint.

= For Relay State, enter the Costpoint login system name as system=<your system
name> (for example, system=C71RADO).

Reply URL (Assertion Consumer Service URL) (Required) @
IL Confi
https://us202268:7010/LoginServiet.cps
Intity IC
(Assertii
L

Sign on URL (Optional) @

v
out
Relay State (Optional) @
bystem=C71RADO)
ar Ident
Logout URL (OpTioT
Enter a logout url v
1ina Ce
17. Leave everything else as-is on the screen, and click Save to save the BasicSAML
Configuration.

P Search resources, services, and docs

Basic SAML Configurat

Home > aleksey.test > Enterprise applications - All applications > Costp

Costpoint - SAML-based sign-on

Enterprise Application

Hsave

IdentiTer (Entity 1D) (Requj

« T Upload metadata fil¥

B overview g
4 Welcome to the new expe
7 Getting started

Deployment Plan

Set up Single Sign-(

Manage Read the configuration guid

Pemction - Damhi 11Dl [Aceartinn Caneciimar Candisa |IDI fDamiirad) ~
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18. If you use Manage User Groups in Active Directory for your Costpoint users, scroll
down to the User Attributes & Claims section and click Edit.

Set up Single Sign-On with SAML

Read the configuration guide & for help integrating Costpoint.

o Basic SAML Configuration ,O'
Identifier (Entity ID) https://us202268:7010
Reply URL (Assertion Consumer Service URL)  https://us202268:7010/LoginServiet.cps
Sign on URL Optional
system=C71RADO

Relay State
Bgout on

User Attributes & Claims

Givenname
Surname

user.gi'«enr‘ame
user.surname

malls user.mail
Name user.userprincipalname
Group user.groups
Unique User Identifier user.userprincipalname

a) Click Edit for Groups returned in claim.
User Attributes & Claims

== Add new claim

Name identifiar yalue: incipalname [i id-f ilAdd

Groups returned in claim: ~ None

VALUE

Group user.groups
http://schemas.xmlisoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http://schemas.xmisoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas.xmisoap.org/ws/2005/05 /identity/claims/name user.userprincipalname

b) On the Group Claim dialog box, select Security Groups for Which groups
associated with the user should be returned in the claim; choose Group ID or
sAMAccountName (only if groups synchronized from an on-premises Active
Directory using AAD Connect Sync 1.2.70.0 or above) as Source Attribute; and then
select the Customize the name of the group claim check box under Advanced
Options and enter Group in the Name (required) field.
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Group Claims (Preview)
Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

() None

() all groups

(®) Security groups
() Distribution lists
() Directory roles

* Source attribute

| Group ID ~

Advanced options
Customize the name of the group clzim

Name (required)

| Group

Mamespace (optional)

|:| Emit groups as role claims @

c) Save your changes.

Security Groups will now be returned as part of SAML assertion.
User Attributes & Claims

o= Add new claim

Mame identifier valus: user.userprincipalname [nameid-format:emailAddress]

Groups returned in claim:  SecurityGroup

VALUE

Group user.groups

For more details on how to configure group claims for applications with Azure Active
Directory, refer to the following link:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-fed-

19. Scroll down to the SAML Signing Certificate section and copy the App Federation
Metadata Url.
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s v

el e, e

Costpoint - SAML-based sign-on

Enterprise Application

« T Upload metadata file 92 Change single sign-on mode “a Switch to the old experience = Validate this application

,-j Owners -
Af‘ Welcome to the new experience for configuring SAML based SSO. Please click here to provide feedback. =

£ Users and groups —

USEl ALUIDULES O Ulalllis -~
J) Single sign-on . .
D 9 9 Givenname user.givenname
@ PfOV\.S\.Oﬂiﬂg Surname user.surname
user.mail

Application proxy user.userprincipalname

user.userprincipalname

Unique User Identifier
C  self-service q

Security
SAML Signing Certificate

0 Conditional Access

N o Status Active
6 Permissions FA260EDDO7EAG14BAEGT986C32084EDBEITT0BI4
O Token encryption (Preview) Expiration 4/1/2022, 6:51:32 PM Click to copy
ification Email aleksey.ivkin@sampleco100.onmicrosoft.com
Activity App Federation Metadata Url
Certificate (Base64) Download
D sign-ins ificate (Raw) Download
B Auditlogs Federaticn = Download

20. Return to Costpoint Configuration Utility and enter IdP Federation Metadata XML.

Enter/paste the App Federation Metadata Url that you just copied in Azure.
|| Praduct Configuration Utility “ersion 7.1.1 @Iﬂ”ﬁ

[ Product [wEhlugic | Dedicated Servers | Logging | Reporting | IS rcms |
‘Man | Securty |

rUser Lockout Options

[¥] Lockout Enabled  Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration {min) |5
rAuthentication Providers

Select Authentication Provider |AZURE1(C?1RADO) |v| | add | | Clone | | Remove |

Type SAML (AZURE) v | |

AD Domain lecatog.onmicrosoft.com| Host AddressiP Port [1use SSL Test

il
SP Entity ID ; o = 1oats ML
=

1dP Federation Metadata XML |https:#ogin.microsoftonline.com/c286c7d0-de85-41 2a-a886-d 1 d322f22d0 federationmetadatal ]

[ 4 ttos:inog 1 |
B ot
SP Initiated Sign-in {use Costpoint login page)

20. Click Load/Default All Parameters.

This will update the signing certificates and SP Initiated Sign-in parameters. Note that
you can always manually change these settings or even disable SP Initiated Sign-in
(ability to log in via SAML Single Sign-on right from the Costpoint login page).
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6| Product Configuration Utility VYersion 7.1.1 EI £3

[ Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | cMs |

(‘Main | Security |
rUser Lockout Options
[v] Lockout Enabled Lockowut Threshold |5 Lockout Duration {min} |30 Lockout Reset Duration {min) |5
- Authentication Providers
Select Authentication Provider |[AZURE1  C71RADO ) |~ | Add | | Clone | | Remove |
Type SAML (AZURE) ~| | |
AD Domain leco100.0nmicrosofi.com| Host AddressiP Port [[1use ssL Test
SP Entity IDURL)  |hitp:/ius202 2627009 | | SP Federation Metadata XML |

IdP Federation Metadata XML |https:I.fI0 i

nline. comic286cyd0-deds-4123-a896-d1 d3221‘22dD3ﬁederatinnmetadatarz‘|

| LoadDefautt All Parameters |

| Load Certificates Only |

Select SP Initiated Sign-im!.'.,.—-—

e

@l

Which one would you like to select?

IdP Federation Metadata XML file is containing information for both SP Initiated Sign-in options: WS-FED and SARML.

| WS-FED || SamL |

rWindows ADMKerberos Single Sign On (SS0)
[_]Enable 850 KeyTab Folder

21. Select SP Initiated Sign-in method.

You can disable it or choose between WS-FED or SAML protocols.
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| £:| Product Configuration Utility Wersion 7.1.1

(Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

=] o =

(Hain | Securiy |

rUser Lockout Options

[v] Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration (min) |5

| LoadDefault All Parameters | | Load Certificates Only

SP Initiated Sign-in {use Costpoint login page)

rAuthentication Providers
Select Authentication Provider |AZURE1 ( C71RADO ) |~ | add | | Clone | | Remave |
Type |SAML (AZURE) ~| | |
AD Domain leco00.anmicrosatt.com| Host AddressiP Port 1
SP Entity ID(URL) | http:/jus202268:7009 | | SP Federation Metatata XML
IdP Federation Metadata XML -d1d322f22d03federationmetadatar

) WS-FED WS_FED Endpoint URL |https:I.fI0gin.microSoﬂonIine.comIc288chD—dc85—41 23-a896-d1d32 202 2d03Mwsad

/ ) Disabled
(

SAML Sign-in URL
Sign-out URL

~Windows AD/Kerberos Single Sign On (S50)

[ |Enable S50 HKeyTab Folder

22. Click Save.

Costpoint SAML Single Sign-on setup with Microsoft Azure is complete. You can activate

SAML SSO mode for Costpoint user accounts.

Configure SAML Single Sign-on between Costpoint and Other

SAML Identity Providers

Besides using predefined SAML IdPs such as Microsoft AD FS and Microsoft Azure, SAML
Single Sign-on can be configured for any other SAML IdP. For example, you can use PING-
Federate, Okta, F5, and so on.

Same as with AD FS or Azure, you start with Costpoint Configuration Utility and generate the

Costpoint_SP_FederationMetadata.xml file. Then you navigate to your SAML IdP Admin

Console and register the Costpoint application/connection on the IdP’s end. If your SAML IdP

allows for SP metadata upload, the process becomes automatic in the same way it is with

Microsoft AD FS or Azure. If SP metadata upload is not supported, you enter the Costpoint SP

data manually based on the values from the Costpoint_SP_FederationMetadata.xml file.

Then you return to Costpoint Configuration Utility and finish the original setup.

To enable SAML Single Sign-on with SAML (Other) IdP:
1. Open Costpoint Configuration Utility and navigate to WebLogic »Security.
2. Click Add to add new (SAML) Authentication Provider.
Provider can be added for a specific system or for all systems.

3. Enter a unique name for the Authentication Provider.
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£ Product Configuration Utilite Version .11 (=1 | = I >
[ Product | weblogic | Dedicated Servers | Logging | Reporting | 1S | cmMS |
Main | Security |
User Lockout Options
’V Luckuul Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration {(min) |5 ‘
r ication Providers ,/_ N
Select Authentication Provider [AZURE1 ( C71RADO ) i~ | am | ’nne Remove
L ¥
Type |§ |22 Add MNew Authentication Provider v @
AD Domain Is Enter New Authentication Provider Id [F5 | Test
SP Entity IDURL) |F Select System For new Authentication Provider Wetadata XML
IdP Federation Meta: ) &Nl Systems @ Specific: |C?1RADO | '| -5 96ada9?04d|

SP Initiated Sign-in|
() Disabled

(| WS-FED WS FED Endpoint URL |hnp5'ﬂlng|n microsoftonline.com/c286c7d0-deB5-4125-a896- 01 d32 21220030 sfed

1 SAML Sigh-in URL
Sign-out URL

[ Windows ADKerberos Single Sign On {SSO)

For the Type, select SAML (OTHER).
| £ Product Configuration Utility Wersion 7.L1 EE

[ Product | Weblogic | Dedicated Servers | Logging | Reporting [ IS [ CMS |

Main | Security |
User Lockout Options
[ [v] Lockout Enabled Lockout Threshold u Lockout Duration (miny ,E Lockout Reset Duration {min) D ‘
r Authentication Providers
Select Authentication Provider |F5[C?1RADO) |V‘ | Add | ‘ Clone | ‘ Remove |
Type |SAML (OTHER) [~] | |
AD Domain Host AddressiP Port [Juse ssL Test
SP Entity ID{URL) ‘hﬂp:ﬂus?ﬂ??ﬁs To0g | | SP Federation Metadata XML |
1dP Federation Metadata XML | \
| Load/Default All Parameters | | Load Certificates Onhy |

SP Initiated Sign-in {use Costpoint login page)
@) Disabled

) WS-FED WS-FED Endpoint URL

) SAML Sign-in URL
Sign-out URL

- Windows AD/Kerberos Single Sigh On (SS0)

[_1Enable S50 KeyTah Folder

Enter the AD Domain name.

Domain is your company’s Windows AD domain. During SAML assertion verification, the
system concatenates the Domain value with the Active Directory ID entered on the
Manage Users screen.

For example, if the Active Directory ID from Manage Users configuration is john.smith
and the AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-insensitive)
and the SAML assertion signature is valid, the user is let into the system. Otherwise, the
authentication request will be rejected.
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10.

Though it is not recommended, you can leave AD Domain field blank, but you will have
to enter fully qualified name for the Active Directory ID on the Manage Users screen (for
example, john.smith@us.mycompany.com, not just john.smith).

Enter SP Entity ID (URL).

SP Entity ID (URL) is defaulted by Enterprise App External URL. You can change this
value to use another identifier for the SP Entity ID (URL). The value must conform to
URL syntax and start with either http or https protocol. For example:

https://mytestsystem1, https://costpoint_system_prod, https://costpoint_system_dev.

The value is case-sensitive. It must match exactly (including the case) to the Identifier
(SP Entity ID) in your SAML IdP.

Click SP Federation Metadata XML, and follow the instructions to generate the
Costpoint_SP_FederationMetadata.xml file.

|£| Product Configuration Liility Version 7,11 EI@
( Product | Weblogic | Dedicated Servers | Logging | Reporting [ IS | cMs |

Main | Security |

User Lockout Options
Lockout Enabled Lockout Threshold |5 Lockout Duration {min) (30 Lockout Reset Duration {min} |5

Authentication Providers

Select Authentication Provider |F5(C71RADO) [~] ‘ Add | | Clone | | Remove ‘

Type |SAML (OTHER) |v‘ | |

AD Domain testl .com Host AddressiP m\
SP Entity ID(URL) |htto:ifus202268:7008 { | | SP Federation Metadata XML | )

L %
IdP Federation *mL | T J/’
i R
‘ LoadDefault All Parameters | | Load Certificates Only |

SP Initiated Sign-in {use Costpoint login page)

Click Save and stop making any further changes in Costpoint Configuration Utility for
now.

You have to navigate to your SAML IdP Admin Console and complete the SAML
configuration on its side. Then you will return to Costpoint Configuration Utility and finish
the original setup.

Keep in mind the following key things when configuring Costpoint application within your
SAML IdP:

= Costpoint application Identifier (SP Entity ID): The value must be unique across all
applications registered within your SAML IdP. It is case-sensitive and must match
exactly (including the case) to the SP Entity ID (URL) in Costpoint Configuration
Utility.

= For Reply URL (Assertion Consumer Service URL/ACS URL), enter the
HTTPS/SSL Costpoint host/address URL ending with /[LoginServlet.cps. This URL
will be used by your SAML IdP to send the SAML token back to Costpoint.

= For Relay State, enter the Costpoint login system name as system=<your system
name> (for example, system=C71RADO).

Return to Costpoint Configuration Utility, and enter IdP Federation Metadata XML.

If your SAML IdP supports dynamic URL to IdP Federation Metadata, use this URL and
enter it here. If dynamic URL is not supported, download the IdP Federation Metadata file
to your local machine so that it is available and can be accessed by Costpoint
Configuration Utility.

Security

51


https://mytestsystem1/
https://costpoint_system_prod/
https://costpoint_system_dev/

y

Delte Know more.
Do more.™
SAML Single Sign-on Setup
| £| Product Configuration Utility Wersion 7,11 EIE

("Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

[ Wain | Securiy |

rUser Lockout Opti

Lockout Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration {min) |5

5P Initiated Sign-in (use Costpoint login page) |Load All Infarmation fram file |

{#) Disabled

() WS-FED WS5-FED Endpoint URL

0 SAML Sign-in URL
Sign-out URL

11. Click Load/Default All Parameters.

rAuthentication Providers
Select Authentication Provider |F5 { C71RADO ) |~ | add | | Clone | | Remove |
Type SAML (OTHER) [~] | |
AD Domain testl.com Host AddressiP Port [use SSL Test
SP Entity ID{URL) |ht‘tp:ﬂus?ﬂ??ﬁﬂ'?00£_ | | SP Federation Metadata XML
‘::_E_I;Federation Metadata XML |C:IWorIdSecurity‘tadfs-samllfs app md.xml| |
| Load/Default All Parameters | | Load Certificates Only |

This will update the signing certificates and SP Initiated Sign-in parameters. Note that
you can always manually change these settings or even disable SP Initiated Sign-in (the

ability to login via SAML Single Sign-on right from the Costpoint login page).

| £| Product Configuration Utility Wersion 7.1.1

["Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

E=RECH™

(Wain | Securty |

rUser Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration {min) |30 Lockout Reset Duration {min) |5

r Authentication Providers
Select Authentication Provider [F5 { C71RADO ) |~ | add | | Clone | | Remove |
Type SAML (OTHER) [~] | |
AD Domain testl.com Host AddressiP Port [1Uuse SSL Test
SP Entity ID(URL) |hitp:ifus202268:7009 | | SP Federation Metadata XML |

IdP Federation Metadata XML __iakive e A " G o xml

| Load/Default All Parameters | | Load Certificates Only |
5P Initiated Sign-in {use Costfio
) Disabled
) WS_FED WS-FED Endpoint URL
(| SAML Sign-in URL |https:IIp0rtaI-Sts.Ieidos.c0mISamIIidpIproﬂleIredirectorposUsso |
Sign-out URL |https:IIp0rtaI-Sts.Ieidos.c0mISamlIideproﬂIeIposUsls |

12. Select the SP Initiated Sign-in method.
You can disable it or choose between WS-FED or SAML protocols.
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|2 Product Corfiquration Utility Wersion 7.1.1 IEI@

( Product | Weblogic | Dedicated Servers | Logging | Reporting | IS | cMS |

Wan | Secuiy |

rUser Lockout Options

[v] Lockout Enabled Lockout Threshold |5 Lockout Duration {min} |30 Lockout Reset Duration (min) |5

- Authentication Providers
Select Authentication Provider |FS (C71RADO ) |v|| Add || Clone || Remove |
Type |SAML (OTHER) |~] | |
AD Domain ltestt .cam | Host Addressp Port [1use SSL Test
SP Entity ID(URL) |hitp:ifus202266:7009 | | SP Federation Metadata XML |

IdP Federation Metadat = adfs-samifs app md.xm

| Load/Default ll Parameters | | Load Certificates Only |
#7  SP Initiated Sign-in (use Costpoint login page)
( ) Disabled
\ ) WS-FED WS_FED Endpoint URL
N ) SAML Sign-in URL |hrlps:ﬂponaI—sts.leidos.comrsamIIideproﬂIeIredirectorposUsso / |

Sign-out URL

|hﬂps:ﬂponaI-sts.leidos.comrsamIIideproﬂIeIposUsls

r Windows ADKerberos Single Sign On (S50)
[_]Enable S50 KeyTab Folder

13. Click Save.

Costpoint SAML Single Sign-on setup with SAML (Other) IdP is complete. You can
activate SAML SSO mode for Costpoint user accounts.:

Activate SAML SSO Mode for Costpoint Accounts

1. Click Administration » Security » System Security » Manage Users.

FILE LINE OPTIONS PROCESS HELP

BNE 0OENCRRAE

COMpany 1 (

% [Z] Browse Applications = Admin = Security > System Security » Manage Users
3 Identification New | Copy v | Delete
UserID* | User Name * )

Information  Workflow Printing Defaults EESIGENTEWWE User Interface

of 1 New

Authentication Settings 2FA Settings
FIDO Secur
Authentication Method * [Database v SAML Single ® None
Sign-on Ena
Password Generate Random Password Mobile Application Bas
Email
Verify Password
Active Directory or Certificate ID Manage User Groups ,
: in Active Directory Effective Date
Allow Access to Integration Console Allow Access to Extensibility Console Allow Application Access via Integration Ser

Company Access Assigned User Groups Module Rights

Identification > Company Access New

h Company ID* | Default Taxable Entity ID| Org Security Group ID| Labor SSN Cost Price: Company Name Org Security Group Name Taxable Entity Name

2. Select a user.
Click the Authentication tab.

4, Select the SAML Single Sign-On check box to allow the user to log into Costpoint in
SAML SSO mode.
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FILE LNE OPTIONS PROCESS HELP COMpan
* Browse Applications > Admin > Security > System Security » Manage Users
Identification New | Copy W | Delete 1 o1 Exist
User ID* TEST1_AZURE User Name * TEST1_AZURE Q

Information _ Workflow _ Printing Defaults JXNUEINIWGLIN User Interface

Authentication Settings 2FA Settings
FIDO §
Authentication Method * [Active Directory v 4 gAML Single None
ign-on
Password Generate Random Password Mobile Application
Email
Verify Password
Active Directory or Certificate 1D Aleksey|vkin@deltekO365.onmicroseft. ¥ Manage Us ‘
: s = in Active Directory Effective Date
¥ Allow Access to Integration Console @ Allow Access to Extensibility Console Allow Application Access via Integration

Company Access Assigned User Groups Module Ri

Identification > Company Access New | Copy ¥

- Company ID* Default Taxable Entity 1D Org Security Group 1D Labor SSN Cost Price Company Name Org Security Group Name Taxable Entity Name
h [a ] [ ] COMpany 1 ALL SuperTech, Inc.

Update SAML Provider settings in Costpoint Cloud

Costpoint Configuration Utility provides every capability to configure Costpoint authentication with
SAML Provider. Deltek highly recommends that Costpoint Administrators use this tool to make
changes related to such configurations.

However, there may be use cases when Costpoint Administrators have limited access to the
Costpoint/Weblogic server environments and therefore, may not always run Costpoint
Configuration Utility. Typically, this is the case when Costpoint is deployed in the Cloud.

As an alternative to Costpoint Configuration Utility, Costpoint Administrator can use the Manage
System Integration Accounts (SYMINTG) application that provides some limited capabilities to
update SAML Provider settings.

To use Manage System Integration Accounts to update SAML Provider settings:

1.

Click Administration » Security » System Security » Manage System Integration
Accounts.

If AD FS was initially configured as the SAML Identity Provider for the current system,
click the ADFS Integration tab.

’ If using Azure or SAML (Other), skip to step 4 and 5.

FILE LNE OPTIONS PROCESS HELP COMpany 1 (C7IRADO) )  Deltek C

ENE 0REEENROB

> Admin > Security > System Security > Manage System Integration Accounts

System Integration Accounts

General Information ADFS Integration

SAML(ADFS) Provider ADFS1 AD Domain cpdevelopment dev.deltek com1
SP Federation Metadata XML
SP Entity ID (URL) nitp://localnost-7009 SP Federation Metadata XML ]
File Location
Generate File
[[Select this action to generate SP Federation Metadata XML for ADFS. }
Project ing TSFT—ProjECT TE) CMS Integration  GovWiniQ |

You use this tab to generate the Costpoint_SP_FederationMetadata.xml file. This file
allows you to create and configure Costpoint Relying Party Trust automatically within
the AD FS. This step is explained in the Configure SAML Single Sign-on between
Costpoint and Microsoft AD FS section.

Enter the following:
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= SP Entity ID (URL): The value is defaulted by Enterprise App External URL. You
can change this value to use another identifier for the SP Entity ID (URL). The value
must conform to URL syntax and start with either http or https protocol. For example:

= https://my_adfs_test system1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Relying
party trust identifier in AD FS.

= AD Domain: Domain is your company’s Windows AD domain. During SAML
assertion verification, the system concatenates the Domain value with the Active
Directory ID entered on the Manage Users screen.

For example, if the Active Directory ID from Manage Users configuration is
john.smith and the AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-
insensitive) and the SAML assertion signature is valid, the user is let into the system.
Otherwise, the authentication request will be rejected.

Though it is not recommended, you can leave the AD Domain field blank, but you
will have to enter a fully qualified name for the Active Directory ID on the Manage
Users screen (for example, john.smith@us.mycompany.com, not just john.smith).

= SP Federation Metadata XML File Location: Enter the optional Costpoint
Alternate File Location where you want to generate the
Costpoint_SP_FederationMetadata.xml file. If you leave this blank, the
Costpoint_SP_FederationMetadata.xml file will be generated in the database.

Click Generate File.

After the file is generated, download the file using the standard File
Download/Download File from Database/Alternate File Location function. Use
downloaded file to automatically create and configure Costpoint Relying Party Trust
within the AD FS.

Message(s)
Message(s)

SP Federation Metadata XML file has been gensrated successfully, Please use File Downlead application to downlead the file. Then use this fle to set up Costooint apglication within your SAML

Na)

Download Files from Database

v

File Name File Description
ADPUTLTS.DAT a
BERNICE.TXT APPEFT Create EFT File 2007-10-23 04:09:08.0 te
C5R11 bt ACPINTRN Import Inventory Transactions 2007-09-11 02: ¢
Costpoint_SP_FederationMetadata xml te
sdfsdf te

Download File

Delete Expired Files g

Show/Hide Screen Controls
Select Alternate File Location

If Azure was initially configured as SAML Identity Provider for the current system, click
the AZURE Integration tab.
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FILE UNE OPTIONS PROCESS HELP COMpany 1 (C7IRADO) ) Deltek Cost,

s Jol@in]s o -Ja - jalrio)

in > Security > System Security > Manage System Integration Accounts

'sampleco100 onmicroso ft.com

SP Entity ID (URL) nitp://us202268:7009

SP Federation Metadata XML ) IdP Federation Metadata XML https://login.microsoftonline.com/c 286¢ 7d0-dc85-412a-a896-d1d322122d03/federatiof
File Location File Name/URL

Generate File Load New Certificates
aration (SETY  Dr

Draioct Manufacturing Intanration (MY CMS Intaaration  GavWinl0 Intans

You use this tab to generate the Costpoint_SP_FederationMetadata.xml file. This file
allows you to register the Costpoint application automatically within Azure. This step is
explained in the “Configure SAML Single Sign-on between Costpoint and Microsoft
Azure” section.

You can also use this tab to update the URL to Azure Federation Metadata XML file or to
register new Azure certificates from the Azure Federation Metadata XML file, which is
explained in the “Configure SAML Single Sign-on between Costpoint and Microsoft
Azure” section. The preferred way is to use the URL to the Azure Federation Metadata
XML file so that all of the Azure SAML settings, including certificates, will be loaded
dynamically at run-time. If specifying the URL to the Azure Federation Metadata XML file
is not possible, you can manually update the Azure certificates from the Azure file:

a. Upload Azure Federation Metadata XML file into Costpoint, using either the File
Upload function or by copying the file into the Costpoint Alternate File Location.

b. Inthe IdP Federation Metadata XML File Location field, enter the optional
Costpoint Alternate File Location from which you want to read the Azure
Federation Metadata XML file.

If you leave this blank, Costpoint reads the Azure Federation Metadata XML file from
the database.

c. Inthe IdP Federation Metadata XML File Name/URL fields, enter the file name or
use a lookup to select the file name.

d. Click Load New Certificates to register new Azure certificates from Azure Metadata
XML file.

5 oL C

EICEN T DENE - DBEEORBEBEE

% [0 Browse Applications > Admin > Security > System Security > Manage System Integration Accounts

+ System Integration Accounts

General Information AZURE Integration

SAML(AZURE) Provider AZURE1 AD Domain sampleco100.onmicrosoft.com
§P Federation Metadata XML 1dP Federation Metadata XML
SP Entity ID (URL) nilp://us202268 7009 IdP Federation Metadata XML MKTIMOB031 Q
File Location
S$P Federation Metadata XML ) IdP Federation Metadata XML azure app md.xml
File Location File Name/URL
Generate File Load New Certificates

Project Manufacturing | (SET)  Project Manufacturing_Integration (M

You can also update the SP Entity ID (URL) property. The value is defaulted by
Enterprise App External URL. You can change this value and use other Identifier as SP
Entity ID (URL). The value must conform to URL syntax and start with either http or https
protocol. For example:

* https://my_adfs_test_system1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Identifier
(Entity ID) in Azure.
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You can also update the AD Domain property. Domain is your company’s Windows AD
domain. During SAML assertion verification, the system concatenates the Domain value
with the Active Directory ID entered on the Manage Users screen.

For example, if the Active Directory ID from Manage Users configuration is john.smith
and the AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-insensitive)
and the SAML assertion signature is valid, the user is let into the system. Otherwise, the
authentication request will be rejected.

If SAML (Other) Provider (for example, Okta, Ping-Federate, or F5) was initially
configured as the SAML Identity Provider for the current system, click the SAML (Other)
integration tab.

Same as with Azure, use this tab to generate the
Costpoint_SP_FederationMetadata.xml file. This file allows you to register the
Costpoint application automatically within your other SAML IdP. This step is explained in
the “Configure SAML Single Sign-on between Costpoint and other SAML Identity
Providers” section.

FILE LUNE OPTIONS PROGESS HELP COMpany 1(C

UOENONEAE

Applications > Admin > Security > System Security > Manage System Integration Accounts

System Integration Accounts

General Information [N G ]
SAML(Other) Provider F5 AD Domain kest.com

Metadata XML 1dP Federation Metadata XML

SP Entity ID (URL) hitp-//us202265:7009 IdP Federation Metadata XML ]

File Location
SP Federation Metadata XML l IdP Federation Metadata XML
File Location File Name/URL
Generate File Load New Certificates

You can also update the SP Entity ID (URL) property. SP Entity ID (URL) is defaulted
by Enterprise App External URL. You can change this value to use another identifier for
the SP Entity ID (URL). The value must conform to URL syntax and start with either http
or https protocol. For example:

= https://mytestsystem1
= https://costpoint_system_prod
= https://costpoint_system_dev

The value is case-sensitive. It must match exactly (including the case) to the Identifier
(SP Entity ID) in your SAML IdP.

You can also update the AD Domain property. Domain is your company’s Windows AD
domain. During SAML assertion verification, the system concatenates the Domain value
with the Active Directory ID entered on the Manage Users screen.

For example, if the Active Directory ID from the Manage Users configuration is
john.smith and the AD Domain is us.mycompany.com, the system will use
john.smith@us.mycompany.com and will try to match it to the user principal name
found in the Security Subject of SAML assertion. If it matches exactly (case-insensitive)
and the SAML assertion signature is valid, the user is let into the system. Otherwise, the
authentication request will be rejected.
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Single Sign-On (Windows Kerberos/AD) Setup:

Setting up Single Sign-On is a four-step process:
= Step One: Create a Kerberos Service Principal and keytab file
=  Step Two: Configure the Costpoint WebLogic Server
= Step Three: Update User Setup in Costpoint to Use Single Sign-On

= Step Four: Configure Internet Explorer to work with this configuration.

Step One: Create a Kerberos Service Principal and keytab File

The configuration discussed in this section is the generic Microsoft Windows Kerberos setup
using Windows Active Directory and its Kerberos tools.

Deltek recommends that you consult the Microsoft documentation on Kerberos services if you
have additional questions on these steps.

This step needs to be performed on the Active directory server of the domain in which the end
users are registered. In case the end users span across multiple Active Directory reals, separate
Kerberos principals are created for Costpoint Server in each of those participating Windows
Domains resulting in one multiple keytab files one per domain irrespective of the location of
Costpoint servers.

Create a New User Account in Active Directory

To create a new user account in Active Directory:
1. Start the Active Directory Users and Computers program on the Active Directory server.
2. Click New User.
3. Name the new user account in lower case (for example, sso_weblogic).
4

Under Account Options, select the This account supports Kerberos AES 128 bit
encryption option.

Enabling AES encryption can corrupt the user’s password. Reset the password after
this step.

Deltek recommends that you use all lowercase letters in User account. Subsequent
steps in this process may result in errors if the case doesn't match.

5. Under Account Options, clear the Do not require Kerberos preauthentication check
box.

Use ktpass to Create the SPN and keytab

Use the ktpass utility to configure the service principal name for the Costpoint application servers
and then generate the keytab file that contains the shared secret key of the service. The keytab
file will later be used on the application server for further configuration.

For more information about ktpass.exe, refer to TechNet
https://technet.microsoft.com/en-us/library/cc753771(v=ws.11).aspx
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Open a command window and run the following command

ktpass -princ HTTP/appserver.domainx.com@DOMAINY.COM -mapuser
sso_weblogic@DOMAINY.COM -pass password -crypto ALL -ptype
KRB5 NT PRINCIPAL -out C:\sso_weblogic_keytab

Where princ is the SPN value and mapuser is the active directory account created in
previous steps.

appserver.domainx.com: This is the fully qualified host name of the Costpoint
service in lower case. In most cases, it is the hostname of the IIS server which is
used as a proxy or load balancer to a WebLogic cluster. Kerberos negotiation will
happen by mapping the URL to the SPN account created in this step, so itis
important to create the SPN based on the URL used by end users. Unless it is
absolutely necessary to access the application server(s) directly, there is no need to
create additional SPNs to the host names of the application server or cluster nodes.
This value must be based on a DNS A record in order for a Kerberos ticket to be
properly constructed.

DOMAINY.COM: This is the domain to which the active directory server belongs.
This value needs to be written in uppercase letters.

sso_weblogic@DOMAINY.COM: This is the user account created in the previous
steps. The user ID should match the case of the account created in the previous
steps, and the domain should be written in uppercase letters.

password: This is the password for the account created in the previous steps.

sso_weblogic_keytab: This is the filename of the generated keytab file. It needs to
be copied to the WebLogic server for further configuration.

Use the following command to verify the SPNs associated with user account:

setspn -L sso_weblogic

The following output displays:

Registered ServicePrincipalNames for
CN=sso_weblogic,CN=Users, DC=domainy, DC=com

HTTP/appserver.domainx.com@DOMAINY .COM

This step is critical. If the same service is linked to a different account in the Active
Directory server, the client does not send a Kerberos ticket to the server.
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Step Two: Configure the Costpoint WebLogic Server

The WebLogic server needs to be configured to enable Kerberos Negotiation. The keytab file
created in the previous steps needs to be copied to a location that is accessible to the WebLogic
servers. The configuration discussed in this section is performed on the WebLogic Admin server
using the Costpoint Configuration utility.

Launch the Configuration Utility, and navigate to Weblogic tab » Security tab to the enable SSO.
|| Product Configuration Utility Version71.1 [=] = |==3
[ Product [ Weblogic | Dedicated Servers | Logging | Reporting | IS | CMS |

r User Lockout Options

Lockout Enabled Lockout Threshold (5 Lockout Duration (min) |30 Lockout Reset Duration (min) |3

r LDAP Providers
Select LDAP Server |esdtestmll Systems ) |v| | Add | | Clone | | Remove |
Connection Type |Active Directory (AD) | - |

(Single Sign On{S50)

[
Domain = = oo Port |389 [ ]use SSL
Use rver In System All Systems Test
V4

( Enable 550 KeyTab Folder |C:.fdeltekl'costpointl'?ﬂkeﬁabs

Authentication Troubleshooting
uthentication Debugging Details /

V4

= Enable SSO: Select this check box for WebLogic to support Kerberos authentication.

= KeyTab Folder: This is the folder that contains the keytab files. The WebLogic server
reads the keytab files under this folder at runtime to negotiate the identity of the end user.
In case of a cluster configuration, all nodes should have access to the keytab files. For
this reason, Deltek recommends that you create a separate folder and place all the
keytab files in single location under the Costpoint installation directory.

= Log Authentication Debug Details: Select this check box to debug the Kerberos
Authentication process. Enabling/Disabling this feature requires restarting the WebLogic
server(s).

For detailed information about the Costpoint Configuration utility, see the Deltek Costpoint
Configuration Utility Guide.

The WebLogic servers need to be restarted when enabling SSO for the first time. For a cluster
configuration, all nodes and the admin server have to be restarted. Further changes to the keytab
folder (such as adding a new keytab, editing, or removing a file) will not require restarting the

Security 60



y

Single Sign-On (Windows Kerberos/AD) Setup:

Deltek Koumore.

servers. Such changes can be applied at runtime by running the Rebuild Global Settings
application.

Step Three: Update User Setup in Costpoint to Use Single Sign-
On

'(I;o update the user setup in Costpoint using Manage Users application to use Single Sign-
n:

Log into Costpoint as the system administrator (CPSUPERUSER).

Click Administration » Security » System Security » Manage Users.

Select a user who should be assigned the Single Sign-On authentication method.

Click the Authentication tab.

In the Authentication Method field, select Single Sign-On.

In the Active Directory or Certificate ID field, enter the Active Directory user ID.

I S L R

Save your changes.
BEBO-0LC -8 @~y @

% [T Browse Applications | Administration > Security > System Security > Manage Users

+ Identification

[t of 1 Existing Tathe | [oweny [ () (O3] [ X

UserlD* [RaviZ i UserName *  [rayiz

Information | Woridlow | Printing Defauits [N TT0H  User Interface

Authentication Settings 2FA Settings
Authentication Methad * [Single Sign-on v None FI00 Secutity Key
T Enabled
Password [ 7 Generate Random Password Mobile Anplicaton :
. Passwordless
Email
Verify Password (
Active Directory or Certificate ID [Jser 123 # Manage User Groups Effective Date | PiN. (e
g = in Active Directory
Allow Access to Integration Consale Allow Access to Extensibility Console Allow Application Access via Integration Services

Company Access Assioned User Groups Module Rights  Application Rights Ul Profiles

8. Repeat these steps for other users who should be assigned the Single Sign-On
authentication method.

Step Four: Configure Internet Explorer to Work with Single-Sign
On

To enable clients to use Single Sign-On with Internet Explorer browsers:
1. Add the Costpoint URL to your Local Intranet zone sites:

a. From Internet Explorer, click Tools » Security » Local intranet » Sites »
Advanced.

b. Add the Costpoint URL to the list of local intranet sites.
Use only the fully qualified WebLogic machine name in the Costpoint URL.
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This should be the name that was configured on the Active Directory machine using
ktpass (for example, http://appserver.domainx.com).

On the Security tab, click the Custom Level button.

Under User Authentication/Logon, verify that the Automatic Logon Only in Intranet
zone option is selected.

7 R ey ™ =T
File  Edit “iew Favorites Tools  Help
Iy Favorites |4 iGoogle | |
| General | Security |Privacy || Content || Connections | Programs | Advance
Security Settings - Local Intranet Zone
Select a zone to view or change security settings,
- Settings
e € v 0O O o A
Internet Localintranet  Trusted sites  Restricted ® Enable
q sites =] Enable %55 Filker
Local intranet E 8 Eisa:lle
ites nable
This zone is for all websites that are p= inting of I
%) Found on your intranet, =] Scripting of Java applets
I (O Disable
(%) Enable
Security level For this zone O Prampt
82, User Authentication
82 Logan
Custom O Anonymous logon
Cuskomn settings. | T D
Aukomatic logon only in Intranet zone
- To change the settings, click Custom level, 8 ki . I - “II bRl d q
- To use the recommended settings, click Default level, Automatic logon with current user name and passwor =l
) Prompt for user name and password .
< | ¥
*Takes effect after vou restart Internet Explorer
[ Custarn level,.. ] [ Default level
Reset custom setkings
[ Reset all zones to default level Resetto! | medium-low (default) v | [ Reset... ]
[ OK ] [ Cancel ]
[ QK ] [ Cancel ] Apdl

3. Click Tools » Internet Options » Advanced, and ensure that the Enable Integrated
Windows Authentication option is selected.
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Single Sign-On Troubleshooting

Troubleshooting Single Sign-On related problems cannot be performed during production hours
while end users are actively accessing the applications. It needs to be scheduled during
downtime without any user activity.
To debug SSO-related problem, use Configuration Utility to do the following:
1. On the Logging tab, change the Logging Level for Enterprise Logger to DEBUG.
|£:| Product Configuration Utility Version7.1.1 El[g

e il
Product mlc Dedicated Servers |/ Logging |/ Reporting | NS CMs | \
k  Logging Level For Enterprise Logger \

@) DEBUG (Level designates fine-grained informational events that are most useful to debug an application)

INFO (Level designates informational messages that highlight the progress of the application at coarse-grgj level)

ates potentially harmful situations)

) ERROR (Level designates error events that might sull allow the application to continue running)

) FATAL (Level designates very severe error ts that will p bily lead the application to abort)

) OFF (Level is intended to turn off logging)

Log Folder |C:!deItelo’costpointl'?ﬂlogsr | IZI

File Size 500KB Number Of Log Files |10

2. On the Weblogic » Security tab, select the Log Authentication Debug Details check
box.

4| Product Configuration Utility Version7.1.1 ==
[ Product | Weblogic | Dedicated Servers | Logging | Reporting | IS cms |
((Main | security |

r User Lockout Options

Lockout Enabled Lockout Threshold |5 Lockout Duration (min) |30 Lockout Reset Duration (min) |5

r LDAP Providers
Select LDAP Server |esdtest{AlI Systems ) |v| | Add ‘ ‘ Clone | | Remaove ‘
Connection Type |Active Directory (AD) | hd |
Domain lesdtestt com | Host [1053217 | Port[388 | [Jusesst

Use LDAP Server In System All Systems

- Single Sign On(SS0)

Enable Jdeltek/costpoint/7 1/keytabs |

’f”A::I;ntication Troubleshooting e
" Log Authentication Debugging Details \

"‘\‘ _/
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3. Login to Costpoint as CPSUPERUSER, and execute Rebuild Global Settings » Reload
Settings.

FILE LINE OPTIONS PROCESS HELP

B80- %- @ 2 - 88

% [T] Browse Applications | Administration > System Administration = System Administration Utilities > Rebuild Global Settings

= Identification [ew | [copy [ w | [Doke=] | jaf || o ([10t1New] 5 || || Bf| [Tobe ] [cuey [w |0 (O] [le
Parameter\D*[i Descrimion*[ |
Select Process

@ All Settings () Individual Setting(s)

*% Reload Settings

Applica (Batch M[ Select this action to reload global settings data to the servers. ]

Accounts Payable GL Structure
Accounts Receivable HR - Affirmative Action overtim ** Reload Settings
Fixed Assets Autocreate HR - Benefits Payroll
Billing - EDI HR - Persannel Produc B Show/Hide Screen Controls
Billing Inventory ProjFF
Cobra Interface Product Definition Purchase Crder
Compensation Labor Receiving
Consolidations Multi-User Control WendorX Quotes
Currency Materials Estimating Purchase Requisition
Engineering Change Notices Master Production Scheduling Routings
EmployeeX Self Service Material Requirements Planning System
Fixed Assets Multicurrency WendorX
Fiscal Years Sales Order Entry Voucher
GL Configuration Subcontractor Management
System Settings
License Product License Log Files
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Single Sign-On For Private or Public Cloud

If you are deploying Costpoint in a Private or Public cloud, you can configure SSO between
Costpoint in the cloud and local to end-user Active Directory. In other words, a user who is logged
in into domain “ABC” (local LAN which a user belongs to his company) can seamlessly log in to
Costpoint deployed in a private or public cloud outside of domain “ABC.” Costpoint deployment in
the cloud will have no visibility/connectivity to Active Directory in domain “ABC”.

If all access to the hosted Costpoint deployment comes from a single local Active Directory forest,
the steps for SSO setup will be the same as described in the “Single Sign-On Setup: Java 8 and
Above section. That is, the same setup/steps work regardless of whether Costpoint is installed
within the same local domain as used by end-users or Costpoint is deployed outside of user
domain in the private or public cloud.

Typically though, a cloud deployment of Costpoint will also use a multi-tenancy model with
multiple systems being deployed within a single Costpoint cluster. Each system can represent a
company/division in a private cloud or truly independent companies in case of a public cloud.
Each division or company in the above scenario may have its own local Active directory
domain/realm without any trust between them. In this case, to configure SSO for multiple tenants,
you need to create a SPN and keytab in each of those Active Directories and copy all those
keytabs to a single location accessible to the Costpoint servers.

For example, if Costpoint is deployed at http://costpoint.hostdomain.com, and two companies
(ABC.COM and XYZ.COM) access the service, this would require creating two keytabs.
Company ABC should create a SPN for HTTP/costpoint.hostdomain.com@ABC.COM, and
company XYZ should create a SPN for HTTP/costpoint.hostdomain.com@XYZ.COM. The
resulting two keytabs should be copied to a location on the Costpoint servers. At runtime, for the
incoming request, WebLogic will pick the appropriate keytab based on matching the SPN value
and perform the negotiation.
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Single Sign-On on Mobile Device

Users on iOS and Android mobile devices (for example, iPhone, iPad, Pixel, or Galaxy) can log in
to Costpoint in SSO mode.

Enable Kerberos SSO on iOS devices

An iOS device has to be logged into the corporate LAN and be able to connect to your corporate
AD. In other words, the device should be using either the corporate WiFi (logged in into corporate
LAN) or VPN. Typical usage would be to configure VPN, which is considered to be a "best
practice" for accessing corporate resources from mobile devices, regardless of SSO usage. The
configuration of the VPN is outside the scope of this document. Instructions should come from
your corporate IT department.

To complete SSO enroliment, you need to deploy the SSO profile on your iOS device. This is
typically done by IT pushing it to user devices through a corporate MDM server. It can also be
done by each user sending a text file with ".mobileconfig" extension to themselves as an
attachment and opening it on iOS device.

1. You put your own GUIDs (in yellow) into the file by generating new ones (for example,
through this link: https://guidgenerator.com/online-guid-generator.aspx).

2. Replace "Realm" (my.company.com) with the user’s corporate AD server.
3. Replace the URL pattern with sites where you want SSO to be used.

Additional information about various parameters used in the profile configuration can be
accessed on Apple website:

https://developer.apple.com/library/ios/featuredarticles/iPhoneConfigurationProfileRef/Introductio
n/Introduction.html .

The following is sample contents of such text file with a SSO profile:
<?xml version="1.0" encoding="UTF-8"?>

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertyList-1.0.dtd">

<plist version="1.0">

<dict>
<key>PayloadVersion</key>
<integer>1</integer>
<key>PayloadUUID</key>
<string>9%9adfb330-9783-472a-b2ea-£f1365569ecd3</string>
<key>PayloadType</key>
<string>Configuration</string>
<key>PayloadIdentifier</key>
<string>com.deltek.ssoconfig</string>
<key>PayloadContent</key>
<array>

<dict>

<key>PayloadType</key>
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<string>com.apple.sso</string>

<key>PayloadVersion</key>

<integer>1</integer>

<key>PayloadIdentifier</key>

<string>com.deltek.sso.test.kerberos</string>

<key>PayloadUUID</key>

<string>66c2568c-91d5-4946-bbf8-464323326a7b</string>

<key>PayloadDisplayName</key>

<string>SSO profile for my enterprise</string>
<key>Name</key>
<string>AccountName</string>

<key>Kerberos</key>

<dict>
<key>Realm</key>
<string>my.company.com</string>
<key>URLPrefixMatches</key>
<array>

<string>http://*.my.company.com:7009/</string>

</array>

</dict>

</dict>
</array>
</dict>
</plist>

After connecting to the VPN, the profile is installed and your user account in Costpoint (or TE10
or BP7) is configured for SSO. You can open the Costpoint application via an icon on the iOS
device, and click the Login button without entering your credentials (you only need the system
name).

The device may ask you for your AD password the first time you log in. After that, your Kerberos
ticket will be cached and you will not need to do anything on the login screen; it will automatically
log you in. When the Kerberos ticket expires, you will be prompted for your password again. IT
can deploy a certificate as part of the SSO profile on the iOS device that will allow the iOS to
auto-renew the Kerberos ticket without asking the user to re-enter the password.

Enable Kerberos SSO on Android devices

In order to enable Kerberos SSO on Android devices, use third-party Kerberos authenticator
tools. For more information, refer to the following links:

= https://bayton.org/docs/enterprise-mobility/mobileiron/setup-kerberos-authentication-on-
mobileiron-core-for-android-enterprise/

= https://hypergate.com
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Client Certificate Setup

Follow the steps below to enable Client Certificate authorization.

Two Setup Methods

You can use either of these approaches to Client Certificate authorization.

Browser » WebLogic Server

With this authentication method, all the communication between the browser and the
WebLogic Server is over https protocol. Therefore, WebLogic Server must be configured
to support two-way SSL.

Browser » 1IS » WebLogic Server (Cluster of WebLogic Servers)

With this configuration, all communication between the browser and IIS occurs over https
protocol. The communication between IIS and the WebLogic Server can be implemented
over https or just http. If the WebLogic Server (or WebLogic Server Cluster) and IIS sit
inside the same local area network, Deltek recommends that you use http (not https)
between 1IS and WebLogic Server, because the SSL encryption and decryption routine
creates unnecessary overhead between two (or more that two, if you use a WebLogic
Server Cluster) trusted peers.

In addition, you have to configure the IIS proxy to forward client certificates to the
WebLogic Server (or the WebLogic Server Cluster).

To configure the IIS proxy to forward client certificates:

1. Log into the WebLogic Server console, and navigate to Environment » Server »
General.

2. Select the Client Cert Proxy Enabled check box. If you are using a WebLogic
Server Cluster, make the change for each server node.

MName: DEServer An alphanumeric name Faor this server instance,
Info...

Machine: {Mone) The Weblogic Server host computer {machine) on
this server is meant ko run, Mare Info..,

Cluster: {Stand-Alone) The cluster, or group of Weblogic Server instanc
which this server belongs,  Mare Infa...

@F] Listen Address: localhost The IF address or DMS name this server uses ta i
incoming connections.  More Info...

A Specifies whather this server can be reached thrg
Listen HostlEnatled the default plain-text (non-55L) listen pork,  Mor
Infa...

Listen Port: 7009 The default TCP port that this server uses to liske
reqular {non-535L% incoming connections.  Mare In

Indicates whether the server can be reached the

- L I e e the default 550 lisken port.  More Info...

More Infa...

client certificate in a special header,  More Infa.,

[ @E Client Cert Proxy Enabled ] Specifies whether the HitpClusterServlet proxies
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Requirement for Valid Certificate

Both approaches to Client Certificate authentication require that the client (browser) has a valid
certificate that can be trusted by WebLogic Server or IIS. The certificate must be installed on
each user’'s machine. The next steps assume that the client has a valid certificate. This certificate
must be imported into the browser.

To import a certificate into the browser (for example, Internet Explorer):

1.

Obtain a signed personal certificate from your organization’s IT department, VeriSign, or
another trusted certificate authority.

In Internet Explorer, click Tools » Internet Options » Content tab » Certificates »
Personal.

Click Import, and use the Certificate Import wizard to import the certificate. When
prompted, enter the password associated with the certificate.

Open the Costpoint Login page.

For example:

= https://costpoint_server:7002 (Browser » WebLogic Server)

= https://costpoint_server/CPWeb (Browser » lIS » WebLogic Server)

You should be able to log in to Costpoint without providing a User ID and password on
the Costpoint Login page.
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User Access to Modules, Applications, Reports,
Etc.

Authorization controls access to resources by answering the following question: “Does a user
have rights to access a protected resource?”

In Costpoint, we identify two types of resources that require protection:
=  Application business objects

= J2EE server components/services

A security policy must be implemented for each component in the previous lists. A security policy
answers the question: “Who has access to a resource?”

Resource Type Components Security Policies Defined By:

Application business objects Modules, applications, Costpoint security applications
result sets, actions, and such as the following: Manage
reports Users, Module Rights, Application

Rights, Report Rights, Report
Archive Rights, Action Rights, and
Result Set Rights

J2EE server Web applications, EJBs, | Server administration tools (for
components/services JDBC connection pools, example, the WebLogic Server
JMS servers, Java console)
connectors, and mail
sessions

When Costpoint is installed, only one user account called CPSUPERUSER is created. Thisis s
predefined administrative user in Costpoint that has full rights to all modules and applications. We
expect clients to login to product under this account and setup additional user groups and users
with appropriate privileges in Manage Users and Manage User Groups applications. Keep in mind
that those are regular Costpoint applications, and you will need to provide rights for those
applications to your Costpoint administrative users, who will be able to change other users’
privileges in Costpoint, create new Costpoint users and groups, and/ or remove unneeded user
accounts.

Also for new installations and for upgrades from previous versions of Costpoint for which the
Apply Default User Groups and Permissions option was selected, the installation will add an
out-of-the-box, predefined set of user groups and permissions. The idea is to help clients by
giving them a template of what user groups they might want to have in the organization and what
rights these user groups should typically have. For example, the "AP clerk" user group will be
created, which will have all the permissions that one would expect AP clerks should have.

In total, the installation creates 47 user groups that all start with a STD_ prefix (for example,
STD_AP_MGR" - "Accounts Payable Manager," "STD_CM_CLRK" -"Cash Management Clerk,"
and so on).
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Assign Rights to Application Business Objects

You can control a user’s access to application business objects using Costpoint screens and
tables for entering and storing security information.

The Costpoint 7 online help provides detailed instructions for assigning rights to users.
Look under Administration » Security.

MANAGE USER GROUPS

[ 2]
cick IR oo the

User Groups

Assign Users to Group

Hodule Rights

Follow these guidelines:

In Costpoint 7, Organization security works the same way as it did in previous client/server
versions of Costpoint, using the same screens and database tables.

= A user can be assigned to one or more user groups or to no user groups. In Costpoint 7,
unlike previous versions of Costpoint, security rights defined at the user ID level do not
override user group security rights.

= A user or user group can be given module-level security rights that control whether the
user or group has Full, Read-Only, or Deny rights to a module in the Costpoint menu. If
application security is not specified, module-level security also determines what, if any,
access users have to applications within a module.

= A user or user group can be given application-level security rights that control whether
the user or group has Full, Read-Only, or Deny rights to an application in the Costpoint
menu. If a user has Read-Only rights for a maintenance application, he or she can only
view result sets called from that application, regardless of what their result set rights may
be. If a user’s rights or any of their user group rights are set to Deny, the user will not be
able to see that application in the Costpoint menu or access it directly.

= An application may be used in multiple modules. If application-level security is not
specified for an application for a user and his or her user groups, the access rights of all
the modules that contain that application are used to determine if that application can be
accessed. If one or more of those module rights is set to Deny, the user does not have
access to the application.

= Result set security is used to determine the specific activities a user can perform within a
given result set. No, Read, Update, Insert, or Delete rights can be given for a
maintenance result set. If a result set is used in more than one application, the result set
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security applies to all applications that call that result set. Result set security will not
override application security rights (or module rights if the application security rights are
not defined).

Action security specifies whether or not the user can execute actions for the result set.
Rights for actions are either granted or denied. In general, unless Action rights are
explicitly denied, the user may run actions associated with the result set.

If the result set by design is not Read-Only (in other words, one or more of Insert,

Update, and Delete are available for that result set in the Design Tool), and the user
has Read-Only rights for the result set in the W_RS_RIGHTS table, that user will not
be able to execute any actions for that result set, unless they have been explicitly
granted rights to those actions. Conversely, if the result set is set to Read-Only in the
Design Tool, the default behavior is that the user can run actions for that result let
unless action rights are explicitly denied.

Report security specifies whether or not the user can run reports for the result set. Rights
for reports are either granted or denied. By default, the user can run any report
associated with the result set unless rights are explicitly denied.

Report archive security specifies whether or not the user can view archived reports.
Rights are set at different levels, based on a group of reports, a specific report, or a
particular instance of a report. Rights can be set within one company or for all
companies. Access to archived reports can be either granted or denied. You can also
specify different levels of access, such as view reports, modify archive policy, and delete
archived reports. In addition, organization security can be either ignored or taken into
account when viewing archived reports. In the latter case, users with different
organization security profiles can access the same archived reports.

Security rights do not need to be explicitly specified in the database at each of the levels
in order to fully view/access applications and result sets. If no application security is set
up for a user and his or her user groups, module security can be used. If result set
security is not defined for a user and his or her groups, application security determines
what the user can do in that screen. If action and report rights are not specified, Costpoint
allows the user to execute the actions or reports.

Initially, Lookup result sets (result sets called from another result set using the Lookup
button) are excluded from result set security because the Lookups do not allow users to
modify data.

User and User Group Assignments

Because users can be assigned to multiple user groups and can have security rights of their own,
the logic for determining what a user can access or modify is complex. To determine if a user has
rights to access a module, application, or result set, data must be read from the user’s own rights
as well as the rights of all of the user groups to which the user belongs.
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Module Security

The following rules are used to determine a user’'s module security rights:

If there are no rows for a given module within the W_MODULE_RIGHTS table for a user
or the user’s assigned user groups, the user cannot view/access that module.

If in one or more W_MODULE_RIGHTS rows for that user or his assigned user groups,
the user is denied access to that module (ACCESS_FL = 9), the user cannot view/access
that module.

If one or more W_MODULE_RIGHTS rows exist for that module and none have the Deny
setting (ACCESS_FL = 9) the user can view/access the module.

Application Security

The following rules are used to determine a user’s application security rights:

If there are no rows for that application within the W_APP_RIGHTS tables for the user or
the user’s assigned user groups, the application must determine security by checking the
module rights for ALL modules that contain that application.

If there are no rows for modules that contain the application, the user cannot access the
application.

If there are one or more module rows where access is denied (W_MODULE_RIGHTS.
ACCESS_FL = 9) for the user or the groups the user belongs to, then the user cannot
access the application.

If there are one or more module rows selected for the user and the user’s assigned user
groups where access is denied (W_MODULE_RIGHTS. ACCESS _FL =9).

If one or more module rows selected for the user and the user’s assigned user groups
have Full access (W_MODULE_RIGHTS. ACCESS_FL = 5), the user can view and
change data in the application.

If one or more module rows exist, but all of the rows’ access codes are set to Read-Only
(W_MODULE_RIGHTS. ACCESS_FL = 1), the user can view the data in the application
but cannot change it.

If one or more W_APP_RIGHTS rows exist for the application and the user and the
user’s assigned user groups, use the following logic to determine the application rights:

= If,in one or more W_APP_RIGHTS rows for the user and the user’s assigned user
groups, the user is denied access to the application (ACCESS_FL = 9), the user
cannot view/access that application.

= If, in one or more W_APP_RIGHTS rows for the user or the user’s assigned user
groups, the user is given Full rights to the application (ACCESS_FL= 5), for process
applications, the user will be allowed to run processes that update the database.

= If one or more W_APP_RIGHTS rows exist and they all have an access code of
Read-Only (ACCESS_FL =1), the user can access and view the application, but not
change data (even if the result set security would normally allow it). For process
applications, the user can generate reports, but cannot perform processes that
update the Costpoint database.

Security

73



Deltek gwumore

User Access to Modules, Applications, Reports, Etc.

Result Set Security

The following rules are used to determine a user’s result set security rights:

If a user has Full access to an application, result set security is used to determine which
result sets the user can view, add, change, or delete. If the user has Read-Only access
to an application, result set security is used only to determine which result sets the user
can view.

If there are no rows for the result set within the W_RS_RIGHTS tables for the user or the
user’s assigned user groups, the application/module security determines the user’s rights
to result sets within a given application.

If the user has Full rights to an application (or module if no application rights are defined),
the user can select, insert, update, and delete rows within all result sets for that
application.

If, in one or more W_RS_RIGHTS rows for the user or the user’s assigned user groups,
the user is denied access to a result set (DENY_FL =Y), the user cannot view or update
data in that result set.

The user can view rows in the result set if one or more selected rows in the

W_RS RIGHTS table has the SELECT_FL =Y. The user can insert, update, and delete
rows in that result set if one or more of the selected rows’ INSERT_FL, UPDATE_FL, and
DELETE_FL are set to Y, respectively (if they also have Full rights to that application).

Action Security

The following rules are used to determine a user’s result set security rights:

If a user has full access to a result set, result security is used to determine which actions
the user can execute.

If the result set is Read-Only by design (INSERT_FL, DELETE_FL, and UPDATE_FL are
allNin S_RS_LIST), then, by default, the user can execute any action, regardless of data
in the W_RS_RIGHTS table.

If the result set is not Read-Only by design (one or more of INSERT_FL, DELETE_FL,
UPDATE_FL are setto Y in S_RS_LIST) and the user has Read-Only access in
W_RS_RIGHTS, the user will not be allowed to execute any actions on that result set
unless rights are explicitly granted to him or her in W_ACTION_RIGHTS.

In all other cases in which the user has rights to the result set, if the EXEC_FL is N in
W_ACTION_RIGHTS for the action, the user cannot execute the action; if the EXEC_FL
is Y in W_ACTION_RIGHTS or there are no rows in W_ACTION_RIGHTS for that result
set, the user may execute the action.

Report Security

If the user has any access at all to the result set, he or she may run any report associated with
that result set unless there is a row in W_REPORT_RIGHTS with EXEC_FL = ‘N’ for that report.
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Hierarchy Diagrams

The diagrams below show the hierarchy of security settings for individual users and user groups.

Hierarchy of Security Settings for Users

Maintain Users (SYMUSR) [W_USER_UGRP_LIST, filter on TYPE = U]

User Company Access [W_USER_COMPANY]

Assign Groups to User [W_USER_GRP_USERS]

Web Module Rights [W_MODULE_RIGHTS]

Web Application Rights by Module [W_APP_RIGHTS]
Result Set Rights by Application [W_RS_RIGHTS]

Action Rights by Result Set [W_ACTION_RIGHTS]
Report Rights by Result Set [W_RPT_RIGHTS]

Hierarchy of Security Settings for Users

Maintain User Groups (SYMGRP) [W_USER_UGRP_LIST, filter on TYPE = G]
Assign Users to Group [W_USER_GRP_USERS]
Web Module Rights [W_MODULE_RIGHTS]
Web Application Rights by Module [W_APP_RIGHTS]
Result Set Rights by Application [W_RS_RIGHTS]
Action Rights by Result Set [W_ACTION_RIGHTS]
Report Rights by Result Set [W_RPT_RIGHTS]

There are a few restrictions in the Application Security override of result set security:

= [f a user has no access to an application, he or she cannot view any result sets from
within that application, no matter what result set security access he or she has.

= |f a user has Read-Only access to an application, he or she cannot modify data in any
result set from within that application, even if the user has Full rights to the result set.
However, the user may be able to view those result sets from other applications.
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Implementing Security for J2EE Server Components and
Services

The Costpoint application runs on a J2EE server (for example, a WebLogic Server) and uses the
following J2EE components and services:

=  Web application
= EJB

= Java connector
= JDBC service

= JMS service

= Mail service

Each of these components and services must be protected; there are security polices
implemented for each component. Implementation of these polices is vendor-specific.

WebLogic Server Implementation

Security policies for the WebLogic server are defined at the user level. Costpoint ships with some
built-in users that support these security policies:

= reportDataUser: This user accesses the report bean during report generation.

= reportBeanUser: This user is used to run the report bean through the run-as property in
the bean's Deployment Descriptor.

= masterBeanCreator: This user is used to create the master bean through the login bean.

= asyncProcessUser: This user is used for running processes and reports asynchronously
or through the process server.

= RDBMSRealmAuthenticator: This user is used to access JDBC pools during the login
process.

Security policies for these components and services are defined through the WebLogic console.
For more details, log into the WebLogic console, select the targeted component or service, and
go to the Security/Policies tab. For example, this is the security policy for a JDBC connection
pool:

Settings for CW6DEVDD_DS

Configuration  Targets Monitoring  Control | Security | Motes

Roles = Policies = Credential Mappings

Sawve

Use this page to manage the security policy of your JDBC data source.

Paolicy Used By Default

Group @ ApplicationUserGroup

Cr

User : RDBMSRealmauthenticator or reportBeanser or masterBeanCreator
Cr

Rale @ Adrnin
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for built-in Costpoint users and user groups. Do not modify security policies to decrease the
rights given to built-in users or user groups.

| To achieve maximum security, Costpoint ships with WebLogic security policies pre-configured
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