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Introduction

Introduction

This guide describes how to install the People Planner software and complete the basic configuration,
such as connecting to a Maconomy system.

This guide is intended for use by Deltek Technical Consultants After installation, Deltek Business
Consultants who perform customization and various integrations, should refer to the People Planner
Administration Guide and the People Planner Integrations Guide.

The installation steps are first presented as a detailed walkthrough. This is also summarized as a shorter
checklist in Appendix A.

At key points during the installation process, you should stop and verify the current “health” of the
installation. Verification steps are either simple verifications or advanced verifications. An advanced
verification is a verification that requires some additional actions and is usually within the responsibility of
Business Consultants; for the most part, this is the importing of users from Maconomy into People
Planner. For brevity, simple verifications are called “verifications” throughout this guide.

It is assumed that you are proficient in installing and configuring on the Maconomy side—that is, that you
know how to use MConfig and the Maconomy Workspace Client.

Note: In People Planner 4.0, the following installers are now organized into a single Web
Applications installer.

MyPlan

People Planner Web Components

People Planner API web service

The new People Planner RESTful web service (RestApi)
People Planner Security Service

The People Planner Outlook Web Service is not included in this, and it still has its own
installer.

Attention: Before updating to 4.3, you must uninstall previous People Planner Web Components
(including MyPlan and API).

This document does not cover how to setup the People Planner in the Maconomy web client. For that,
refer to the Deltek Maconomy System Admin Guide. To set it up on the People Planner side only require
that you install the People Planner RESTful web service (RestApi)
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Prerequisites for Installing the People Planner Software

Prerequisites for Installing the People Planner
Software

This section lists the prerequisites for installing the People Planner software.

For information about supported versions of the software, see the People Planner section of the
Compatibility Matrix:

Deltek Product Support Compatibility Matrix

Technical Installation Guide 2
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Prerequisites for Installing the People Planner Database

A SQL Server must have been installed to host the People Planner database. SQL Server 2012 and
newer is supported.

The installation must support SQL Server and Windows Authentication.
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This guide assumes that you have created a Named Instance when you installed the SQL Server, but this

is not a requirement; that is, you can use the Default Instance if you prefer.

You must also have SQL Server Management Studio installed.

Collation
Deltek recommends that you configure the People Planner database to be case-insensitive.

This is not an absolute requirement; however, if you configure the database to be case-sensitive, it has
adverse consequences for:

= The sorting order on columns in People Planner
= Filtering on columns in People Planner
= Any SQL scripts that you create, such as those to use with import mappings
For example: Using a case-sensitive database, columns are sorted first in the order a-z, and then A-Z.

You can configure SQL Server to be either case-sensitive or case-insensitive. This is part of the collation
of the SQL Server. Any database that you create on the SQL Server inherits the collation of the SQL
Server. Any tables that you create in the database inherit the collation of the database. Unfortunately,
while you can later change the collation of, say, the database, this does not change the collation of the
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individual tables. It is therefore best to ensure that you have the correct collation of the database before
adding tables to it.

If your SQL Server is configured to be case-sensitive—for example, because it also hosts a Maconomy
database—you can still create a case-insensitive database for People Planner.

To create a case-insensitive People Planner database, when the SQL Server is case-sensitive:

1. Open the SQL Server Management Studio.
2. In the Object Explorer, right-click the Databases node. This opens a shortcut menu.
3. Choose New Database... from the shortcut menu. This opens the New Database dialog.
4. Click the General page.
5. Enter the Database name.
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6. Click OK.

Refresh the Object Explorer to see the new database.

Right-click the database and choose Properties.
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9. Click the Options page.
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10. Inspect the Collation field. In the drop-down list of its possible values, part of the name of each
variant includes either CS (for case-sensitive) or Cl (for case-insensitive).

11. Select the case-insensitive variant of the current collation from the drop-down list of variants.
12. Click OK.

When you have done this, you have a case-insensitive and empty database. When you create the People
Planner database using the People Planner Admin Tool, you should—instead of creating another
database—select this empty database and perform a database update.

Prerequisites for Installing the People Planner Windows
Software

People Planner requires a Windows operating system. Refer to the Deltek Product Support Compatibility
Matrix for the supported server and client software requirements.

The People Planner Windows software requires .NET Framework. Supported versions are also listed in
the Compatibility Matrix.

Prerequisites for Installing the People Planner Web Software

The People Planner Web software requires .NET Framework and .NET Core. Refer to the Deltek Product
Support Compatibility Matrix for the supported versions.

The People Planner Web applications require a Microsoft IIS Webserver to run. [IS 10 and newer is
supported.
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Installing Internet Information Services (IIS)

Note: As of People Planner 3.8, the requirements for the configuration of the 1IS have been
simplified, compared to previous versions. As an example, you are no longer required to enable the
IIS Metabase Compatibility during the installation. This was a requirement in People Planner 3.7.1 or
older versions.

The IIS Webserver comes bundled with Windows, but it is not enabled by default. To enable and
configure the IIS, you use the Server Manager application. In Windows Server 2016, the Server Manager
are located directly via the Windows Start screen.

Windows Server

LANDESK Management

]
= > i
-
i _ Windows. Windows.
Microsoft SQL Server 2008 Server Manager ~ PowerShell PowerShell ISE Server...

Microseft SQL Server 2016

i = L&

Windows.
Portal Manager Administrativ... Task Manager Control Panel

Search % -

Server Manager Event Viewer File Explorer

Settings

Sophos

ViMware

Windows Accessories

Windows Administrative Tools

Tip: An alternative way to start the Server Manager is to open the Control Panel, go to Programs
and Features, and then click Turn Windows Features on or off.

Technical Installation Guide 6



Deltek

Prerequisites for Installing the People Planner Software

Prerequisites for Installing MyPlan and the Web Components

This section describes how to configure the IIS to fulfill the requirements for installing MyPlan and the
People Planner Web Components.

To enable the IIS Web server and configure it with the prerequisites for installing the MyPlan and
the People Planner Web Components:

1. Start the Server Manager application.
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2. Start the Add Roles and Features Wizard.

3. Under Installation Type, select Role-based or feature-based installation and click Next.
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4. Under Server Selection, select the destination server and click Next.
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5. Under Server Roles, select Web Server (lIS).
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This opens the Add Roles and Features Wizard to tell you about additional features that will be

included.
6. Click Add Features.

M Add Robes and Features Wizard bod

Add features that are required for Web Server (115)7

The following toolks are required to manage thes feature, but do not
have to be installed on the same server,

d Web Server (N5}
4 Management Tools
[Tocts] 15 Management Cansole

W| nciude management tools (if applicable)

This closes the wizard, and returns you to Server Roles.
7. Click Next.

8. Under Features, click Next.
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9. Under Web Server Roles (lIS), click Next or select Role Services.
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10. Under Role Services, select Web Server » Security » Windows Authentication.
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11. Select Web Server » Application Development » ASP.NET 4.7.
[T r— o X

Ces w1

Sefext thee e sevvaces 00 vall foe Web Server F5)

Frde sein et Dt ripetion

. ma——— T priedes & sevvir sede
of| Whraboeies dathe tan wented programming

J g errpnmpnt for busiding Web s
el W Bpkcationt utng

i ASPRET 1% Pz u hagitly produte
- PTG expenence baed o
to the NET Framemark, A5FNET
LS E | YL v & sobusst avhsiractuse dor
Bl Funees Emasdih o) voukll B BT

Server Sedde inghudhes
Webochet Protacsl

a [ Masagernens Took
W 5 Mardgerment Conucle

.cm I—&ﬂ" | G -':mul —

This opens the Add Roles and Features Wizard to tell you about additional features that will be
included.

12. Click Add Features.

M Add Robes and Features Wizard *

Add features that are required for ASP.NET 4.67

You cannot install ASP.MNET 4.8 unless the following rode services or
features are also installed.

# MET Framework 4.6 Features
ASP.MET 4.6
4 Web Server (I5)
4 Wl Server
4 Application Develapment
ISAP| Extensions
IS4PI Fifters
NET Extensibility 4.6

|?| nciude management tools (if applicable)

This closes the wizard and returns you to Role Services.
13. Click Next.
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14. Under Confirmation, click Install.

[ dd ol sed Fasmare Wi

- 0
2 LN PO P oo i B DT Db SORAN
Confirm installation selections e

To el P lnllawereg Fobes, TONE SEFVRIEE OF MEUILAEE % RERTOET DEPET. Chill ritall
1 Reitart the denteraton iereer sutomatcaly f requred
Opacnal feateret jpuch an ad incdvs magiht e depisywd on D page becsu they hees

bt asberied wioemaiu sy T poo G0 SO0 abnd B0 rHEET ettt OpArad Sesiunet Cll Frvsins no dhew
s chidii Bome.

NET Frpsatarteis 48 Feanures
ALPMIT &6

Euggdt Lrnd s raiad® e Tiwvgn
Speody an alternite woroe path

| <Bredious | | ot - ot || Ceoe |

15. When the installation has completed, click Close.

[ s oley wnd Festenes Winerd

1 | ’ = ’ DEXTRAT D SO
Installatuon l.'l"\.'l.'E ress e

e o ¥

¥
Worw wHElE1Gn peoapies

D Featre imbaliaton

LG On Beceted o Cpndevim1l

HET Framessoe o8 Feannes
ASHIRET L8
Wiels Serwer (115}
Mansgement Tosi.
115 Mlanagemend Corriole
Wirhs Severs
Appicalion Devropnent
ASPMET 45
ISAPT Euterbont
HSAPY Filess
NET Emervitalary 48

Wou can chone thet szard withont infemupiing running tasic. View tack progress or open thic
1] ey paen by Chcinreg Rt Aosiarg @ The coemmpnag bt el Thess Taak Densdy

Expart coafgueslaon iethgi

16. Close the Server Manager.
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You can verify that the [IS Web server has been installed correctly by opening a Web browser and
navigating to http://localhost. This should display the Internet Information Services start page.

& hittp://localhost: P~ & || @ 15 Windows Server

ER Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

+3c-% Benvenuto 2

‘_ - ‘.‘ Bienvenido Hos geldiniz = oxan ooma

Bem-vindo i
Kohwg
Vitejte  OpioaTe

Microsoft Willkommen [Welkemmen
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Prerequisites for Installing the People Planner Web Services

Before continuing with this section, you must first have fulfilled the prerequisites of installing MyPlan and
the people Planner Web Components. See Prerequisites for Installing MyPlan and the Web Components
for information about this.

This section describe how to configure the 1IS to fulfill the additional requirements for installing the People
Planner Web services.

To configure the IIS with the prerequisites for installing the People Planner Web services:

1. Start the Server Manager application.

I Locsl Serve
h; S o
I e e Secmnge Soevies.

LT hiwe

LRRRN A

ROLES AWD SERVER GRINES

i File and Storage N
SEnCED
m £abuirty ol bty

2. Start the Add Roles and Features Wizard.
Under Installation Type, select Role-based or feature-based installation and click Next.

B add Boke aed Fasere Wiend (=] .4
DEITRATDH 0T
ottt T
Bl Vo B ST Thee TN Tl W (B Il 10ies o] RNl (o8 B Refrien Bl DO OF ve
bt oF ¢ b offiret virtiusl hard ksl (VH
* fioke-based o feature-hased inslallation
Conlgurt & pnght Lereer by Biderng soles sole pereces. el teatutes
Remotc Desetop Services mslallstion
riad regueed i serior for Wirtual Desciop mhastrcture (VD) to create 2 wriual machee- Sased
or sesuon-Eased deviicg Seploymens
< Prvows bpam (=) |
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Under Server Selection, select the destination server and click Next.

Click Features.

Select .NET Framework 4.7 Features » WCF Services » HTTP Activation.

Fﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installaticn Type

Select one or more features to install on the selected server,
Features

I [] .NET Framework 3.5 Features

4 [W] NET Framework 4.6 Features (3 of 7 installed)
| NET Framework 4.6 (Installed)
/| ASP.NET 4.6 (Installed)

4 [W] WCF Services (1 of 5 installed)
[MBHTTP Activationl]
|| Message Queuing (MSMQ) Activation

[[] Mamed Pipe Activation
[] TCP Activation
/| TCP Port Sharing (Installed)
[] Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[] BitLocker Metwork Unlock
[] BranchCache
[] Client for NFS
[ Containers
[] Data Center Bridging
[] Direct Play
["] Enhanced Sterage

- O x

DCESTINATION SERVER
cphdevtst13

Description

HTTP Activation supports process
activation via HTTP. Applications
that use HTTP Activation can start
and stop dynamically in response to
work items that arrive over the
network via HTTP.

Instal Cancel

This opens the Add Roles and Features Wizard dialog to inform you of additional features that

will be included.
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7. Click Add Features.

[, Add Roles and Features Wizard

or features are also installed.
4 Windows Process Activation Service

Configuration APls
Process Model

Include management tools (if applicable)

Add features that are required for HTTP Activation?

You cannot install HTTP Activation unless the following role services

Add Features Cancel
This closes the dialog, and you return to Features.
8. Click Next.
9. Under Confirmation, click Install.
[ Add Roles and Features Wizard - O X
Confirm installation selections e

Before You Begin To install the following roles, role services, or features on selected server, dlick Install.

Installaticn Type [] Restart the destination server automatically if required

Server Szlection Optional features (such as administration tools) might be displayed on this page because they have

Server Roles their check boxes.
Features
NET Framewark 4.6 Features

WCF Services
HTTP Activation

Windows Process Activation Service
Configuration APls
Process Model

Export configuration settings
Specify an altemate source path

been selected automatically. If you do not want to install these opticnal features, click Previous to clear

Technical Installation Guide
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10. When the installation has completed, click Close.

f Add Reles and Features Wizard - O X

DESTINATICN SERVER

Installation progress cehest13

View installation progress

O Feature instaliation

Installation succeeded on cphdevtst13,

NET Framework 4.6 Features
W(CF Services

Windows Process Activation Service
Configuration APls

Process Model

You can close this wizard without interrupting running tasks. View task progress or open this
E¥ page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

Next > Close Cancel

11. Close the Server Manager.
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Restrictions on the DataConnection.xml File

The DataConnection.xml file contains the details on how to connect to the People Planner database;
each of the People Planner applications needs its own copy of this file. Create a People Planner
Database describes how to configure this file.

When used by the People Planner Web applications, the DataConnection.xml file must be configured for
using Database Authentication.

T Deltek People Planner Admin Toal - O 4

Data connection
Configration | Load from config fle |~

Connection | default w | iDonnect [ Renams
Descripbion
1. belect database server
Server name : |‘:H'|;E\"|Tr'| JESQUEXFRESS
(8] Microsaft SOL Server  {_) Microsoft S0L Server LocalDB

2. Sedect suthenbication
() Use Windows Tntegrated Authentication
() Lise database authenboaton

User [Mame: |ppuser

s

Password:

3. Connect 1o an existing or oeate a new database

() Create a new database
Hew database name: | |

() Oipen an existing database
Database name: |WW |
() Create Demo database

De=mo databese: 1He rCemo PP iHourDiemo |

Save Config Save Config &s... Lipdate database

About Close:
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Installation and Basic Setup of the People
Planner Core Software

Any People Planner installation starts with the following steps:
1. Install the People Planner Admin Tool.
2. Install the People Planner Web Applications, including the People Planner Security Service.
3. Use the Admin Tool to:
a. Create a new People Planner database.
b. Do the basic setup of the People Planner system.
c. Create the DataConnectin.xml file.
4. Install and configure the People Planner Windows Application.
5. Use the People Planner Windows Application to verify that the People Planner installation works.

Note: In this section, the installation of the People Planner Windows Application is on the server. The
installation of a People Planner Windows Application on each client computer can be done in the
same manner, but it is recommended that instead you use a Group Policy to push the Deltek People
Planner.msi file to the client computers. Procedures for doing this are not provided in this guide.

Install the People Planner Admin Tool

The People Planner Admin Tool is used for the basic setup and customization. Any installation of the
People Planner software therefore starts with the installation of the Admin Tool.
To install the Admin Tool:

1. Extract the zip file that contains the People Planner installers.

2. Double-click the Deltek People Planner Admin Tool msi file and click Yes when you are
prompted to allow the installer to make changes on your computer.
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The Admin Tool Setup Wizard then starts.

4 Deltek People Planner Admin Tool 3,80 Alphadl (572) Setup - ¥

D e ItE'I( Welcome to the Deltek People Planner
Admin Tool 3.8.0 Alpha00 (572) Setup

People  wizard

Planner  messusss oo e sum sone
corbnue or Cancel bo exit the Setup Wizard,

] [ o

3. Click Next to continue.

4 Deltek Pacple Planner Admin Tool 3,80 Alphadl (572) Setup - "

Chck Mext ba iratall b e default folder or dick Chamge o choose amalther, bty

Inatall Delbek Peaple Planner Admin Tool 3.3.0 Alpha0 (572) to:

|l.'.: Frogram Fles (x65) \Dettek People Flanner Admin Tool 3.6.0 Alphao (572)4

wa [Ei] | o

4. Click Next to continue.
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ﬁ Deltek Peaple Planner Adrmin Tool 3.8.0 Alphall (572) Setup

retalaion settings. Chick Cancel io et the veizand.

5. Click Install to begin the installation.

Ready to nstall Deltek People Planner Admin Tool 3.8.0 Alpha...

Ohick: Trestall b beesgin thee inatallation, Click Back o revies of change any of your

>

Deltek

K o,
Do ot =

med [l 7] o

Click Yes to accept.

Note: At this point the User Account Control dialog box might prompt you for confirmation.

User Account Control

Do you want to allow this app from an
device?

Chlsers

Yadministrator, CPHDEVTST1 3\Desktop
YPeoplePlanner3.8.0 Alphall (572)-setup
\Deltek People Planner Admin Tool version

3.8.0 Alpha00 (572).msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

unknown publisher to make changes to your

Yes Mo

6. Click Finish to close the Setup Wizard.

Tip: See also Side-by-Side Installations.

Install the People Planner Web Applications

Installing the People Planner Security Service is required if you want to be able log in to the People

Planner Windows Application.
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From People Planner 4.0 and on, the Security Service is included in the collective installer for the People
Planner Web Applications.

Prerequisite: You must install the ASP.NET Core Runtime 6.0 Hosting Bundle before you install the
Web Applications. You can download this from the Microsoft .NET Download homepage
(https://dotnet.microsoft.com/download).

To install the People Planner Web Applications:
1. Extract the zip with the People Planner installers.

2. Double-click the Deltek People Web Applications exe-file and click Yes if you are prompted to
allow the installer to make changes on your computer.

The Setup Wizard starts.

ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 X

De Ite k Welcome to the InstallShield Wizard for
' Deltek People Planner Web Applications

The InstallShield(R) Wizard will install Deltek People Flanner Web
Applications on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

3. Click Next to continue.
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ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 *

The Deltek license agreement is available at <https://www.deltek.com/terms=.
Installation of the software indicates acceptance of these terms, unless there
is a separate written license agreement for the software you are now installing
with different or additional terms. By accepting below, you represent that you
are authorized to accept these terms on behalf of the licensee, if applicable.

(@)1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield

< Back || Next = | | Cancel |

4. Accept the license, and then click Next to continue.

ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 4

D Deltek People Planner Web Applications will be installed to the folder specified below.
To install to a different folder, click the Change button.

Destination Folder

C:\Inetpub\People Planner Web Apps 4.0.0 Alpha00-1572\

InstallShield

< Back |E Next = ] | Cancel

5. Click Next to continue.
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ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572

Click on an icon in the list below to change how a feature is installed.
= Feature Description
Select from the below list of Web
Applications
=3~ | MyPlan wsC
=3~| web Components
Q'I REST APIL This feat ) -
= ! ' is feature requires on your
S| security Service hard drive. It has 6 of &
subfeatures selected. The
subfeatures require 552 MB on
your hard drive.
InstallShield
| Help | | Space | | < Back || Next = | | Cancel

6. Click Next to continue.

ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 4

IS Website Information

@greate Mew Site

Website Name: IPeopI ePlannerWebApps

Port: |5000
() Use Existing Site

Website Name: Default Web Site w

() Copy Files Qnly

InstallShield

< Back |E Next = ] | Cancel

7. Select the Web site where you want to install the People Planner Web Applications.

You can choose between creating a new web site or chose to install them under an existing web

site.
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Note: The web site should be set up for using SSL and for Windows Authentication.

When the People Planner Windows Application connects to the Security Service, it must be
over SSL; otherwise, there is no added security. See the appendix Configure the People
Planner Windows Application to Use the Security Service for additional details about setting
up the connection between the People Planner Windows Application and the Security
Service.

8. Click Next to continue.

ﬂ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 — X

Please wait while the InstallShield Wizard installs Deltek People Planner Web
Applications. This may take several minutes.

Progress:

Details

Gathering permissions information for objects...

InstallShield
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9. Click Install to begin the installation.

ﬁ Deltek People Planner Web Applications - 4.0.0 Alpha00-1572 *

Deltek InstallShield Wizard Completed

The InstallShield wizard has successfully installed Deltek People
Planner Web Applications. Click Finish to exit the wizard.

[] show the Windows Installer log

10. Click Finish to close the Setup Wizard.

Next, the People Planner Web Applications needs to have access to the DataConnection.xml file to
connect to the People Planner database. See Create a People Planner Database for information about
how to create and where to place the DataConnection.xml file.

At this stage of the People Planner installation, we are mainly interested in the People Planner Security
Service as this is required by the setup of the People Planner Windows Application. For further
information about the setup of the remaining People Planner Web Applications, please see section Setup
of the People Planner Web Applications.

Create a People Planner Database

When the People Planner Admin Tool has been installed, you can use it to create an empty People
Planner database.
The following is an overview of the steps:

1. Use the People Planner Admin Tool to create a People Planner database.

2. Use the SSMS to create a login and assign it to the database.

3. Use the People Planner Admin Tool to configure the DataConnection.xml file.

4. Use the People Planner Admin Tool to perform some basic configuration tasks.
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Create a People Planner Database

To create a People Planner database:

1.

Run the People Planner Admin Tool.

B Deltek People Planner Admin Tool

Data connection Jsers Roles

Settings
Configuration | Load from config file -

Description
1. Select database server

Connection | default Connect

Server name : |

2. Select authentication
(® Use Windows Integrated Authentication
(O Use database authentication

(® Microsoft SQL Server () Microsoft SQL Server LocalDB

User Name: |

Password: I

3. Connect to an existing or create a new database

(O Create a new database

New database name: |

(® Open an existing database

Database name: |

(O Create Demo database

Demo database: 1HourDemo PP 1HourDemo

Save Conng Save Conhg As...

About |

2. Click the Load From Config File button. This opens an Open File dialog box.
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3. Use the Open File dialog box to locate and load the existing DataConnection.xml file under the
People Planner Web Apps directory under the inetpub directory.

M © = | People Planner Web Apps 4.0.0 Alpha00- 1538

2| DataConnectionxml
People Planner Web App

temp
wwwroot

InstallShield 2020 Projects

Intel

"

Logs

MaconomyClients v

8items 1item selected 446 bytes

- ~ 4 | > ThisPC > Windows (C) > inetpub > People Planner Web Apps 400 Alpha00-1538
% Windows (C) ”~ Name - Date modified
DataGent logs 06-11-2020 1257
DataGen2 People Planner APl 06-11-2020 12:57
DummyFolder People Planner MyPlan 06-11-2020 1258
inetpub People Planner REST 06-11-2020 1258
custerr People Planner Security Service 06-11-2020 1258
history People Planner Web Companents 06-11-2020 1258
logs wwwioot 06-11-2020 1258

30-09-2020 16:22

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
XML Document

- o x
(2]

~ O | Search People Planner Web A.. P

The path looks something like the following:

C:\inetpub\People Planner Web Apps 3.8.6 Alphal0

(383) \DataConnection.xml

Planner installation directory.

Note: Before People Planner 3.8.6, the DataConnection.xml file was located in the People

If this is the first time that People Planner has been installed on this computer, this file only

contains the dummy settings.
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H Deltek People Planner Admin Tool =8 | x
Data connection | Lisers

Configuration [

Connection | default ~ | | Connect | New | Rename Delete
Description
1. Select database server

Servername : |DB_SERVER_NAME

® Microsoft SQL Server (O Microsoft SQL Server LocalDB

2. Select authentication
(O Use Windows Integrated Authentication
® Use database authentication
User Name: |DB_USER_ID |

Password: i ‘

3. Connect to an existing or create a new database

(O Create a new database

New database name: | |

(® Open an existing database

Database name: |DB_NN~'E |

(O Create Demo database

Demo database: 1HourDemo PP 1HourDemo |

SaveConfig | | Save Config As... Update database

About | Close

4. Enter the SQL Server and instance in the Server name field.

Tip: The Microsoft SQL Server radio button is selected by default; this is normally the
correct setting.

You typically select the Microsoft SQL Server LocalDB radio button only in a few cases, such
as setting up a small demo system.

5. Under Select authentication, do one of the following to specify an account that has privileges to
create a database on the SQL Server:

= Use Windows Integrated Authentication.

= Use the sa user.

Note: Before the People Planner database has been completed, change to a user that has
only enough privileges to read and write to the database. See Configure the
DataConnection.xml File to Use the ppuser Login.
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6. Select Create a new database and enter a name for the database, such as pplan.

u Deltek People Planner Admin Tool
i_ Data connection . Jsers | Roles Settings
Configuraton | Load from config file |+

Description
1. Select database server

Connection | default w | | Connect Ne

- (=) 4

Server name : |EU300811

® Microsoft SQL Server () Microsoft SQL Server LocalDB

2. Select authentication
(® Use Windows Integrated Authentication
(O Use database authentication

User Name: |DB_USER_ID

Password:

3. Connect to an existing or create a new database

@ Create a new database

New database name: |pplan

(O Open an existing database

Database name: |DB__NAI’“E

(O Create Demo database

Demo database: 1HourDemo PP 1HourDemo

Save Config Save Config As...

About

7. Click the Create database button. The database is created.

| Suooess x

'o Updating schema was successh.

G o

8. Click the Save Config button to save the modified DataConnection.xml file.

Tip: See also Side-by-Side Installations.

Create a Database Login

To create a database login:

1. Runthe SQL Server Management Studio application.
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© N o o bk~ e D

expire.

J Logm - New

Select a page
= Gararal

¥ Server Floles
& User Mapping
& Caosalie
& Stohas

Connsechon
Sereer

CPHDEWTSTIS

Cornection

Py
Featy

9. Under Select a page, click User Mapping.

10. Select the People Planner database, for example pplan in the following figure.

CPHOENTST I Madmirteuler

) Vi connechion propeees

Navigate to Security » Logins.
Right-click and then click New Login...
Under Select a page, click General.
Enter a name for the login, such as ppuser.

Select SQL Server authentication.

5 et = [ Help

LS i

Mapped (o asymesein: key

Maegsed Cresdamtas
Defml datshase Fraale
el i Cniage et

Wilradows auffnicalion
Sl Server gutherscaton
Fomperord mrmmn

Coren pasgwond EEEERE

[ Enfares passwind poloy
1] Erterse panrased exgeaton

| Miappsd o copficibe

Enter a password in the Password field and confirm it in the Confirm password field.

Deselect the Enforce password expiration check box to set the password policy to never
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11. Select the database roles db_datareader, db_datawriter, and public.

E O Logm - New
Select s pap

= Gerera

¥ Server Foles
5 User Mapping

& Steha

Conpechon

Server

CPHOENTSTI2

2

CRHOEVTST I admiristsaler

B/ view conwechon popenes

Placsgress
Ready

12. Click Ok.

To give the database login execute privileges to the GetSequence stored procedure:

- o 4
Jisene = [[heo

Unery mappey o ths ogn

e 210 L Oeimat Schera
enlipkl

L [Pl s

e

Prasched

L

PPE3Teat |

PPEWIITeld

polan R
hempch

OERO0OO0000g £

o
|
i

e
£
§

|

E
i

00
BEBEE
1

;
i

1. Under Databases, select the People Planner database.

2. Navigate to Programmability » Stored Procedures.

3. Select the GetSequence stored procedure.

Obyect Explorner

* 0 X

Connect- %/ %/ m [ 7] .5
L) CPHDEVTSTN3 (SOL Server 1103128 -1 &

4 Dstabazes

& [ Systern Databases
3 L Detabase Snapshots

enl8p3t]
en20e2
FPEETest]

pplen

-2l == == ==y =] =

& [ Tabdes
§ [ Views

PPIEW20T eatd

- Database Diagrams

i [ Symonyms
- A Programmability
[ Stesed Procedures
il [l Systern Stored Proce

n @

& [ Functions
¥ [ Database Tnggers
# [ Assernblies

4. Right-click and then click Properties.
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Under Select a page, click Permissions.
Use Search to find the ppuser login.

Under Permissions for ppuser, on the Explicit tab, select the Grant check box for the Execute

permission.
= Stored Procedure Properties - GetSequence o = |
Seloct o page = [
s 5 Serpt = [ Help
= Paemons
* Lagerded Progetes Scrmma [
|:J. ”E:lu:a" NJ
Horsd procsdune name (et Sequenoe
Usery o rsen Sgani
imre Type
| & | pouser LUner 2
Connechan Forreppcr for oo
Server Bt Hinctve
CPHOEVTETT Furmaser [ Fart WihGred  Dery
Cormnechon Mo O
CPHDEVTST1 Fumirisisucr e O
B} View Connechon pogees Bt | . 0
Tikn qurershg |
Foegess e dedindon |
Reaty
Cance
8. Click OK.

Configure the DataConnection.xml File to Use the ppuser Login

To configure the DataConnection.xml file to use the ppuser login:
1. Run the People Planner Admin Tool.

2. Load the DataConnection.xml file.

3. Under Select authentication, select Use database authentication.
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4. Enter the user name and password that you created for the ppuser database-login in the User
Name and Password fields, respectively.

m Deltek People Planner Admin Tool
Data connection
Configuration | Load from config file |+

Connection | default ~ | | Connect

&
=
i
9
A

Description
1. Select database server

Server name : |EU300811

® Microsoft SQL Server () Microsoft SQL Server LocalDB

2. Select authentication
(O Use Windows Integrated Authentication
@) Use database authentication

User Name: |ppuser |

Password: |*=*===% |

3. Connect to an existing or create a new database

(O Create a new database

New database name: |

(® Open an existing database
Database name: |pplan

(O Create Demo database

Demo database: 1HourDemo PP 1HourDemo

Save Config Save Config As... Update database

About Close

5. Click the Save Config button to save the modified DataConnection.xml file.

After you have configured the DataConnection.xml file, you must restart the People Planner Security
Service so that it rereads the changed settings.

Verification
To verify that the People Planner database has been created correctly and that the People Planner
software will be able to connect to it:

1. Close the People Planner Admin Tool.

2. Restart the Admin Tool, and load the DataConection.xml file.

3. Verify that the database settings are all correct.

Note: For security reasons, the password field is blanked out.
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Enter the password for the ppuser login.
Click the Connect button.

The Users, Roles, and Settings tabs should become enabled, as shown in the following figure.

2 Deltek People Planner Admin Tool RE-NE

Data cornection || Users | Roles . Settings

Configuration | Load from config fle |+

Connechion | default w Cmn:ct Biew Rename

Note: When this part of the setup is finished, the DataConnection.xml file should look like the
following figure.

H C\inetpub\People Planner Web Apps 4.0.0 Alpha00-1538\DataConnectionxml - Notepad ++ — O X
Eile Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 X
o QY=Y | g 2% BE(S1EEEDE =@ ?

[&=] DataConnectionxml E1 \

1 k?xml version="1.0" encoding="utf-8"?>

2 <ConnectionItems name="default">

3 <configuration name="default">
<ConnectionType>MSSglServer</ConnectionType>
<Buthentication>SQL</Ruthentication>
<DatabaseServer>EU300811</DatabaseServer>
<DatabaseName>pplan</DatabaseName>
8 <DatabaseUserID>ppuser</DatabaseUserID>
E <DatabasePassword>XJdTMISQlbU=</DatabasePassword>

10 </configuration>

11 </ConnectionItems>

e R RS Y

length: 425 lines: 11 Ln:1 Col:1 Sel:0]0 Windows (CR LF) UTF-8-BOM INS

Basic Configurations

When you have created a new People Planner database, you can use the People Planner Admin Tool to
add the basic settings to it.

The basic configurations consist of:
= Adding yourself as a People Planner Admin user.
= Configuring the path to the People Planner license file.
= Configuring the URLs to the Maconomy integration.
= Configuring settings to the People Planner Silent Sign-In.

The last two items are related to the integration with a Maconomy system, and are described in
Installation and Basic Setup of the Maconomy Web Services and in Set Up People Planner Silent Sign-In,
respectively.
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Add Yourself as an Admin User to the People Planner Database
Before you can log in to the People Planner system, you must be added to the People Planner database
as a People Planner Admin user.
To add yourself as an Admin user:
1. Run the People Planner Admin Tool.
2. Load the DataConnection.xml file.

3. Enter the password for the ppuser.

Warning: Alternatively, you can switch to Windows Integrated Authentication for this.
However, you then must be careful not to save this change to the DataConnection.xml file.

4. Click Connect to connect to the People Planner database.
Click the Users tab.

7 Dedtek People Planner Admin Tool s O =
Data mers | B Sattings
o ' Search Fie pmport
Usaer Lisd Existing Lisers
Full Hame =  Liser Name Resource  Admin  Dom Mame = Petwork User Name  Metw
r 4 0 =) a v D 0 O
v ad trator ad rator vl il CPH | » System System Syste
Akl Users Revert bapersonation Imoersonate
fbout Cose

6. Click Add Users to add yourself as a resource and as a People Planner Admin user.

It is not important that you be added as a resource. However, only users that are also a resource can
start the People Planner MyPlan Web application. Thus, if you do not add yourself as a resource, you will
not be able to later verify that you have installed MyPlan correctly.
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Note: If you have not added yourself as a user, you will get the following error message when you try
to start the People Planner Windows Application.

EFrosr

BaiC | Details

The Windows user: "adminsirabor’ in the domain: 'CPHIEVTST LT carmol be vahidated
property.

Clos=

Set Up the People Planner License File

Before anything else, you must decide where to place the People Planner license file,
PeoplePlannerLicense.lic. Each installation of the People Planner Windows Application must have
access to the license file. You have the following options:

= Bundle a copy of the license file with each installation of the People Planner Windows
Application.

= Place a single instance of the license file on a network share and point each People Planner
Windows Application to that instance.

To set up the license file using a single copy on a network share and pointing each People
Planner Windows Application to that copy:

1. Create a folder on the file share, for example, C:\PeoplePlanner.

2. Copy the PeoplePlannerLicense.lic file to the C:\PeoplePlanner folder.

3. Create a share of the C:\PeoplePlanner, for example \CPHDEVTST13\PeoplePlanner.
4. Run the People Planner Admin Tool.
5

Load the DataConnection.xml file, enter the password for the ppuser, and connect to the
People Planner database.
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6. Click the Settings tab.

% Deltek People Planner Admin Tool s O =

Data connection | Users | Roles | Setbngs

Edit Settings

' —
Colarg D P P gD T Company
v Defaut Workday Length 75
Gangt LA Defmuit Workday Start Time  OB:0{0:00
Gereral LI Include Resourcs Manager in
My Plar St der 15 company and cepartment n (
Mobfeaton Kgep log entries from the lastr &
Project Licerese File Path NCPHOEVTST13 PeapleP -
Anre Sutherbcabon Smallest Plannable Tme Uit Hour )
Performance Twesks The vweaie-wp nterval fir the & GDDOD
liveb Component Update neporing tables task e

¥ Maronomy Integration Lise UPH for authenbcation

v Bwchange Integrabon
¢ Daks Auty Generabon

License File Path
Path to the koerse e

Expuarh Settrgs e & S bt e

About Close

7. Under System Settings, edit the License File Path to point at the location of the license file, for
example:

\\CPHDEVTST13\PeoplePlanner\PeoplePlannerLicense.lic

8. Click Save to save the changed setting to the People Planner database.

Verification

When the database has been created, and the settings have been saved in the DataConnection.xml file,
you should be able to call the People Planner Security Service successfully.
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To test this, you can enter the URL to the Swagger documentation page of the Security Service into a
browser:

5000jsecurtyserviee(apdoc/ngex il

Lo =G et x N 7 @
N
gger. Select a definition [JCRMUVETYIIL]

@Swa

People Planner Security Service ®“

i

This specification describes the People Planner Security Service API.

Servers

Auth v
POST /api/vl/Auth/Verify Verifies that the client can successfully authenticate with the APl and that it is running the same version as the API Y
Config v
E /api/v1/Config/ConnectionInfo Gets the data connection information for the authenticated user if authorized a
GE /api/v1/Config/WindowsClientAuthInfo WIP-DO NOT USE YET - Gets the supported authentication schemes that the People Planner Windows Application can use. e
Crypto v

/api/v1/Crypto/Encrypt Encrypts a cleartext string and retums the cipher. "

The URL, should look like this:
http://<host>:<port>/SecurityService/api-doc/index.html

Note: Under certain circumstances, if the People Planner Security Service fails with an
authentication-error, it may be due to a conflict with Maconomy. See the appendix, section Possible
Conflict with Maconomy for details.

Install the People Planner Windows Application

Installing the People Planner Windows Application on the server is not strictly necessary. However, it is
convenient because you can use it to verify that you can start the People Planner software.

You can also use it to do the initial imports form Maconomy, when this integration has been set up.

Note: Before People Planner Release 3.8.6, installing the People Planner Windows Application also
provided you with a dummy DataConnection.xml file that you could modify, using the Admin Tool.
That was an additional reason for installing the People Planner Windows Application. However,
beginning with 3.8.6, the DataConnection.xml file has been relocated to the People Planner Web
Apps under inetpub.

Tip: You sometimes hear the “People Planner Windows Application” referred to as the “People
Planner Client,” the “People Planner Rich Client,” or even as the “People Planner Citrix Client.”
However, these are misnomers because People Planner is not a Client/Server application.

To install the People Planner Windows Application:

1. Extract the zip file that contains the People Planner installers.
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2. Double-click the InstallPeoplePlanner.vbs file and click Yes at the prompt to allow the installer
to make changes on your computer.

The People Planner Setup Wizard starts.

ﬂ Deltek Peaple Planner 3.8.0 Alphal0 (572) Setup - o

De | tek Welcome to the Deltek People Planner
3.8.0 Alpha0d (572) Setup Wizard
People

Planner  paemsamssemerre,

Cancel to exdt the Sebup Wizard.

S e =

3. Click Next to continue with the installation.

ﬂ Deltek Peaple Planner 3.8.0 Alphal0 (572) Setup — o
Destination Folder DEItEk
Chick Mext ba irstall b e default folder or dick Chamge 1o choese amather, K mr

Ingiall Delbek People Planner 3.8.0 Alphad (572) to:

[c: Program Fikes (x5} \Deltek'Pecple Flanner 3.8.0 Alphadd (5720
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4. Click Next to continue with the installation.

4 Deltek People Planner 3.8.0 Alphald (572) Setup - ¥

Ready to install Deltek People Planner 3.8.0 Alpha00 (572) PEJEER

L

Chick: Trestall b besgin thee inatallation, Click Back b revies of change any of your
retalalion seltngs. Chek Cancel o &l the wizand.

N .

5. Click Install to begin the installation.

Note: At this point the User Account Control dialog box might prompt you for confirmation.
Click Yes to accept.

User Account Controd =

Do you want to allow this app from an
unknown publisher to make changes to your
device?

Ch\Users
\administrator. CPHDEWVTST13\Desktop
\PeoplePlanner3.8.0 Alphal0 (572)-setup

\Deltek People Planner version 3.8.0 Alpha(0
(572).msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

Yes Mo

6. Click Finish to close the Setup Wizard.

Tip: See also Side-by-Side Installations.
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Configure the People Planner Windows Application to Use the Security
Service

You must set up the People Planner Windows Application for using the People Planner Security Service.

In the installation directory of the People Planner Windows Application, edit the PeoplePlanner.exe.config
file. Look for the section where the URL for the Security Service is configured:

<PeoplePlannerSecurityService hideUrls="true" hideTestButton="true">
<Services>

<Service name="Default"
url="https: //INSERT_SECURITY_SERVICE_URL_HERE/SecurityService" />

</Services>
</PeoplePlannerSecurityService>
Replace this with the actual URL, which could look something like this:
<PeoplePlannerSecurityService hideUrls="true" hideTestButton="true">
<Services>
<Service name="Default" url="http://10.4.9.17:5000/SecurityService" />
</Services>

</PeoplePlannerSecurityService>

Note: The People Planner Security Service should be configured for SSL, and only respond on
HTTPS-urls.

The People Planner Windows Application, from the end user’'s Windows computer, should be able to
call the Security Service over HTTPS.

It should be able to authenticate with the IIS, using either Windows Authentication (Kerberos/NTLM)
or using Microsoft AzureAD.

The infrastructure must allow for the above: firewalls, proxies, cloud setup, and so on.

See Appendix C: Securing the People Planner Security Service for additional information on how to
setup this.
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Verification

If you have entered the settings correctly, you should now be able to start the People Planner Windows
Application.

a & - = ‘administrator @pplan - Deltek Peopie Planner = 2 R
Home  View  ImportandExport  Tools

Perspectives os

5 B &

S e . Company

o

vevvvvvvv s
cooooo s

[No selection] - [ 2 | % [ @ (3 License Viewer | About

It does not look terribly interesting at this point, but that is ok.

Side-by-Side Installations

If you are installing the People Planner Admin Tool or the People Planner Windows Application on a
system where an older version of the software is already installed, you will be offered the following
options:

= To update the old version with the new — This removes the old installation.
= To do a side-by-side installation — This keeps the old installation.

Side-by-side installations can be useful if you want to keep the old version while trying out the new
version. Such an installation is usually combined with a separate People Planner database for each
version.

Of the People Planner software, only the People Planner Admin Tool, the People Planner Windows
Application, and the People Planner Service support side-by-side installations out-of-the-box. You can do
side-by-side installations of the other People Planner software. However, this is a manual process and it
is not covered in this guide.
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Side-by-Side Installation of the People Planner Admin Tool

If an older version of the People Planner Admin Tool already exists, the Setup Wizard gives you the
option to Overwrite or to Keep the existing installation. Keeping the existing installation amounts to
doing a side-by-side installation. The installation process is otherwise identical.

ﬂ Deltek Peaple Planner Admin Tool 3.8.0 Alpha0l (606) Setup - o
' Previous installation{s) of the People Planner Deltek
. Admin Tool found

Ko mome
Do re=

One or mare irstalations of the People Planner Admin Tool has been detected
on this machine, Please choose between the falowing opliors.

Overwrite the existing instalation(s), If you choose this aption, al previously
(®) instaled versions will be pervenitten. User penerated fles from e most
recent irstalation wil be reused, however,

Kesp e existing mstallation(s). Any existing nstallationls] wal be kept, and
() the ey wersion wall be installed in & separate folder, User-generated flies
st be et for the new inatallation,

T o

Warning: When you have multiple installations of the People Planner Admin Tool, and you
want to use one of these to update one of the People Planner databases, you should be
careful that you are updating the correct database. Unless you have a backup, you cannot
reverse an update. The People Planner software has a built-in version check, and you cannot

use a version of People Planner with a database that has been updated to a newer version of
People Planner.
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Side-by-Side Installation of the People Planner Windows Application

If an older version of the People Planner Windows Application already exists, the Setup Wizard gives you
the option to Overwrite or to Keep the existing installation. Keeping the existing installation amounts to
doing a side-by-side installation. The installation process is otherwise identical.

ﬁ Deltek Peaple Planner 3.8.0 Alphal0 (506) Setup - o
' Previous installation{s) of the Peopls Planner Deltek
. Peoph: Planner found K

s
L

[

One or more irstalations of the People Planner Peaple Plrner has been
detected on this machine, Please choese bebween the folowing aplionds

_ Owerwrite the existing instalation(s), If you choose this apition, al previously
(%) installed versions will be oververitten. User-generated fles from the most
recent irstalation wil be reused, however,

_ Kieep the exigting instaliation(s]. Any existing installation(s) will be kept, and
(L) the mew version wil be installed in a separate folder, User-generated flies
must be set up indeperdently for the new installation,

T o

Each installation of the People Planner Windows Application needs its own individual version of the

DataConnection.xml file. To create these files, you need a side-by-side installation of the People Planner
Admin Tool as well.

Note: Versions of the People Planner Windows Application prior to People Planner Release 3.8.6

require a copy of the DataConnection.xml file to exist in the Settings subfolder under the application’s
installation folder.

Versions of the People Planner Windows Application beginning with People Planner Release 3.8.6
require an installation of the corresponding People Planner Security Service. These versions do not
have a DataConnection.xml file in the Settings subfolder.

In addition, each installation requires its own version of the People Planner database; two different
versions of the People Planner software cannot use the same People Planner database. You can create
the databases using the Admin Tool as described in Create a People Planner Database.

Side-by-Side Installation of the People Planner Service

The installation and configuration of the People Planner Service are described in Installation and Basic
Setup of the People Planner Service.

If an older version of the People Planner Service already exists, the Setup Wizard gives you the option to
Overwrite or to Keep the existing installation. Keeping the existing installation amounts to doing a side-
by-side installation. The installation process is otherwise identical.

Each installation of the People Planner Service needs its own individual version of the
DataConnection.xml file, and they need to connect to two different versions of the People Planner
database. The DataConnection file is created as described in Side-by-Side Installation of the People

Planner Windows Application and is then copied to each of the installation folders of the People Planner
Services.
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Side-by-Side Databases — Different People Planner Versions

With side-by-side installations of at least two different versions of the People Planner Admin Tool, you
can create a People Planner database for each of the systems. Indeed, this is a requirement because you
cannot use the same People Planner database from two different versions of People Planner; a version-
check prevents this.

The process for creating a People Planner database is described in Create a People Planner Database;
there is nothing new to add to that information.

Side-by-Side Databases — Same People Planner Version

A different kind of side-by-side database scenario is when you only have one version of the People
Planner software, but you want to be able to connect to different databases, for example, to a test
database and to the production database.

To do this, you must install a People Planner Security Service for each database to which you want to
provide access. See Configure the People Planner Windows Application to Use the Security Service for
information about how to configure the Windows Application to use multiple Security Services.
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Installation and Basic Setup of the People
Planner Service

The People Planner Service is a Windows Service used for running import and export jobs that must be
executed on a scheduled basis. It is also a required install if the People Planner system is intended to be
integrated with an external system, such a Maconomy installation.

Create a Service Account

The People Planner Service is a Windows service, and therefore it needs an account to run.

You can use the same account as you are using as People Planner Admin user, or you can create
an account specifically for this purpose:

1. Create a user on the system, for example, named PeoplePlannerService.
a. Enter a password.
b. Deselect the Enforce password expiration check box to set the password policy to
never expire.

Add the Account as a People Planner User

Next, you must add this account as a user in People Planner:
1. Run the People Planner Windows Application as the Admin user.
Navigate to Views » Security » Users.
To add a new user, click the + button in the lower-left corner of the Users view.
Enter PeoplePlannerService in the Name field.

Enter the domain name, for example the computer name, in the Network Domain Name field.

2 e

Enter PeoplePlannerService in the Network User Name field.
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Make the Account into a People Planner Admin User

The People Planner Service requires that the user is also a people Planner Admin user:

1.
2.

Run the People Planner Windows Application as the Admin user.

Navigate to Views » Security » Roles and Data Limitations. Alternatively, you can navigate

under the top navigation bar » Home » Roles and Data Limitations.

skt s [l | i s o
e Mgt | Pk Dateseaton et Date etatan | s meeks Lirpiast

* 9 0 [ —— Ve g o —

Zomid o it 1oL

=

Click the Edit Role tab.
Click the Admin role.

Select either the Show UnAssigned or Show All radio button to see the users that are not

assigned to the Admin role.

skt s [l | i s o

e Mgt | P Date seaton  yetes Date peetatan | s meeks Lirpiast

W ey W Py e &l

e L

=

Select the Assign check box for the PeoplePlannerService user.

Note: Future versions of the People Planner Service might relax the requirement that the user must

be a People Planner Admin user.
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Install and Configure the People Planner Service

To install the People Planner Service software:
1. Extract the zip file that contains the People Planner installers.

2. Double-click the InstallPeoplePlannerService.vbs file and click Yes at the prompt to allow the
installer to make changes on your computer. The Deltek People Planner Service Setup Wizard

then starts.
ﬁ Deltek Peaple Planner Service 3.8.0 Alphal (572) Setup — by
D e | te |< Welcome to the Deltek People Planner

Service 3.8.0 Alpha00 (572) Setup
People  wiard

P |a n n e r_ The Setup Wizard vil rstal Dellek People Plarmer Service
3.8.0 Alpha00 (372) an your computer. Thek Mext ba
corbnue or Cancel to exit e Setup Wizard,

3. Click Next to continue.
ﬁ Deltek F'ew:!ple Planner Service 380 .|?I|I|:|h|t||.:l'.'l 572y Setup — b
Destination Folder DEltEk
Chick Mext b irstall to the default folder or dick Change to choose anather, o riors

Inatall Delbek Paaple Planner Senvice 3.8.0 Alpha00 (572) ta:

|C! WProgram Fles (485} \Delttek Weople Planner Service 2.8.0 Alphald (572)4
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4.

5.

6. Select the Grant ‘Logon as service’ rights to user check box.
7.

Click Next to continue.

ﬂ Deltek F'uuple Planner Service 380 .ﬂulphnm 572y Setup — .4

Service Logon Credentials DEItEk
Enler username [DOMAD \Lser) and passward for the servicos user Kireet ez

Do ot =

Lisername: |

Pagsword: | |

Confirm password: | [
[] Grant Logon as service’ rights to ussr,

R o

In the Service Logon Credentials dialog box, enter the user name and password for the
PeoplePlannerService user in the Username and Password fields, respectively, and confirm the

password.
ﬂ Deltek Peaple Planner Service 38,0 Alphal (572) Setup — o
Sarvice Logon Cradentials DEltEk
Enter username (DOMAD\Lser) and passward for the service user Kreowt mreztn

D ™

Lisername: ||:P‘I-|JE'-T'.;T|' 13 \PecpieFlarnerse
Pmmu:| T |

Confrm DHhWﬂ'.l EEEEE |
7] Grant Logon as service’ rights to user|

gk [ et ] concd

Click Next to continue.

Note: At this point the User Account Control dialog box might prompt you for confirmation.

Click Yes to accept.
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User Accownt Control

Do you want to allow this app from an

device?

C\Users

\administrator. CPHDEVTST1 3\Desktop
“PeoplePlanner3.8.0 Alpha00 (572)-setup
\Deltek People Planner Service version 3.8.0

Alpha00 (572).msi

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

unknown publisher to make changes to your

Yes Mo

8. Click Finish to close the Setup Wizard.

When you have installed the People Planner Service, you must copy the DataConection.xml file—which
is located in the installation folder of the People Planner Security Service under the inetpub folder—to the
Settings subfolder under the location where you installed the People Planner Service, overwriting the

existing DataConnection.xml file.

C\Pregram Filei (WS5) Deltek Peopls Planner Seroce 180 Slphald (372 Settingi

n i s -

1 = Prople Flannes Serece 185 Alphadd (3T + Setiings

B videcs ®  DatsConnection.aml
v e System (02

_nstal

Apachelld

mrpub

Logs

klagararmy

ke morydngtall oge

Hpp

PefLogs

=

Progiam Files

Prograr Files (260

Programists

Pl

termg

Usery

Wiz L

Tip: See also Side-by-Side Installations.
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Alternative Maconomy Web Service URLs

The People Planner Service needs to know the URLs to call the MaconomyWS web service and
optionally to call the Maconomy RESTful web service as well.

You can define a default URL to be used, or you can enter an alternative URL. This can be useful in
situations where the People Planner Service has been installed in a different machine than the People
Planner Windows Application and needs to call the MaconomyWS web service in a different way.

You do this setup from the People Planner Admin Tool, at System Settings » Maconomy Integration »
Global Parameters. There are two subsections, one for MaconomyWS and one for REST API.

If you only entered a value for the default MaconomyWS URL, the People Planner Service uses this
setting. However, if you entered a value for the Maconomy Web Service URL used by People Planner
Service setting, the People Planner Service uses that value, instead.

7 Deltek People Planner Admin Tool T [ 4

Data conmeckion | Users | Roles | Settings
Edit Settings

+ System Settings
Global Parameters

Swskem
Colors Maconariy'h's a -
oV Maconomy Web Service URL (default)
Gantk UI Maconary Web Service URL used by People Planner APT
General LT Maconomy Web Service URL used by People Planner Service
My PlanyScheduler Web Service Username People Planner...
Motification Weh Service Passward Aok Ak
Project IMaconomy Web Service Proxy
Azure Aukhentication Request Encoding utf-8
Performance Tweaks Timeout Webservice {seconds) 600
Web Component Webservice response maxinum size (bytes) 32000000
[ 1acanomy Inkegration Maconomy Enterprise Currency
+  Exchange Integration General s
»  Data Auta Generation Enterprise WorkFlow
Log web service messages
REST AFI -
Maconariy REST URL (default) http://pso-5-...
Maconany REST URL used by People Planner APT hd

Maconomy Web Service URL {default)

URL to Maconomy 'Web Service used by People Planner to exchange data with Maconomy,

Test Integration Sekkings

Export Settings Import Setkings Save

about Close
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Similarly, for the Maconomy RESTful web service:

_.:; Deltek People Planner Admin Tool - (=]
Data conneckion | Users | Roles | Settings
Edit Settings
«  System Settings
Global Parameters
Swsbemn
Colors General A a
W Enterprise WWorkflow
izantk LI Log web service messages
General UL REST API L
My Plan)Scheduler Maconomy REST URL (default) http://pso-s-m2...
Motification Maconomy REST URL used by People Planner API
Project Maconomy REST URL used by People Planner Service
Azure Authentication Macanormy REST Username Administrator
Perfarmance Tiweaks IMacanomy REST Password Ak bk
Web Component Crily impart projects marked For transfer in Maconary
[l Maconomy Inkegration Use REST For project impart
v Exchange Integration Use REST for master data import if possible
» Data futo Generation Silent Sign In &
Silent Sign In (551 Maconomy Secret Key
Silent Sign In {SSI) People Plannet Secret Key Ackikobokik
Silent Sign In {551 Request Window in Seconds i0
Silent Sign In {5513 Token Yalidity in Hours 8 -
Web Service Username
Web Service Username
Test Inteqgration Settings
Expork Settings Imnport Setkings Save
About Close

If you only entered a value for the default Maconomy REST URL, the People Planner Service uses that.
However, if you entered a value for the Maconomy REST URL used by People Planner Service, it uses

that value, instead.
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Installation and Basic Setup of the Maconomy
Web Services

The integration between People Planner and a Maconomy system requires installations and
configurations on both the Maconomy side and the People Planner side.

This section describes the setup on the Maconomy side. Install the Maconomy RESTful Web Service
describes the setup on the People Planner side. Finally, Configuration in People Planner describes how
to set up the People Planner Silent Sign-In functionality. These are parts A, B, and C of the checklists at
the beginning of this guide.

Install the MaconomyWS Web Service

Installing the MaconomyWS Web service is mandatory. In contrast, installing the Maconomy RESTful
Web service is in principle optional, but since this means reduced functionality, it is not a very likely
scenario.
To install the MaconomyWS Web service:

1. Run the Maconomy MConfig application.

2. Navigate to the Web Products page.

3. Select the Web Services check box.
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4. Choose either Install on Demand or to Install Unconditionally for the (Re)install Web
Services field.

" M onlig 1T Bets 1 - the Padonaomey Condigur st o

‘Web products on Maconomy Demo Webserver (local) for w_20_0pso
‘e pereEr parameten I =
ik TRUI [P T . 200 00o0ETS30 12 L]
LI psrastsry I
Fieimstal £ pogam [irsta o e Ll
Flebnibal lawa b Hipgikeis b . [Irithal oe demuand =
F HSemt Fleertlal Gichal Pack sges [ircsial or deraarsd _ﬂi
[Pzl 5 Laraind Pk ingeet [ircstall o et x|
el Wit et [irestall o dorsant =l
[Fieruind Diabiek Touch hamesodk  [irstall on denan: = :
(™ MacoomyMobde TS ot Macorcm M 15 [ 5 o
P Pt Partal TP [T _meamsar =
T leotsl Poiad dafshane in shodnames
I lectall Postal components in shoriname:
Pleinlal T ook hamescd. [t o demand " i
[Pl Appkesbon comparsnl s [1iial o deman =
st Purtl bies depesiny [Costtcsmires datirs .ﬂ'
Theme [P0 " :
Web Servel Fejnital e Senvioes [t or derand )| B
|7 Maermy Mosde Fieiinl Haconomy Moble 110191 -1 B =l
Ebeanal wek norent [P Bdden [F20 2 Hizeres
L — [ =
[Pledatsl FPU [irestall oo et ;li
ke, Suppeet Lises Name [ |
I Emabide 15 suppont for Meomss  Conmwcnsd Coupheg Sevcs [Deier oo o £ k|
. ¥ ik HTTES
I T Rewmwi 15 she arabing ) :I
Cancal 1o g Canced Waliclatm ok I
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Install the Maconomy RESTful Web Service

Important: People Planner currently only supports v1 of the Maconomy RESTful Web Service.

To install the Maconomy RESTful Web service:

1. Navigate to the OSGi Products page.
2. Select the Enable RESTful Web Services check box.

= il A1 Beta 3 - b S iduiiveg

056G products on Default_cs_w_30_0.pse (local) for w_20_0.pso

b e e

R Use Couglieg Sorvcn 1pyy Jroa NT B 0 R g k|
‘el Pa hia faria
ety [ v P M oo
[l prodoca [oinbtinchmm x
‘wetiochet Engort URL [ pmen i
‘whatih okt Pacsy U | ——
M Sorew Froezie I3
M S P [=

P Lies B iy & Citemcis Mot I =]
Burerrbwen Fot iy [z
Busraenlitect huhetcson baod [ 1sc] rreges
Busrammaiaects 5 exsion e frrste| |
P S — [ - | inm
B Erabls Trusted huertil s
Shapeet Sort - g

' Endbie oma Busrsi ESen  ong Chend I [taec etai P el 1 b i Sk

vt ool Sl B e [ e e

¥ Enatis Procgie Plarvss 551 Progple Plarwws 551 Shased ol [t

' Ensitie Kesteros Sanche S O =l

Lol bia b el |' ks I Dr.

3. Click the Finish button to complete the installation.
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Configuration in People Planner

Next, you must configure People Planner with the URLs of the Maconomy Web services:

1. Open the Maconomy index.html file, for example, c: \Maconomy\index.html.

E:Installed products - 2017-02-15 10:49 - Internet Explorer
=

Ia C:imaconomyinde:x. html ,Oj 4 1@ Installed products - 2017-02.., |

Installed Maccnomy systems with shortnames and webprodocts - 2017-02-15 10:49
w 20 O0.pso

w_20 0.pso in C:\maconomy‘\w_20_0.pso:

Patch : W 20.0 sp000 b438015

Port number 1 4444

TFPU i tpw.NTx36.20_0b487537

APT : apu.w2000.sp000b488015

SPU ¢ spu.20_0.ps0.v0200.s5p0b487820.tgz

Databasze 1 SglsServer 2008 in c:i\program files\microsoft =gl server\100%\tools
Enterprise language @
User language H

Shortname xldemo (Mac y Demo)
Webserver Maconomy Demo Webserver (local) in C:\maconomy'\webservers'\w 20 0O.pso:

en_US_MCS WebDaemon on port 4100: -7
MaconomyMScript : http://10.4.9.173:20001/cgi-bin/Maconomy/MaconomyMScript.xldemo.en US MCS.exe/
MaconomyTouch : http://10.4.8.173:20001/cgi-bin/Maconomy/MaconomyTouch.xldemo.en U5 MCS.exe/
MaconomyPortal : htctp://10.4,8,173:20001/cgi-bin/Maconony,/MaconomyForcal . xldemo.en U5 MCS.exe/
MaconomyWs : http://10.4.9.173:20001/cgi-bin/Maconomy,/MaconomyWs.®1ldemo.en U5 MCS.exe/

iAcCess Ior Haconomy

nstalled
 20_0.p=o (local) in C:\maconomy\w_20_0.p=so:

2. Run the People Planner Admin Tool.
3. Click the Settings tab.

4. Navigate to Maconomy Integration » General.
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5. Copy the MaconomyWS URL from the Maconomy index file into the Maconomy Web Service
URL field.

= Deltek People Planner Admin Tool - |l 8| x

[aka conneckion | Users | Roles | Settings
Edit Settings

«  System Settings
Global Parameters

Swsbemn
Colars Maconomys a
v Maconomy Web Service URL (default)  hktp://10.4.9.173:20001 /' cgi-bin/Ma...
Gantt LI Maconomy Web Service URL used by P...
General UL Maconomy Web Service URL used by P
My Plan)Scheduler Web Service Username i People Planner Integration
Motification Web Service Password dbidkik
Project Maconomy Web Service Proxy
Azure Authentication Request Encading utf-8
Performance Tweaks Timeout Webservice (seconds) 600
Web Component Wiehservice response maximum size (b... 32000000
[ Maconomy Inkeqgration Macanomy Enterprise Currency
b Exchange Integration eneral -
b Drata Auko Generation Enterprise Workflow
Log web service messages
REST ARI -
Maconomy REST URL (default) http://pso-s-m24102ppb:4111/cont...
fMaconomy REST URL used by People PI... i

Web Service Username

Web Service Username

Test Inteqgration Setkings

Expork Settings Imnport Setkings Save

Abaut Clase

Note: You can supply alternative MaconomyWS URLs to be used by the People Planner API
and the People Planner Service, respectively.

6. Enter the user credentials in the Web Service Username and the Web Service Password fields,
respectively.
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7. Copy the RESTful Container APl URL from the Maconomy index file into the Maconomy REST
URL field.

= Deltek People Planner Admin Tool - |l 8| x

[aka conneckion | Users | Roles | Settings
Edit Settings

«  System Settings
Global Parameters

System
Calors General E
W Enterprise WWorkflow
faantt LI Log web service messages
General UL REST API )
My Plan)Scheduler Maconormy REST URL (default) http://pso-s-m24102ppb:4111/cont...
Motification Maconomy REST URL used by People PI...
Project Maconamy REST URL used by Peaple PI...
Azure Authentication Macanomy REST Username Administrator
Performance Tweaks IMacanomy REST Password ekdkobd
web Companent by irpart projects matked For transf .
B Macononmy Inkegration Use REST For project import
+  Exchange Integration IUse REST For master data import if pos...
+ Data Auto Generation Silenk: Sign In -~

Silent Sign In {551 Maconomy Secrek ...

Silent Sign In {55I) People Planner Secr..,

Silent Sign In (5510 Request Window in ... 10

Silent Sign In {5513 Token Yalidity inHa... 8 -

Maconomy Web Service URL used by People Planner API
URL to Maconomy Web Service used by the People Planner APT to exchange data with. ..

Test Inteqgration Setkings

Expork Settings Imnport Setkings Save

Abaut Clase

Note: You can supply alternative Maconomy RESTful URLs to be used by the People
Planner API and the People Planner Service, respectively.

8. Enter the user credentials in the Maconomy REST Username and the Maconomy REST
Password fields, respectively.

9. Click Save to save the changed settings to the People Planner database.
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Verification

You can verify that People Planner can call the Maconomy Web services by clicking the Test Integration
Settings button.

Test Reslt
Lhiscking Matoromy W Ginliguiahon LE.
|:,--,I.r!_r.l=_|_u_. y BEST corfgration Dj
Chiaching Preie: Planres 4ushem pasamshats in Maconomy [i[3
Chiecking People Planrer AR using Maconomy system parameha s ol

Checking People Planner Maconomy © ol atinm FAILED

Dcmbnn | Fesil Dstads

[irvaiale o gt Peaple Flanrers Aulherhc.sbon UAL om Macanomy RES T -
Either Maconomy AEST did not ietum anything or the iesponse was makfomed

[Traubleshoating tips:

[This enror uswally ndicaes that e Maconomy seever is not propetly configuned
[Chisck in MConfg under 056G products:

IChack thal the couplirg terace ‘meverind conbaing wab. sendces maconomy
|austberitecahion, i

flater.

Fun Tests

As an additional verification you can check that People Planner can retrieve the list of jobs from
Maconomy:

1. Run the People Planner Windows Application as a People Planner Admin user.

2. Navigate to Views » Tasks » Import Project.

Import Project = 4
Local Parametens | Task Type Parametens ! Global Parareters
Pronect Mumber Budget Type Is Cpporbuniky Praject st from Macanonm
L Chaniged in Macononmy
Progect st From file

Chear all
e
Lse dates from Macoromy | FirstTme | = Irchsde sub projects

Inport
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3. Click Project list from Maconomy.

4. Verify that you get a list of the current jobs in Maconomy.

Select Jobs - Full list From Maconomy

=
Drag & column header here to group by that column
[ Praject humber Budget Typs= fusme [ Descnphion
v |0 I 0 o -
wlioemom | Worbing Budget Internal tme - Sales
?15:213:02 Wiiorking Budipet; Irkerral bime - Wac...
[ 1020003 workngBudpet kel bme - Ceh,,,
1020004 ‘Worling Budget Irternal tme - Fina....
| 1020005 WWhorking Budiget Estxor - Genaral co..,
| DEt0nE ‘horking Budiget Matkfg - Managem..,,
1020007 ‘Worling Budget Boeing - Changs m...
| 1penons WorkingBudgst  Bankof Ameriea - .
1 DETIne-01 \Wiorking Budiget Bank of America - ..,
100008-02 ‘Worlang Budget Bank of America - ...
.II}BIH]B-IH ‘Wiorking Budigst: B Change Redqu...
| 10Et00E-04 Whorking Endipet: B0 Change Regu,.,
| 10c0009 Working Budgst Work Order BOS - ...
.1III.'2‘IIIZI!I} ‘Wiorking Budiget Wiark, Crddar B0, - .
10Ema1l Wiorking Budipet TMarketing budget, ...
10E0012 ‘Worling Budget Exwon - Consulting. ..
[ 1120001 Working Budgst ATET - Ganersl i,
1120002 Working Budipet We'al-Mart - Agency
1120003 ‘Worlang Budget KPMG - Managems. .. -
Larst Uipcaresd, 14 6211 Updats Add Close
5. Click Close.

6. Click the x button in the upper-right corner of the Import Project view to close it.
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Start the People Planner Service

As the final step, open Windows Services and start the People Planner Service.

Cé Services - m} X
File  Action VWiew Help
e AEaE @m > mnw
£ Services (Local) Name : Description Status Startup Type Log On As o
ople Planner Servic .0 Alpha00 (572) Runs sched... Running Automatic c
erformance Counter DLL Host Enables rem... Manual Local Service
-\SJ erformance Logs & Alerts Performanc... Manual Local Service
-\E‘.;?;Phone Service Manages th... Manual (Trig...  Local Service
-\S:J_;Plug and Play Enablesac.. Running Manual Local Syste..,
-\,‘;;)_;Pnrtah\s Device Enumerator Service Enforces gr... Manual (Trig...  Local Syste...
-\S;):iner Manages p..  Running  Automatic Local Syste...
-,S;?EPrmt Spooler This service... Running  Automatic Local Syste...
-,.'.';? Printer Extensions and Motifications This service ... Manual Local Syste...
-\S;’ roblem Reports and Seclutions Contrel Panel Support This service .. Manual Local Syste..,
rogram Compatibility Assistant Service This service .. Running  Automatic Local Syste..,
-\S."J_,.QualityWindowsAudio Video Experience Quality Win... Manual Local Service
-\,‘;;)_;Radm Management Service Radic Mana... Manual Local Service
ﬁ;’;RemotaAccessAuto Connection Manager Creates a co... Manual Local Syste...
-S;}E Remote Access Connection Manager Manages di... Manual Local Syste...
-\SJ Remote Desktop Configuration Remote Des... Running  Manual Local Syste..,
-\Sf’ Remote Desktop Services Allows user...  Running  Automatic Metwaork 5.,
-\Sj Remote Desktop Services UserMode Port Redirector Allows ther.. Running Manual Local Syste..,
Q;Remnta Procedure Call (RPC) TheRPCS5.. Running  Automatic MNetwork 5...
-\S;): Remote Procedure Call (RPC) Locator In Windows... Manual Metwork 5...
-S;}E Remote Registry Enables rem... Automatic (T... Local Service
-,.'.'J Resultant Set of Policy Provider Provides a n... Manual Local Syste...
-.‘J;?;Routing and Remote Access Offers routi... Disabled Local Syste.., v
Extended )\Staﬂdard

Verification

To verify that the People Planner Service is set up correctly:

1.

Run the People Planner Windows Application.

2. Navigate to Views » Tasks » Scheduled Tasks.

The Service status should be Running, and the Server time should be continuously updated.

Schedwled Tasks o x
Figw Schedule b4 | Servioe dtatus Funning  Sener bene 11:0%530 l
GridGroupFareText
Sohechaed | Tk Curment pat Exmrut.., | Mot Sohaciue Soiwhuing Timas,
sk b | S Faca by e &Lt T EabCLon -] brde ol day
¥ |0 0 LY 0
- X o4 L]
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Setup of the People Planner Web Applications

The People Planner Web applications are:
= MyPlan Web page
=  People Planner APl Web Service
= People Planner RESTful Web Service (RestApi)
= People Planner Security Service
= People Planner Web Components

The installation and configuration of the People Planner Security Service is described in People Planner
Security Service.

You can use these applications singly, for example:
= [Install MyPlan alone and use it directly from a browser.

= Install the People Planner API alone and use it from the Maconomy Workspace Client by clicking
the Send Job to People Planner button.

However, this is not a very common setup, and this section therefore treats them as a packaged
installation.

Before you continue, you must first make sure that you have installed the IIS Web server and configured
it with the prerequisites.

Set Up Anonymous Authentication

Some of the People Planner Web applications require Windows Authentication, while most require
Anonymous Authentication.

¥ Internet Information Services (IIS) Manager - u] X
e P » EU3008I1 » Sites » PeoplePlannerWebApps » MyPlanWSC » @ e

File View Help

Connections Actions
2 49 Authentication Py
v “i EEJSODSH (ADSDELTEKCOM\NielsHandest) Group by: No Grouping
L=} Application Pools =
+ [@ Sites Name Status Response Type
@ Default Web Site [Ancnymous Asthentication Enabled ]
v € PeoplePlannerWebApps ASP.NET Impersonation Disabled
P MyPlan Forms Authentication Disabled HTTP 302 Login/Redirect
F MyPlanWsC [Windows Authentication Disabled | HTTP 401 Challenge
3 PeoplePlannerAP|
3 PeoplePlannerWebComponents
P RestApi

D SecurityService

= | Features View |i.% Content View

Confi ‘Peop pps/MyPlanWSC' web.config |

Which applications require which types of authentication is specified in the description of each Web
application later in this section; however, the following table provides a summary.
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People Planner Web Application IIS Authentication Scheme

MyPlan

MyPlanWSC

People Planner API

People Planner Outlook Web Service
People Planner RestApi

People Planner Security Service

People Planner Web Components

Windows Authentication

Anonymous Authentication

Anonymous Authentication

Windows Authentication

Anonymous Authentication

Anonymous- and Windows Authentication

Anonymous Authentication

When you configure a Web application for Anonymous Authentication, the IIS requires that you specify a
Windows account to use with the Web application. You can specify this, either directly on the People
Planner Web site, or individually on each of the Web applications. The latter is useful if you want to
configure the Web services to use different accounts.

The People Planner Web Applications installer, will setup the Web Applications to use the IUSR account
with Anonymous Authentication. You can change this manually, if desired.

In this guide, it is assumed that you have created a PeoplePlannerllS account, and that you have
configured the password for this account to never expire. In addition, you should add that account to the
lists of users in the People Planner database; instructions for doing that are provided in Add the Account
as a People Planner User and Make the Account into a People Planner Admin User.

For example, to configure MyPlanWSC for Anonymous Authentication and to use the

PeoplePlannerllS account:

1. Run the Internet Information Services (IIS) Manager.
2. Navigate to the MyPlanWSC Web application.

W3 Internet Information Services (IIS) Manager — ul X
€ 3 » EU0SN » Sites » PeoplePlannerWebApps » MyPlanWSC » ISR > B
File View Help
Connections 5 Actions.
7 ‘i /MyPlanWSC Home i
93 £U300811 (ADSDELTEKCOM\NielsHandest) . =
(] - Yo - & . -E-
@ Appiication Pools Filter: G Show All | Group by: Area = !
v (& Sites ASP.NET Yy
@ Default Web Site 2 § = Po - - e
=0 1 [ == P
v @ PeoplePlannerWebApps ] 04 L 4 > "‘,’ - ?; £ ab) v ‘ 4 ’.\}g D
P MyPlan NET NET NET Error NET NET Profile .NET Roles  .NET Trust NET Users  Application Connection Machine Key Pages and Providers
P MyPlanWsC Authorizat.. Compilation  Pages  Globalization Levels Settings Strings Controls Manage Application &)
3 5
¥ PeoplePlanneraPl : ral Browse Application
3 PeoplePlannerWebComponents > 3 O]
P Resthpi Session State SMTP E-mail 2
P SecurityService
® He
s ~
K 1 & == % = (S : %=
o { = gl & ‘ 7= e =5 = g
e iz‘ 9 =5 « = il 7 N " # - € <

Document  Browsing

Management

Configurat..
Editor

| Features View |2 Content View

Ready

Authenticati| Compression Default  Directory  ErorPages  Handler HTTP logging MIMETypes Modules  Output  Request  SSLSettings

Mappings  Respon.. Caching Fittering
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3. Click the Authentication icon.

5 Internet Information Services (1IS) Manager - =

X
oo P » EU300811 » Sites » PeoplePlannerWebApps » MyPlanWSC » o @-
File View Help
” Q Authentication Y
v &
-l El}]ms‘\ (ADSDELTEKCOM\NielsHandest) Groupby: No Grouping
£ Application Pools =
v 8] Sites Name Status Response Type
@ Default Web Site Anonymous Authentication Enabled
v @ PeoplePlannerWebApps ASP.NET Impersonation Disabled
3 MyPlan Forms Authentication Disabled HTTP 302 Login/Redirect
¥ MyPlanwsC Windows Authentication Disabled HTTP 401 Challenge
¥ PeoplePlannerAP|
P PeoplePlannerWebComponents
P Resthpi
P SecurityService
[ET Features View | 22 Content View
Configuration: ‘Peopl " web.config &

4. Right-click on Anonymous Authentication and click Edit...

Edit Ananymous Authentication Credentials T x
Anonymaus wier identity:
® Specific yser:
|1usR St

() Application pool identity

5. Click Set.

6. Enter the credentials of the user you want to use:
= |t must be a valid Windows account.
= |t must be a People Planner Admin user.

= For example, you can set the user to the user that you are using for installation of the People
Planner software, such as <domain/machine-name>\PeoplePlannerlIS.

Set Credentals 7 *

Liser name:
CPHDEVTAT1 P eoplePlannerdls |

Pasgword:

Confirm password:

snnmual

Technical Installation Guide 64



Setup of the People Planner Web Applications

Deltek

7. Click OK.

Edit Ananymous Authentscation Credentials 7 x

Anonymaous wser identity:

) Specific yser:
CPHDEVTST13\PeoplePlannedls '

() Application pool identity

oK Cancel

8. Click OK.

MyPlan Web Application

People Planner MyPlan either can run directly from a browser or embedded in the Maconomy Workspace

client.

Note: From People Planner 4.0, a version of MyPlan is also implemented in the Maocnomy
web client, but this is not covered here. Please see under People Planner RESTful Web
Service (RestApi).
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Configure MyPlanWSC for Anonymous Authentication

One reason for the two MyPlan-installations—MyPlan and MyPlanWSC—is to be able to apply different
themes to MyPlan, depending on the context in which it is used.

Another reason is that you can set each one up for a different authentication scheme in the IIS.
= MyPlan requires Windows Authentication.

=  MyPlanWSC requires Anonymous Authentication. The authentication is then handled by the
People Planner Silent Sign-In functionality.

During the installation, you set each of them up for the correct type of authentication. However,
MyPlanWSC requires that you choose an account as described in Setup for Anonymous Authentication.

Configure MyPlan for Alternative Types of Authentication

People Planner MyPlan is typically set up for using Windows Authentication. This works provided the
users are on the same domain as the web server where MyPlan is installed.

However, if the users are on a different domain, it is possible to configure MyPlan for alternative types of
authentication, including:

e Azure Authentication
e OAuth 2 and Openld Connect (OIDC)

Attention: Azure Authentication is deprecated in People Planner 4.3. This will be removed altogether
in People Planner 4.4.

Azure Setup

Set up of Azure Authentication is described in details in the Deltek People Planner Admin Guide.
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OIDC Setup

People Planner is built on top of the OIDC setup in Maconomy. For it to work, you need to do two steps in
People Planner, using the People Planer Admin Tool:

1. In the People Planner Admin Tool, configure People Planner to use the Maconomy RESTful web

service.

2. Also in the Admin Tool, select the MyPlan Use Maconomy SSO OIDC authentication check
box.
| m Deltek People Planner Admin Tool - a x

Data connection | Users | Roles | Settings

Edit Settings
~ System Settings
Syt System Settings
Colors Default Perspective Company
cv Default Workday Length 7,5
Gantt UL Default Workday Start Time 08:00:00
General U First Day of Week Monday
My Plan/Scheduler Indude Resource Manager In ‘Resource Manage
Notification Is company and department independent
Project Keep log entries from the last months
Azure Authentication License File Path
Performance Tweaks I MyPlan Use Maconomy SSO OIDC authentication
Web Component mallest Plannable Time Unit
+ Maconomy Integration The wake-up interval for the task-scheduler serv... 60000
+  Exchange Integration Update reporting tables task end date
+ Data Auto Generation Use UPN for authentication
MyPlan Use Maconomy SSO OIDC authentication
If checked, MyPlan will use generic OIDC authentication as set up in Maconomy S50 configuration.
Requires Maconomy REST integration.
Export Settings Import Settings Save
About Close

3. With the OIDC provider, configure the MyPlan URL as a valid callback URL.

For further information about how to setup OIDC in Maconomy, see the Deltek Maconomy System Admin
Guide, under setup of Single Sign-On.

Note: OIDC is supported from People Planner 3.9.2 CU2.
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Verification

You can check that MyPlan has been installed and configured correctly by opening a Web browser and
navigating to http://localhost:<port>/MyPlan.

[ prre— R T

5 People Planner

[ Sepiember B, FIET

i niwts sbon

Note: When you added yourself as a People Planner Admin user in the People Planner database, you had the
option to create yourself as a resource, as well. If you declined to do that, MyPlan shows the following message,
instead:

The current user is not associated with a Resource in People Planner. Please assign
a resource to Administrator.

For strictly verification purposes, this is fine, because it, too, confirms that MyPlan is working.
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People Planner API Web Service

The People Planner API Web Service is used when Maconomy needs to call People Planner, for
example, because a user clicked the Send Job to People Planner button in the Maconomy Workspace
Client.

Configure for Anonymous Authentication

The People Planner APl must be set up for Anonymous Authentication. The steps for doing this are
provided in Setup for Anonymous Authentication.

Later, you must configure the selected account on the Maconomy side as well. See Settings for the
People Planner API Web Service.

Note: The selected user must be a valid Windows account. Before Release 3.8, People Planner
required that the account also be a People Planner Admin user. However, this requirement is relaxed
as of Release 3.8. If you have not added the user to the People Planner database, it is automatically
created the first time that the People Planner APl Web Service is called. The user is not a People
Planner Admin user in this case.

Alternative Maconomy Web Service URLs

The People Planner API need to know the URLs to call the MaconomyWS web service and optionally to
call the Maconomy RESTful web service as well.

You can define a default URL to be used, or you can fill in an alternative URL. This can be useful in
situations where the People Planner API has been installed in a different machine than the People
Planner Windows Application and need to call the MaconomyWS web service in a different way.

The setup is done from the People Planner Admin Tool, in the section: System Settings > Maconomy
Integration > Global Parameters. It has two subsections, one for MaconomyWS and one for REST API.
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If only the default MaconomyWS URL has been filled in, the People Planner API will use this setting.
However, if the Maconomy Web Service URL used by People Planner API setting has also been filled
in, the People Planner API will instead use this.

71 Deltek People Planner Admin Tool [ 2

Data connection | Users | Roles | Settings
Edit Settings

« System Setkings
Global Paraneters

Sryskem

Colors Maconomyw's a .
= Maconomy Web Service URL {default)

Gantt UI Macanomy Web Service URL used by People Planner &PT

General UI Maconany wWeb Service URL used by People Planner Service

MMy PlanfScheduler Web Service Username People Planner...
Makification Web Service Password FREAEE

Project Macanariy web Service Prosy

Azure Aukhentication Request Encoding utf-8

Performance Tweaks Timeout Webservice {seconds) 600

Webservice response maximum size (bytes) 32000000
Maconomy Enkerprise Currency

b Exchange Inteqgration General s

b Daka Aubo Generation Enterprise WorkFlov
Log web service messages
REST API ~

Maconomy REST URL (default) http://pso-5-...
Maconariy REST URL used by People Planner APT hd

Maconomy Web Service URL {default)

URL to Maconomy Web Service used by People Planner to exchange data with Maconomy,

Test Integration Settings

Export Settings Irnport Settings Sawve

about Close
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Similarly, for the Maconomy RESTful web service:

=1 Deltek People Planner Admin Tool

Data conneckion | Users | Roles

Edit Settings

-

k

k

About

System Settings

Swsbemn

Colors

oY

aantt LI

General UL

My Plan)Scheduler
Motification

Projeck

Azure Authentication
Perfarmance Tweaks
Wweb Component

Maconomy Inkegration

Exchange Integration
Drata Auko Generation

Setkings

Global Parameters

General

Enterprise WWorkflow

Log web service messages
REST API

Maconomy REST URL (default)
Maconomy REST URL used by People Planner API
Maconomy REST URL used by People Planner Service

Maconomy REST Username
Maconomy REST Passwaord
Crily impart projects marked For transfer in Maconary
Ise REST Far project impart
IUse REST For master data import if possible
Silent Sign In
Silent Sign In (551 Maconomy Secret Key
Silent Sign In {SSI) People Plannet Secret Key
Silent Sign In {551 Request Window in Seconds
Silent Sign In {5513 Token Yalidity in Hours

Web Service Username

Web Service Username

Expork Settings

= o
A a
-~
http://pso-s-m2...
Administrator
Ak
~
Ak
10
3 -
Test Inteqgration Settings
Imnport Setkings Save
Close

If only the default Maconomy REST URL has been filled in, the People Planner API will use that.
However, if the Maconomy REST URL used by People Planner API has been filled in, it will use this

instead.
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Verification

You can check that the People Planner API has been installed and configured correctly by opening a
Web browser and navigating to http://localhost:<port>/PeoplePlannerAPI/ProjectsAPI.asmx

- O X

:%;‘ http://localhost:20002/PeoplePlannerAPl/ProjectsAPl.asmx pP~-c '\% ProjectsAP| Web Service

ProjectsAPI ~

The following operations are supported. For a formal definition, please review the Service Description.

* Getall

GetAllJoblistItems

GetAllocatedHoursAfter

GetAllocatedHoursAfterWithResources

GetAllocatedHoursInPeriod

GetAllocatedHoursInPeriodWithResources

GetBudgettedHours

GetHalfYearBudget

GetPeriodicBudget
* GetSecurityToken

GetStatus

ImportlobOrOpportunity

ImportlobOrOpportunityV2

MaconomySetHalfYearBudget

SetProjectStatus

UpdateAssignmentStatus

Advanced Verification

The previous verification does not actually call the People Planner API. It is, therefore, not an absolute
guarantee that there are no errors.

Note: The following verification process requires that you have already installed and configured the
Maconomy Web services.

To verify that it is possible to call the People Planner APl Web service:

1. Run the Maconomy Workspace Client as a normal user.
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2. Navigate to the Jobs » Jobs workspace.

B2 Deltek Maconamy - Sean Williams (E=R[E=R~=
File Edit Window Help
;‘ &I Menu B [ @ Time & Epenses [ dobs x Deltek =
Show: KPMG - Change Management (110004), KPMG International - ) Show Filter List
B3] Jobs
3 Jobs Home |l | Resourcing Job Activities | Progress Evaluation Tnvoicing ‘ Closing ‘ Lookup ‘ Reports Stetup |
£ Work Orders
1 1ot tnies ||| Budget | periodic sudget | Registers | Budget Revisions | Forecast | Quote | Quote Revsions |
o o B B [§ SubmitBudget @ Approve Budget [F] CopyBudget B ReopenBudget EX Delete Budget EX Remove Zero Lines OtherActions + | Actions v
5
El o © 9 0 Update Prices to Realization Rate =
g Time | Amount | Full Budget | & & 8 3 i} v o
® J 2 (@ Import Working Budget from People Planner —|
s ol levels ~ @ Send Jobto People Planner 4
o Description Line  Employee Employee Category  Emplayee Emplayee Name  ActivityNo.  Task Quantity Eilling Cost, Base  Total Billing ol Cost, Base — GM,8 | o
=3 a» Type  Category Name No. Price, Curr. Price, Currency g
& o g
= 1] Analysis Time ~ 80~ Consulant 00 100 - 11000 80.00 2,20000 1,600.00 °
4 2 Stategic work Time 90 Consultant 100 1 50.00 110.00 80.00 5,500.00 4,000.00 g
= 3 Project Management Time 40 Project Manager 00 20 .00 11000 10000 220000 2,000.00 7
H @) Time & Expemses 4 Method development Time 60 Technical cons, 100 30 100.00 100.00 80.00 10,000.00 8,000.00
s 5 Outsourcing Time 60 Technical cons. 100 it .00 100.00 80.00 2,000.00 1,600.00
5 || g Reporting 6 Customer Meatings Time 30 Senior Project Manager 100 150 20.00 130.00 100.00 2,600.00 2,000.00
S
b= 7 Consulting services in gene... Time 90 Consultant 0 160 110,00 110,00 80.00 12,100.00 5,800.00
o
2l @Tovss
g
Sl .
o || v
<t
@ || » o Submit Time Sheet c6)
i
N
&
<
&
©
S
(=
[
3
S
S
S
=4
S
=4
3
2
&
« i 5|
‘ A People Planner

3. Click Send Job to People Planner.

If this does not result in an error, the export was successful. You can, however, also verify this by
finding the project in People Planner, as follows.

4. Run the People Planner Windows Application as a People Planner Admin user.

Navigate to Views » Projects » Project Manager Gantt Chart.

Project Manager Gantt Chart o x
Display = | =] T2 [ Allow Sorting and grouping || Al - =
% .?, & Ed | Show MNothing [+ .11109,1;201? [+ — e + | None: [+ Assignment filber: Mone =
=
| | 100 % | L] v 4m = 1 Fn:l % ‘i.' Actuals Tokals » | All activities = | Period for Actuals = E T f % T
A | working hou, ., [+
:semember 201 ¥ :ok'tober 27 Enovemtaer 207 I %
Drag a column header here to group by that column
I T s = 1108 1800 3508 |20 0310 1610 A0 300 |06 13441 A1 il |0z
|¢ & Mame :MalnPro]ectNar 17 18 39 |40 M 4 43 4 |45 16 Fre 48 |49
) offc o
- > KPMG - Change Managi KPMG - Change
W Analysis KPMG - Change
W Strategic wark. KPMG - Change
v Project Management  KPMG - Change
v Method development  KPMG - Change
W Ouksourcing KPMG - Change
W Customer Meetings  KPMG - Change
W Consulking services in KPMG - Change
v Subcontractor KPMG - Change =
— % 4[m P A Ul 4
Note: You can select the project and press the Delete key to delete the project from People Planner.

People Planner RESTful Web Service (RestApi)

The People Planner RESTful Web Service is new with People Planner 4.0. It is required for use of the
People Planner integration in the Maconomy web client.
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This document does not describe how to configure the People Planner integration in the Maconomy web
client. For this, please refer to the Deltek Maconomy System Admin Guide.

Note: The RestApi is not released as a general purpose API for People Planner. In People Planner
4.0, it only supports the integration to the Maconomy web client.

Configure for Anonymous Authentication

The RestApi must be set up for Anonymous Authentication. The steps for doing this are provided in Setup
for Anonymous Authentication.

Verification

Verify the installation of the People Planner RESTful Web Service (RestApi) by opening its Swagger-
documentation in a browser on the server.

7‘ @J @ swagger Ul X l+7\{ M ]

< - 0O @ @ | localhost:5000/RestApi/api-doc/index.html Y = 7 B

Select a definition NI v

People Planner REST API®

http:/flocalhost5000/RestApilapi-doc/. /swaggerlvi/swaggerjson

This specification describes the People Planner REST API

Servers
Assignments v
GET /api/assignments/{id} Retums representation of a single Enfity ™Y
GET /api/assignments/filter a
§ | /api/assignments/search a
GET /api/assignments/specification Retums of Entity name="E" /> ™Y
GE /api/assignments Retums static entity landing page. a
BookingCategories v

/api/bookingcategories/init TODO: duplicated from BookingsController, needs refactoring a8

The URL for the Swagger documentation is in the following format:
http://<host>:<port>/RestApi/api-doc/index.html
where

port is the port in which you installed the RestApi.

Note: If you have not yet configured for SSL, the scheme is http, not https.

If the Swagger documentation displays successfully, you can assume that the RestApi is correctly
installed.
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People Planner Security Service

Before you can run the People Planner Windows Application and use it for initial imports from the
Maconomy system, you must verify that the People Planner Security Web Service works correctly.

If the Security Service is running, it is very likely that the rest of the People Planner Web Applications are
also running.

For details of setup and troubleshooting with the People Planner Security Service, see Appendix C:
Securing the People Planner Security Service.

Configure for Anonymous and Windows Authentication

The People Planner Security Service must be set up for both Anonymous Authentication and for Windows
Authentication. The steps for setting up the Anonymous Authentication this are provided in Setup for
Anonymous Authentication.

Verification

Verify the installation of the People Planner RESTful Web Service (RestApi) by opening its Swagger-
documentation in a browser on the server.

[ @1 @ Sswagger Ul X l+ ~ = 5
< O @ D | localhost:5000/securityservice/api-doc/index html Y Lo

EELMELELNGLE  Security Service v1 M

People Planner Security Service ®

http:/flocalhost:5000/securityservice/api-docl. /swagger/v1/swagges

This specification describes the People Planner Security Service API

Auth v
/api/v1/Auth/Verify Verifies that the client can successfully authenticate with the API and that it is running the same version as the AP!. e
Config v
/api/vi/config/ConnectionInfo Gets the data connection information for the authenticated user if authorized @
/api/v1/config/WindowsClientAuthInfo Gets the supported authentication schemes that the People Planner Windows Application can use Y
Crypto v

/api/vl/Crypto/Encrypt Encrypts a cleartext string and returns the cipher. e

/api/vl/Crypto/Decrypt Decrypts a cipher siring and retums the cleartext. e

The URL for the Swagger documentation is in the following format:
http://<host>:<port>/RestApi/api-doc/index.html

where
port is the port in which you installed the RestApi

Note: If you have not yet configured for SSL, the scheme is http, not https.

If the Swagger documentation displays successfully, you can assume that the RestApi is correctly
installed
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People Planner Web Components

The People Planner Web Components is a Web page that is designed specifically to be embedded in the
Maconomy Workspace Client (WSC).

Note: The Web Components use cookies; this requires that your browser allows cookies. If the
browser does not allow cookies, the Web Components will fail.

Configure for Anonymous Authentication

The People Planner Web Components must be set up for Anonymous Authentication. The steps for doing
this are described in Setup for Anonymous Authentication.

Although you could use a different account for each, it is recommended that you use the same account
for MyPlan and the People Planner Web Components.

Verification

At this point in the installation, you cannot easily verify that the People Planner Web Components have
been installed and configured correctly. This requires that you have also set up the People Planner Silent
Sign-In functionality and imported the users from Maconomy.

Configuration in Maconomy

Before Maconomy can use the People Planner Web Components, it must be configured:
1. Run the Maconomy Workspace Client as a Maconomy Admin user.
2. Navigate to Setup » System Setup » Parameters and Numbers » System Parameters.

3. Filter on the Groups columns to see only the system parameters that relate to People Planner.

2 Deltek Macanomy - Administratar (=5 |E=R =)
Eile Edit Window Help
= Knowmore.
&I Menu ‘ [ [ 2 Time & Expenses ‘ (51 System Setup x ‘ Deltek &=
Search menu Systern Information [ [ Linking Rules ‘ Selection Criteria Regional Settings Validation Installation Details ‘ Database ‘ Support Documentation ‘ Archiving ‘
21 Urders |
% ||| system Parameters [ system Nurbers | Popup Fietas | option Lists | & & TR
% setwp
1 Absence Setup Show: () System Parameters ) Gompany Specific Parameters @ All Parameters -
1| o Accounts Payable Sef Nowshowing 1. 35 ot oot resl st show 5 =
z 1 approel Hiermchies jow showing 1- ext »> 0 of results to show:
i-'. [ Background Tasks Description Group Format  Allow Boolean  Integ.. Decimal Amou.. Text Date
S| [ Banking Setup s . Compan... Constant Figure
g 1 Contact Managemen
= 3 Currency Sstup x pel hd hd h
B [ Docurments and Note 1| Always Allow Send Action Peaple Planner | Boolean. v 0 000  0.00
9 [ Finance Setup 2 Create New Budget Revision on Updates People Planner  Boolean... [ 000 000
ﬁ [ Format Specification 3 Default Forecast Budget Type Peaple Planner  StringVial. 0 000  0.00
E 5 Job Cost Setup 4 Default Opportunity Budget Type. Peaple Planner  StringVal... 0 0.00 0.0 @standard
z j EV:F““Q 5 Defaut Project Budget Type People Planner  StringVal 0 000 0.00 @planning
H 2 R 6| Enable Gintom People Plannes Actions PeoplcPlanner |Boolcan.. P 00 oo
|| 2 Sales Orders setup ||| 7 Enble SlentSignIn PeoplePlanner  Boolean. ) 000 000
g [ Subscription Setup # Include Subprojects When Sending Project to People Planner  People Planner  Boolean... 0 000 000
S| ol SystemSetup 9 Integration Status Note Type PeoplePlanner  StringVal 0 000 0.00 Integration Status
=3 [ Talent Management. 10 Show Capacity Overview in Job Budgets People Planner  Boolean... v 0 000 000
= [ Users 11 Show Capacity Overview in Periodic JobBudgets Peaple Planner  Boolean. v 0 000  0.00
E L Single Dialogs 12 Show Capacity Overview in Progress Evaluation People Planner  Boolean... v 0 000 000
~ “J| B Show Planning Assistant in Job Bucigets PeoplePlanner  Boolean. ) 000 000
E o700 14 Show Planning Assistant in Periodic JobBudgets Peaple Planner  Boolean... 2 (XTI
k= 15 Show Planning Assistant in Progress Evaluation PeoplePlanner  Boolean. ) 000 000
5 & 16 Show Resourcing Overview People Planner  Boolean... v 0 000 0.00
5 | = SubmitTime Sheet gy || 1 Update Total Cost (Base) in Budget PeoplePlanner  Boolean. 0 000 000
£ 18 URL for Capacity Overview Peaple Planner  StringVal... 0 000 0.00 hitpi//10.4.9.0 ot ge.aspx
g 19 URL for MyPlan Portal PeoplePlanner  StringVal 0 000 0.00 http://10.4.9.173:20002/MyPlanPortal/
= 20 URL for MyPlan WSC Peaple Planner _ StringVal... 0 000 0.00 hitp://10.4.9.173:20002/MyPlanWSC/
= 21 URL for Planning Assistant PeoplePlanner  StringVal 0 000 0.00 http://10.4.9.173; Pt aspx
8 2 Web Service API Namespace Peaple Planner _ StringVal... 0 000 0.00 hitp://marstrand-innovation.com/
2 23 Web Service API Password PeoplePlanner  StringVal 0 000 0.00 123456
& 24 Web Service API SOAP Address Peaple Planner _ StringVal... 0 000 0.00 hitp://10.4.9.173:20002/PeoplePlannerAPIProjectsAPLasmx
25 Web Service API User PeoplePlanner  StringVal 0 000 0.00 PSO\Administrator
v
£ System Parameter
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Settings for the People Planner API Web Service

Maconomy uses the People Planner APl Web Service when a user clicks one of the People Planner
buttons in the clients—for example, if a user clicks the Send Job to People Planner button. The Web
Service is also used as a central component in the People Planner Silent Sign-In functionality.

Warning: Beginning with People Planner 3.9 the APl Web Service Namespace was changed. You
must set this value in Maconomy to:

http://peopleplanner.deltek.com/api/

If you do not make this change in Maconomy, the People Planner / Maconomy integration will not
work.

This is also the default for Maconomy 2.5 and newer.

To set the values for the People Planner APl Web Service settings:

1. Set the Web Service APl SOAP Address to the URL of the People Planner API Web Service:
http://<host>:<port>/PeoplePlannerAPI/ProjectsAPI.asmx

2. Setthe Web Service APl User and Web Service APl Password to the credentials for the
People Planner API Web service.

Note: The User and the Password must be those of the account that you used when
configuring Anonymous Authentication for the People Planner API. See Configure for
Anonymous Authentication.

J Syster Parameters | Systom Numbers | Popup Fields | Option Lists | < &) Clase Filter List
Shows: () Systern Pararsters () Company Specific Parameters © All Pararmeters -
Mow showing 1- 25 Mext > » Mo of results to shows 25 =

Description Group Format  Allow  Boolean Integ.. Decimal Amou.. Tedt Date
N Compan... Constant Figure

X pel - - -
1| Always Allow Send Action People Planner | Boolean... v X
T Create New Budget Revision on Updates People Planner  Boolean. [ 000 000
3 | Default Forecast Budget Type People Planner  StringVal.. 0 0o 000
4 Defautt Opportunity Budget Type People Planner  StringVal... ] 000 0.00 @standard
5 Defautt Project Budget Type Peaple Planner  StringVal... ] 000 0.00 @planning
6 Enable Custom Peaple Planner Actions People Planner  Boolean. P 00 000
7 Enable Silent Signln People Planner  Boolean.. v 00 0
t Tnclude Subprojects When Sending Project to Peaple Planner  People Planner  Boalean. [l 000 000
% Tntegration Status Note Type People Planner  StringVal.. 0 000 0.00 Integration Status
10 Show Capacity Overview in Job Budgets People Planner  Boolean.. v 00 0
LL Show Capacity Overview in Periadic JobBudgets People Planner  Boalean. v o 000 000
12 Show Capacity Overview in Progress Evaluation People Planner  Boolean. P 000 000
13 Show Planning Assistant in Job Budgets People Planner  Boolean. v o 0.00 0.00
14 Show Planning Assistant in Periodic JobBudgets People Planner  Boolean.. P X
15 Show Planning Assistant in Pragress Evaluation People Planner  Boalean. P 00 000
16 Show Resoutcing Overview People Planner  Boolean. P 00 000
17 Update Total Cost (Base) in Budget People Planner  Boolean.. [} 00 0
18 URL for Capacity Overview Peaple Planner  StringVal... ] 000 0.00 hitp://10.4.0.173: o ge.aspx
18 URL for MyPlan Portal People Planner  StringVal... [} 000 0.00 http;//10.4.9.173:20002/MyPlanPortal/

20 URL for MyPlan WSC People Planner  StringVal... [} 000 0.00 http:s/10.0.9.173:20002/MyPlanWSC/

21 URL for Planning Assistant Peaple Planner _ StringVal.. [} 000 0.00 hitp://10.4.0.173: N ge.aspx
22 Web Service AP Namespace People Planner _ StringVal... 0 000 0.00 http://marstrand-innovation.com/
23| Web Service API Password People Planner  StringVal... o 0.00 0.00 123456
24| Web Service APLSOAP Address People Planner  StringVal... ] 000 0.00 httpi//10.4.9.173:20002/PeoplePlannerAPLProjectsAPLasmx
25 | Web Service APT User Peaple Planner _ StringVal.. 0 000 0.00 PSO\Administrator
< m 3

Settings for the MyPlan Web Application

The MyPlan Web page can be embedded in the Maconomy Workspace Client (WSC), Maconomy web
client, and in the Maconomy Portal.
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Attention: MyPlan in the Maconomy Portal is deprecated in People Planner 4.3. This will be removed
altogether in People Planner 4.4.

Currently, the Maconomy Portal is available only when using Maconomy 2.5.x and older versions.

To embed the MyPlan Web application in the WSC:

= Set the URL for MyPlan WSC to the URL of the MyPlanWSC Web page:
http://<host>:<port>/MyPlanWSC

To embed the MyPlan Web application in the Maconomy Portal:

= Set the URL for MyPlan Portal to the URL of the MyPlan Web page:
http://<host>:<port>/MyPlan

J Systern Parameters [ System humbers I Popup Fields ] Option Lists I s

Show: () System Parameters () Company Specific Parameters @ All Parameters

& Close Filter List

Wow shawing 1- 25 Hert > Mo of results to shows 25
Description Group. Format  Allow  Boolean Integ.. Decimal Amou... Text Date
. Compan... Constant Figure

X pel - -

1 Ahways Allow Send Action People Planner | Boolean... v 0 0.00 0.00

2 Create New Budget Revision on Updates People Planner  Boolean. ] [T

3 DefauttForecast Budget Type People Planner  StringVal.. [} (X

4 Defautt Opportunity Budget Type People Planner  StringVal... 0 0.00 0.00 @standard

5 Defautt Project Budget Type People Planner  StringVal.. [} 000 000 @planning

6 Enable Custom Peaple Planner Actions People Planner  Boalean.. v w0 00

T Enable Silent Signn People Planner  Boolean. P 00 000

% Include Subprojects When Sending Project to People Planner  People Planner  Boolean. [} e 0

9 Tntegration Status Note Type People Planner  StringVal.. [ 000 000 Integration Status

10 Show Capacity Overview in Job Budgets People Planner  Boolean. P X

11 Show Capacity Overview in Periodic JobBudgets People Planner  Boolean. v 0 000 000

12 Show Capacity Overview in Pragress Evalustion People Planner  Boolean.. P X

13 Show Planning Assistant in Job Budgets People Planner  Boalean. P 00 000

14 Show Planning Assistant in Periodic JobBudgets People Planner  Boolean. v 0 0.00 0.00

15 Show Planning Assistant in Progress Evaluation People Planner  Boolean.. v 00 0

16 Show Resourcing Overview People Planner  Boalean. P w0 00

1T Update Total Cost (Base) in Budget People Planner  Boolean. [} X

18 URL for Capacity Overview People Planner _ StringVl.. ] 000 000 hitp://10.49.173: o p ge.aspx
19 [URL or MyPlan Portal People Planner _ StringVal.. O 000 000 hitp://10.49.173:20002/MyPlanPortal/
20 |URL for MyPlan WsC People Planner _ StringVil.. ] 000 000 http://10.49.173:20002/MyPlanWSC/
21 URL for Planning Assistant People Planner _ StringVal... 0 000 0.00 http//10.0.9.1713:20002/PeoplePlannerW ebComponents/ PMViewPage.aspx
12 Web Service APL Namespace People Planner  StringVal.. [ 000 000 hitp//marstrand-innovation.com/
13 Web Service APT Password People Planner  StringVal.. [} 00 000 12356
24 Web Service API SOAP Address People Planner  StringVal... 0 0.00 0.00 http://10.4.9.173:20002/PeoplePlannerAPl/ProjectsAPLas mx
25 Web Semvice APLUser People Planner  StringVal.. [} 000 000 PSO\Administrator

<
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Settings for the People Planner Web Components

The People Planner Web Components Web page is designed to be embedded in the Maconomy
Workspace Client (WSC).

The configuration in Maconomy consists of two parts:
= Configure the URLs

= Tweak the location where the Web Component is embedded in the WSC

To set up the URLs:

1. Set the URL for Capacity Overview to the URL for RMViewPage.aspx. This URL follows the
general form: http://<host>:<port>/PeoplePlannerWebComponents/RMViewPage.aspx

Note: The URL for Capacity Overview is available in Maconomy 2.4 LA or newer. You can
safely ignore it if this setting does not exist.

2. Set the URL for Planning Assistant to the URL for PMViewPage.aspx. This URL follows the
general form: http://<host>:<port>/PeoplePlannerWebComponents/PMViewPage.aspx

J Syster Parameters | System Numbers | Popup Fields | Option Lists | < @) Close Filter List
Show: @ Syster Parameters ) Camparwy Specific Parameters @ All Parameters o
Mowy showing 1- 25 Mot »» Mo of resuls to show: 25 =

Description Group Format  Allow  Boolean Integ.. Decimal Amou.. Tedt Date
N Compan... Constant Figure

x I - - -
1| Always Allow Send Action People Planner | Boalean... v 000 000
T Create New Budget Revision on Updates People Planner  Boolean. [l 000 000
3 Defaut Forecast Budget Type People Planner  StringVial.. [} XTI
4 Defautt Oppartunity Budget Type Peaple Planner  StringVal... [l 000 0.00 @standard
5 Defaut Project Budget Type People Planner  StringVal... ] 000 000 @planning
6 Enable Custom People Planner Actions People Planner  Boolean.. v 00 0
T Enable Slent Signn People Planner  Boalean. v o 00 000
b Include Subprojects When Sending Project to Peaple Planner  People Planner  Boolean. 0 000 000
9 | Integration Status Note Type People Planner  StringVal.. 0 000 000 Integration Status
10 Show Capacity Overview in Job Budgets People Planner  Boolean.. P X
L1 Show Capacity Overview in Periadic JobBudgets People Planner  Boalean. P 000 000
12 Show Capacity Overview in Progress Evaluation People Planner  Boolean. P 000 000
13 Show Planning Assistant in Job Budgets People Planner  Boolean.. v 00 0
14 Show Planning Assistant in Periodic JobBudgets People Planner  Boalean. P w0 00
15 Show Planning Assistant in Progress Evaluation People Planner  Boolean. P 00 000
16 Show Resourcing Overview People Planner  Boolean.. v 00 0
1T Update Total Cost (Base) in Budget Peaple Planner  Boolean.. [} 00 000
18 [URL for Capacity Overview People Planner _ StringVal.. [ 000 0.00 http/10.4.9.173:20002/PeoplePlannerebComponents/ RMViewPage.aspx ]

19 URL for MyPlan Portal People Planner  StringVal... o 0.00 0.00 http://10.4.9.173:20002/MyPlanPortal/

20 URL for MyPlan WSC People Planner _ StringVal.. [} 000 0.00 https/10.0.0.173:20002/MyPlanWSC/

21 [URL for Planning Assistant Peaple Planner _ StringVal.. [ 000 0.00 hitp// 104,173 o geaspx ]

22 Web Service API Namespace People Planner  StringVal... 0 0.00 0.00 http://marstrand-innovation.com,

23 Web Service AP Password People Planner  StringVal.. [} 000 0.00 12356
24 Web Service APT SOAP Address Peaple Planner  StringVal... ] 000 0.00 http://10.4.9.173:20002/PeoplePlannerAPLProjectsAPLasmix
25 Web Service APT User People Planner  StringVal... [} 000 0.00 PSO\Administrator
< i »

Configuring where the People Planner Web Components are embedded is controlled by the various
Show... settings.

Technical Installation Guide 79



Deltek

Setup of the People Planner Web Applications

System Parameters | System Numbers | Popup Fields | Optian Lists | &7 1 (& Close Filter List
Show: ) System Parameters () Company Specific Parameters © All Parameters w* -
Now showing 1- 25 << e Next >» Na of results to show: 25 ¥

Description Group Format  Allow  Boolean Integ.. Decimal Amou.. Text Date

- Compan... Constant Figure
x E—
1 | Ahways Allow Send Action |People Planner |Boolean... P U T
2 Create New Budget Revision on Updates. People Planner  Boolean... 1] 0.00 0.00
3 Default Forecast Budget Type People Planner  StringVal... ] 000 000
4 Default Opportunity Budget Type People Planner  StringVal... 0 0.00  0.00 @standard
5 Default Project Budget Type People Planner  StringVal... ] 000 0.00 @planning
6 Enable Custom People Planner Actions People Planner  Boolean... v 1] 0.00 0.00
7 Enable Silent SignIn People Planner  Boolean... v o0 000 000
8 Include Subprojects When Sending Project to People Planner  People Planner  Boolean... 0 000  0.00
9 Integration Status Note Type People Planner _ StringVal... ] 000 0.00 Integration Status
10 | Show Capacity Overview in Job Budgets People Planner  Boolean... v |0 0.00  0.00
11 | Show Capacity Overview in Periodic JobBudgets People Planner  Boolean.. v o0 000 000
12 | Show Capacity Overview in Progress Evaluation People Planner  Boolean... v o 000  0.00
13 | Show Planning Assistant in Job Budgets People Planner  Boolean.. v o0 000 000
14 | Show Planning Assistant in Periodic JobBudgets People Planner  Boolean... v 1] 0.00 0.00
15 | Show Planning Assistant in Progress Evaluation People Planner  Booleal v o0 000 000
16 | Show Resourcing Overview People Planner  Boolean... v 0 0.00 0.00
17 Update Total Cost (Base) in Budget People Planner  Boolean... o 000 000
18 URL for Capacity Overview People Planner  StringVal... 0 0.00  0.00 httpy/10.49.173; pl ge.aspx
19 URL for MyPlan Portal People Planner  StringVal... [ 000 0.00 hitp://10.49.173:20002/MyPlanPortal/
20 URL for MyPlan WSC People Planner  StringVal... 0 0.00  0.00 httpy/10.4.9.173:20002/MyPlanWSC/
2L URL for Planning Assistant People Planner  StringVal... [ 000 0.00 hitp://10.49.173: p iewPage.aspx
22 Web Service API Namespace People Planner  StringVal... 0 0.00 0.0 httpy/marstrand-innovation.com/
23 Web Sevice APIPassword People Planner  StringVal... [ 000 0.00 123456
24 Web Service APISOAP Address. People Planner  StringVal... 1] 0.00 0.00 http://10.4.9.173:20002/PeoplePlannerAPT/ProjectsAPLasmx
25 Web Service APIUser People Planner  StringVal... ] 000 0.00 PSO\Administrator
< ii ] 3

Tip: This part of the setup is usually left to the Business Consultants. You should just make sure to
select (check-mark) all of the appropriate items.
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Set Up People Planner Silent Sign-In

The People Planner Silent Sign-In (SSI) functionality is used by Maconomy to authenticate a user to
People Planner when the user navigates to where either MyPlan or the Web Components are embedded
in the Maconomy Workspace Client.

Setting this up requires work on both sides of the integration—on the People Planner side and on the
Maconomy side.

Configuration in Maconomy MConfig

First, you must enable People Planner SSI in Maconomy:
1. Run the Maconomy MConfig application.
2. Navigate to the OSGi products page.
3. Select the Enable People Planner SSI check box.
4

Enter a unique value of your choosing in the People Planner SSI Shared Secret field.
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5. Complete the installation.
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Configuration in the People Planner Admin Tool

You must also configure the SSI on the People Planner side:
1. Run the People Planner Admin Tool.
2. Click the Settings tab.
3. Navigate to Maconomy Integration » General.
', Deibek Prople Plassars Adsrin Tool
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Enter a value for the Silent Sign In (SSI) Maconomy Secret Key.

This value must be the same value that you chose in MConfig, where it was called the People
Planner SSI Shared Secret.

5. Enter the Silent Sign In (SSI) People Planner Secret Key.

Note: For security, you should set the value of People Planner Secret Key to something
different from the value of Maconomy Secret Key.

6. Click Save to save the changed setting in the People Planner database.

Configuration in the Maconomy Workspace Client

Now you must only provide the final setting in Maconomy:
1. Run the Maconomy Workspace Client (WSC) as a Maconomy Admin user.
2. Navigate to Setup » System Setup » Parameters and Numbers » System Parameters.

3. Filter on the Groups columns to see only the system parameters that relate to People Planner.
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4. Select the Enable Silent Sign In check box.

J Systern Parameters ‘ System humbers ‘ Popup Fields | Option Lists | [

& Close Filter List

Show: () System Parameters () Company Specific Parameters © All Parameters

Mo showing 1.- 25 Nest >> No of results to show: 25 =
Description Group. Format Boolean Integ.. Decimal Amou.. Tex Date
a Constant igure

X pe| -

1 Ahways Allow Send Action People Planner | Boolean... v 0o 0.00 0.00

2 | Create New Budget Revision on Updates People Planner  Boolean.. 0 000 000

3 Default Forecast Budget Type Peaple Planner  StringVal.. 0 000 000

4 Default Opportunity Budget Type People Planner  StringVal.. 0 000 0.00 @standard

5 Default Project Budget Type People Planner  StringVal.. 0 000 0.00 @planning

6 Enable Custom People Planner Actions. People Planner  Boolean.. v o 0.00 0.00

7 [Enable Sitent Sign In People Planner _ Boolean... 70 000 000 ]
8 Include Subprojects When Sending Project to People Planner  People Planner  Boolean... 0 000 0.00

9 Integration Status Note Type Peaple Planner  StringVal.. 0 000 0.00 Integration Status

10 Show Capacity Overview in Job Budgets People Planner  Boolean. v 000 0.00

11 Show Capacity Overview in Periodic JobBudgets People Planner  Boolean. v 0 000 0.00

12 Show Capacity Overview in Progress Evaluation People Planner  Boolean. v 0 000 0.00

13 Show Planning Assistant in Job Budgets People Planner  Boolean... v 000 000

14 Show Planning Assistant in Periodic JobBudgets Peaple Planner  Boolean... v o 000 000

15 Assistant in Pragress Evaluation Peaple Planner  Boolean... v o 000 000

16 Show Resourcing Overview People Planner  Boolean. v 000 000

17 Update Total Cost (Base) in Budget People Planner  Boolean.. o 0.00 0.00

18 URL for Capacity Overview People Planner  StringVal.. 0 000 0.00 hitp://10.4.9.173; p p ge.aspx

19 URL for MyPlan Portal People Planner  StringVal.. 0 000 0.00 hitp://10.4.9.173:20002/MyPlanPortal/
20 URL for MyPlan WSC People Planner  StringVal.. 0 000 0.00 hitp://10.4.9.173:20002/MyPlanWSC/
21 URL for Planning Assistant People Planner  StringVal.. 0 000 0.00 hitp://10.4.9.173: p ge.aspx
22 Web Service API Namespace People Planner  StringVal... 1] 0.00 0.00 http://marstrand-innovation.com,
23 Web Service API Password People Planner  StringVal... 0 0.00 0.00 123456
24 Web Service APLSOAP Address People Planner  StringVal.. 0 000 0.00 hitp://10.4.9.173:20002/PeoplePlannesAPLProjectsAPLasmx
25 Web Service AP User People Planner  StringVal.. 0 000 0.00 PSO\Administrator

Verification

To verify that the SSI settings have been set up and configured correctly, you can use the Test
Integration Settings button in the People Planner Admin Tool:

1. Run the People Planner Admin Tool.

2. Load the DataConnection.xml file and connect to the People Planner database.

3. Click the Settings tab.
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4. Navigate to Maconomy Integration » General.
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5. Click the Test Integration Settings button.
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If the People Planner SSI has been configured correctly, it reports the status as OK. If it fails, you can
click Results to get information about what might be wrong.
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Advanced Verification

As a further verification that the People Planner SSI has been configured correctly, you can try to
access MyPlan from inside the Maconomy Workspace Client (WSC):

1. Run the Maconomy WSC as a normal user.

2. Navigate to the location where MyPlan is embedded, for example, Time & Expenses » Time »
MyPlan.

3. Wait for MyPlan to load.

4. Inspect the People Planner APl Web Service log file, which is located at C:\inetpub\People
Planner Web Apps 3.8.5 Alpha00 (343)\Logs\Api.log

Note: Before People Planner 3.8.5, the logs for each of the People Planner Web applications were
located in a subdirectory of each installation folder. Beginning with People Planner 3.8.5 all of the
logs are located in the Logs folder under the People Planner Web Apps folder.

If IIS has been installed, and it works correctly, the log file should contain a line like:

[2017-09-18 09:25:52] Api Information [4088]: GetSecurityToken called.
encryptedMessage=cmenIJnWEQcVxjw6QJInTU4xh61LYOMMsownIGdBFgkzWIzt40pbeZtDaRfMuflYPvVec+Yr
50ulmg23gV/Q3TCAWET3fA05xSI5SmAg0JIBMIHXx6STI/dRBZkabTTBla5wnP

You can perform a similar check using the People Planner Web Components instead of MyPlan.
However, this requires a few more steps and does not provide any additional information.
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Note: Before you can access MyPlan as described, People Planner must have performed a master
data import of at least the users from Maconomy. A Business Consultant usually sets that up; thus, it
is not described in this guide. See the Deltek People Planner Integrations Guide for more information
about master data imports.
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Installation and Basic Setup of Integration with
Exchange and Outlook

This section describes how to install the integration between People Planner and Exchange/Outlook.
This integration consists of two parts:
= A synchronization between People Planner and Exchange/Outlook.

= Alookup from Outlook to People Planner when creating Assignments in Outlook.

Synchronization between People Planner and
Exchange/Outlook

The synchronization between People Planner and Outlook is always via the Exchange server.

People
Planner

Exchange Outlook

Bookings are created in either the People Planner applications or in Outlook. The bookings are then
synchronized first with the Exchange server and from there with the other system.

The synchronization between Exchange and Outlook occurs entirely between Exchange and Outlook,
and does not depend on any People Planner software or settings.

People Planner synchronizes with Exchange by calling the EWS Exchange Web service. A scheduled
task is set up to call this Web service from People Planner.

Setup on the Exchange Server

The People Planner Exchange integration uses a Windows Domain user to connect to the Exchange
Server. This user must have access to create/edit/read appointments in the mailboxes for the Exchange
users. The user that is used for the People Planner Exchange integration is not required to have a
mailbox.

For the maintenance of the access to the users’ mailboxes in the People Planner Exchange integration,
Deltek recommends that you create a Windows Domain Group and make all users members of that
group. When a resource is enabled for the Exchange Synchronization in People Planner, the same user
should be added to the Windows Domain Group and removed when the Exchange Synchronization is
disabled.
To configure for Exchange 2010 or newer:

1. Create a Windows Domain user, such as PPexchange.

2. Create a Windows Domain group, such as PeoplePlannerExchangeUsers.

3. Make users/mailbox users members of PeoplePlannerExchangeUsers.
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Note: You only need to do this for the specific group of users that should be synchronized
with Exchange, for example, the users that have Synchronize this Resource with Exchange
enabled in the Resources view in the People Planner Windows Application.

4. On the Exchange Server, create a Management Scope and then do a Role Assignment that
allows the PPexchange account to impersonate the members of the
PeoplePlannerExchangeUsers group. You do this by running the following commands on the
Exchange Server in the Exchange Management Shell:

a. S$PPuser = "PPexchange"
b. $PPgroup = "CN=PeoplePlannerExchangeUsers,CN=Users, DC=<theServer>, DC=com"

C. New-ManagementScope -name:PeoplePlannerExchange
-RecipientRestrictionFilter:"MemberOfGroup -eq '$PPgroup'"

d. New-ManagementRoleAssignment -Name:PeoplePlannerExchangeRole
-Role:ApplicationImpersonation -User:S$PPuser
—CustomRecipientWriteScope:PeoplePlannerExchange

The value that is used for the $PPgroup must be the Active Directory Distinguished Name (ADDN) of
the PeoplePlannerExchangeUsers security group. To get this, use the following dsquery command:

dsquery group "People*"

If the New-ManagementScope and New-ManagementRoleAssignment commands have been run with
incorrect values, you can clean up and remove the incorrect ones, using the following commands:

Remove-ManagementRoleAssignment -Identity PeoplePlannerExchangeRole

Remove-ManagementScope -Identity PeoplePlannerExchange

Setup 1n Office 365

People Planner supports Office 365 as long as the bundled Exchange server is a supported version. The
steps are the same as those that are described in Setup on the Exchange Server, with one possible
exception.

In the Microsoft data centers, certain objects are consolidated to save space. When you attempt to use
Windows PowerShell to modify one of these objects for the first time, you might encounter the following
error message:

“This operation is not allowed for the organization with disabled customizations. To
enable this operation, you need to execute Enable-OrganizationCustomization task
first.”

This is likely to happen when you run the New-ManagementRoleAssignment-command. In this case, you
must run the following additional command:

Enable-OrganizationCustomization

You only need to run this once; on subsequent runs, it results in the following error message:

“This operation is not available in the current service offer.”

Setup in People Planner

No special People Planner software must be installed for the synchronization; this only requires that the
People Planner Service be installed, but that is a general requirement for running any scheduled task.
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People Planner must know how to call the EWS Exchange Web service:
1. Run the People Planner Admin Tool.
2. Load the DataConnection.xml file and connect to the People Planner database.
3. Click the Settings tab.
4. Navigate to Exchange Integration » General.
5

Enter the following in the Exchange Server URL field:

https://<exchange-ip>:443/ews/exchange.asmx

6. Enter the credentials of the user that you defined in the Exchange system in the Exchange User
Name and the Exchange Password fields, respectively.

Deitrk Prople Planner Admen Tool
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7. Click Save to save the changed settings to the People Planner database.

Lookup from Outlook into People Planner

When creating People Planner bookings from Outlook, a user must do a lookup in the People Planner
database to find the projects or tasks to book on. Two pieces of People Planner software are involved in
this:

= People Planner Outlook AddIn — installed in Outlook.

= People Planner Outlook Web Service — installed with the other People Planner Web services

Install and Configure the People Planner Outlook Web Service

The installer for the People Planner Outlook Web service is not included in the installer for the People
Planner Web Applications, and instead it has its own installer.

To install the People Planner Outlook Web service:

1. Extract the zip file that contains the People Planner installers.
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2. Double-click the InstallOutlookWebService.vbs file and click Yes at the prompt to allow the
installer to make changes on your computer. The Setup Wizard for People Planner Outlook Web

service then starts.

ﬂ Dieltek Peaple Planner Outleak Web Service 3.8 Setup — 4

De It@l( Welcome to the Deltek People Planner
Cutlook Web Service 3.8 Setup Wizard
People

Planner e e o s eme ok
4 Cancel to exdt the Sebup Wizard.

S s

3. Click Next to continue.

4 Deltek Peaple Planner Outlook Web Service 3.8 Setup - *
Custom Setup Deltek
Selact the way you want features ta be ingtalled, K mory

Ohick the icons in the tree below o change the way Tfeatures wil be ingtalled,

=T Peopi Planner Dutiook Web e | Irstal the fles required fior nunning
Feaple Planner Culiook Web Se1|  the People Plarner Service to disk

This feature requires 2 1MB on your

hard drive.
€ ¥ |
Locaton: Crineipub\People Flanner Cutiook Web Semacey Hrowee. ..
Rt Disk Lsage Back Cancel

4. Click Next to continue.
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5. Select the Web site where you want to install the People Planner Outlook Web service.

P Sedect Web Site -
Select Wb Stn

Please select which web site you want bo irstal to.

Select web site:
Default Web Site

Enber rama of virtual folder.
OutiookivebServios

gk [ ment ]

.4
Deltek

K o
Do ot =

appears in the list of Web sites.

Note: If you have not used the IS Manager to create a Web site, only the Default Web Site

6. Click Next to continue.

ﬂ Deltek Peaple Planner Outloak Web Service 3.8 Setup -

Ready to install Deltek People Planner Outiook Web Service 3.8

Ohick Irustal by begin the inatallation., Clhok Badk to review or change any of your
retalalion settngs. Chck Cancel o et e wizrard.

meck [yl ]

.4
Deltek

K o,
Do ot =

Cancel

Click Install to begin the installation.
8. Click Finish to close the Setup Wizard.

Install and Configure the People Planner Outlook AddIn

Before you can install the People Planner Outlook AddIn, you must make sure that the Visual Studio
Tools for Office Runtime (VSTO) are installed. If they are not, an error message is displayed when you

attempt to install the Addin:
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ﬂ Deltek Peaple Planner Outleok Addin 3.8 Setup *

The Visual Studio 20 10 Teols for Office Runtime is rat
J.  instaled or Up-to-date. Plaase ingtall it Arst (execuite
valnr_redist exe in the installer mp file)

=T

The zip package that contains the People Planner installers also contains an installer for VSTO.

To install the VSTO:
1. Extract the zip file that contains the People Planner installers.

2. Click vstor_redist.exe.

., Microsolt Visual Studs Tooks for Office Rurtime 2000 Setup — »

Weboome bo Microsolt Visual Studio Tools for Oifice Runtime 2010 Setup
Flease, acoept the lcerse terms o continue. w

ICROSOFT SOFTWARE LICENSE TERMS

MICROS0FT VISWAL STUDIO TOOLS FOR OFFICE RUNTIME ARD

i P read and gccept e e e 3 |

[ e, mend information abewt my setup experiences o Mirosoft Corporation.

For more information , read the Dats Collsction Pobcy.

(o] o

3. Select the | have read and accept the license terms check box.

4. Click Install.
5. Click Finish to close the installer.

To install the People Planner Outlook AddIn:
1. Extract the zip file that contains the People Planner installers.
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2. Double-click the People Planner Outlook AddIn msi file and click Yes at the prompt to allow
the installer to make changes on your computer. The Setup Wizard for the People Planner

&

5.

Outlook AddiIn starts.

ﬂ Deltek Peaple Planner Outleak Addin 3.8 Setup —

People

bo et thee Sefup Wizard,

Deltek Welcome to the Deltek People Planner
Cutlook Addin 3.8 Sebup Wizard

P|an ner’ The Satup Wieard wil irestal Deliek People Plarner Outiook
Addir 3.8 on vour compuber. Chck Mext o confirue or Cancel

S o
Click Next.
ﬂ Deltek Peaple Planner Qutleak Addin 3.8 Setup — 4
Peopls Planner Outlook Web Service Deltek
Enter the URL far the People Planner Dutlook Web Service K sses
Service URL: [iepz /10,4, 10. 10:20002/0utiookwebservoe Service,
Back Cancel
Enter the Service URL to where the People Planner Outlook Web service is installed. The form
of this URL is
http://<host>:<port>/PeoplePlannerOutlookWebService/service.svc
Click Next.
Click Install.

Click Finish to close the Setup Wizard.
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Appendix

A: Installation Checklists

This section provides you with a set of checklists for the most effective way to complete the installation of
the People Planner software.

These checklists should provide enough information, but additional detail about the individual items are
provided in the rest of this guide.

Warning: Beginning with People Planner Release 3.8.6, there are changes to how users log in to the
People Planner Windows Application. Consequently, the DataConnection.xml file has been moved to
a new location. You must also install the People Planner Security Service, which is a new web
service as of Release 3.8.6.

Install the People Planner Core Software

Before you can install any other People Planner software, you must have established the core People

Planner system.

1. Check prerequisites:

a. Windows Applications.

e NET 4.7.2
e SQL Server

b. Web Applications

e APS NET 4.7
e NET Core 3.1.10
e SQL Server

2. Install the People Planner Admin Tool application.

3. Install the People Planner Security Service.

4. Create a People Planner database:

a. Run the People Planner Admin Tool:

vi.

Vii.

Click the Data Connection tab.

Load the DataConnection.xml file, which is located in the People Planner Web
Apps folder under inetpub.

Correct the Server Name—for example, PSO-S-M24PPB\MACONOMY

Select your initial Database Authentication. It must have rights to create a
database:

=  For example, using Windows Authentication or using the sa user
Enter a name for the People Planner database.
Click Create Database.

Click Save Config to save the updated DataConnection.xml file.
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5. Set up the database privileges:
a. Run SQL Server Management Studio:
i. Create alogin—for example, named ppuser.
1. Select SQL Server Authentication.
2. Enter a password.

3. Deselect the Enforce password expiration check box to set the
password policy to never expire.

4. Under User Mapping, select the People Planner database.

Select the database role memberships: db_datareader, db_datawriter,
and public.

ii. Under Databases, select the People Planner database.

1. Navigate to Programmability » Stored Procedures and select the
GetSequence stored procedure.

2. Right-click and select Properties.
3. Under Permissions, add the ppuser and Grant Execute permissions.
6. Correct the DataConnection.xml file to use the ppuser login:
a. Run the People Planner Admin Tool:
i. Load the DataConnection.xml file.
i. Change the Authentication to Database Authentication.

iii. Enter the user name and password for the ppuser login in the User Name and
Password fields, respectively.

iv. Click the Save Config button.
b. Verification: Check that you can connect to the People Planner database:
i. Close and then restart the People Planner Admin Tool.
ii. Load the DataConnection.xml file.
iii. Verify that Authentication is set to use the ppuser login.

iv. Click the Connect button and verify that you can connect to the People Planner
database.

7. Basic configuration:
a. Add yourself as a People Planner Admin user.

i. Run the People Planner Admin Tool and connect to the People Planner
database.

ii. Click the Users tab.
iii. Use the Add Users button to add yourself as Admin.
b. Set up the license file:

i. Copy the People Planner license file, PeoplePlannerLicense.lic, to a suitable
location, such as a file share where it can be accessed from other computers, for
example:

\\PeoplePlanner\peoplePlannerLicense.lic
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ii. Run the People Planner Admin Tool and connect to the People Planner
database.

ii. Click the Settings tab then select System and enter the following in the License
File Path:

\\PeoplePlanner\PeoplePlannerLicense.lic

c. Verification: Check that you can call the People Planner Security Service test URL from a
browser.

8. Install the People Planner Windows Application.

a. Configure the People Planner Windows Application to use the People Planner Security
Service.

b. Verification: Check that you can start the People Planner Windows Application.

Install the People Planner Windows Service

The People Planner Service is required for running scheduled tasks from People Planner, such as
importing data form Maconomy.

1. Check prerequisites.
= NET4.7.2

2. Create a Windows account on the server where the People Planner Windows Service is running,
for example, an account named PeoplePlannerService.

a. Enter a password.

b. Deselect the Enforce password expiration check box to set the password policy to
never expire.

3. Run the People Planner Windows Application:
a. Navigate to Views » Security » Users.

b. Click the + button in the lower-left corner of the Users view and add the user
PeoplePlannerService:

i. Enter PeoplePlannerService in the Name field.
ii. Enter the computer’s hostname in the Network Domain Name field.
iii. Enter PeoplePlannerService in the Network Username field.
Navigate to Views » Security » Roles and Data Limitations.

Click the Roles tab, select the Admin role, and assign the PeoplePlannerService user
to the Admin role.

user.

Tip: If you install the People Planner Service on the same server where the People Planner
Admin Tool is installed, you can use the Admin Tool to add the PeoplePlannerService user to
the People Planner database, rather than performing the preceding manual steps to add that

4. Install the People Planner Service.

a. When asked for Service Login Credentials, use the credentials of the
PeoplePlannerService user.
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b. Select the Grant Logon as Service check box.

5. Create the DataConnection.xml file. You can do this by copying the DataConnecction.xml file,
which is located under the People Planner Web Apps subfolder under the inetpub folder, to the
Settings folder under the People Planner Service installation directory, replacing the existing file.

6. Under Windows Services, start the People Planner Service.
7. Verification: Run the People Planner Windows Application:
a. Navigate to Views » Tasks » Scheduled Tasks.

b. Check that the server time is being updated.

Integration with a Maconomy System

The setup of the integration between People Planner and Maconomy is organized into three parts:
= Part A: Installing and configuring the Maconomy Web services.
= Part B: Installing and configuring the People Planner Web applications.

= Part C: Setting up People Planner Silent Sign-In (SSI).
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Part A: Install the Maconomy Web Services

Any integration with a Maconomy system always requires that you install the MaconomyWS Web
service. The Maconomy RESTful Web service is optional; however, you must install it if you want to take
advantage of the extra functionality that it enables.

1. Install the Maconomy Web services:
a. Run the Maconomy MConfig tool:
i. Install the MaconomyWS Web service:
1. Navigate to Web Products.
2. Select the Web Services check box.

3. Select either Install on Demand or Install Unconditionally for
(Re)install Web Services.

ii. If required: Install the Maconomy RESTful Web service:
1. Navigate to OSGi Products.
2. Select the Enable RESTful Web Services check box.
3. If you are planning to use SSI:
a. Select the Enable People Planner SSI check box.
b. Choose a People Planner SSI Shared Secret.
2. Configure the Web service URLs in People Planner:
a. Open the Maconomy index file in a browser, for example, C:\Maconomy\index.html
b. Run the People Planner Admin Tool:
i. Click the Settings tab.
1. Navigate to Maconomy Integration » General.

2. Copy the MaconomyWS URL from the Maconomy index.html file to the
Maconomy Web Service URL field.

a. Enter Administrator in the Web Service Username field.
b. Enter a Web Service Password.

3. If REST is required: Copy the RESTful Container APl URL from the
Maconomy index.html file to the Maconomy REST URL field.

a. Enter Administrator in the Maconomy REST Username field.
b. Enter a Maconomy REST Password.

c. Ifrequired, select the Use REST for Project Import check box
according to whether People Planner should use the Maconomy
RESTful Web service for importing projects or not.

4. |If you are planning to use SSI:

a. Edit the Silent Sign-In (SSI) Maconomy Secret Key to the
value that you chose in MConfig.

b. Edit the Silent Sign-In (SSI) People Planner Secret Key to a
different value.
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ii. Verification: Click the Test Integration Settings button to verify that People
Planner can call the Maconomy Web services.

3. Continue with Part B of the integration.

Part B: Install the People Planner Web Applications

As part of installing the People Planner Core Software, you also install the People Planner Security
Service. Since the installer of the Security Service is included in the People Planner Web Applications
installer, it is likely that you have already installed these as well, and that they only need any final
configuration at this stage.

If you have not installed them, you should run the People Planner web Applications installer again and
use that to install the web applications that are still missing.
This checklist assumes that you need to install everything.
1. Check prerequisites:
= Part A is completed.
= 1IS 10 or newer.
=  Windows Authentication.
= ASP .NET 4.7
= .NET Core 3.1.10
2. Create a Windows account on the server, for example one named PeoplePlannerllS.
a. Enter a password.

b. Deselect the Enforce password expiration check box to set the password policy to
never expire.

3. Run the People Planner Windows Application:
a. Navigate to Views » Security » Users.

b. Click the + button in the lower-left corner of the Users view and add the
PeoplePlannerllS user:

i. Enter PeoplePlannerllS in the Name field.
ii. Enter the computer’s hostname in the Network Domain Name field.
iii. Enter PeoplePlannerllS in the Network Username field.
c. Navigate to Views » Security » Roles and Data Limitations.

Click the Roles tab, select the Admin role, and assign the PeoplePlannerllS user to the
Admin role.

Tip: If you install the People Planner Web Applications on the same server where the People
Planner Admin Tool is installed, you can use the Admin Tool to add the PeoplePlannerllS
user to the People Planner database, rather than performing the preceding manual steps.

4. Create a People Planner site in the IIS. If you have run the People Planner Web Applications
installer, it will offer to create the web site for you.
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5. The following is required for using the integration of People Planner with the Maconomy
WorkSpace Client (WSC):

If you have not already installed them using the People Planner Web Applications installer to
install the Security Service, now install and configure MyPlan, People Planner API, and Web
Components:

a. Install the MyPlan Web Application. This installs two variants: MyPlan and MyPlanWSC.
Install the People Planner APl Web Service.

Install the People Planner Web Components.
Install the People Planner RESTful Web Service (RestApi)

Tip: Select the People Planner site (created in step 4) when asked where to install it.

b. Edit the Anonymous Authentication for MyPlanWSC, People Planner APl Web Service,
and Web Components to use the PeoplePlannerlIS user.

i. Run the Internet Information Services Manager application.

ii. Editthe Anonymous Authentication to use the PeoplePlannerllS user for
MyPlanWSC, People Planner APl Web Service, and Web Components.

6. Configure the People Planner Web applications in Maconomy:
a. Run the Maconomy Workspace Client as administrator.

i. Navigate to Setup » System Setup » Parameters and Numbers » System
Parameters. Then filter on the Group column to see only the People Planner
settings.

ii. Configure the setting for the People Planner APl Web Service:

1. Enter the following URL of the People Planner API in the Web Service
API SOAP Address field:

http://<host>:<port>/PeoplePlannerAPI/ProjectsAPI.asmx

2. Enter the user that you used for Anonymous Authentication for the
People Planner API Web Service in the Web Service APl SOAP User
field.

3. Enter the password that you used for Anonymous Authentication to the
People Planner API Web Service in the Web Service API SOAP
Password field.

Warning: Beginning with Release 3.9 the API Web Service
Namespace was changed. You must set this value in Maconomy
to:

http://peopleplanner.deltek.com/api

If you do not make this change in Maconomy, the People Planner /
Maconomy integration will not work.

This is also the default for Maconomy version 2.5 and newer.

iii. Configure the settings for the MyPlan Web application:
1. Enter the following URL of MyPlan in the URL for MyPlan WSC field:
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http://<host>:<port>/MyPlanWSC/

If required, enter the following URL for MyPlan in the URL for MyPlan
Portal field:

http://<host>:<port>/MyPlan/

Attention: MyPlan in the Maconomy Portal is deprecated in People Planner
4.3. This will be removed altogether in People Planner 4.4.

Currently, the Maconomy Portal is available only when using Maconomy
2.5.x and older versions.

Configure the settings for the People Planner Web Components Web application:

1.

Enter the location where the RMViewPage.aspx of the People Planner
Web Components is installed for the URL for Capacity Overview:

http://<host>:<port>/PeoplePlannerWebComponents/RMViewPage.
aspx

Enter the location where the PMViewPage.aspx of the People Planner
Web Components is installed for the URL for Planning Assistant:

http://<host>:<port>/PeoplePlannerWebComponents/PMViewPage.
aspx

Note: The URL for Capacity Overview is only available in
Maconomy 2.4 LA or newer. You can safely ignore it on older
Maconomy versions. The URL for Planning Assistant
requires Maconomy 2.3 or newer.

Note: In People Planner 3.7.1 and earlier the URL for
Capacity Overview was called AssignResourcePage.aspx,
and the URL for Planning Assistant was called
CompactGantChartPage.aspx. Although these pages still exist,
you must use RMViewPage and PMViewPage from version 3.8
and forward.

7. Verification for People Planner API: Run the Maconomy Workspace Client as a normal user.

a. Select a Job and go to the Budgeting tab.

b. Check that you can click the Send Job to People Planner button.

8. The following is required for using the integration of People Planner with the Maconomy web

client:

If you have not already installed them using the People Planner Web Applications installer, now
install and configure the People Planner RESTful Web Service and Web Components. The Web
Components is used both with the Maconomy web client and the WSC:

a. Install the People Planner RESTful Web Service (RestApi).

Install the People Planner Web Components.

Tip: Select the People Planner site (created in step 4) when asked where to install it.

Technical Installation Guide

101




Deltek

Appendix A: Installation Checklists

b. Edit the Anonymous Authentication for the RestApi and the Web Components to use the
PeoplePlannerlIS user.

i. Run the Internet Information Services Manager application.

ii. Edit the Anonymous Authentication to use the PeoplePlannerllS user for RestApi
and the Web Components.

9. Continue with Part C of the integration.

Part C: Set Up the People Planner Silent Sign-In (SSI)

If the integration requires that MyPlan and the People Planner Web Components be embedded in the
Maconomy Workspace Client, you must also configure the People Planner SSI functionality.

1. Check prerequisites.
= Parts A and B are completed.
2. If not already done as part of Part A: Run the Maconomy MConfig application:
a. Navigate to OSGi products.
i. Select the Enable People Planner SSI check box.
ii. Choose a People Planner SSI Shared Secret.
3. If not already done as part of Part A: Run the People Planner Admin Tool:
a. Click the Settings tab.
i. Navigate to Maconomy Integration » General.

ii. Editthe Silent Sign-In (SSI) Maconomy Secret Key to the value that you chose
in MConfig.

ii. Editthe Silent Sign-In (SSI) People Planner Secret Key to a different value.
4. Run the Maconomy Workspace Client as Administrator:

a. Navigate to Setup » System Setup » Parameters and Numbers » System
Parameters. Then filter on the Group column to see only the People Planner settings.

b. Select the Enable Silent Sign-In check box.
5. Verification for MyPlan: Run the Maconomy Workspace Client.
a. Open the Time & Expansions workspace.
b. Navigate to Time » My Plan.
i. Wait for MyPlan to load.

Unless users have been imported into People Planner from Maconomy, MyPlan
shows an error message that the user does not exist in People Planner. This is
OK; it shows that People Planner is working, even if it is indicating that it does
not recognize the user.

6. Verification for People Planner Web Components: Run the Maconomy Workspace Client:
a. Open a job that has been sent to People Planner.
b. Choose Budgeting » Time.

c. Expand the People Planner pane.
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i. Wait for the People Planner Web Components (the PMViewPage.aspx) to load.

Unless users have been imported into People Planner from Maconomy, the Web
Components show an error message that the user does not exist in People
Planner. This is OK; it shows that People Planner is working.

d. Expand the Capacity Overview pane.
i. Wait for the People Planner Web Components (the RMViewPage.aspx) to load.

Unless users have been imported into People Planner from Maconomy, the Web
Components show an error message that the user does not exist in People
Planner. This is OK; it shows that People Planner is working.

Integration with Exchange/Outlook

1. Configure settings on the Exchange server.
a. Check prerequisites:
= The EWS Exchange Web service must have been installed.
b. Create a PPuser account to use with the EWS Exchange Web service.

c. Give the PPuser account rights to create appointments in other mailboxes. You can
restrict to only allow it do this for the mailboxes of People Planner users.

2. Run the People Planner Admin Tool:
a. Click the Settings tab.
b. Navigate to Exchange Integration » General.
c. Enter the URL of the EWS Exchange Web service in the Exchange Server URL field:

https://<exchange-ip>:443/ews/exchange.asmx
d. Enter the credentials for the PPuser account.
3. Install and configure the People Planner Outlook Web service.
a. Install the People Planner Outlook Web services.
i. Select the People Planner site when asked where to install it.
4. |Install the People Planner Outlook AddIn.
a. Check prerequisites:
= The Visual Studio Tools for Office (VSTO) must be installed.
b. Install the People Planner Outlook Addin.
i. When asked, enter the URL to the People Planner Outlook Web Service:

http://<host>:<port>/PeoplePlannerOutlookWebService/service.svc
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This section describes security measures that you can implement to tighten the overall security of the
People Planner installation against hacking attacks.

Microsoft SQL Server

People Planner uses a Microsoft SQL Server to host its database. To minimize the risk of unauthorized
access to the data in the database, you should implement the following measures.

Password Policy

For security reasons, you should configure the Microsoft SQL Server account that People Planner uses to
enforce password policy. This forces SQL Server to follow the local Windows password policies.
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To determine the password polices of the computer:
1. Go to the Windows Start screen and open a CMD prompt.
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2. Enter secpol.msc in the Run dialog box. This opens the Local Security Policy window.
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3. Navigate to Security Settings » Account Policies » Password Policy.
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4. Set a minimum password length and complexity enforcement.

Note: If you set a maximum password age in Local Security Policy, this does not have any effect on
SQL Server unless you select Enforce Password Expiration.
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Authentication

SQL Server supports the following types of authentication:
=  Windows Authentication
= SQL Server Authentication

Both the People Planner Windows Application and the People Planner Admin Tool can use Windows
Authentication to connect to the People Planner database. However, the People Planner Web
applications cannot. Deltek therefore recommends that you generally use SQL Server Authentication to
connect to the People Planner database.

Although you can use Windows Authentication under certain circumstances, Deltek does not recommend
it. People Planner does not support Windows Security groups. This means that you would be required to
add each People Planner user individually as an SQL Server login and give him or her access to the
People Planner database. This is not a viable solution for a People Planner installation that has many
users, or in a dynamic organization.

Normally, you would only use Windows Authentication for maintenance tasks like updating the People
Planner database when an existing People Planner installation is updated to a new version. This type of
maintenance requires a login that has special privileges on the SQL Server.

You would use SQL Server Authentication for daily usage of People Planner. This only requires a login
that has db_datareader, db_datawriter, and public privileges.
Security Best Practices

For more information about configuring security for the SQL Server, see SQL Server 2012 Security Best
Practice - Operational and Administrative Tasks by Bob Beauchemin.

Using Transport Layer Security

The People Planner package includes Web applications that must run under an Internet Information
Services (lIS) Web server. To protect against network sniffing or Man-in-the-Middle attacks, you should
configure the IIS to run with Transport Layer Security (TLS). This requires that you acquire a TLS
certificate and install it on the 1IS server.

Note: Enabling SSL on the People Planner Web site is not sufficient. You should also specifically
disable HTTP.

Currently Maconomy does not support TLS. Thus, you might experience problems when calling the
People Planner Web services from the Maconomy end, for example, when sending a project from the
Maconomy Workspace Client to People Planner.

Disable Vulnerable SSL Protocols

When enabling SSL, you should take care to disable the older and vulnerable SSL protocols, SSL 1.0,
SSL 2.0, SSL 3.0, and TLS 1.0. As of Release 3.8.6, you should only have TLS 1.1 and TLS 1.2 enabled.

Enable HttpOnly with TLS Encryption for MyPlan

HttpOnly is a technique used to protect against the most common types of XSS attacks, including session
hijacking. The web.config file for MyPlan contains the following block:
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<!--Note: in httpCookies, please set requireSSL="true" if SSL certificates are
supported-->

<httpCookies domain="" httpOnlyCookies="true" requireSSL="false"/>

You can enable HttpOnly cookies even if there is no TLS certificate installed on the server. However, if
TLS is enabled, you can use it to encrypt the HitpOnly cookies and strengthen the security. To do this,
you must comment in the specified block.

Remove Unnecessary Headers

Although security should not rely solely on this, it is always prudent to secure your system by not
revealing any unnecessary details.

The 1IS Web server includes a number of HTTP headers when it sends back the contents of the
requested page. The browser uses these headers to determine how to render the content and for how
long to cache the content. The IIS Web server also sends back identifying information. These identifying
headers indicate the Web server version.

While some of the HTTP headers are necessary, the Web server's identifying HTTP headers are not.
Providing identifying information can pose a security risk; the less information an attacker has about the
system, the better.

The following figure shows an example of the two identifying headers.
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Although the preceding figure is based on MyPlan, following procedures also apply to the People Planner
Web services and the People Planner Web Components.

The Server Header

The Server header broadcasts that the Web server is an Internet Information Server and provides its
version. The browser does not require this information, and there is no need to broadcast it.
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Note: If you are using IIS 10 or later, you can skip this section.

Prerequisite: This solution requires that you have installed the URL Rewrite extension on the IIS.

To clear the Server header:

1. Start the Internet Information Services (lIS) Manager.

2. Navigate to the People Planner Web site.
3. Click the URL Rewrite icon in IS Grouping,
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The URL Rewrite window opens.
4. Click Add Rule(s)... on the right-hand side.
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¥ Internet Information Services (II5) Manager

=] E3
@ ) | @ > rsosmzetmzees » Stes » pplanpso > & e -
Fle View Help
I — URL Rewrite I
€.- |78 @ Add Rule(s)..
[ st Page Provides rewriting capabiltes based on rules For the requested LRL address and the content of an HTTP response. Revert o Perent
-85 PSO-5-M24102PPB (PSOVAdmiristrator) 9 cop ! ponse: mladbieaalal? 00
3 Appication Pools Inbound rles that are applied ta the requested URL address: Manage Server Variables
[ [8] Sttes Name. [ tnput [ match Pattermn Action Type T View Server Variables. ..
D) Default web Site
D iAccessw_20_0,pso-xidemo Manage Providers
4 PeoplePlannerREST iew Rewrite Maps.
= @ ppianpso Ve Providsrs
aspret_cliznt
Myblen Inbound Rules ~
MyPlanPortal Import Rules.
yPlanisC ~
PeaplePlannersecaPl RS
PeaplePlanneriebCompanents Wiew Precondtions.
B w20 D.pso Wiew Custom Tags...
53] Server Farms _
@ Help
Onine Help
4 »
©utbound rules that are applied to the headers or the content of an HTTP response:
Hame. [ Input [ atch Pattern Action Type Action Value Stop Proce... | Entry Type
< B
=] Features view |/ - Content Visw
Configuration: ‘pplan.pso web.config 9

5. In the resulting Add Rule(s) dialog, under the Outbound rules section, click the Blank rule item
and click OK.

Add Rule(s) EHE

Select a rule template:

Inbound rules -

e8| Elank rule |2 Rle with reverite map
‘7 Riequest blocking

Inbound and Outbound Rules

i User-Frigndly RL | peverse Proxy
Outbound rules

(&

Search Engine Optimization {SEQ)

& | Froforre lnwerrase IR = iz Cannniral dnmain name j
Select this template to create a new outbound rule without any preset values, This template opens the "Edit Rule”
page that you can use ko define a new rewrite rule For changing the conkent of an HTTP response.

Ik I Cancel

The Edit Outbound Rule window opens.
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™ Internet Information Services {II5) Manager

& 0 (@ rsosmonomes » swes > ppbnoso >

i [=] E3

Ele Yiew Help

e- 1% |18

|& - @ -

0 Edit Outbound Rule

-4 Start Page

563 PSO-5-M24102PPB (PSO|Administrator)
2} Application Paols

sl Stes

D) Defaul Web Sits

4 iAccessw_20_0.pso-xidemo

& PeopleplannerResT

=€ pplan.pso

aspret_dlient

MyPlan

MyPlanportal

MyPlanivsC

PeaplePlannerSecAPl

PeaplePlannerwebComponents

51 server Farms

pame:

[BlarkServerHeader]

Precondtion:

[aore>

Match
Matching scope:

Response: =

Makch the content wihin:

Contert:
Matches the Pattern -
Patterm:

Custom tags:
Using:
Requiar Expressions L3

¥ Ignore case

Test pattemn...

‘ Condtians

Action

Action type:

Rewi

Action Properties

Value:

Configuration: ‘pplan.pso' web.config

2] B cancel

pely

4= Backto Rules
@ rep

orline Help

[ Fostures viow || contert view

B

Enter a name for the outbound rule in the Name field.

7. In the Match section, change the Matching scope to Server Variable.

G 0 (@ psosmevemes » ses > pplnoso >

Ele Wew Help

€-Hiz e
W5 Start Page
585 P50-5-1124102PPB (PSO|Administrator)
£ Application Pools
Sites
A Defaul Web Ste
iAccess-w_20_0.pso-x1demo
€ PeopleplannerREST
pplan.pso
 aspret_dlient
Myplan
MyPlanportal
MyPlanivsC
PeaplePlannerSecaPl
PeaplePlannerwebComponents
@ w20 0pso

5 Server Farms

=]

=]

0 Edit Outbound Rule

pame:

[Blarkservertieader

Precondition:
[tione> =
Match

Wariable name:

Variable value: Using:

[matches the pattem =] [requiar Expressions

Pattern:

|

¥ 1gnore case

Test pattern.

‘ Condtians

Action
Action type:

Rewi

Action Properties
Value:

¥ Replace existing server varisble value

Configuration: ‘pplan.pso' web.config

[ Fostures viow || contert vew

EEEICE

=/ Apply

[5x cancel

4= Backto Rules
@ Help

Oiine Help

h:t

In the Variable name field, enter RESPONSE_SERVER.

9. Inthe Variable value field, select Matches the Pattern.

10. In the Using field, select Regular Expressions.
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11. In the Pattern field, enter the .+ pattern (a period followed by a plus character).

g Internet Information Servi

5 (115) Manager

@,; o | @ psosmzatnzeen » Stes b pplanpso »

€- |28

Edit Outbound Rule

-4 Start Page

(2 Appleation Pooks
B-6] Stes

-4 PeopleFlannerkesT
=€) pplan.pso

aspret_dlient
MyPlan
WyPlanPortal
WyPlamisC
PeaplePlannersechPl

-85 PSO-5-M24102PPB (PSOVAdministrator)

Defal tWeb Ste
iAccess-w_20_0.pso-xidemo

PeoplePlanneriiiebComponents

pame:

[BlarkServerHeader

Precondtion:

[aore>

=

Match

Matching scope!

[Server Yariable

Warizble name:

responee _scrver

Yarizble value: Using:

Pattern;

[matches the pattern 7| [Requiar Expressions

H

[y

¥ 1gnore case

Test pattemn.

i

Action
Action type:

Rewrite [~

Action Propetties
Value:

[ Replace existing server variskle vale

2l 15 cancel

49 Backto Rules

& rep
Oniine Help

[ Festures view

Content: View

Configuration: ‘pplan.pso' web.config

12

14

1
In the Action section, set the Action type field to Rewrite.
13. Leave the Value field blank.
Click Apply on the right-hand side.
™ Internet Information Services (I15) Manager [_[O]<]
@,_ o [ @ psosmzsinzen b stes v pplanpso »

Ele Yiew Help

|& - @ -

€ |Z I8

Edit Outbound Rule

o3 Start Pags
=] ej PS0-5-M24102PPE (PSOAdministrator)
2} Application Paols
B8] Sites
Default Web Sits

iBccess-w_20_0.pso-x1dema
-4 PeopleFlannerResT
=€ pplan.pso
| aspnet_dlient
MyPlan
MyPlanportal
MyPlanWsC
PeoplePlannerSecAP]

431 server Fams

PeoplePlanneriiiebComponents

pame:

[Planierverteader

Precondtion:

[aore>

Match
Matching scope:

Server Variable 7

Warizble name:

responee _scrver

Yariable valus: Uging

rseres e pato =1 [Er—

Pattern:

[+

¥ 1gnore case

=

Test pattemn.

i

Action

Action type:

Rewrite

Action Propeties
Value:

[# Replacs existing server varisble value

ontent View

(&) The changes have been
x successfully saved,
AL No value is speifed for the
revitibe action, Emply string wil

e used as an action value

Apphy

S cancel

49 Backto Rules

Help
Oniine Help

Configuration: ‘pplan.pso' web.config

[ Features view
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The X-Powered-By Header

The X-Powered-By header broadcasts that the application is based on ASP.NET. The browser does not

require this information.

To remove the X-Powered-By header:

1. Start the Internet Information Services (lIS) Manager.
2. Navigate to the People Planner Web site.
3. Click the HTTP Response Headers icon in the IIS grouping.

™ Internet Information Services (IIS) Manager [_ O[]
@.., @ » PSO-SM4I0ZPPE b Stes b pplanpse P | @ < @ -

Bl iew Help

hnd=NEsH| Y

@ pplan.pso Home

L Startage
-85 PSO-5-1M24102PPB (PSO|Adinistrator)
22 Application Pools
B8] Stes
4y Defaul Wb Site
iAccess-w_20_0.pso-x1dero
& PeoplsPlamnerREST
¥ pplan.pso
8 w_z0_0.pso
431 server Fams

Filter < (e - Ghshowal |Groupby: ares

ASP.NET
£ \~
WMNET JMET Ertor
Authorizati...  Compilation Pages

& 5 @

>
Machine Key  Pagssand  Providers
Contrals

us
e 2 EN
= i’ ) 5%

ASP Authentication Authorization

ot 5
.
9e] . i
HTTP Redirect 1P Address
and Dorm...

|T-'/'T
!
URL Revirite “webDAY
Authori..,
Management

B &

Configuration 115 Menager ieb Platform
fitor Permissions Installer

ab)

Application  Cornection

Settings Strings

B &

Eror Pages FaiedRequest  Handier
TratingRukes  Mappings

= -l
o=

Request  35L Settings
Filering

Readly

[ Features Yiew |\ = Content View

Open Feature
1 Explare
Edit Permissions. .
Edit Site
Bindings...
[=] Basic Settings...
View Appiications
View Virtual Directories
Manage Web Site ~
2 Restart
b start
8 siop
Browse Web Site
Browse 120002 (hitp)
Advanced Settings...
Configure
Falled Request Tracing. .,
Limits...
Add FTP PUblshing...
(2 Install Application From Gallery
@ Heb

Oniine Help

ht

4. Select the X-Powered-By header and click Remove.
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Prevent Clickjacking and Dragjacking

By default, all web.config files now include the x-frame-options header with value SAMEORIGIN, which
includes a safeguard to prevent them from being framed within another application to avoid clickjacking
and dragjacking or confuse end users to perform unwanted actions.

For users running an older IIS, the web.config file for MyPlan and the People Planner Web Components
includes this safeguard.

The following section is commented out by default, and you must comment it in yourself, as well as
modify it to fit with your system:

<!--<add name="X-Frame-Options" value="ALLOW-FROM http://subdomain.domain.com" />-->

When updating from an older existing version of People Planner, this section does not necessarily exist,
and you must then add it manually by adding the following to your site’s web.config file.

<system.webServer>

<httpProtocol>
<customHeaders>
<add name="X-Frame-Options" value="SAMEORIGIN" />
</customHeaders>

</httpProtocol>

</system.webServer>

For more information, see https://developer.mozilla.org/en-US/docs/Web/HTTP/X-Frame-Options

Hiding Error Information

Your system should reveal as little information as possible about itself to normal users.

When installing and configuring the People Planner Web Components in a production environment, you
should set the following configuration parameters in the web.config file.

Custom Errors Configuration

Warning: The custom errors configuration should never be set to Off in a production environment.

Use either On or RemoteOnly in a production environment.

<customErrors mode="On"></customErrors>

For more information see https://msdn.microsoft.com/en-us/library/hOhfz6fc(v=vs.100).aspx

Service Account Privileges

The Principle of Least Privilege dictates that Windows services should run under a user account that has
the least-set privileges that are required to perform the task. This applies to the People Planner Service
as well.
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The following process achieves this:
1. Create a local account on the server.

2. Give the account the necessary privileges to the directory where the People Planner Service is
installed.

Give the account access to the People Planner database.
4. Add the account as a People Planner user.

Configure the People Planner service to run under the account.

Create a Local Account

You can create an account either using the Windows Control Panel or by using the lusrmgr Microsoft
Management Console snap-in.
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To create a local account on the server:
1. Go to the Windows Start screen.

2. Type lusrmgr.msc in the Run dialog box to open the Local Users and Groups window.

lusrmgr - [Local Users and Groups (Local)\Users] — ] X
g p
File Action View Help

o | mEXE R HE

& Local Users and Groups (Local) || Name Full Name Description Actions

% e cadministrator administrator Users -

£ Groups &:cbajnonymous cha_anocnymous Commeoen Base Agent Anonymous .. More Actions
&jDefauItAccount A user account managed by the sy...
&jGuest Built-in account for guest accesst... administrator -
&Iocaladmin Built-in account for administering ... Mare Actions »
&;Maconomy
&;Peopleplannempl PeoplePlannerAP| Account used to connect from Ma...

&SnphnsSAUWIN-S?OGaaa SophosSAUWIN-570Gaaa  Used for download of Sophos upd...

3. Right-click on the Users node and select New User... to open the New User dialog box.

Mew Uszer 1 X
Liser nama |F‘-enpl=ﬁarrﬂ'5ewm
o |P e —

[lescription: |"-M1Pwﬂcalrfcrrurr-ﬂgﬂw:'l=‘5wmu

User must charge password i nesd logor

L [Gese | Opee

4. Enter a name for the user in the User name field and provide values for the remaining properties.
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5. Make sure that the password that you enter fulfills the requirements for a strong password.
6. Click Create.

Note: By default, the new account is a member of the Users group. You can change this if needed.
Right-click on the new account and click Properties and then edit it under the Member Of tab.

Assign People Planner Service Folder Privileges

To assign privileges to the People Planner Service folder:
1. Right-click on the folder where the People Planner Service is installed and click Properties.
2. Click the Security tab.

CPHDEVTST13
10.4.10.10

Home  share  View

v A4 [ > ThisPC 5 System (C) > Program Files (6@6) » Deltek
&= Pictures ~ People Planner 3.8.0 Alphall (572)
People Planner Admin Tool 3.2.0 Alpha00 (572)
ryice 3.8.0 Alnhall) (5721

[ This PC

= ConEUI0025
= Con People Planner Service 28,0 Alpha0D (572) Properties X
= DonEUI00Z5:

B Desktop General Sharing  Securty  Previous Versions  Customize.
| Documents Object name: ~ C:\Program Files (86} \Dekekc\People Plarmer Serv

& Downloads Giroup or user names:

= Eon EUT00254 [ ALL APPLICATION PACKAGES ~
= on EUT00254 [EJALL RESTRICTED APPLICATION PACKAGES
- 52 CREATOR OWNER
= Mon EUT00254 62 evereu
<

D Music

To change pemissions, cick Edi.
&) Pictures

P ALL
B videos APPLICATION PACKAGES

2, System (C) Ful cortrol

Mody

Read & exccute
¥ Network Listfolder conterts
Read

[ DVD Drive (D) SQLServer

Wite

3items  1item selected For special pemissions or advanced settings
dlick Advanced.

Concel

ogram Files (x.. [ People Planner Ser.. oW @ToaN

Click Edit...

Click Add...

Enter the name of the account, and Click Check Names.
. Select Users ar Groups x .

Select thes objsdd bype
Users, Groups, o Bull-n securly pincpals Oyt Types

[ram this location

CPHDEWTSTI12 Locations

Erter the ahjact names bo select [mxamples)

.'.'l', HOEWTS T 13 PeopePlarnsSerdoe] Check Names

extvanced Carcsl
6. Click OK.
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7. Enable Read & Execute and Write permissions.

The account must have Read & Execute access to run the service, and it must have Write access to write
to the log.

Permissions for People Planner Service 3.8.0 Alpha0d (5.
Securty
Object name:  C\Program Fles {c26] Deltek'\Pecple Planner Sene
Group or user names
15| ALL APPLICATION PACKAGES e
i&] ALL RESTRICTED APPLICATION PACKAGES

ER CREATOR OWHER
l Fecpie Flanner Semvics [CPHDEVTS T3 Paoole Flanres Se

BR SYSTEM .
t- >
[ fem
Pemmissions for
PeopiePlannesService Mow Doy
Moy O O 8
Fiead & sxecute kA |
List folder conlerts FI |_|
Fiaad B O
Wrte O O &
QK Cancel Bpply

Note: The account also needs Read—and possibly Write—oprivileges to any other folder that it needs
to read from, for example, when a scheduled task is set up to import data from a particular .csv file.

Add the Account as a People Planner User

You must add the account as an Admin user to People Planner. See Make the Account into a People
Planner Admin User.

Configure the Service to Run Under the Account

To change the login for the People Planner Service:
1. Click Start » Administrative Tools and Services.
2. Right-click the People Planner Service and select Properties.
3. Onthe Log On tab, select the account and click Ok.
4. Right-click on the account and click Start.

Backup Procedures

People Planner does not include features for performing backups. You must establish a backup
procedure using the tools that the database management system that you are using provides.
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Appendix C: Securing the People Planner
Security Service

The People Planner Security Service was introduced to lift the security when logging on to the People
Planner Windows application.

To realize this security improvement, it is important that you install and configure the Security Service
correctly. This section aims to describe how you can do this. It also covers some of the pitfalls you should
be aware of, as well as various tips for troubleshooting an installation.

In the examples in this appendix, the Security Service — and the |IS — are installed on “Server01” (with the
hosthname “SERVER1”) and the Window application is installed on “win10”. The domain controller is the
machine “DC1”, and the domain is pptest.com.

The Goal

You need to install the People Planner Security Service and the People Planner Windows application on
machines in the same domain.

The Security Service is a web application, and you need to install it on an IIS. This is described in Install
the People Planner Security Service.

The Security Service should be protected using SSL on the website, and it should not be possible to
reach it using an http-url; only through an https-url.

You need to enable both Anonymous Authentication and Windows Authentication for the website.
Furthermore, the website should be configured for using Negotiate and it should be able to use Kerberos
instead of NTML.

Normally most of this is set up automatically with the installation of the Security Service, and you do not
have to worry about it. This section is intended for when something goes wrong.

Basic Verification

After having installed the software, and before setting up the security, it can be useful to first verify that
the Windows Security Service works in the basic installation.
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Swagger-documentation

One way to verify the installation of the People Planner Security Service — and independent from
everything else — is to open its Swagger-documentation in a browser on the server.

7 Serverd1 - VMware Remote Console

VMRC ~ -8 0

People Planner Security Service

This specification describes the People Planner Security Service API

Servers

IsecurityService|v|

Auth

/api/vl1/Auth/Verify Verifies that the client can successfully authenticate with the API and that it is running the same version as the API.
Config

/api/vl/Config/ConnectionInfo Gets the data connection information for the authenticated user if authorized.

/api/v1/Config WIP - DO NOT USE YET - Gets the supported authentication schemes that the People Planner Windows
/WindowsClientauthInfo Application can use.

The URL for the Swagger-documentation should look like:
http://localhost:5000/SecurityService/api-doc/index.html

You should use the port that you installed the Security Service under — and since we have not yet
configured for SSL — the scheme should be http, not https.

If the Swagger-documentation displays successfully, it can be taken as an indication that the Security
Service is correctly installed.

Run a People Planner Windows Application on the Same Machine

The most basic way to verify if the Windows Security Service is working correct is to try to call it from a
People Planner Windows application installed on the same machine as the Security Service.
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When you start the Windows application, you should either see the Windows application open
successfully.

ServerD1 - VMware Remote Console

VMRC ~ -8 0

Adninistrator @PP40 - Deltek People Planner

Or, if you have not added the local user to the People Planner database, you will instead receive an error
message from People Planner stating that it could not authenticate the user.

Error

Details

The system was unable to authenticate you. The user "Administrator’ with domain
'SERVER 1' was not found.

Check the log file for more details. If contacting customer care, please provide the
following error code: ALTHS

Close

Both cases are suitable for our purpose; they prove that there is access through to the Security Service
and that it works correctly.

Note: If you want to see the Windows application open, you can use the People Planner Admin Tool
to add the user to the People Planner database.

Possible Conflict with Maconomy

If you are unable to view the Swagger documentation or run a People Planner Windows Application as
described above, a possible explanation is that there may be a conflict with Maconomy.
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If Maconomy is configured to use SPNEGO and Kerberos, it may be configured so that the account it is
running under has taken over the SPN (Server Principal Name) that the Security Service was expecting
to use. The SPN is therefore no longer free to the account the Security Service is normally running under.

Note: Refer to the Deltek Maconomy System Admin Guide for further details on the Maconomy
SPNEGO and Kerberos configuration. For more information about SPN, please see section Kerberos
Authentication below.

To resolve the conflict with Maconomy:

1. Reconfigure the Application Pool of the People Planner Security Service to use the same account
that Maconomy is using.

2. Open the IIS Manager, and select the Application Pool of the Security Service:

@5 Intemnet Information Services (IIS) Manager - X
— = =
- (D » EU00811 » Application Pools @ @-

File View Help

~ ‘é! Application Pools &
v
W EL300611 JADSDETEXCOMMNIekettajde=t) This page lets you view and manage the list of application pools on the server. Application pools are associated with worker processes, contain one or more applications, and provide isolation SetApphica Rothe
«J Application Pools among different applications. Application Pool Tasks
& Sites
Filter: ~ % Go - ShowAll | Group by: No Grouping
[ ]
Name Status  MNETCLRV.. Managed Pipel... Identity Applications 5
O NETv4S Started  v4.0 Integrated ApplicationPoolld... 0 e
) NET va5 Classic Started  vd.0 Classic ApplicationPoolld... 0 _ Edit Application Pool
(2 DefaultAppPool Stated  v40 Integrated ApplicationPoolld... 2 S Basic Set
INKH Started  v40 Integrated ApplicationPoolld... 0
(Y PeoplePlannerWebAppsAPI Stated  v40 Integrated ApplicationPoolld... 1 A
(D PeoplePlannerWebAppsyPlan Stated  v40 Integrated ApplicationPoolld... 1
(2 PeoplePlanneriWebAppsMyPlanWsC Started  v40 Integrated ApplicationPoolld... 1 X
(¥ PeoplePlannerWebAppsRestApi Started  NoManag... Integrated ApplicationPoolld... 1
¥Beopieplann: Started Mo Manag....  Integrated ApplicationPoolld... 1 i
2 PeoplePlannerWebAppsWebComponents Started  v40 Integrated ApplicationPoolld... 1 ® H
ontent Vi
Ready b |
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3. Select Advanced Settings, and scroll to where the Identity is defined:

v  Process Model
»  Generate Process Model Event L

|dle Tlme=uut (minutes)
|dle Time-out Action

Identity

Processor Affinity Mask (64-bit ¢ 4294967295

I ics ooty

Terminate

Advanced Settings ? pd
v (General) A
.NET CLR Version No Managed Code
Enable 32-Bit Applications False
Managed Pipeline Mode Integrated
Name PeoplePlannerWebAppsSecuntySery
Queue Length 4000
Start Mode OnDemand
v (CPU
Limit (percent) 0
Limit Action MNoAction
Limit Interval (minutes) 0
Processor Affinity Enabled False
Processor Affinity Mask 4294967295

[identityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

oK Cancel

Note: The ldentity is the account under which the Application Pool is running.
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4. Change the Identity to the account that Maconomy has created. Select the Identity, and click the
“...” button to configure the Identity:

Application Pool Identity ? X

(® Built-in account:

ApplicationPoolldentity v

(O) Custom account:

oK Cancel

5. Select Custom Account, and click the Set.

6. In the Set Credentials dialog, fill in the credentials of the account Maconomy is using and click
OK.

Set Credentials ? >

User name:

MaconomySPN

Password:

*ERBRRRBREN

Confirm password:

.'---'-|l|4

oK Cancel

Network Connection

When running the People Planner Windows application on a separate machine from the one with the
People Planner Security Service, there has to be a network-connection between the two machines.
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To avoid unnecessary complexity to the situation — and since you have still not configured the web site for
SSL - you can start by verifying this for http. Later when you have added SSL, you should repeat the
verification for https.

Swagger Documentation

If the machine with the People Planner Windows application can reach the server with the People Planner
Security Service, it should be possible to open the Swagger-documentation.

¥ win10 - Mware Remote Console - X

wrew | |l - @ O

@ hitpsyserve pptestcor
& Swagger Ul

People Planner Security Service

Iswaggerv1ls

ion describes the People Planner Security Service API

Auth

‘ /api/v1/Auth/Verify Verifies that the client can successfully authenticate with the APl and that t

Config

‘ /api/v1/Config/ConnectionInfo Gets the data connection information for the authenticated user if authorized.

p: i WIP - DO NOT USE VET - Gets the supporte s that the People Planner Windows
Application can use.

The URL for the Swagger-documentation should look like:

http://server1.pptest.com:5000/SecurityService/api-doc/index.html

You should here use the port that you installed the Security Service under, and the scheme should be
http, not https. Either the server name should be the fully qualified domain name (FQDN) of the server, or
alternatively you can use the IP-address.

Note: If the IP works, but the FQDN do not, there is most likely something wrong with the DNS setup
of the network.
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Check the Network Connection

One way to verify that there is a network connection from the machine with the People Planner Windows
application to the People Planner Security Service is with the ping-command.

If you cannot access the Swagger documentation as mentioned in the previous section, the following
steps can be used to further analyze the issue.

' win10 - VMware Remote Console = X

wre~ | |l - @ O <«

88 Administrator: Command Prompt

Note: For security reasons, ping — or more specifically, Internet Control Message Protocol (ICMP)
echo requests — may have been disabled for the server and so this is not necessarily a sure test.

Another way is to start a Windows PowerShell and run the Test-NetConnection command.

E¥ Windows PowerShell — O *

serverl.pptest.com

Firewall

If the People Planner Windows application is unable to reach the server with the People Planner Security
Service, a possible reason could be that the firewall does not allow it. This section describes how to
configure the firewall.
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Note: Depending on how the network is organized, there might be more than one firewall between
the Windows application and the Security Service. If that is the case, the discussion below apply to
each of the firewalls. The text assumes that there is only a single firewall — the one on the machine
with the Security Service.

The firewall — on the server with Security Service and the 1IS — must be open for the incoming calls from
the People Planner Windows application to the Security Service. If it is not open, any calls will be stopped
before they even reaches the IIS.

Symptoms of this happening:

1. The Windows application authentication fails with an error: Unable to connect to the remote
server.

It is not possible to view the Swagger-documentation of the Security Service in a browser.

There are no log-entries, status 401 or otherwise, in the 11S-log.

Note: You might need to flush the IIS cache to be 100% certain that the IIS has written
everything from memory to the log-file: netsh http flush logbuffer.

7 win10 - VMware Remote Console

wrev | ||+ &

p://10.4:10.36:5000/ SecurityService/api-doc/index.html

Can't reach this page

* Make sure the web address http://10.4.10.36:5000 is correct

+ Search for this site on Bing

+ Refresh the page

Turn Off the Firewall

To verify if it is the firewall-settings that are the issue, you can temporarily turn the firewall off.
If you turn the firewall completely off, there should be some kind of connection through:

1. The Windows application might still fail to authenticate the user, but the error should be a People
Planner-related error message, and not a network error.

2. The Swagger-documentation should be accessible from a browser,
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3. There should be log-entries in the 1I1S-log, and which documents some level of HT TP-traffic
between the Windows application and the IIS.

¥ win10 - WMware Remote Console -

wre~ | |l - @ O <«

00/SecurityService/api-doc/index.htmi - ¢ search

dpp

pEspIE

People Planner Security Service

Iswaggerhvi/swagger json
' ! This specification describes the People Planner Security Service API

opleplan

Servers

Basic | Detais | ISecurityServi

ﬁ The system was unable to authenticate you. The user ‘Administrtor with domain PPTEST
o

g e formoredetad 1 contactng castomer care, plesse rovie the
olowing errr code

/api/vi/Auth  Veiifies that the client can successfully authenticate with the APl and that tis running the
/Verify same version as the API

¥ Serverd1 - VMuwiare Remote Console - x

wreY | |l - & 0§ -«

P Windows Defender Firewal
= © 4 @ > ControlPanel > All Control Panelltems > Windows Defender Firewall v & | Search Control Panel

ControlPanel Home Help protect your PC with Windows Defender Firewall
Windows OfendrFirwal can hlp prevent hacers rmlciou softvar o gining access toyour PC
Allow an app o feature through the Internet or a netw
through Windows Defender
al

Fir
Update your Firewall settings
& Change notification settings l

fincnn Pnbnn allis not using ths

S 0 X | protect your computer & Use recommended settings

Share  View @ |<dsettings?

© AL THEPC > System (@) > inetpul 5 onosta Notepad
Pictwres 4 A Name File Edit Format View Help
People Plann + B o001t 2020-05-12 07:39:36 10.4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 5000 - 10.4.10.37 - - 4610 @ 8
2020-05-12 07:39:36 10.4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 5089 PPTEST\Administrator 10.4.10.37 - - 200 0 @ 18
39 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 - 10.4.10.37 - - 401 © 0 1
wasvez 2020-05-12 07:39:39 10. .36 POST /SecurityService/api/vl/crypto/decrypt - 5000 PPTEST\Administrator 10.4.10.37 - - 200 0 0 5
2020-05-12 07:39:39 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 - 10.4.10.37 - - 01
2020-05-12 07:39:39 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 PPTEST\Administrator 10.4.19.37 - - 200 @ 0 4
3D Objects 2020-05-12 07:43:38 10.4.10.36 GET /SecurityService/api-doc/index.htnl - 5000 - 10.4.10.37 Mozilla/S.0+(Windows+NT+10.0;+HOW64;+Trident/7.0;+rv:11.0) +1ikesGecko - 200 © 0 110
0 Desktop
[ Documents
& Downloads s 1.
B Music : :36
i i cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip cs(User-Agent) cs(Referer) sc-status sc-substatus sc-win32-status time-taken

jpe2e-05-12 07:57: .2.10.36 GET /SecurityService/api/vl/config/windousclientauthinfo - 5000 - 10.4.10.37 - - 200 0 @ 7928 i o i
B Videos 020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/auth/verify - 5000 - 10.4.10.37 - - 401 @ @ 76 People Planner Windows application calling

System () 020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/auth/verify - 5000 PPTEST\Administrator 10.4.10.37 - - 200 © @ 232
020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/crypto/encrypt - 5000 - 10.4.10.37 - - 4010 @ 5 This is the traffic from a single attempt to
020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/crypto/encrypt - 5000 PPTEST\Administrator 10.4.10.37 - - 200 @ 0 15
inetpub 020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 - 10.4.10.37 - - 4010 0 4
- .4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 PPTEST\Administrator 10.4.10.37 - - 200 © © 9 status 200 responses
020-05-12 07:57 .4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 500 - 10.4.10.37 - - 461 0 @ 7
020-05-12 07:57: .4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 5089 PPTEST\Administrator 10.4.18.37 - - 200 0 @ 16
Pp-0B 020-05-12 07:57: .4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 - 10.4.18.37 - - 4010 0 1
Program Files :57: .4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 PPTEST\Administrator 10.4.10.37 - - 200 0 0 6
.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 - 10.4.10.37 - - 401 0 @ 1
0.36 POST /SecurityService/api/vl/crypto/decrypt - 5000 PPTEST\Administrator 10.4.10.37 - - 200 0 0 6
Users i57: 4.10.36 GET /SecurityService/api-doc/index. htnl - 5000 - 16.4.16.37 Muzilla/S.B+(Winduws+NT+15.B;+W64;+Trident/ -0;
Windows 1572 -4.10.36
10036

PeoplePlanner: [ u_ec00si2

This PC

#Softuare: Microsoft Internet Information Services 10.0

&) Pictures

_install

open the PP Windows Application. Notice the

Perflogs

Program Files Swagger documentation opened in browser

B N e M Y
Ditems 1 item selected 7.71 KB

Windows (CRLF) Ln 65, Col 1

M

an
B sy B

Create an Inbound Rule in the Firewall

Instead of turning the firewall off entirely, you only need to create an Inbound Rule.
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Note: In this documentation, we assume that the firewall is the built-in Windows Defender Firewall.
The procedure should be similar for other firewalls.

In this example, we have installed the People Planner Security Service using port 5000, and you need to
open for traffic on this port in the firewall.

1. Open the Windows Defender Firewall.

2. Select Advanced Settings.

3. Select Inbound Rules, and then create a New Rule....
4

This opens the New Inbound Rule Wizard. In the wizard, select the radio-button for Port and
press Next.

7 Serverd1 - VMware Remote Console

1 @ > Control Panel > All Control Panel tems > Windows Defender Firewall

Help prote &
File Action View Help
Windows Def

though thel 48 =

Actions
Inbound Rules
& NewRule.
Y Filter by Profile

i T Fiterby Stote
€3 | ANDesk Terasted Multcast ain || Fiterby Group

of 8 New Inbound Rule Wizard View

o Rule Type [d Refresh

Selectthetype of frewal e to create [ ExportList.

H vep

What type of e would you i to create? LANDesk Ping Discovery Service
@ Disable Rule

& cu

o Profie e thet cortrols connections fo a program. B Copy

@ Name K Delete

fons for a TCP or UDP port Properties

B ver

Network and Sharing Center

5. Select TCP and Specific local ports, and set the port to 5000.
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ServerD1 - VMware Remote Console

VMRC ~ -8 0

»

1 @ > Control Panel > All Control Panel tems > Windows Defender Firewall

ﬂ‘ ControlPond Home Help prots &

File Acion View Help
Windows Def
Network Allow an app or feature through the | 4% = = HE
through Windows Defender

Firewal . O

3 Inbound Rules lame. rouj B rofile || Inbound Rules
© Change notfiction setings B G s N Group Profi

 Tum Windows Defender Networks st B, Connection Security Rules || @ LANDesk Ping Discovery Service
Firewall on or o ]

Private New Rule.

[~
%, Monitoring LANDesk Ping Discovery Service v
@ Restore defaults Windows Dg @ LANDesk Ping Discovery Service Private
A Incoming cf @ LANDesk Ping Discovery Senvice Domain| || ¥ Fiter by State
© Advanced settings 9 M

| ANDesk Taraeted Multicast Domain,

Domain Filter by Profile

Filter by Group

Troubleshoot my network a8 NewInbound Rule Wizsra View

Ne| Protocol and Ports [d Refresh

Specty the protocols and port to which his e applies. Export Lt

. Help
Steps:

Rl Type Does this e applyto TCP or UDP? NDesk Ping Discovery Service
Action O uop cut

Profle Copy

Name Delete

Does this ule apply to al local pots or specic loca ports?

Properties
O Allocal ports.

@ Specific local ports: 5000
Security and Maintenance Example: 80, 443, 5000-5010

Network and Sharing Center

Help

Ca

6. Select Allow the connection, and press Next.

ServerD1 - VMware Remote Console

UMRC ¥ -5 0

1 @ > Control Panel > All Control Panel tems > Windows Defender Firewall

“ ControlPanel Home Help prots &
.

le Acion View Help

Windows Def

Network Allow an app or feature through the | ¢ = = HE

S o et N
D{ g3 Inbound Rules ~
® Change nofification settings W Name Group Inbound Rules
& Turn Windows Defender Networks at l.‘ Connection Security Rules || @ LANDesk Ping Discovery Sevice:
Firewall on or o a

New Rule.

% Monitoring LANDesk Ping Discovery Service

© Restore defaults Windows Dg € LANDesk Ping Discovery Service
incoming cq LANDesk Ping Discovery Service

© Advanced settings L ] s 9 Ty

€3 | ANDesk Terasted Multicast

a

T Filter by Profile
T Filter by State
v

Filter by Group
Troubleshoot my network a8 NewInbound Rule Wizsra view

Action 6] Refresn

- ;

. Fule Type LANDesk Ping Discovery Service

Protocol and Potts Disable Rule

K ocu
& IPsec as wel as th
Prfie

Copy
Delete

. O Allow the connection if it is secure.

have be IPsec. Connections
wil be secured using the setings in IPsec propertes and ules in the Connection Securty Propertes
R node.

Help

Security and Maintenance

O Block the connection
Network and Sharing Center

curity
envice Web

Cancel

7. Select the rule to apply for Domain only, and press Next.
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ServerD1 - VMware Remote Console

VMRC ~ -8 0
|
-

1 @ > Control Panel > All Control Panel tems > Windows Defender Firewall

“ ControlPond Home Help prots &

File Acion View Help
Windows Def
Network Allow an app or feature through the | 4% = = HE
through Windows Defender =
WO o i ™ p— ey S
w © Change notfication setings B Cotpmmd s ame roup rofile

© Tur Windows Defender Networks st B, Connection Security Rules || @ LANDesk Ping Discovery Service Private

& NewRule

reerdesin Firewall on or o %, Monitoring € LANDesk Ping Discovery Senvice Domain

y © Restoreacauts Windows Dg @ LANDesk Ping Discovery Senice prvate B
© Advanced sttings Incorming c¢ € LANDesk Ping Discovery Senvice Domain y

£ | ANDesk Targeted Multicast Domain Filter by Group

Ac{ B NewInbound Rule Wizard X

Filter by Profile

Troubleshoot my network View
Profile [d Refresh

Specty the profes for which this e applis. Export Lt

B H v

. Rule Type When does tis e apply? LANDesk Ping Discovery Service

400Dev Protocol and Potts @ Dissble Rule

Acton Domain &
Prfle Apples when a compter s connectedto s corporate domain Copy
Nome [ private XK Delete

Aopls wh roperties

orwork place. Propert
[ Public Help

Aopies when a camputeris connected o a pubic network ocaton
Security and Maintenance

Network and Sharing Center

<Bok =

12:41PM
9 5o B

8. Finally, give the inbound rule a descriptive name, and press Finish to save the rule.

ServerD1 - VMware Remote Console

UMRC ¥ -5 0

A P > Control Panel > All Control Panel ltems > Windows Defender Firewall
Help prote @
Network Allow an app or feature through the | ¢ = = HE

| L2

3 Inbound Rules lame. rouj B rofile || Inbound Rules
© Change notfiction setings S o tes N Group Profi

& Turn Windows Defender Networks 3t B Connection Security Rules || & LANDesk Ping Discovery Service Private
RecycleBi Firewall on or o % Monitoring € LANDesk Ping Discovery Sevice Domain
o © Restore defauls Windows D¢ @ LANDesk Ping Discovery Senice Prvate
incoming cq LANDesk Ping Discovery Service Domain

© Advanced settings ! ] 9@ 9 ry
dop €3 | ANDesk Terasted Multicast Domain
Troubleshoot my network acl @ New mbound Rule Wizard s

u

P \of Name [@ Refresh

Control Panel Home

New Rule.

a
T Filter by Profile
T Filter by State
v

Filter by Group

View

Specty the name and deserpion oftis e, Export Lt

H vep
| R
40000 | [, Dsabeule
Action § Cut
Profile. Name:

Copy
— [Pecpe P Sty S Delee

Descrpton (optional): Properties

Help
Security and Maintenance

Network and Sharing Center

< ==

12:42PM

3 0 B

The rule should be in the list of Inbound Rules.
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7 ServerD1 - Vhware Remote Console - X
wre~ | [l - @ O <«

1 @ > Control Panel > All Control Panel ltems > Windows D Firewall
efender Firewall with Advanced Security

elp prots &

Control Panel Home Fle Adion View Help
Windlows

5D,
throughthe | e = | 21|57 (2 | B |5

Allow an spp oresture

hrough Windows Defender o

hrougn o P Windows Defender Fireweallvit] [ NS SS ‘Actions
D o

© Changen Inbound Rules

& in
& Ou
Networks a ules || OB @ NewRule
T Filter by Profile
T Filter by State
€ LANDesk Ping Discovery Senvice Y Filter by Group
€ LANDesk Targeted Multicast o View
[6) Refresh
(5 BxportList
Help
People Planner Security Service
@ Disable Rule
 LANDEsk(R) Management Agent e (g cn
@ LANDesk(R) Management Agent c
@ 501 Server 1433 2 Copy

y K Delete
[ Properties
Help

Retrieval (HTTP-1n)  Bran
Seealso (Cache Hosted Cache Server (HTT.
Security and Maintenance BranchCache Peer Discovery (WSD-In)
@ Castto (@Wave-TCP.

Network and Sharing Center

@ Castto (@Wave-UDP... Castto
€ Cast to Device SSDP Discovery (UDP-In)
@ Castto Device sreaming server (HTTP-St.,

erver (HTTP-St... Castto

HTTP-St... Castto
RTCP-St,
RTCP-St,
RTCP-St,
ing server (RTSP-Str.. Cast to Device functionality
ing server (RTSP-Str.. Castto Device functionality  Domein v
>

If everything is set up correctly, the People Planner Windows application should behave as when the
firewall is disabled.

¥ winl0 - VMware Remote

nsole = x
wre~ | ] - @ © «

ble to authenticate you. The user

ore detais. If contacting customs
s

Add a People Planner User

Unless you have already added the local user — that you are logged in with on the client machine — to the
People Planner database, you will get an error message informing you that it could not authenticate the
user. That is fine; this is People Planner telling you that it cannot find the user in the database. It proves
that there is a connection through to People Planner.
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If you want to see the People Planner Windows application open, you can add the login-user to the users
in the People Planner database. However, this is not a requirement.

7 win10 - VMware Remote Console

wrev | ||+ &

Administrator @FP 40 - Deltek People Plamer

P{Eens T

XS] 3@ 6 e vener | oot

Note: On a new installation, the People Planner window is empty because there is no data in the
database at this time. If you are updating from a previous version, data is available in this window.

Set Up the People Planner Security Service for Using SSL

It is important that the People Planner Security Service is configured for using SSL (such as HTTPS) and
not respond to HTTP — or else it does not provide any additional security as intended!

Note: You do not necessarily need to disable HTTP-traffic. It is sufficient to not allow it through the
firewall.

For SSL to work, you need to install a SSL certificate. On a production system, this should be a certificate
signed by a certificate authority (CA).

Note: You should also remember to setup a policy for renewing the SSL certificate before it expires,
or the People Planner Windows application will not be able to login.

If you do not have a CA-signed certificate ready, you can go ahead and instead do the setup using a self-
signed certificate. You can then later swap it with a proper SSL certificate.

A SSL certificate provides security on two fronts:
= It encrypts the network traffic between the client and the server.

= |t acts as a guarantee that the client can trust that server is whom it claims to be.
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Everyone can create self-signed certificate, and because of this, a self-signed does not add any security
to the client that the server are whom the SSL certificate claim it to be.

Create and Install a Self-Signed Certificate

The steps to create and install a self-signed certificate are:
Server:
= Create the certificate.
= Export the certificate to a pfx- and a cer-file.
= Import the pfx- and cer-files into the certificate-store on the server.
Client:
= Copy the cer-file to the client, and install it — telling the client to trust the self-signed certificate.
First, we will cover the server-part of this, and in a later section, we will do the client-part.

To create a self-signed certificate, we can use PowerShell ISE to write a script that does this. The script
should be run on the machine where the Security Service is running.

The script:
# setup certificate properties including the commonName (DNSName) property for Chrome 58+
Scertificate = New-SelfSignedCertificate
-Subject "serverl"
-DnsName "serverl", "serverl.pptest.com","10.4.10.36"
-KeyAlgorithm RSA °
-KeyLength 2048
-NotBefore (Get-Date)
-NotAfter (Get-Date).AddYears(2)
-CertStoreLocation "cert:CurrentUser\My"
-FriendlyName "People Planner Security Service Cert"
-HashAlgorithm SHA256
-KeyUsage DigitalSignature, KeyEncipherment, DataEncipherment, CertSign, CRLSign °
-TextExtension Q@("2.5.29.37={text}1.3.6.1.5.5.7.3.1")

ScertificatePath = 'Cert:\CurrentUser\My\' + (Scertificate.ThumbPrint)

# create temporary certificate path
$tmpPath = "C:\cert temp"

if (! (test-path StmpPath))

{

New-Item -ItemType Directory -Force -Path S$tmpPath

# set certificate password here
SpfxPassword = ConvertTo-SecureString -String "123456" -Force -AsPlainText

SpfxFilePath = "S$tmpPath\MyDevCert.pfx"
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ScerFilePath = "StmpPath\MyDevCert.cer"

# create pfx certificate
#Export-PfxCertificate -Cert S$certificatePath -FilePath S$pfxFilePath -Password S$pfxPassword

Export-Certificate -Cert S$certificatePath -FilePath S$cerFilePath

# import the pfx certificate

#Import-PfxCertificate -FilePath $pfxFilePath Cert:\LocalMachine\My -Password SpfxPassword -
Exportable

# trust the certificate by importing the pfx certificate into your trusted root

Import-Certificate -FilePath $cerFilePath -CertStorelLocation Cert:\CurrentUser\Root ##THIS NEEDS
TO BE IMPORTED ON CLIENTS WANTING TO TRUST!!

# optionally delete the physical certificates (don’t delete the pfx file as you need to copy this
to your app directory)

#Remove-Item S$pfxFilePath

#Remove-Item S$cerFilePath

Key points:

1. To ensure that a certificate cannot be stolen and moved to a different machine than the one it
was issued for, a SSL certificate is keyed to a specific machine. Edit the DnsName line to the
name(s) of the server.

2. Set the FriendlyName to something descriptive of what the certificate is for.
Change the password stored in $pfxPasssword to something more secure.

4. The other lines of the script can be modified, or not, as it suits you.
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Run the script, and press Yes to allow the certificate to be installed.

? Serverd1 - VMhware Remote Console
VMRC ~ -8 0

]

Fle Edit View Tools Debug Adcons Help
n&H 4 o » %8 F5oo .

painfulps1 X

up certificate prope
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taEnciphernent, CertSign, CRLSion -

# create temporary certificate path
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S Cest-paih Seaspetiy)

New-Ttem -ItemType Directory -Force -Path StmpPath You are about to install a certificate from a certfication
authority (CA) daiming to represent:

ere semvert
ureString -String "123456" -Force ~AsPlainText
evCert. pfx

Windows annotalidte tathe et £ actalyfom
yDevCert. cer” sewver!”. fou should confirm ts origin by contacting
et The Tollowing number will s you e process

reate pfx and cer certifi Thumbprint (sha): COB44734 68637272 S167A036 35852963
Epor s PRCar e icate CCort Seertificatepath Filerath SpFaFilcPath -Password SpfxPassnord 4B0DOFCS
Export-Certificate -Cert ScertificatePath -FilePath ScerFilePath

Warning:

# mport the pfx certifi If you instal this root certificate, Windows will automatically

Tnpore PeaCareFicate £11Path SpfxFilePath Cert:\LocaHachine\y —passuord SpfaPassuard ~Expor! trust any certiicate issued by this CA. Installing a certficate
with an unconfirmed thumbprint is 3 security risk. It you dick

your trusted root “es” you acknowledge this ris

Fath ~CertStoreLocation Cart:\CurrentUser\Root

# import the cer certificate it i
Inport-Certificate -Filepath Sce

Do you want to install ths certiicate?

tography-0id
7703835 8829634 B0DOFCS

S e a.
er1, serverl.ppt:

Sen edrssuer e
Enrol InentPolicyEndPoint . EnrolImentEndPointProperty.
EnrollmentServerEndPoint : Microsoft. S o EnrolImentEndPoi ntProperty.

Ln48 Col1 100%

Set Up the Website for SSL

With the SSL certificate in place, you can now setup the People Planner Security Service to bind to SSL.

1. Verify that the certificate is available in the 1IS. Open the 1IS Manager and, select the server-node
and then the Server Certificates in the 1IS section.

5 internet information Services (I5) Manager

A & s @
Fle. iew. iy
@3 SERVER1 Home —
F e
Fiter, - % Go - Gshowan | Group by Arca -E- t
perT =l

~ ] Sites

[

ot
Session State SMTP E-mal

NETTmast A n MachineKey Pages
evels Controls
T A g
- L)
a1 =] = T, { oo e
= B @ W 75 03

|7 Features View |72 Content View

Ready

The certificate should be shown in the list of the Server Certificates.
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¥ Server01 - VMware Remote Console

- x
weee ] - @ ©
5 Intermt Information Senvices () Manager - x
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Fle View Help
Connections 3 Actions
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2. Select the web site where the Security Service is installed. Currently, there is a single binding to
port 5000 as http.

I Serverd - VMiware Remote Consol

- a8 x
- 8 %
w - -
Actions
g PPWebApps Home
e - % Go - GShow Al |Groupby: Arca -E- .
e = it Site
$ & ) S R | 7 - I R L& @
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s = 7 = x | = H A o= n G
i e & @ = 4 = &8 &
Compre: Octaott y WITP  APIFirers Logging MMETypes Modues  Outpt  Reques  $SL Settings
Document  Browsing Mippings  Respor. Gchng  Fieing -

T g

Configure

3. To create a second binding to https, such as SSL, press the Bindings link. This open the Site
Bindings wizard. In the wizard, press Add to add a new binding.
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4. Inthe Add Site Binding window, select “https” and in the SSL certificate dropdown select the

self-signed certificate. You can either select a different port for this binding, or you can keep the
default port for SSL (port 443).

¥ Server01 - VMware Remote Console
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® roh
[ J

[ Require Server Name Indication

[ Disable HTTP/2
] Dizsble OCSP Stapling

[EFestures View |2 Content View

5. Press Ok to close the Add Site Binding window, and then press Close. The https binding should
be listed.

¥ Serveid - VMware Remote Console

s x
- 8 x
» PowenApps 1 & @-
Actions
q PPWebApps Home
it 5l Show A | Group by Area -E=- i
A5 NET 3 it Site
$ & ) 9 R = J!’ : ] &l
@0 i 2 ) 5§ =| b ] 2 9 3 ]
< @ PPWebApps NET  NETEnor  NET  NETProfie NEToles Providers  Session State SMITP E-mail
Y Compistion  Pages  Globalization
- * | Mamage websie B
] E
7 e @ ;
n Odfastt  Dictoy ErorPages  Mandler  WTTP  ISAPIFlirs
Document  Brawsing Moppings  Respan. -

= Features View |7 Content View
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Open the SSL Port in the Firewall

1.

2.

Open the Windows Defender Firewall, and edit the inbound rule you created earlier.

7 Server01 - VMware Remote Console - x

VMRC ~ -8 0

a
= Windows Defender Firewall with Advanced Security - o x
Ele Action View Help
par ® | 2/H B | = N o @
Boumomiroe | oo prte | nboudils .
S B Connection Securty Rules || @ LANDesk Ping Discovery Service Domain || & New Rule
8, Monitoring % LANDesk Ping Discovery Service Private T Fiter by Profle N e
€ LANDesk Ping Discovery Service Private
€ LANDesk Ping Discovery Service Domain ||| ¥ Filterby Stte >
9 LANDesk Targeted Multicast Domsin || 7 Fiter by Group »
@ LANDesk Targeted Multicast Domain View »
9 LANDesk Targeted Multicast Private gy
5| € LANDesk Targeted Muticast prvate || &
@ LANDesk(R) Management Agent Public L= Export List.
@ LANDesk(R) Management Agent Domain || [ Help
@ LANDesk(R) Management Agent Private
@ LANDesk(R) Management Agent pvare | -
@ LANDesk(R) Management Agent Domain || @ Disable Rule
@ LANDesk(R) Management Agent Public ¥ o
2] P23 people Planner Security Service Domain ST
3 50l Server 1433 Al o Cony
2
2 @ Alloyn Router (TCP-In) Allloyn Router Domai. K Delete
B @ Alioyn Router (UDP-In) Allioyn Router Domai. [E Properties
: BranchCache Content Retrieval (HTTP-In) ~ BranchCache - Content Retr... All B e
3 BranchCache Hosted Cache Sever (HTT... BranchCache - Hosted Cach... All
. BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove... All
3 @ Castto (qWave-TCP... Castto D Private.
B G catto (qWave-UDP... Castto D Private.
g 1 Cast to Device SSDP Discovery (UDP-In)  Cast to Device functionality  Public

9 Cast to Device streaming server (HTTP-St.. Castto Device functionality  Private
9 Cast to Device streaming server (HTTP-St.. Castto Device functionality  Public
9 Cast to Device streaming server (HTTP-St.. Castto Device functionality  Domain
9 Cast to Device streaming server (RTCP-St... Castto Device functionality  Private
9 Cast to Device streaming server (RTCP-St... Cast to Device functionaity
 Cast to Device streaming server (RTCP-St... Cast to Device functionality
9 Cast to Device streaming server (RTSP-Str... Cast to Device functionality
9 Cast to Device streaming server (RTSP-Str... Cest to Device functionality

Policyld

PS C:\Users\Administrator>

Completed Ln81 Col28 100%

RN o

Right-click on the rule, and select Properties.

7 Serverd! - VMware Remote Console - x
VMRC ~ -8 0
Fie

File Action View Help

L AN} = B karch o @
Rlinkotn R ame rou - rofile || Inbound Rules -
&3 Outbound Rules N Group profil
B Conecton Secarity Rules || @ LANDesk Ping Discovery Srvice Domain || i New Rule. B
% Monitoring @ LANDesk Ping Discovery Service Pivate || Fiter by rofie R
€ LANDesk Ping Discovery Service Private
€ LANDesk Ping Discovery Service Domain || ¥_Fiter by State 4
€ LANDesk Targeted Muttcast People Planner Securty Sevice Properties X >
) LANDesk Targeted Mutticast »
@ LANDesk Targeted Mutticast Protocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users
© LANDw Trgeted Mitcast General Programs and Services Remcte Computers

@ LANDesk(R) Management Agent
@ LANDesk(R) Management Agent g e
@ LANDesk(R) Management Agent %
@ LANDesk(R) Management Agent

@ LANDesk(R) Management Agent Peeciin
@ LANDesk(R) Management Agent
 People Planner Security Service

General

G 50L Server 1433 Eratied

@ Alloyn Router (TCP-In) Al

@ Alloyn Router (UDP-In) A || pAcn
BranchCache Content Retreval (HTTP-In) B 5 Qtine=m
BranchCache Hosted Cache Server (HTT... B \ & O Alow the connecton f s secure

BranchCache Peer Discovery (WSD-In)  B|
9 Cast to Device functionality (qWeve-TCP.

9 Cast to Device functionality (qWave-UDP.

9 Cast to Device SSDP Discovery (UDP-In)

€ Cast to Device streaming server (HTTP-St.

9 Cast to Device streaming server (HTTP-St.

E O Block the connection
c
c
c
9 Cast to Device streaming server (HTTP-St.. C
c
c
c
c
c

€ Cast to Device streaming server (RCP-St,
€ Cast to Device streaming server (RICP-5t,
€ Cast to Device streaming server (RCP-St,
9 Cast to Device streaming server (RTSP-Str.
€ Cast to Device streaming server (RTSP-Str.

= 5

PS C:\Users\Administrator>

Completed Ln81 Col28 100%

£46PM

9 50 B
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3. Select the Protocols and Ports tab, and edit the Local port; Delete the existing port 5000 and

enter the SSL port instead.

7 Serverd1 - VMware Remote Console

VMRC ~ -8 0
a strato
fie | B
[ Fle Adion View Help
el L A Yca[NE3N 7 Mind
El ) =
{ lnbeundRuies Group Inbound Rules
4
5 @
E
q T Fiter by Profile
3 T Filter by State
19
1
12
13
14
13
1q
o
15 _
ke O LANDeskR) - w7 Eotocoltpe Tce
21 @ LANDesk(R) Management Agent Protocol number:
é% @ LANDesk(R) Man:
by € ANDesk(R) Monagement Agent Localport Spectic Ports
25
24 a4l
Ex
5 N Exampic: 80, 443, 50005010
B w Remate por AlPors
31 HITP-In) B
e er (HTT. Example: 80, 443, 50005010
r
3 Inemet Coirl Message Protocol
e @ Cost to Devi nality (qWave-TCP. (AP, et
37 nality (qWave-UDP...
| 0P

Enr OIS
Policyld

PS C:\Users\Administrator>

4. Press OK to save the changes to the firewall rule.

Open the Swagger-documentation from the Client

Remote Computers
Local Princpals | Remote Users

X

9 5 B

To verify that the SSL certificate works and the firewall allows the traffic through, you can open the

Swagger-documentation in a browser.

The URL needs to be updated from earlier: the scheme should be changed to “https” and the port should

be changed to the port used by the https-binding.

Also, if you used the IP instead of the fully qualified domain name (FQDN), you need to change it to the

FQDN. Using the IP address might not work, depending on the configuration.
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Since we have not yet told the client that it should trust the certificate, the browser will warn that the site is
not secure.

7 win10 - VMware Remote Console

wre~ | Il -~ & O «

This site is not secure

This might mean that someone’s trying to fool you or steal any info you send to the server. You should
close this site immediately.

@ Close this tab

@ More information
Your PC doesn't trust this website's security certificate.
Error Code: DLG_FLAGS_INVALID_CA

% Go on to the webpage (not recommended)

R Type here to search

You can force the browser to continue on to the site regardless, and the Swagger-documentation should
now be displayed.

7 win10 - VMware Remote Console

wrew | || v & «

= © Cetificate eror & | | Search..

People Planner Security Service

Iswaggervi/swagger json

This specification describes the People Planner Security Service AP

Servers

Auth

‘ /api/vl/muth/Verify Verifies that the client can successfully authenticate with the AP and that itis running the same version as the API.

P Type here to search
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Instruct the Client to Trust the Certificate

In the browser, you can force it to accept the certificate. That is not an option for the People Planner
Windows application, and it will still fail to authenticate.

¥ win10 - VMware Remote Console = X

wre~ | Il -~ & O «

People Planner Security Service®®

Jswaggervilswagger json

This specification describes the People Planner Security Service API

servers

Auth

[ /api/vl/Auth/Verify Veifies that the dient can successfully authenticate with the API and that tis running the same version as the AP

Authentication Failed

@ Unable to get authentication seheme from security semvice:
to
eeeee Z

[l © Type here to search

To fix this, you will need to tell the client-machine to trust the certificate.
The script that you used to create the certificate — among other things — created a cer-file in the folder:
C:\cert_temp.

1. Copy the cer-file to the client machine. Double-click on the file. This opens the Certificate window
where you can see the details of the certificate.
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~ @ Certificate error O | | Search...

(@ Certificate Information

Thi ificate i
install this certificate in the Trusted Root Certification

Date modified Type

5/14/2020956 AM Security Certificate

Valid from 5/14/2020 to 5/14/2022

Install Certficate, .| | Issuer Statement

o]

'same version as the API

& Downloads
D Music

] Pictures
B Videos

i System (C)

= Network

Titem 1 item selected 812 bytes

L Type here to search

2. When you have ascertained yourself that it is the correct certificate, press the Install Certificate
button.

You are now prompted whether you want to install the certificate. If there is only a single user on
the machine, it does not matter. However, if there are multiple users on the machine and the
certificate is for all, then you should chose the Local Machine.

¥ win10 - UMiware Remote Console - s
wre~ | [l - @ O <«

&4 Certficate Import Wizard

~ © Cetifiateerror O | | Search...

Welcome to the Certificate Import Wizard

@ svegeer

tficate tustliss,

lists from your disk to a certficate store.

A certificate, which i issued by & certfication authority, i a confirmation of your identity
15 proect data or _nstall > cert temp v/[© | Search cert temp »

Date modified Type Size

5/14/20209:56 AM Security Certficate 1K8

To continue, cick Next.

Cancel v

I Desktoy
p lsame version as the APL a
%] Documents

& Downlosds
b Music

=] Pictures.

B videor

i System (C)

= Network

Titem 1 item selected 812 bytes

R Type here to search
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3. Click Next. You will now be prompted for the administrator credentials.

¥ win10 - VMiware Remote Console

wrew | |l - @ O

User Account Control
Do you want to allow this app to make
changes to your device?

] Windows host process (Rundil22)

Verified publisher: Microsoft Windows

Show more details

To continue, enter an admin user name and password.

‘ Administrator ‘

Domain: PPTEST

Yes

4. Next, select in which certificate-store you want to keep the certificate. Select the Trusted Root
Certification Authorities store.

¥ win10 - VMiware Remote Console

wrew | |l - @ O

£ Certificate Import Wizard

~ © Certificateerror © | | Search

Certifcate Store

Windows can automatically select a certificate store, or you can specify a location for
the certifcate
(O Automatically select the certificate store based on the type of certificate
@ lace al certcates i the folowing store nstall > cert temp V(0] | Search cert temp »

Certicate store: Date modified Type Size
Brouse,

5/14/2020 956 AM Security Certificate 168

Select Certiicate Store x

Select the certiicate store you want to use.

e o B i
i

< Next Cancel

[ show physical stores E

Cancel 'same version as the API e

D Music

&) Pictures

B Videos
i System (C)

¥ Network

Titem 1 item selected 812 bytes

L Type here to search
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5. Click OK to accept, and then Next to continue.

¥ win10 - VMware Remote Console

wre~ | [l - @ O <«

€ & Certficate Import Wizard

) (B r chtrml ~ © Cetificaterror © | | Search... B -
© Swagger Ul x

@ Swagmg‘er:w

Completing the Certificate Import Wizard

The certificate wil be imported after you cck Fnsh,

cfied the folowing settings: o
9] Trusted Root Certiication Authorities
Content Certicate

Linstall > cert_temp v|® | Search cert temp »
Date modified Type size

5/14/2020 956 AM Security Certificate 1KB

Cancel v

I Desktoy
B i same version as the API a
B Documents

& Downlosds
b Music

] Pictures
B Videos
i System (C)

= Network

Titem 1 item selected 812 bytes

P Type here to search

6. Click Finish.

¥ win10 - VMware Remote Console

wrer | |l ~ & 0 <«

O == = 0 Cothentzarer O [ses

@ Swagger Ul

(@@ Certificate Information

This A ificate i
install this certificate in the Trusted Root Certification
Authorities store.

e
e View

letwork > server! > _nstall > certtemp V(0] | Search cert temp

Tssued to: serverl Name. Date modified Type

Issuedby: servert 5l MyDevCert 5/14/2020 9:56 AM Security Certificate

Valid from 5/14/2020 to 5/14/2022

A Authorize @
st Cortcate..| | fseuer Statenent Certfcate Import Wizard

oK
@b

I Desktop

5 Documents

& Downloads

D Music

] Pictures

B Videos

i System (C)

'same version as the API

= Network

Titem 1 item selected 812 bytes

L Type here to search

7. Finally, click OK to the two windows to close them
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Now, when you open the Windows application, it should authenticate you successfully.

¥ win10 - WMware Remote Console - X

wre~ | Il -~ & O «

[« O]

@ Swagger Ul

anner Security Service

& E Y
REHX& les the People Planner Security Service API.

m

S Use . Company
Views os
> () Projects N
> () Dimensions

> (J Calendars

> (J Resources

> (J Overvew

> () Templates

> () General

> (J seauity

> O hotes

> U system

> [ Tasks e

[vosdectod T 7 X (30 G e erer oot

1/Auth/Verify Verifies that the dlient can successfully authenticate with the API and that itis running the same version as the API

P Type here to search

Note: You cannot attempt any of this on the server — it can only be done on the client.

Kerberos Authentication

When the People Planner Windows application connects to the People Planner Security Server, one of
the very first things to happen is that it asks how to authenticate the user.

| u_ex200529.l0g - Notepad - o x
File Edit Format View Help

)#Softwar‘e: Microsoft Internet Information Services 16.0 ~
#ersion: 1.@

#Date: 2020-85-29 @8:21:35

#Fields: date time s-ip cs-method cs-uri-stem cs-uri-query s-port cs-username c-ip (s(Ussr—Agsnt) cs(Referer) sc-status sc-substatus sc-win32-status time-taken

208208-85-29 88:21:35 18.4.1B.BSET /SecurityService/api/vl/config/windowsclientauthinfo - 443 - 18.4.18.37 - - 280 @ @ 7931
2020-85-29 08:21:36 10.4.10.36 POST /SecurityService/api/vl/auth/verify - 443 - 108.4.10.37 - - 481 0 @ 80

2020-85-29 88:21:36 10.4.10.36 POST /SecurityService/api/fvl/auth/verify - 443 PPTEST\testuserl 16.4.10.37 - - 200 @ @ 244
2020-85-29 08:21:36 10.4.10.36 POST /SecurityService/api/vl/cryptofencrypt - 443 - 10.4.10.37 - - 401 @ @ ©

2020-85-29 08:21:36 10.4.10.36 POST /SecurityService/api/vl/cryptofencrypt - 443 PPTEST\testuserl 10.4.10.37 - - 200 @ @ 15
2020-85-29 88:21:36 10.4.108.36 POST /SecurityService/api/vl/crypto/decrypt - 443 - 18.4.18.37 - - 401 8 0 5

2820-85-29 088:21:36 10.4.18.36 POST /SecurityService/api/vl/crypto/decrypt - 443 PPTEST\testuserl 10.4.10.37 - - 200 @ 8 8
2020-85-29 08:21:37 10.4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 443 - 10.4.18.37 - - 481 @ @ 18
2020-85-29 08:21:37 10.4.10.36 GET /SecurityService/api/vl/config/connectioninfo - 443 PPTEST\testuserl 16.4.16.37 - - 200 @ @ 19
2020-85-29 08:21:40 10.4.10.36 POST /SecurityService/api/vl/cryptofdecrypt - 443 - 10.4.10.37 - - 401 8 0 1

2020-85-29 08:21:40 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 443 PPTEST\testuserl 10.4.10.37 - - 200 @ @ 4
2020-85-29 88:21:40 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 443 - 18.4.18.37 - - 401 8 0 1

2020-85-29 08:21:40 10.4.10.36 POST /SecurityService/api/vl/crypto/decrypt - 443 PPTEST\testuserl 10.4.18.37 - - 200 @ 8 4

Windows (CRLF) Ln1,Col 1 100%
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This first call will use Anonymous Authentication, but the calls that follows will use Windows

Authentication. It is therefore important that the Security Service have both types of authentication
enabled.

&Y Internet Informaticn Services (IIS) Manager - [m] b4
e P » SERVER » Sites » PPWebApps » SecurityService » W G @
File View Help
Connections . . . Actions
Q-2 |8 9 Authentication @
AN 2 L=l ® Help
45 Start Page G byt
45 SERVER1 (SERVERT\Administrator) oup by: Mo Grouping
23 Application Pools Name Status Response Type
v (&) Sites Ananymous Authentication Enabled
@ Default Web Site ‘Windows Authentication Enabled HTTP 401 Challenge
~ € PPWebApps
¥ SecurityService
(= Features View [|% Content View
Configuration: 'lecalhost’ applicationHest.config, <location path="PPWebApps/SecurityService"> LE|
Note: Because the subsequent calls uses Windows Authentication, this is the reason why the two
machines need to be in the same domain.

Negotiate

Windows Authentication can happen in different ways, NTLM or Kerberos. Negotiate is the protocol that

decides which one to use. Negotiate is also known as “Simple and Protected GSSAPI Negotiation
Mechanism” (SPNEGO).

NTLM is an older protocol. For security reasons, we recommend that you use Kerberos instead.
To set this up:

1. Double-click on Windows Authentication.
2. Click on Providers... to open the Providers window.

3. Rearrange the providers such that Negotiate is the first item and NTLM is second.
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b |

K & » SERVERT » Sites » PPWebApps » SecurityService » &

File View Help

‘i Authentication

W Start Page

i Group by: Mo G o
.93 SERVER1 (SERVERT\Administrator) roup by: No Grouping

¥ Application Pools Name Status Response Type
v .[&] Sites Anonymous Authentication Enabled
& Default Web Site Windows Authentication Enabled HTTP 401 Challenge
v @ PPWebApps
(¥ SecurityService Providers ? pd

Enabled Providers:

Negotiste
NTLM

| Content View

[=] Features View
Select 3 provider from the list of available providers and click Add

Configuration: 'localhost' applicationHost.config , <location path="PPWebApps/SecurityService"> to add it to the enabled providers. &

Available Providers:

Cancel

With this setup, the authentication will first attempt to use Kerberos Authentication, and if it fails, it will fall
back to using NTLM.

A fall back happens fully transparent to the user, so how do you verify that the authentication does in fact
use Kerberos and did not silently fall back to using NTLM? If you install a tool, like Postman or Fiddler,
and use it to inspect the HTTP-traffic, you should see the following behavior:

If the authentication is using Kerberos, you will see every request come in pairs of two, the first time with
status-401, and the second time with status-200. If you inspect the authentication, you should see the
Kerberos tickets.

¥ win10 - VMware Remote Console - x
wrew | |l - @ O

© Progress Telerik Fiddler Web Debugger - X
Fle Edit Rules Tools View Help

8 WinConfig () 49 Replay X+ b Go | § Stream i Decode | Keep: Allsessions + @ Any Process 4 Find [ Save | () () @ Browse + Gk Clear Cache T TextWizard | [ Tearoff | MSON Search... @ & Online x
= Resut  Protocol Host URL Body Caching ContentType] GetStarted () Statiscs ' Inspectors % AutoResponder (#] Composer [ Fidder OrchestraBeta (g FidderSarpt [ Log [ Fiters ™= Tmelie
@2 20 HP Tu o 443 o Headers | Textview | Syntaxview | WebForms | Hewview |[Auth | Cookies | Raw | JSON | v
s 20 MRS server Lpptest.com /SecurityService/apifv1/configfwindowsdientauthinfo 138 sppicatan..{ [\o Proxy Header s present. ~
[RUTRor Tz aTTon Meader (Negotiate) Bppears To Contain @ Kerberes TTCkert
60 82 06 AC 06 06 28 0% 03 05 05 02 AD 82 05 AD :
S0 82 06 S A0 30 30 2E 06 05 2A 86 43 82 F7
01 02 02 0c 09 24 36 4 3¢ F7 12 01 02 02 06
application)/. 28 06 01 04 01 82 02 02 1E 06 OA 28 06 01
: 01 83 37 02 02 0a Az 52 O 66 03 82 0¢ 62 60
0¢ 5% a6 05 24 sc 7 03 03 03 00
0 52 06 4D 30 82 0 49 AD 03 02 0L 05 AL 03 02
. seatony..| [[0% 22 07 03 03 56 20 00 00 00 A3 52 03 56 61
3 appicaton..| [105 G2 35 53 03 7€ A0 03 02 03 03 AL 0C 18 oA
z faecrypt 5 50 54 45 53 54 26 43 4F 4D A2 25 30 23 A0 03
& : 07 62 A1 1C 30 1a 18 04 38 54 53 30 18 12 73
&1 u 0 72 76 & 72 31 2¢ 70 70 74 & 73 73 2t & &
servertpptest.com e appicaton).| A3 82 04 40 30 82 03 3¢ A0 03 02 01 12 A2 03
2 Loptestcon /s u oolcatonl..| (193 03 A2 82 o4 2 03 85 04 2A 1a £2 1f £A 4
e ServerLpot Veonigfcommectonin s B RE R R ERRERS
& T 0 57 51 37 32 £3 2a D5 G2 Sb 73 £6 D2 54 1F 41
a . ° IC& 70 05 66 OF £2 90 20 56 &3 c3
5 server Lpptest.com /SecurityService/api/v1/config/connectioninfo 23 applicationy..| |3 61 07 79 98 54 D2 43 FC 1€ AD 23 F1 70 D3 v
£y servert.ppt rypto/decrypt - IR an an B2 4k aF ms a- 15 A Fa r> F& ac a7 a
@ Tu 0 Transformer | Headers | Textvew | Syntaxvien | InogeView | Hexview | Webview || Auth | Caching | Cookies | Raw | JSON | XL
B serverLpptest.com jerypto/decrypt 18 ‘application). No Pr Header is present.
erver1.pps Yeryptofdecrypt N I Teader (Negotiate) appears to be a Kerl
u 0 55 30 51 52 AD 03 OA 01 00 AL 0B 06 09 2A i HD =
server Lpptest.com [SecurtyService/apifviaypto/decrypt s appication) 82 F7 12 01 02 02 A2 81 30 04 81 94 €0 &1
54 R0 03 0 o1 05 AL 03 02 01 OF Az 78
0302 01 13 Az F 03 @ G CB Ca 8 D&
26 31 D5 5F D4 EB 73 2F 55 AB 98 E5 50
EF G gt ar 87 zc 05 & 3 £o Es
o 7 %7 05 74 Co B¢ 7C
3% 06 5F AG £A A 9B 73 19 77 A7 40 OA
F £ A @ D1 08 7a AD &4 68
D GC A3 0E 43 B¢ C3 70 92 b1 F2 b
2 57 3 8A 58 Co As

L Type here to search
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If the authentication is instead using NTML, you will see every request in triplets; First, two status-401 and
then a status-200.

win10 - VMware Remote Console

wrew | |l - @ O

© Progress Telrik Fiddler Web Debugger

Fle Edit Rules Tools View Help

WinConfig () 49 Replay X~ b Go | § Stream i Decode | Keep: Allsessions + @) Any Process 34 Find [l Save | () @ Browse ~ Gk Clear Cache [T TextWizard | [} Tearoff | MSDN Search

X

@ oniine x

# Result  Protocol Host LRL Body Caching  ContentTypel GetStarted () Statistcs |4 Inspectors % AutoResponder (# Composer [ Fidder OrchestraBeta Uiy Fiddersaript [E] Log [ Fiters Timeline
B3 serverLpptest.com [SecurityService/apify 1jconfig windowsclientauthinfo applcation).

&4 T o _servert, 3

s e Tpptesteom SecurtyServicfap TR STy

3 TS ervrt ptest o _SeaurtyServeeleivi/atvery texthn;c

=) HTTPS  serverL pptest.com

s TIPS Server L pptestcom /secuntySenvice/ap/v 1/2ypIo/enaypt Progress TelerikFiddler

T RS server Lpptestcom [SecurtyService/ap v arypto/encrypt a1 texthim; . : 5

B HTTPS __ serverd.pptest.com _[SecurityService/apifv cryptofencrypt » appication.

e T e con Eecaees BT YPO ReT E & oocsmentston
215 server Lpptest.com /SecurityServie/apivljrypto/decrypt 1 texthim & slogs
@ serverLpptest.com _SecurityService/apiy /aypto/decrypt 1 appicaton/.

% T e ) s —_
T WITPS  server Lpptest.com  [SecurtyService v configfconnectiorinfo " texthim .

2o HTTPS serverLpptest.com [SecurityService/apify /config/connectioninfo 212 applcation).

En HITPS  server Lpptest com fSecurityservice/ap v aryptojdecrypt s

T 01w server Lpptest.com [SecurityService/api/y 1/crypto/decrypt 341 texthtm; c T

[$24 20 HTPS  servertpptestoom [SecurityService/api/vi/ayptojdecrypt s appication.

®25 01 HTS  serveripptesteom fSecurityServicelapiivi/ayptodecrypt s

Tz w1 s server Lpptest.com [SecurityService/apifu 1/erypto/decrypt 31 texthtm; ¢ i Clear List

[$28 20 HTPS  servertpptestoom [SecurityService/api/vi/ayptojdectypt s appication.

Show on startup
< >

i Capturing

= AlProcesses 1/27  hips 1

L Type here to search

If you inspect the authentication, you will see the NTLM-tickets.

¥ win10 - VMiware Remote Console

wrew | |l - @ O

© Progress Telerik Fiddler Web Debugger

Fle Edit Rules Tools View Help

WinConfig () 4 Replay X+ b Go | § Stream i Decode | Keep: Allsessions = @) Any Process A Find [ Save | &) () (@ Browse ~ ¥ Clear Cache T TextWizard | [ Tearoff | MSDN Search
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Note: Regardless of whether you are using Kerberos or NTLM, the IS log will only show two hits.
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< >
Windows (CRLF) Ln 163, Col 1 100%

SPNs

One reason why Kerberos might fail, and the authentication falls back to NTLM, is missing a Server
Principal Name (SPN) on the server.

Note: In a security model such as Kerberos, a “Principal” represents an entity that needs
authentication. For example, this could be a user that needs to log on. The Server Principal Name is
a (unique) represents the service — which also needs authentication.

For more information about SPNs, refer to:

https://docs.microsoft.com/en-us/windows/win32/ad/service-principal-names
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Running the setspn command with the -L switch, will give you the list of SPNs for a given host. For
example, the SPNs for server1 could look something like this:

EN Administrator: Windows PowerShell e O b4
{ rl

RYER1, CN=Computers,DC=pptest,DC=com:

1
erl.pptest.com
t.com

Below, we will discuss the SPNs that relates to the People Planner Security Service. For a
comprehensive list of SPNs, you can refer to this document:

https://adsecurity.org/?page id=183
HOST/...

When a host is joined to a domain, these two SPNs are created automatically. They are used for the
services that comes built-in with Windows.

Both a “SERVER1” and a “server1.pptest.com” are created because you need separate SPNs for the
NetBIOS name and the Fully Qualified Name (FQDN).

HOST is used as a default when a specific service is not specified; in fact, the SPNs for “LDAP” and
“HTTP” are simply aliases for the HOST SPN. When a client asks for a Kerberos ticket for “HTTP/xyz”,
Active Directory will search through its accounts for the exact SPN, “HTTP/xyz”, and if it cannot find this, it
then searches for “HOST/xyz".

You might sometimes see a HTTP SPN that represents an 1IS. This is not the case here, and is not
absolutely necessary, as the HTTP would just be an alias for HOST anyway.

If the HOST SPNs are missing, you can use the setspn command with the -R switch to repair them:
setspn -R serverl

See also for a longer discussion of HOST:

http://msdn.microsoft.com/en-us/library/ff649429.aspx

MSSQLSrv/...

The two MSSQLSrv SPNs are for the Microsoft SQL Server running on server1. The one with a port is
used with TCP traffic, and the one without is used for other traffic.

In this case, the SQL Server is installed as a Default Instance, not a Named Instance. For a Named
Instance the name would be part of the SPN.

In case these two SPNs are missing, they will automatically be recreated if the server is restarted.
For further reading, you should see:

https://docs.microsoft.com/en-us/sqgl/database-engine/configure-windows/reqister-a-service-principal-
name-for-kerberos-connections

Adding and removing SPNs

You can use the setspn-command to work with SPNs.
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List the SPNs

To see a list of SPNs, use the setspn command with the -L switch:

setspn -L serverl

The -L switch takes a single argument, the accoutname. If you want to see the SPNs relating to server1
you should use that as the accountname.

EN fdministrator: Windows PowerShell - O X

dministrate
icePrincipalNa C RWERL, CN=Computers,DC=pptest ,DC=com:

.pptest.com
ERVER1

Add a SPN
To add a new SPN, you can use the setspn command with the -S switch:

setspn -S HTTP/serverl.pptest.com serverl

The -S switch takes two arguments, where the first, HTTP/server1.pptest.com, is the SPN and the
second, server1, is the accountname.

EN Select Administrator Windows PowerShell — O *
k l.pptest.com s

RYER1, CN=Computers, DC=pptest, DC=com

ril
RWERL, CN=Computers,DC=pptest,DC=com:

rl.pptest.com
'ER1

Repairing SPNs
The two HOST SPNs are vital to the Kerberos-authentication.

If they are missing, you can add them using the setspn command with the -S switch. However, you can
also add them using the repair switch instead (-R):

setspn -R serverl

The -R switch takes a single argument, the accoutname.
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EN Administrator Windows Powershell — O 4
erl
ERVERL, CN=Computers,DC=pptest,DC=com:

ERYERL
l.pptest.com
rl.pptest.com
rl.pptest.com: 1433

/ERL, CN=Computers,DC=pptest,DC=cam

ERYERL, CN=Computers,DC=pptest, Di=com:

1.pptest.com
.com
.com: 1433

pptest.cam
l.pptest.com

Remove a SPN
To remove an existing SPN, use the setspn command with the -D switch:

setspn -D HTTP/serverl.testpp.com serverl

The -D switch takes two arguments, where the first, HTTP/server1.pptest.com, is the SPN and the
second, server1, is the accountname.

EN Administraton Windows PowerShell — O *

erl
,0C=pptest, DC=com

RWERL, CN=Computers,DC=pptest ,DC=com:

erl.pptest.com
RWERL

Restarting the client
If the HOST SPNs are missing, Kerberos will fail. Adding the missing SPNs should fix this.

After the SPNs has been added, the client must be restarted in order to pick-up the changes.

Kerberos error logging

If Kerberos authentication is not working, and you want to investigate what the issue is, you can enable
logging of Kerberos-errors.
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You enable logging of Kerberos errors by editing the Windows registry database:
1. Start the Registry Editor.

2. Add the following registry value:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Kerberos\Parameters
Registry Value: LogLevel
Value Type: REG_DWORD
Value Data: 0x1

If the Parameters subkey does not exist, you must first create it.

Any Kerberos errors will now be written to the Windows event-log under System and with the Source
Security-Kerberos.

Not all Kerberos errors are in fact actual errors, and in a system that functions correct with Kerberos, you
should expect to see some “errors” that are an integral part of the login-process, such as
KDC_ERR_PREAUTH_REQUIRED:

7' in10 - VMware Remote Console - X
wrew | |l - @ O
- x
Actions
Event 1D Task Category System -
35 None 5
&10:10 AM w01 (rion)
5/21/2020 81008 AM DNS Client Events 809 (1028)
5/21/2020 81007 AM DNS Client Events 1014 (1014)
5/21/2020 81001 AM
5/21/2020 809:59 AM T Fiter Current Log...
5/21/2020 80953 AM ) properies
5/21/2020 80951 AM
20 Find
< >
Il Save All Events As,
Event 3, Security-Kerberos x tach a sk Tothis Lo,
General Detail >
<sage was received:
on PTEST.COM\win05 »
i
Se 12:101.0000 5/27/2020 7 .
19 KDC_ERR PREAUTH_REQUIRED
e PPTEST.COM »
se abtgt/PPTEST.COM v Selected Events.
a abtgt/PPTEST.COM@PPTEST.COM Il soveselcted Bents
6 Refresh
Line: e3b H Hep >
Eror Data i in record dats
Log Nam: System
Source: Security-Kerberos Logged: 5/21/2020 81001 AM
Event ID: 3 Task Category: None
Levet Error Keywords: -
User: A Computer:
OpCod Info
More Information: Event Log Online Help
< >

If Kerberos authentication fails because of missing SPN, we get a
KDC_ERR_S_PRINCIPAL_UNKNOWN error:
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¥ win10 - VMware Remote Console
wrew | |l - @ O
@ Event Viewer

Fle Acion View Help

@ 5@

@ Event Viewer (Local)
5 Custom Views
v [ Windows Logs
] Application
] securty
] setup
] system
] Forwerded Events
 Applications and Services Lo
=3 Subscriptions

System  Number of ever

Date.and Time
5/27/2020 82814 AM
5/27/2020 826:25 AM
5/27/2020 826:25 AM
5/27/2020 82456 AM
5/27/2020 822:40 AM
5/27/2020 822:40 AM
5/27/2020 822:40 AM
5/27/2020 821:01 AM

Security-Kerberos
FilterManager
DistributedCOM
DistributedCOM
Distributed COM
Time-Service

Event ID

Task Category

aon
None
None
None
None
None
None

Event 3, Security-Kerberos

General Details

[A Kerberos error message was received:
on logon session

Client Time:

Server Time: 12:28:14.0000 5/27/2020Z

Extended Eror:
Client Realm:

Client Name:

Server Realm: PPTEST.COM

Server Name: HTTP/serverl.pptest.com

Error Text:
File:

Error Code: Ox7 KDC_ERR_S_PRINCIPAL_UNKNOWN

Target Name: HTTP/serverl.pptest.com@PPTEST.COM

Line: 129¢
Error Data is in record data,

Log Name: System
Source: Security-Kerberos
Event ID: 3

Level Error

User N/A

OpCode: Info

More Information: ~ Event Log Online Help

>

<
H L Type here to search

Logged: 5/27/2020828:14 AM

Tosk Category: None
Keywords:  Classic

Computer:  winl0.pptest.com

= Open Saved Log
¥ Crete Custom View.
Import Custom View..
Clear Log

Filter Current Log...
Properties

Find,

Save All Events As.

DE@A

Attach 2 Task o this Log.
View >

[0 Refresh

Help >

Bvent3, Security-Kerberos .

(5 Event Properties

T Attach Tosk To This Event.

&y Copy 4

Il Save Selected Events.

G Refresh

Help »

Alternatively, KDC_ERR_C_PRINCIPAL_UNKNOWN, if it is the client that does not exist in the Kerberos

database.
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You use the People Planner Security Service to determine which DataConnection.xml file the People
Planner Window Application should use.

Sometimes you want your users to be able to choose between several setups. This could be the case
when you have both a test- or a training-system as well as the live production-system.

You can achieve this by installing one or more Security Services, or you can have one or more
connection-sections in the DataConnection.xml-file, and you can combine both methods.

Breaking it down:
1. You can have one or more Security Services installed.
2. Each Security Service can have one or two DataConnection.xml files.

3. Each DataConnection.xml file can have one or more connection-sections.

Single People Planner Security Server

First, we consider the case with a single Security Service installed:
The People Planner Windows Application need to know where to call the Security Service.

The Security Service need to know where to find the People Planner Database.

Configuring the URL of the People Planner Security Service

When the software have been installed, the Windows Application needs to know the URL of the Security
Service.

This is configured in the PeoplePlanner.exe.config file — which is found in the installation-directory of the
Windows Application.

You should look for the PeoplePlannerSecurityService section:

<!-- Configure the URLs for the People Planner security service here -->
<PeoplePlannerSecurityService hideUrls="true" hideTestButton="true">
<Services>
<Service name="Default" url="https://INSERT SECURITY SERVICE URL HERE/SecurityService"/>
</Services>

</PeoplePlannerSecurityService>

In this section, you should replace the URL with the one for where you installed the Security Service, e.g.
to something like this:

<!-- Configure the URLs for the People Planner security service here -->
<PeoplePlannerSecurityService hideUrls="true" hideTestButton="true">
<Services>
<Service name="Default" url="https://10.4.9.173:5000/SecurityService"/>

</Services>
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</PeoplePlannerSecurityService>

Note: It is important that the Security Service is installed under SSL (such as HTTPS) and not
respond to HTTP — or else it does not provide any additional security as intended. See Appendix B:
Securing the People Planner Security Service for details on how to do this.

Configuring the File Path of the DataConnection.xml File

The Security Service needs to know where the People Planner database is located, and it does this by
looking up the information in the DataConnection.xml file.

As part of the introduction of the People Planner Security Service, the DataConnection.xml file was
moved away from being in the Settings-folder under the People Planner Windows Application. Instead,
you will now find it together with the installation of the Security Service (and the other People Planner web
applications) on a path similar to the following:

C:\inetpub\People Planner Web Apps 3.9.2-3 \DataConnection.xml

Note: The point of this is that the file has been moved away from the client-machines and over on the
server-machine instead.

You do not necessarily have to place the file at the indicated path; if desired, you can place the
DataConnection.xml file in a different location.

Therefore, the Security Service has its own configuration-file where you configure where it can find the
DataConnection.xml file(s). Go to where the People Planner Security Service is installed, such as:

C:\inetpub\People Planner Web Apps 3.9.2-3\People Planner Security Service\

Edit the appsettings.Production.json file. This file has two settings, ServerDataConnectionFile and
ClientDataConnectionFile:

"DataConnections": {
"ServerDataConnectionFile": "..\\DataConnection.xml",
"ClientDataConnectionFile": "..\\DataConnection.xml"

Normally these two settings will point at the exact same DataConnection.xml file (as in the above case),
and in a location one folder over the installation folder of the Security Service itself. If this is where you
want the file to be placed, then you do not need to do anything further.

Note: Only in very special cases would you need to have a different ServerDataConnectionFile- and
ClientDataConnectionFile-version of the DataConection.xml.

The ServerDataConnectionFile-file holds the connection-information that the Security Service itself use to
connect to the People Planner database and the ClientDataConnectionFile likewise holds the connection-
information that that the People Planner Windows Application use.

So if:

= You need to have multiple connection-sections in the DataConnection-file, and ...
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= If you have two different DataConnection.xml files

Then, the connection-sections would have to go into the ClientDataConnectionFile-version of the
DataConection.xml.

The DataConnection.xml file itself is exactly as it always has been, and it is created in the usual manner,
using the Admin Tool.

Multiple People Planner Security Servers

If needed, you can install multiple Security Servers, and each of their configurations would then be as
described above.

Two or more Security Servers would operate independent of each other, and the only required change is
that the People Planner Windows application would need a URL for each Security Server.

Edit the PeoplePlanner.exe.config file, and add each URL:

<PeoplePlannerSecurityService hideUrls="true" hideTestButton="true">
<Services>
<Service name="Prod" url="http://10.4.9.17:5000/SecurityService" />
<Service name="Test" url="http://10.4.9.19:5010/SecurityService" />
</Services>

</PeoplePlannerSecurityService>

In a setup with multiple Security Servers, the user (when starting the Windows application) would first be
prompted about which Security Server to connect to.

8 Choose People Planner System
syster [ -
(4 | Cancel |

Next, the selected Security Server would look in its ClientDataConnectionFile-version of the
DataConection.xml file, and if multiple connection-section are present, it would now prompt the user for
which one to connect the Windows application to.

You can use the settings, hideUrls and hideTestButton, to control whether the URL and Test connection
buttons should be displayed in the dialog. For example, set hideURLs to false if you want to display the
URLs:

B8 Choose People Planner System |

sysen [ -

LURL Ihttp:,l',l'lD.4.9.1?:5I:IIIII:I,I'SecurityServil:e

Test conneckion to selected svstem Ok | Cancel |
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Appendix E: People Planner MyPlan and Web
Components Error Codes

A user can access MyPlan and the Web Components from the Maconomy WSC and from the Maconomy
web client.

When a user tries to access either the embedded MyPlan or the embedded People Planner Web
Components from the Maconomy Workspace Client, People Planner will try to authenticate the user
through People Planner Silent Sign In (SSI).

Note: See the People Planner Integration Guide for further information on how SSI works.

Likewise, when a user tries to access the MyPlan native in the Maconomy web client, or the embedded
People Planner Web Components from the Maconomy web client, People Planner will try to authenticate
the user using a JSON Web Token (JWT).

This appendix discusses the various error codes you might see in either the SSI- or the JWT-case.

If SSI or JWT fails, the user will be presented with an error message. The error-message consist of an
error-code, and a message.

{8 Deltek Maconomy - Art Rivers - X
File Edit Window Help

Deltek e

‘The system was unable to authenticate you. The user ‘At Rivers2' with domain ‘PS02' was not found
Check the log file for more detais. If contacting customer care, please provide the following error code: AUTHS

In addition to this, an error-message is written to the People Planner log, and should be accessible in the
log-file of the People Planner Web Components or MyPlan. This error-message contains some of the
more technical details about the problem.

This section lists the various error-codes, the error-message, and the technical error-message that is only
available through the log-files.

SSI and JWT

AUTHI

The system was unable to authenticate you. The token passed to People Planner is either missing or
invalid.

"Missing or invalid token (does not contain user and domain name). This error usually means that a token
was expected but not found in the querystring. Another common issue is if the Maconomy user does not
have the network user and domain names filled out."

AUTH?2

The system was unable to authenticate you. User and domain name is invalid.
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This error means that People Planner is configured to use UPN authentication, but the username and
domain ('UserDomainName') in the token is malformed, as it must only contain one backslash. If
integrating with Maconomy, check the user setup in Maconomy.

AUTHS3

The system was unable to authenticate you. UPN user and domain name is missing.

UPN only error. This error means that People Planner is configured to use UPN authentication, but the
username and domain (‘UserDomainName') in the token is empty. If integrating with Maconomy, check
the user setup in Maconomy.

AUTH4

The system was unable to authenticate you. UPN user and domain name is invalid.

UPN only error. This error means that People Planner is configured to use UPN authentication, but the
username and domain (‘UserDomainName") in the token is malformed, as it must only contain one
ampersand. If integrating with Maconomy, check the user setup in Maconomy.

AUTHS5

The system was unable to authenticate you. The user '{Username}' with domain '{Domain}' was not
found.

This error means that the user could not be found in the People Planner database. If you get this error in
the Web Components (WSC), it could mean that the token sent contains incorrect user information, or
master data has not been imported recently. Check the network user and domain settings for the user in
Maconomy.

AUTH6

The system was unable to authenticate you. The user session cookie value is invalid.

This error means that the session cookie value is used by a non-authenticated user trying to access the
application.

Specific to JWT

JWT1

The system was unable to authenticate you. The JWT contains an invalid issuer.

This error means that the issuer in the JWT from Maconomy does not match the expected issuer in
People Planner.

JWT?2

The system was unable to authenticate you. The JWT contains an invalid audience.

This error means that the audience in the JWT from Maconomy does not match the expected audience in
People Planner.
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JWT3

The system was unable to authenticate you. The JWT has expired.

This error means that the JWT passed to People Planner has expired.

JWT4

The system was unable to authenticate you. The JWT is not valid yet.

This error means that the JWT passed to People Planner is not yet valid.

JWTb

The system was unable to authenticate you. Unable to validate the signature of JWT.

This error means that the signature of JWT passed to People Planner is not valid.

JWT6

The system was unable to authenticate you. Invalid JWT. See log for details.

This error means that the JWT failed validation.

JWT7

The system was unable to authenticate you. General exception trying to validate the JWT. See log for
details.

This error means that an error occurred while validating the token.

JWT8

The system was unable to authenticate you. The JWT does not contain a valid name identifier claim.

This error means that the JWT received from Maconomy does not contain an identifier claim. This is
normally due to missing Network UserName and Domain on the User in Maconomy.

JWT9

The system was unable to authenticate you. The format of the JWT 'sub' claim is invalid. It must contain
exactly one '@).

This error means that the identifier claim in the JWT received from Maconomy does not contain an
identifier claim. This is normally due to missing Network UserName and Domain on the User in
Maconomy.

JWTI0

The system was unable to authenticate you. The format of the JWT 'sub’ claim is invalid. It is missing
either user or domain name.

This error means that the JWT received from Maconomy does not contain a username and/or a domain
name. This is normally due to missing Network UserName and Domain on the User in Maconomy.
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Specific to SSI

TOK1

The system was unable to authenticate you. Unable to read security token.

Invalid token. This error means that the token cannot be used with this People Planner installation.
Usually this indicates a wrong secret key configuration in either People Planner or Maconomy.

TOK?2

The system was unable to authenticate you. Incorrect security token type.

Invalid token. This error means that a 'Request Token' was sent to People Planner instead of a
'Response Token'.

TOKS3

The system was unable to authenticate you. Your session has expired, please refresh.

This error means that the security token passed to People Planner has expired. If this issue continues to
impact you on a regular basis, the token validity period can be changed in the People Planner
configuration.

TOK4

The system was unable to authenticate you. Missing user or domain name.

This error means that the token received from Maconomy does not contain both a username and a
domain name. This is normally due to a missing Network UserName and Domain on the User in
Maconomy.

OIDC

If People Planner MyPlan is configured to use OAuth 2 and Openld Connect (OIDC), you may encounter
the following error-codes.

OIDC1

The system was unable to authenticate you.

Unable to parse the response received from Maconomy REST. This error means that People Planner was
unable to get the authorization URL because the response data from Maconomy could not be parsed.

OIDC2

The system was unable to authenticate you.

Failed to get a successful response from Maconomy REST. This error means that People Planner was
unable to get the authorization URL because Maconomy REST did not respond successfully.

OIDC3

The system was unable to authenticate you.
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General error trying to communicate with Maconomy REST. This error means that People Planner was
unable to get the authorization URL because communication with Maconomy REST failed.

OIDC4

The system was unable to authenticate you.

Unable to parse the response received from Maconomy REST. This error means that People Planner was
unable to get a PP JWT token from Maconomy because the response data from Maconomy could not be
parsed.

OIDC5

The system was unable to authenticate you.

Failed to get a successful response from Maconomy REST. This error means that People Planner was
unable to get PP JWT token from Maconomy because Maconomy REST did not respond successfully.

OIDC6

The system was unable to authenticate you.

General error trying to communicate with Maconomy REST. This error means that People Planner was
unable to get PP JWT token from Maconomy because communication with Maconomy REST failed.

OIDC7

The system was unable to authenticate you.

This error means that the state param returned by the auth provider did not match the state param we
sent to them. This is used to guard against certain types of attacks. Make sure that the auth provider is
configured to support the state param.

OIDC8

The system was unable to authenticate you.

This error means that the auth provider did not return a state param or that the auth URL we got from
Maconomy did not contain a state param. This is used to guard against certain types of attacks. Make
sure that both the auth provider and Maconomy are configured to support the state param.

OIDC9

The system was unable to authenticate you.

Maconomy SSO OIDC authentication is not enabled. This error means that People Planner has not been
configured to use Maconomy SSO OIDC. Enable it in People Planner settings using the AdminTool.
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