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Microsoft Azure Active Directory Gallery

Microsoft Azure Active Directory Gallery

You can access Deltek Costpoint via a SAML-based Single Sign On with your Azure Active Directory
account. Setting up the SSO with Microsoft Azure AD is a simple, three-step process.

1 Submit the SSO Setup Service Request

2 Add and Configure Costpoint into your MS Azure Admin Portal

3 Set up your Costpoint User Accounts for MS Azure

Note: If you are already set up for SAML SSO authentication in Costpoint Cloud, you will need to set
up a second configuration for the Costpoint Mobile T&E in the Cloud. Follow the instructions in this
guide to set up your configuration. See the Deltek Costpoint Mobile Time and Expense in the Cloud
Administrator Guide for more information on Costpoint Mobile T&E in the Cloud.
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Submit the SSO Setup Service Request

Submit the SSO Setup Service Request

You must be on Cognos 11 prior to enabling Azure SSO.

To submit the SSO setup service request:
1. Provide the following information in the Service Request:
= Fully Qualified Domain that your users authenticate against (for example, ACME.Local).
= Indicate which systems you want SAML enabled on.
2. Deltek will provide you with one XML file per Costpoint system on your account.

The files will be attached to your SSO Setup Service Request ticket. You will need these files to
complete the remaining steps.

Note: If you are a Costpoint Mobile T&E customer, Deltek will provide you with two sets of
URLSs (one for Costpoint and one for Costpoint Mobile T&E).
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Add and Configure Costpoint into Your Azure Admin Portal

Add and Configure Costpoint into Your Azure
Admin Portal

Use the information provided in the SSO Setup Service Request to perform the initial configuration of MS
Azure.

To add and configure Costpoint into your MS Azure Admin portal:

1. Log into the MS Azure Admin Portal using the admin account with your company.

I Office 365 O Search
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Start new Qutlook OneDrive Word Excel PowerPoint
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Admin Compliance  Costpoint T... Security Planner Costpoint T...

2. Locate and click Azure Active Directory.

Admin centers
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&  Azure Active Directory

B Exchange
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SharePoint
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All admin centers

3. Click Enterprise Applications.

Azure Active Directory admin center
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=] Dashboard
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& Azure Active Directory
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@ Enterprise applications
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4. To add new application, click New application.

Azure Active Directory admin center

Dashboard > Enterprise applications - All applications
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111 - Azure o
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5. Inthe Add from the gallery section, enter Costpoint in the search box.

Azure Active Directory admin center

Dashboard > Enterprise applications - All applications > Categories > Add an application
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Integrate any other
application that you
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[ costpoin{

Developer services (113)
£-commerce (76) 1 applications matche "Costpoint”.
Education (152) NAME
ERP (93) Costpoint
Finance (263)

Health (65)

CATEGORY

ERP

6. Perform the following:

a. Select Costpoint from results panel.

b. Give it a name related to the system you are connecting to that makes sense to you and/or

your users.
c. Click Add.

Wait a few seconds while the application is added to your tenant.
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Azure Active Directory admin center

ashboard mlerpe Ipp - All app tion Categorie Add an application Costpoint
Categories % Add an application 2 X Costpaint o x

Developer services (113)

Deltek
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The above example uses Costpoint Prod for the application name. You may want to name
additional instances Costpoint Sandbox, Costpoint, Test, or use your Costpoint system name
where you log in. Anything that will clearly identify the system you are logging into for your users
will work. Since the application definition will include that system in the configuration, you will not
have the opportunity to specify into which Costpoint system you are logging. When you access
the application icon from the portal, you will be logged into that Costpoint system directly.

Note: For Costpoint Mobile T&E users, you must perform this step for each Costpoint Mobile
T&E environment that you would like to set up Azure for.

Note: If you already have one Azure setup for Costpoint and you would like to add another
one for Costpoint Mobile T&E, you must use a different entity ID for Costpoint Mobile T&E.

7. Once added, select Configure single sign-on.

Costpoint Prod - Getting started

«

B Overview Overview (recommended)
. and concepts required to integrate Costp
i Getting started

@ Deployment Plan

A Diagnose and solve problems

Manage
! Properties procedures needed to integrate with an enterprise spplication
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Users and groups Assign a user for testing (required)

5

@ %

single sign-on Chonse a single user Sccount under your control to test single sign-on to
Costpaint Prod
Provisioning

C self-zenice
Configure single sign-on (required)
Security

O

Configure your instance of Costpaint Prod to wse Azure AD a3 its identity

provider.

0 conditional Access

A Permissions

8. Select SAML.
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Dashboard > Enterprise applications - All applications > Categories > Add an application > Cestpoint Prod - Single sign-on
_3 Costpoint Prod - Single sign-on
Enterpie Application

« : :
. Select a single sign-on method  Help me decide

I8 Overview

o Getting started

Deployment Plan ® Disabled G SAML (O) Linked
User must manually enter their

Rich and secure authentication to Link te an application in the Azure
X Diagnose and solve prablems username and password. applications using the SAML (Security Active Directory Access Panel and/ar
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Manage

1! Properties

s Owners

Users and aroup:

9. Click Upload metadata file.

Dashboard > Enterprise applications - All applications > Categories > Add an application > Costpoint Prod - Single sign-on > SAML-based Sign-on

Costpoint Prod - SAML-based Sign-on

Enterprise Application

« 1 Upload meta ) Change single sign-on mode = Test this applicatio W Got feedback?
B overview =
o’ i . . .
@ Getting started Set up Single Sign-On with SAML
ER Depl it Pl o]
Eployment Fian g4 o for help integrating Costpoint Prod.

e Diagnose and solve problems o

Basic SAML Configuration /
Manage

Identifier (Entity ID) Required
! properties Reply URL (Assertion Consumer Service URL)  https://CostpointURI/LoginServiet.cps

. Sign on URL Optional

M Owners Relay State Optional
& Users and groups Logout Url Optional

~

10. Browse to where you downloaded the *.xml files provided to you in the service request case,
select the XML file for that specific Costpoint system, and click Add.

Dashboard > Enterprise applications - All applications > Categories » Add an application » Costpoint Prod - Single sign-on > SAML-based Sign
Costpoint Prod - SAML-based Sign-on
Enterprise Application
« T Upload metadata file %) Change single sign-on mode Y= Test this application W Got 14

B Overview =

, ) Upload metadata file.
T Gefting started
EA Deployment Plan Values for the fields below are provided by Costpoint Prod. You may either enter those values
K Diagnose and solve problems

| costpaint_5p_FederationMetadataTESTICONFIGAmI* |

Manage
e -
o e L=
2 Onunars

11. On the Basic SAML configuration screen, the Identifier and Reply URL fields are automatically
populated. Do not edit these values.

12. In the Relay State field, enter system=<COSTPOINT SYSTEM NAME> and save the record.
This is the Costpoint system name you are logging into (for example, TEST1CONFIG).

Warning: These values are case-sensitive. The word system MUST be in lowercase, and
the Costpoint system name should be in upper case.
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Basic SAML Configuration X
H save

* |dentifier (Entity ID) @
The default identifier will be the audience of the SAML response for IDP-initiated 550

Default

|https:.-’;‘test‘\-cpt‘delteloenterprise.com;‘cpwebf'TEST‘\CONFIG1 \/| o

Patterns: https://CostpointURI

El

* Reply URL (Assertion Consumer Service URL) @
The default reply URL will be the destination in the SAML response for IDP-initiated 550

Default

|https:.-’,v'test‘\-cpt‘delteloenterprise.com,"cpwebf’[ogmServIet.cps v o

Patterns: https://CostpointURI/LoginServiet.cps

Sign on URL @

‘ Enter a sign on URL v

Relay State @

system=TeSTICONFIG] |

Logout Url @

Enter a logout url v

13. When prompted to test, click No, I'll test later since you have additional steps to complete before
it will work.

Test single sign-on with Costpoint Prod

To ensure that single sign-on works for your applicaticn, we recommend using the testing capability (in the last step) te test the changes you recently made. Would you like to test now?

No, I'll test later ‘

14. For each application you set up, you need to capture the App Federation Metadata Url and
send that with the corresponding Costpoint system name.

Deltek needs this information to complete your Azure SSO setup. Add this information to your
Service Request ticket as shown in the following example. The x’s will be replaced with your
specific identifiers. Repeat for each system you are configuring:

TESTICONFIG https://login.microsoftonline.com/XXXxXXX-XXXX—XXXX—XXKX—
xxXxXxxXxxxx/federationmetadata/2007-06/federationmetadata.xml?appid=xXxXXXXXX—
XXXK—XKKXX—KXXX=KXXKKXXXKKX
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Dashboard » Enterprise applications - All applications > Costpoint TEST1TEST - Single sign-on > SAML-based Sign-on

Costpoint TESTITEST - SAML-based Sign-on

4pplication
« T Upload metadata file %) Change single sign-on mode Y= Test this application W Got feedback?
Overview
1 Getting started Set up Single Sign-On with SAML
ER Deployment Plan ~
Read the configuration guide & for help integrating Costpoint TESTITEST.
¥ Diagnose and solve problems o
Basic SAML Configuration ,"
Manage
Identifier (Entity ID) https://test1-cpt.deltekenterprise.com/cpweb/TESTITEST
' properties Reply URL (Assertion Consumer Service URL)  https://testi-cpt.deltekenterprise.com/cpweb/LaginServl
. et.eps
M Owners Sign on URL
w S
A Users and groups Relay state
Logout Url
3D Ssingle sign-on
® Provisioning
- e User Attributes & Claims e
©  self-service
Givenname user.givenname
Sumame user.surname
Security
Emailaddress user.mail
O Conditional Access Name user.userprincipalname
Unigue User Identifier user.userprincipalname
b Permissions
0O Token encryption (Preview) e .
SAML Signing Certificate *
Acti
ety Status Active
D sign-ins Thumbgprint
Expiration 9/5/2022, 2:45:33 PM Copy to dipboard
ilil Usage & insights (Preview) Notification Email [ ]
B Auditlogs ration Meta https://lagin.microsoftonline.com; [N
€ (Basedd) Download
M Provisioning logs (Preview) Certificate (Raw) Download
~ Federation Metadata XML Download
Access reviews

15. After receiving this information, Deltek will complete the Costpoint backend configuration and
send you a confirmation that it has been completed.

16. Continue with the next step to set up your users.
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Set Up Costpoint User Accounts for Azure

To enable logging into Costpoint with your Azure credentials, you must first modify the authentication
properties of your Costpoint user account.
To set up your Costpoint user accounts:

1. Log into your Costpoint systems using a Cloud Active Directory (User Manager) account that has
access to the Manage Users application within Costpoint.

2. Navigate to Admin » Security » System Security » Manage Users and locate the account to
modify.

Click the Authentication tab.
4. Perform the following:
= In Authentication Method, select Active Directory.

= Inthe Active Directory or Certificate ID field, enter the user’s Active Directory username in
your domain.

This can be the username or the username in UPN format (for example,
user@mydomain.local).

= If the user will be using SAML, select the SAML Single Signon check box.

FILE LINE OPTIONS PROCESS HELP

BEE2O0- f g o vimv 2 [

% [T Browse Applications > Admin > Security > System Security > Manage Users

= Identification [ New | [ copy | w ] [ Detese | [1af1 new [ 5 ] [ Tavie | [cuery | w | (O3] [ X |
UseriD* (TESTADFS User Name *  [Test ADFS USer
I S ol Authenticali User Interface |
Authentication Settings 2FA Settings
Authentication Method * I‘A—C“"E Direclory = I SAML Single @ None LR L
EE [] Enabled

e Mobile Applicati
Password ( [] Generate Random Password i s LT L5 [] Passwordiess
() Email

Verify Password [

IAcuve Directory or Cerfificate ID  ffestadfs I O Manage L[I)?regrcgrrc;ups Efectve Date [ —

[ Allow Access to Integration Console [ Allow Access to Extensibility Console [ Allow Application Access via Integration Services

Company Access  Assigned User Groups Module Rights  Application Rights Ul Profiles

Company Access. [ mew | [ copy [ w | [ petete | [ Fom | [E=IE3

7‘CDMDBHY|D4 | Default Taxable Entity ID ‘ Org Security Group ID ‘Lahﬂr| SSN ‘ Cost |Price| Company Name | Org Security Group Name Taxable Entity Name

i h ] (O[O O[O Jcompany 1| [ (Company name not found)

closs |

Save the record.

Repeat steps 3 through 5 for each user in each Costpoint system with whom you would like to
use MS Azure authentication.

Note: Repeat steps 3 through 7 for each user in the Costpoint Mobile T&E system who want
to use the Azure authentication.
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Set Up Costpoint User Accounts for Azure

7. After your Costpoint accounts are set up, go back to Azure Administration and grant permissions
to use the application you provisioned earlier, if you have not done so already.

Configuring Microsoft® Azure 2



About Deltek

Better software means better projects. Deltek is the leading global provider of enterprise software and
information solutions for project-based businesses. More than 23,000 organizations and millions of users
in over 80 countries around the world rely on Deltek for superior levels of project intelligence,
management and collaboration. Our industry-focused expertise powers project success by helping firms
achieve performance that maximizes productivity and revenue. www.deltek.com

www.deltek.com DEItEK


http://www.deltek.com/

	Microsoft Azure Active Directory Gallery
	Submit the SSO Setup Service Request
	Add and Configure Costpoint into Your Azure Admin Portal
	Set Up Costpoint User Accounts for Azure

