Deployment Date: 11/2/2016

Hot Fix: cp711_symusr_008.zip

OTHERS/SYSTEM ADMINISTRATION/SYMUSR/Maintain Users

Deltek Defect Tracking Number:

716905

Issues Resolved:

Description: Framewark and the following applications are updated to support FIDO security key authentication madel:

« Manage Users - Anew group box, FIDO Security Key, is added to the 2FA Settings group box with the following options:
o Enabled - Select this check box to enable the user to authenticate login with FIDO security key.
o Passwordless - This check box is editable only if you selected Enabled. Select this check box to allow the user to log in to
Costpoint with a valid security key only (that is, the user does not need to provide a one-time passcode on the login page).
s Configure User Preferences - A new subtask, FIDO Security Keys (2FA), is now available on this screen. Users for which the FIDO
Security Key authentication method has been enabled must access this subtask to register their security key.

Customers Impacted: This enhancement affects Costpoint users.

Workaround Before Fix: None.

Additional Notes: This requires PATCHT109, PATCH7111, and the new security provider (Framework update).
Files Updated:

cpr11_symusr_008_zip

System File Dependencies:

cpf11_sys_022.zip
cpf11_patch7009_001.zip
cpf11_patch7011_001.zip
Custom Programs Affected:

Sometimes a hot fix can cause custom programs and reports to stop working as expected. Before applying this hot fix, consider whether you
have any custom programs or reports in the application area affected by the hot fix. if so, contact Deltek support at
https:{/deltel custhelp.com before you install the hot fix.

To Download the Hot Fix:

From Internet Explorer, go to https://dsm.deltek.com.

Click Run Deltek Software Manager.

Log in using your Deltek Customer Care Connect credentials.

In the left pane of the Deltek Software Manager, expand your Deltek product.
Expand the Hotfix folder for your product, and select the hotfix to download.
Click Download at the bottom of the screen.

[ A L RN FUR

More Information:

If you have any questions, please contact Deltek support at https-//deltek custhelp.com.
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