
This click-thru introduces organization security in 
Materials Management and shows you how to use 
this feature to ensure that correct access is applied 
to organizations as authorized for your user ID.

• Click or tap each step on the screen or use the 
Continue button to advance.

• Use the navigation buttons on the left pane and 
within the pages to go to specific steps.

• Use the arrows on your keyboard to go to the 
previous or next page.
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Select Apply Organization 
Security.

1

Continue

This is the organization security 
master flag. If this check box is not 
selected/cleared, then 
organization security will not be 
applied in Costpoint even when 
Apply Org Security check box is 
selected by module and/or 
application on the 
Activate/Inactivate Organization 
Security by Module (SYMORGFN) 
screen.
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You can enable or disable organizational security to 
transactions screens. This information is stored at the module 
level in the Module Settings table and at the application level 
(by module) in the Applications Settings table for ease of 
retrieval. There will be additional flags in the System Module 
and System Application Function tables to indicate those 
modules and applications that are always excluded from 
organizational security as determined by Deltek. 

Set up this screen before establishing organization security 
profiles and organization security groups. 

You can invoke organizational security by company on the 
Configure System Settings screen when you select the Apply 
Organization Security check box in the Company Settings 
tab. By default, this company-wide organization security 
system setting applies to all users. You can, however, 
establish an organizational profile and an organization 
security group that effectively acts as an override by 
removing organization security for users assigned to that 
organization security group. 

Before you implement organizational security by selecting the 
Apply Organization Security check box in the Configure 
System Settings screen, first establish organization security 
profiles and organization security groups to avoid interrupting 
processing functions. 
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On the Activate/Inactivate 
Organization Security by Module 
(SYMORGFN) screen, select 
Apply Org Security for the 
module(s) and application(s) you 
want to apply organization security 
to.

1
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On the Manage Organization 
Security Profiles (SYMORPRF) 
screen, create an organization 
security profile, and select Apply 
Org Security. 

Select this check box to grant a 
profile full rights to organizations. 

If you clear this check box, you do 
not need to enter anything into the 
Assign Organizations to Profile 
table window. 

1

Continue

Use this screen to set up organization security profiles and identify 
the organizations to which a particular profile has access. You can 
then assign profile IDs to a module using the Manage Organization 
Security Groups screen.

This screen is the starting point for setting up organizational security. 
However, you may first want to enable or disable those modules and 
applications for which you want to apply organizational security 
using the Activate/Inactivate Organization Security by Module 
screen.

There must be at least one organization ID linked to 
the organization profile, if Apply Org Security check 
box is selected, otherwise, the user profile will have 
access to all organizations.
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If organization security is enabled for a 
module/application, but an organization security 
profile is not found for a user, then the user can 
neither enter an organization nor use it for 
transactions.



Select Inclusive to display all organizations to which a 
profile have rights to in the Assign Organizations to 
Profile table window. 

1

Continue
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Continue

The inclusive rights grants the profile 
ID full rights to the organizations 
listed.
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Select Exclusive to display all organizations to which a 
profile does not have rights in the Assign Organizations 
to Profile table window. 

1

Continue
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Continue

The exclusive rights grants the 
profile ID full rights to the other 
organizations not listed in the Assign 
Organizations to Profile table 
window.
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Select Both to display all 
organizations to which this profile is 
associated with in the Assign 
Organizations to Profile table 
window. This is useful if you want to 
provide access to most, but not all, 
branches of a particular organization 
tree. 

1

Continue
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Continue

if this option is selected, then you can grant 
or deny access to certain organization IDs for 
a profile.
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Enter an identification code and a 
descriptive name for this organization 
security group.

Enter the security profile you want to 
assign to Costpoint modules. 

The field to the right displays the 
descriptive name for this organization 
security profile. Alternatively, you can 
click  in this unlabeled field to select 
the name of the organization security 
profile, instead of its identification 
code, you want to use.

1

Continue
Use this screen to set up organizational security 
groups to which you can assign an organizational 
security profile for each module. 

This screen contains an identification code for the 
security group, a name, and a table window 
containing all of the modules for which you are 
licensed. For each module, you need to specify an 
organizational profile ID that was set up on the 
Manage Organization Security Profiles screen. 
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Click Assign Profiles to 
assign the selected 
security profile in the 
Organization Security 
Profile to Assign  field to 
all modules in Costpoint. 

This populates the Assign 
Profiles to Modules table 
window.

1

Continue
If organization security is enabled for a module or 
application, but it is missing from the list of organization 
security group and there is no organization security 
profile assigned to it, then the user linked to the 
organization security group will be denied access to all 
organizations and will not be able to neither create/enter 
new transactions nor view transactions.
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Assign organization security 
group to the user ID.

1

Use this screen to set up user groups 
for Costpoint and to establish 
module/application/result set security 
rights for user groups within the 
Costpoint screens.

Continue

You must establish at least one user group for each 
company before you can create any user ID in the 
Manage Users screen. 

If you plan to optionally assign a user group to a user, 
you must set up the user group first. You may find, 
however, that the most efficient way to set up security 
rights for users is to first establish rights for user groups. 
Then, if necessary, you can use the Module Rights and 
other drill-down subtasks from the Manage Users 
screen to override group rights for a specific user at the 
module, application, result set, or action/report rights 
by result set levels, as desired. 

You can assign users to user groups on this screen or 
using the Manage Users screen. 
You must establish user information using the Manage 
Users screen before you assign users to a user group on 
this screen. 
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Assign organization security 
group to users.

1
Use this screen to 
assign organizational security group 
to users. You can assign an 
employee ID to multiple Users.

You can also link employees to user 
IDs from the Manage Employee 
Information (LDMEINFO) screen.
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Run this application either 
after setting up all 
organizational profiles or any 
time you add an organization 
or change and/or add a 
profile. Run this for all profiles 
when first setting up 
organizational security and 
when using the range feature 
for maintenance. 

1
Use this screen to create and/or 
maintain the Org Security Lookup 
table. 

All of the organizational profile 
information is merged into one 
table and, at the same time, the 
wild cards are eliminated for 
speed of data retrieval. The 
Organization Security Profile table 
contains all organizations to which 
each profile has access, whether 
the rights application method is 
set to inclusive or exclusive. The 
speed of this process depends on 
the rights application method 
associated with each profile.
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Log out of the system and log 
back in if the logged-in user ID 
is associated to organization 
security group/profile so that 
the changes will take effect.

1
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Run this utility for each module 
prior to turning on organization 
security to populate home 
organizations.

2

Use the utility screens to populate 
the required organizations with the 
associated home organizations 
where the organization fields are left 
blank. The utility screens will only 
populate organizations for the 
company the user is logged into.
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Enter or select records 
authorized for your logged-in 
user ID's organization rights.

3

Login user organizations validate 
against the following highlighted 
fields, on the header, line, and line 
accounts when entering data on the 
Header tab.
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Manage Purchase Requisitions 
(PPMNTRQ1) screen was used to 
present the general idea of the 
feature. 



Login user organizations validate 
against the following highlighted 
fields, on the header, line, and line 
accounts when entering data on the 
Accounting Details tab.
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Login to Costpoint and access 
the Manage Purchase 
Requisitions/Apply PO Info to 
Requisitions screen.

3

The screen defaults to the 
employee ID associated with 
the logged-in user ID and the 
home organization from the 
Manage Employee Information 
screen.

Continue

Organization 
Security Overview

Apply Organization Security Setup

Populate Organizations

Validate Data Entries

Display Authorized Records

Query Authorized Records

4

Display Authorized Reports

6

5

3

2

1



Change the organization and 
requisitioner values.

3

When you change the 
organization and the 
requisitioner, your logged-in 
user ID should have access to 
the organization ID and to the 
requisitioner's organization ID. 
However, if the requisitioner's
employee ID is linked to 
multiple user IDs and one of 
those user IDs has full rights, 
then it will pass system 
validation.
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Click New to create a new 
requisition.

3

When you click New, the 
requisitioner’s organization that 
you enter must be authorized 
for your logged-in user ID. 
Otherwise, Costpoint will 
display an error message.
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Click the lookup icon to display 
organizations that are 
authorized for your logged-in 
user ID.

4

If the Apply Org Security for user 
profile associated to the user group 
of the logged-in user is not selected, 
all organizations can be accessed by 
the user.
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Click the lookup icon to display 
projects with owning 
organizations that are 
authorized for your logged-in 
user ID.

4

If the Apply Org Security for user 
profile associated to the user group 
of the logged-in user is not selected, 
All organizations can be accessed 
by the user.
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Click Query to display records 
based on your organization 
rights for the organization and 
project at the header level.

5

All requisition lines can be viewed, 
edited, and deleted by the logged-in 
user. Line filtering can be applied 
via extensibility feature. However, 
new lines will be validated to ensure 
that these are authorized for the 
organization.
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Click Print or Preview to print 
or preview a report of records 
authorized for your logged-in 
user ID.

6

Unauthorized records will be 
suppressed and will not be 
displayed in the report.
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This concludes the Organization Security Overview 
click-thru.
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