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If You Need Assistance

If You Need Assistance

If you need assistance installing, implementing, or using Vision, Deltek makes a wealth of
information and expertise readily available to you.

Customer Services

For over 20 years, Deltek has maintained close relationships with client firms, helping with their
problems, listening to their needs, and getting to know their individual business environments. A
full range of customer services has grown out of this close contact, including the following:

= Extensive self-support options through the Customer Care Connect Web portal.
=  Phone and email support from Customer Care analysts

= Technical services

= Consulting services

= Custom programming

= Classroom, on-site, and Web-based training

[HI Find out more about these and other services from the Customer Care Connect site.

Customer Care Connect Site

The Deltek Customer Care Connect site is a support Web portal for Deltek customers who
purchase an Ongoing Support Plan (OSP).

The following are some of the many options you have at the Customer Care Connect site:
= Download the latest versions of your Deltek products
= Search Deltek’s knowledge base

=  Ask questions, exchange ideas, and share knowledge with other Deltek customers
through the Deltek Connect Customer Forums

= Display or download product information, such as release notes, user guides, technical
information, and white papers

=  Submit a support case and check on its progress

= Transfer requested files to a Customer Care analyst

= Use Quick Chat to submit a question to a Customer Care analyst online

=  Subscribe to Deltek communications about your Deltek products and services

= Receive alerts of new Deltek releases and hot fixes

“&J If you need assistance using the Customer Care Connect site, the online help available on the site
provides answers for most questions.
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If You Need Assistance

Access Customer Care Connect

To access the Customer Care Connect site, complete the following steps:

1. Go to https://deltek.custhelp.com.

2. Enter your Customer Care Connect Username and Password.
3. Click Log In.

Document Management Installation Guide 2
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Downloading Deltek Products using Deltek Software Manager

Downloading Deltek Products using Deltek
Software Manager

You can use Deltek Software Manager (DSM) to download complete Deltek products, hot fixes,
and sub-releases. You can access DSM directly or through the Deltek Customer Care site.

When you access DSM directly, you will be prompted to log on before you can access the
application. If you access DSM from within the Deltek Customer Care site, you do not have to log
on since you are already logged into the Customer Care site.

Accessing DSM Directly

To access Deltek Software Manager directly, complete the following steps:

1.

Launch Deltek Software Manager by taking one of the following actions:
= Click here.

= On your desktop, click Start » Programs » Deltek » Vision » Deltek Software
Manager.

In the Deltek Software Manager logon dialog box, enter your Deltek Customer Care User
ID and Password, and click Logon.

To select the folder where you want to download Deltek products, click Settings above
the right pane of Deltek Software Manager.

?A When you log on for the first time, Deltek Software Manager asks you to select a default
folder where Deltek products are to be downloaded.

Use the Settings dialog box to specify the folder where you want to download Deltek
products, and click OK.

?A You can change this folder anytime in the Settings dialog box.

In the left pane of Deltek Software Manager, expand the Deltek product that you want to
download, if it is not already expanded.

'ﬁJ If you clicked the link in step 1 to access DSM, the application automatically selects Vision
for you.

Select the product type that you want to download. Your options are Complete, HotFix,
and Sub-Release.

In the table, select the check box that corresponds to the Deltek product that you want to
download. The right pane displays a message stating that the product has been added to
the download queue.

@] To view the items in the download queueg, click View Download Queue at the bottom of the
left pane.
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Downloading Deltek Products using Deltek Software Manager

8. Click Download at the bottom of the left pane. Deltek Software Manager downloads the
product to the folder that you selected.

Accessing DSM from within Deltek Customer Care

To access Deltek Software Manager from within Deltek Customer Care, complete the
following steps:

In your Web browser, go to https://deltek.custhelp.com.

2. Enter your Customer Care Connect Username and Password, and click Log In.
3. When the Customer Care site displays, click the Product Downloads tab.
You are automatically logged in Deltek Software Manager.

4. To select the folder where you want to download Deltek products, click Settings above
the right pane of Deltek Software Manager.

"EA When you log on for the first time, Deltek Software Manager asks you to select a default
folder where Deltek products are to be downloaded.

5. Use the Settings dialog box to specify the folder where you want to download Deltek
products, and click OK.

"EA You can change this folder anytime in the Settings dialog box.

6. Inthe left pane of Deltek Software Manager, expand the Deltek product that you want to
download, if it is not already expanded.

7. Select the product type that you want to download. Your options are Complete, HotFix,
and Sub-Release.

8. Inthe table, select the check box that corresponds to the Deltek product that you want to
download. The right pane displays a message stating that the product has been added to
the download queue.

#.] To view the items in the download queue, click View Download Queue at the bottom of the
left pane.

9. Click Download at the bottom of the left pane. Deltek Software Manager downloads the
product to the folder that you selected.

DSM Documentation and Troubleshooting
To view the online help for Deltek Software Manager, click here.
To view a tutorial on how to use Deltek Software Manager, click here.

To view more information on troubleshooting Deltek Software Manager, click here.

Document Management Installation Guide 4
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Important Information for Users of Previous Versions of Deltek Vision Document Management

Important Information for Users of Previous
Versions of Deltek Vision Document Management

If you are upgrading from an earlier version of Vision, particularly from a 5.x version, note the
following important information. If this is a new installation of Vision Document Management skip
ahead to “Before you Begin” for the software and infrastructure requirements of Vision Document
Management.

Windows SharePoint Services (WSS) 2.0 Installations

Deltek Vision 5.x and earlier versions supported Windows SharePoint Services 2.0. Please note
that this version of SharePoint is no longer supported with Vision 6.x and higher. If you have not
yet upgraded your Windows SharePoint Services installation from WSS 2.0 to WSS 3.0 or
SharePoint 2010, you must upgrade WSS as your first step.

You must upgrade WSS 2.0 before you install Deltek Vision 7.1.

[:u] In order to upgrade to WSS 3.0, see the Deltek Vision 5.1 Document Management Upgrade Guide
for the necessary upgrade steps.

In order to upgrade to SharePoint 2010, refer to the following Microsoft Technet article:
http://technet.microsoft.com/en-us/library/ee947140.aspx

Differences between Vision 5.1 and Vision 7.x Document
Management

If you are upgrading from Vision 5.1 and have the Document Management module, please note
the key differences between Vision 5.1 and Vision 7.x Document Management, as follows:

=  Windows Server 2003 is no longer supported as an Operating System for Vision or Vision
Document Management.

= Asindicated above, WSS 2.0 is no longer supported for Vision Document Management.

= Unlike Vision 5.1 with Windows SharePoint Services (WSS) 3.0, you cannot install WSS
3.0 or SharePoint 2010 to the same Web site as Vision 7.1.

= With the Vision 5.1 Document Management installation, you had to configure the ASP
.NET Impersonation Identity. This installation step is no longer necessary, because the
Identity of the 1S Application Pool performs this function in Vision 7.1. The installation of
Vision 7.1 creates the DeltekVisionAppPool with the local DeltekVision account as the
Identity.

The SharePoint service (Farm Administrator) account must be the Application Pool
Identity for Vision 7.1 and a domain account, as shown in the following example dialog
boxes.
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Important Information for Users of Previous Versions of Deltek Vision Document Management

Advanced Settings ,ﬁ!l
B (General) =
JNET Framewark Version va.o
Enabie 32-Bit Applcations True
Managed Fipeine Mode Integrated
DeftekironinpPo
Queiss Length 1000
Start Automatically True
B oru
Limit a
Limit Action MNoAction
Limit Irvterval (inutes) 5
Processor Affinity Enabled False —
Processor Affirty Mask SI94967295
B Process Model
Tdentity inett inidmservacct 2tier
Idle Time-out (minutes) e

‘&,I For this account to be the Application Pool Identity it must be a member of the IS_IUSRS
group in addition to being a member of the local administrators group on the local server.

= The SharePoint Service account credentials must be specified in Weblink System
Settings, as shown in the following example of the Weblink System Settings tab. Note as
well that Weblink now includes a Test button that will allow you to validate the credentials
entered are valid.

Send errocs to Deltek sutomatialy

Max coscurent nhs 2
Copy Databasesmc o DefaultLanguage | Erglish (Unted Sates) ';
Stoe Session Statein Hemory »

Catabase Setup Doement Manggene

SOL Sarver SharePaint Usermame -ne_t'.e:-'.zlr.'ln'nprﬂmu\_r'.h:u'

Database Nasme wPointPasawond | ===~

Wndows Authentication (Apphication ool LY

=  The SharePoint Service account/Vision Application Pool Identity must be granted Logon
as a service rights on the Vision 7.1 Web/Application Server for multi-tier Document
Management installations, as shown in the following example of the Local Security
Settings setup screens.
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Know more.
Do more™

File  Action Wiew Help

= | B XER| S

@ Security Setkings

-8 Account Policias

E{} Local Policies

28 audit Palicy

{28 User Rights &ssignment
-[C8 Security Options

(2 Public Key Policies

+ (2 Software Restriction Policies
g IP Security Policies on Local Comy

i Local Security Settings Log on as a service Properkies

Local Security Setting | Explain This Setting I

.4 Logon az a sevice

£

2]

*5.1-6.21-2103952585-2448643701-1617223860-1007
ASPMET
IMETTEST 2130 A dministratar
FIMETTES

NETWORK SERVICE

Add Uzer or Group.... |

Bemove |

The configuration of Service Principal Names and Delegation has changed with Vision

7.1. Specifically, a Service Principal Name (SPN) must be configured for the domain
account chosen to be the Application Pool Identity / SharePoint Service account when

deploying a multi-tier deployment of Vision Document Management. This account is also
the account that will be configured for Delegation.

In multi-tier installations of Vision Document Management, you must configure domain

based delegation. This configuration has changed from Vision 5.1. It is now configured
for this user account running the Vision 7.1 Application Pool being granted delegation
rights to the WSS server. This configuration is shown in the following example of the
Delegation tab of the Application Pool Identity Properties dialog box:

DMServAcct3Tier Properties llﬁl

Organization I tdember OF I Dialin I Ervironment I Seszions I

Remote contral I

Delegation is a security-sensitive operation, which allows services to act on

behalf of anather user.

" Da not trust this user for delegation

£~ Trust this user for delegation to any service (Kerberos only]

' Tryst this user for delegation to specified services only

1 |lse Kerberos only
" lse any authentication protocol

Semvices to which this account can present delegated credentials:

Terminal Services Profile | COM+ |
General | Address I Account | Profile | Telephones  Delegation

Service Type | User or Computer

hitp CAMEAINETEINGS2
hitp CAMOAINETE3INSS3INETTEST2K3N.COM

o |

| Part
| i
Add.. Bemove
Cancel | Apply |

There are three possible authentication configurations with 1IS 7.0/7.5, only two of which

require you to create an SPN for the Application Pool Identity. Refer to sections in each
deployment titled “Configure Authentication for the Vision Website” and “Configure
Service Principal Name (SPN) for Vision Application Pool Identity”. For single tier
installations these steps are optional.
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Important Information for Users of Previous Versions of Deltek Vision Document Management

Upgrade Windows SharePoint Services 3.0 to SharePoint
Foundation 2010

Existing installations of Windows SharePoint Services 3.0 will not be upgraded to SharePoint
Foundation 2010 via the Document Management installation; however, existing Document
Management customers can upgrade their installation of SharePoint by following the
documentation available from Microsoft, which is included below:

Hardware and Software Requirements (SharePoint Foundation 2010):

http://technet.microsoft.com/en-us/library/cc288751.aspx

Upgrade and Migration for SharePoint Foundation 2010:

http://technet.microsoft.com/en-us/sharepoint/ee517215.aspx

A

If you plan to upgrade to SharePoint 2010, Deltek strongly recommends that you perform the
upgrade of Windows SharePoint Services to SharePoint Foundation before installing Vision 7.1
Document Management and that any previous installations of Document Management be
uninstalled (this will not uninstall SharePoint). Upgrading to SharePoint foundation after installing
Vision 7.1 Document Management will break the Document Management functionality as the
installation makes modifications differently based on which version of SharePoint is installed.

Upgrade Vision Document Management

Vision 5.1 to Vision 7.1 Document Management Upgrade

#)

Please review the notes in the previous section titled “Differences between Vision 5.1 and Vision 7.x
Document Management” as there are configuration changes required due to changes in technology.

To upgrade from Vision 5.1 Document Management to Vision 7.1 Document Management,
complete the following steps:

1.

Uninstall Deltek Vision 5.1 Document Management from Add/Remove Programs on your
Deltek Vision Web server and also on any dedicated SharePoint servers.

Unregister the existing Deltek.Vision.WSS30.Server.dll from the GAC (Global Assembly
Cache, c:\windows\assembly) via an administrative command prompt (change drive letter
and path as appropriate for your installation):

C:\\Program Files\Deltek\Vision\Support\Utilities\gacutil.exe /u C:\\Program
Files\Deltek\Vision\Support\DM\30\ Deltek.Vision.wss30.dll

Delete the old Deltek.Vision.WSS30.dll from \inetpub\bin or inetpub\virtual
directories\wss\<port>\bin.

Install Vision 7.1 Document Management following the New installation instructions for
your tier configuration.

Run the installation on both your Vision and SharePoint servers if they are on different
physical machines.

Document Management Installation Guide
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Important Information for Users of Previous Versions of Deltek Vision Document Management

Vision 6.x to Vision 7.1 Document Management Upgrade

To upgrade from Vision 6.x Document Management to Vision 7.1 Document Management,
whether using Windows SharePoint Services or SharePoint Foundation, complete the
following steps:

1. Run the Deltek Vision 7.1 installation to upgrade your Vision servers to Deltek Vision 7.1.

2. Run the Deltek Vision 7.1 Document Management installation to upgrade your Document
Management server(s) to Deltek Vision 7.1 Document Management.

3. Update the Deltek Vision Document Management .NET assembly
(Deltek.Vision.WSS30.Server.dll) in your SharePoint site \bin directory with the updated
assembly located in <drive>:\Program Files\Deltek\Vision\Support\DM\3.0 folder.

Document Management Installation Guide 9
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Before You Begin:

Before You Begin:

& IHIMPORTANT!!

Vision Document Management is a complicated software component with many
configuration steps after the Vision Document Management setup has completed,
both with the Vision and SharePoint software as well as the various Domain level
changes that may be required to support your installation. Please pay particular
attention to the following software and Domain requirements as well as the step
by step installation and configuration instructions for your chosen deployment.

Vision Document Management Requirements

The Vision Document Management installation for Vision 7.1 has the following requirements:

The Vision Web/Application and Microsoft SharePoint Web server(s) must be running
Windows Server 2008 (x86 or x64) or Windows Server 2008 R2 x64.

NOTE: Windows Server 2003 is no longer supported with Vision 7.1.

The Document Management installation will automatically download and install
SharePoint for you if not already installed.

As of Vision 7.0, SharePoint Foundation 2010 will be installed if the server is x64;
otherwise WSS 3.0 will be installed.

If installing Vision Document Management into an existing SharePoint installation, Vision
Document Management must have its own top-level site. Vision Document Management
does not support integrating with an existing SharePoint site collection.

Vision Document Management supports Single Tier deployments (installing SharePoint
to the same server as Vision) and also Multi-Tier deployments (installing SharePoint to its
own physical server separate from Vision). Multi-Tier deployments require domain level
configuration changes which are documented in the next section “Understanding Domain
Configuration Changes”.

Single-Tier installations are not supported with SharePoint “server:” installations (e.g.
Microsoft Office SharePoint Server 2007 (MOSS) and SharePoint Server 2010).

For Single Server installations, Vision and SharePoint cannot share the same website
(e.g. they cannot both be installed to the Default Website).

An Active Directory domain is required to use Vision Document Management and the
Vision and SharePoint servers must be members of a domain.

The domain functional level must support constrained delegation for multi-tier
installations of Vision Document Management. Refer to Appendix A for how to identify
your domain functional level (if applicable).

Internet Information Services (11S) must be configured for Integrated Windows
Authentication on both the Vision Web/Application server(s) and the Microsoft SharePoint
Web server(s). A standard deployment of Vision supports either Anonymous Access
(Vision Security) or Integrated Windows Authentication (Domain security), so this may be
a change if you already have Vision deployed. The use of Integrated Security in IIS does
not prohibit the use of Vision Security login accounts (for example, you don’t have to
configure all users in Vision for Integrated Security).

Document Management Installation Guide 10
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Before You Begin:

o | There are additional Microsoft licensing requirements necessary to support the use of
Integrated Windows Authentication with 11S. Specifically, a CAL (Client Access License) is
required for each user who will access the IIS server (Vision). Refer to your software
license vendor for any questions regarding this requirement.

Understanding Domain Configuration Changes

"&J The following information applies to multi-tier installations of Vision Document
Management only. If Vision and SharePoint will be installed to the same physical server
you can skip this section.

Delegation and Kerberos Authentication

Delegation is required for a multi-tier deployment of Vision Document Management. A multi-tier
installation is where Vision and SharePoint exist on separate physical servers.

Delegation is the process of passing the credentials of the logged-in user from one server to
another. In the case of Vision Document Management, the user’s credentials are passed from the
Vision Web/Application server to the SharePoint server. In Vision 7.1, delegation is configured by
modifying the domain user account of the Vision Application Pool Identity to perform delegation.

Kerberos Authentication is a secure key-based authentication protocol necessary for delegation
to be performed. The Vision Web server requests a key from the Key Distribution Center (KDC—
a service which runs on domain controllers). The KDC authenticates the user and provides the
key to the Vision Web Server for use in delegating the users’ credentials to the SharePoint
server.

Constrained Delegation, Unconstrained Delegation, and Protocol Transition

= Unconstrained Delegation —Delegation is allowed from one computer in the domain to
any other User/Computer or Service on the domain with no restrictions. This is the only
model available in domain models that support Windows 2000 domain controllers. Vision
7.1 does not support Unconstrained Delegation.

= Constrained Delegation — Delegation that can be performed by a user or computer in
the domain is limited to a specific User/Computer or Service. This method of delegation is
much more granular and secure and is only available in Server 2003 native domains.

= Protocol Transition — Use this option to transition the authentication protocol from the
trusted server during the delegation. For Vision Document Management in an Internet
deployment, we must transition the protocol from NTLM (as Kerberos is not available
through the firewall) on the Vision Web server to Kerberos when communicating to the
SharePoint server. This is necessary for Internet deployments because the client must
negotiate the Kerberos ticket. This requires that Port 88 be open inbound through the
firewall to the domain controller (not an advisable security configuration). The ticket is
requested by the Vision Web server on the client's behalf and once granted, it is used to
authenticate the user with Kerberos to the SharePoint server. This option is only available
if the domain function level is Server 2003 native or higher.

The following screen shot is of the Vision Application Pool Identity/SharePoint Service
Account in a Server 2003 native functional (or higher) domain that allows us to show all of the
available Delegation and protocol transition configurations.
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DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer. .
/ No Delegation

—— Unconstrained Delegation (not supported)

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)

{® Trust this uzer for delegation to specified zervices only Constrained Delegation

* Use Kerberos anly Protocol Transition
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Part | Service Name"!lml;
ihitp CAMUAIMETEINSSS. |
1] | 2

[~ Expanded Add... | Bemnove I
QK I Cancel | Apply |

Service Principal Name (SPN)

In addition to the information provided in this document about the SPN needed for the Vision
Application Pool Identity, below are some additional instances where SPNs may need to be
configured for your Document Management deployment.

If you are using, or will be using, a Fully Qualified Domain Name (FQDN) as your SharePoint
URL (for example, http://sharepoint.company.com, where "sharepoint" is a custom DNS record
added to avoid using the actual machine name of the server) and your deployment model
requires the configuration of Constrained Delegation, you will need to register the custom FQDN
using the Service Principal Name utility (setspn.exe) so that it can be configured for Constrained
Delegation or Protocol Transition.

Additionally, when deploying Microsoft Office SharePoint Server (MOSS) 2007, SharePoint
Foundation 2010 and SharePoint Server 2010, the application pool identity for the SharePoint
Web application defaults to a domain account. If your SharePoint Application Pool Identity is a
domain account (as opposed to Network Service, which is the default for Windows SharePoint
Services 3.0), you may need to create SPNs for this account as identified in the following
Microsoft Support article (http:/support.microsoft.com/?id=871179).
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Where to Go from Here

Because of the many different deployment options available for Vision Document Management,
please identify your deployment model (dependent on your chosen tier deployment and
Operating System platform) from the list below and go to that section for complete step by step
installation and configuration instructions.

Single Tier New Document Management Installations
SharePoint is NOT currently installed:

In this configuration, Vision and SharePoint will be installed to the same physical server and
SharePoint is not yet installed. SharePoint will be installed by the Vision Document Management
installation.

e x86 —goto page 15
0 This installation supports Windows SharePoint Services 3.0
e X64 — got to page 42

0 This installation supports Windows SharePoint Foundation 2010
SharePoint is already installed:

In this configuration, Vision and SharePoint will be installed to the same physical server and you
already have an existing SharePoint installation that you wish to use with Vision Document
Management.

e x86—gotopage 72
o0 This installation supports Windows SharePoint Services 3.0
e X64 — got to page 86

0 This installation supports Windows SharePoint Services 3.0 or Windows
SharePoint Foundation 2010

& IHIMPORTANT!!

For Single Tier installations, Vision and SharePoint cannot be installed to the
same web site. If SharePoint is already installed and you wish to install Vision
you will need to create a new website in IIS to host Vision.

Multi-Tier New Document Management Installations
SharePoint is NOT currently installed:

In this configuration, Vision and SharePoint will be installed to different physical servers but
SharePoint will be installed by the Vision Document Management installation.

e x86 —goto page 100
0 This installation supports Windows SharePoint Services 3.0
e X64 —goto page 134

0 This installation supports Windows SharePoint Foundation 2010
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SharePoint is already installed:

In this configuration, Vision and SharePoint will be installed to different physical servers and you
already have an existing SharePoint installation that you wish to use with Vision Document
Management.
e Xx86 —gotopage 173
0 This installation supports Windows SharePoint Services 3.0
e X64 — got to page 195

0 This installation supports Windows SharePoint Services 3.0 or Windows
SharePoint Foundation 2010

Multi-Tier New Document Management Installations (SharePoint
“Server” installations)

In these configurations, SharePoint “Server” is already installed and Vision and/or Vision
Document Management will be installed after the fact.

e Xx86 —goto page 218
0 This installation supports Microsoft Office SharePoint Server (MOSS) 2007
e X64 — go to page 240

0 This installation supports Microsoft Office SharePoint Server (MOSS) 2007 or
Windows SharePoint Server 2010

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.
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Single Tier New Installation and Configuration for
x86 (32-bit) Servers — SharePoint is NOT Installed

& IHIMPORTANT!!

Please note the following for this configuration:

1. In this configuration, Vision and SharePoint will be installed to the same
physical server and SharePoint is NOT yet installed.

2. The Vision Document Management installation will install Windows
SharePoint Services 3.0. SharePoint Foundation 2010 is not supported

for this configuration.

3. The Operating System for the server is x86 (32-bit).

Prerequisites

Install/upgrade your Vision installation to Vision 7.1 (if applicable).

Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

The domain service account used above will also be the SharePoint Service account.

Add this domain user to the local Administrators and [IS_IUSRS group on the Vision

server.

Single Tier Installation and Configuration Steps

Step | Where to Perform Description

1. | Vision Web/Application Configure Vision Application Pool Identity to Be a Domain
Server Account

2. | Vision Web/Application Install Vision 7.1 Document Management and WSS 3.0
Server

3. | Vision Web/Application Optional: Configure Authentication for the Vision Website
Server

4. | Vision Web/Application Optional: Configure Service Principal Name (SPN) for
Server Vision Application Pool Identity

5. | SharePoint Web Run the SharePoint Products and Technologies
/Application Server Configuration Wizard

6. | SharePoint Web Use SharePoint Central Administration to Complete the
/Application Server SharePoint Configuration

7. | SharePoint Web Optional: Configure SharePoint for a Custom URL

/Application Server

Document Management Installation Guide
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8. | SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

9. | Vision Web/Application Configure Document Management Service Account in
Server Weblink

10. | Vision Web/Application Configure Vision Document Management

Server
11.| Domain Configure Constrained Delegation — Not Required
12.| Domain Optional: Configure Protocol Transition — Not Required

Configure Vision Application Pool Identity to be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

‘ﬁ,l For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server.

To change the Vision Application Pool Identity, complete the following steps:

1. Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/application server using an Administrator
account.

3. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

4. Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.

Document Management Installation Guide 17



Deltek Kwovmore

Single Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

User name:
IINEITESTZKSN \DMServAcct3Tier

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.
10. Click OK three times to set the identity.

Install and Configure Vision 7.1 Document Management and
Windows SharePoint Services (WSS) 3.0

When you install Vision 7.1 Document Management WSS is automatically installed if your
Operating System platform is x86 (32-hbit). If you are upgrading from a previous version of Vision
and/or already have WSS installed the changes made to your WSS installation are outlined
below. The steps to configure WSS are outlined in this section.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 Sp3.
= Installs WSS 3.0, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\12\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server dll into the Global Assembly Cache (GAC).

Install Vision Document Management and WSS 3.0

To install Vision Document Management and WSS 3.0, complete the following steps:
1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

5. When this message displays, click Yes because this is a single-tier installation of Vision
Document Management and this server will host both Vision and WSS 3.0.
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Question

=% Setup has detected that this is vour Delkek, Yision webfapplication
! server, Will this server also be vour Microscoft SharePaint
—  web/application server?

‘fes Mo |

6. On the Ready to Install the Program page, click Install to start the installation. The
installation automatically downloads the version of Windows SharePoint Services 3.0,
extracts the WSS 3.0 setup files, and installs Windows SharePoint Services.

7. When the “Files extracted successfully” message displays, click the OK button to
continue the installation.

8. When the InstallShield Wizard Complete page displays, click Finish.
Optional: Configure Authentication for the Vision Website

@] This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because delegation is not required for single tier deployments of Vision Document
Management, the additional configuration steps below are optional. However, if you do change
the default of enabling Kernel Mode Authentication you will be required to create an SPN which is
outlined in next section.

Identify if Kernel Mode Authentication Is Enabled
Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1S, it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:
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I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
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<location path="pefault web site/vision"=
<system. webServers
<defaultbocument enabled="true">
<files>
=remove value="index.htm" />
<add value="index.htm" />
</ files>
</defaultbocument:>
<Securit
<authentication>

<windowsAuthentication enabled="true" WK}
<anonymousauthentication enabled="false" />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
=/ authentication>
</security>
<staticContent:
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webservers
=/ location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Optional: Configure Service Principal Name (SPN) for Vision Application
Pool Identity

"EA This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication and
Vision Document Management will work just fine on single tier installations as delegation is not
required.

However, if you opted to modify the default of enabling Kernel Mode Authentication for the Vision
web site as described in the preceding section, it will be necessary to create a Service Principal
Name (SPN) for the domain user running the Vision Application Pool Identity.

@] Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>

For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
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2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[l;[l See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Run the SharePoint Products and Technologies Configuration Wizard
To run the SharePoint Products and Technologies Configuration wizard, complete the
following steps:

1. Click Start » Administrative Tools » SharePoint Products and Technologies Wizard.
The Welcome page displays.

"{a SharePoint Products and Technologies Configuration Wizard ]

Welcome to SharePoint Products and Technologies

In order to configure SharePaoint Products and Technologies, vou will require the Following information:

® Mame of database server and database where server Farm configuration data will be stored

# Username and password for the database access account that will administe%the seryer Farm

Click Mext ko continue or Cancel ko exit the wizard, To run the wizard again, click on the Start Menu sharkout,

2.

'E The Following services may have to be starked or reset during configuration:
L

Internet Information Services
SharePoint Adminiskration Service
SharePoint Timer Service

Choose ves ko restart the services if required and continue with the configuration wizard
or no ko exit the configuration wizard,
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3. Click Yes. The Connect to a server farm page displays.

"{a SharePoint Products and Technologies Configuration YWizard

Connect to a server farm

A server Farm is a collection of bwo or more computers that share configuration data, Do wou want ko
conneck o an existing server Farm?

e ‘¥es, I wank to connect ko an existing server Farm

% flo, Twant b0 create a new server farm ©

=10l =]

Configuration Database Settings page displays.

"fa SharePoint Products and Technologies Configuration Wizard

Specify Configuration Database Settings

please see help.

All servers in & server farm must share a configuration database. Type the database server and database
name. If the database does not exist, it will be created. To reuse an existing database, the database must be
empty. For additional information regarding database server security configuration and nebwork access

Database server: IcamqainetkSnde

Database name: ISharePoint_ConFig

Specify Database Access Account

Select an existing Windows account that this maching will always use to connect ta the configuration

Type the username in the Form DOMAINYIser_Name and password For the account,

database. If your configuration dakabase is hosted on another server, you must specify a domain account.

Username: |inettest2k3n'|,dmservacct3tier i

Password: |uuuou|

= o]

4. Select the No, | want to create a new server farm option and click Next. The Specify
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5. Enter the name of the database server to host the SharePoint configuration database and
accept the default database name: SharePoint_Config.

§ Login Properties - INETTEST2K8N\DocMgmtSveacct 1

User Mapping
Securables
Status

] sysadmin

Server;
CAMDPSKB2TDE

Connection:

7 View connection properties

6. In Username, enter the domain and name of the Vision Application Pool Identity (as
configured earlier) as the username for the SharePoint database access account, and
enter the user’s password in Password.

7. Click Next. The Configure SharePoint Central Administration Web Application page
displays.
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Ii'é SharePoint Products and Technologies Configuration Wizard

Configure SharePoint Central Administration Web Application

web application hosted on this machine, check the box below and type a number between 1 and 65535, IF
wou do not specify a port number, a random one will be chosen.

¥ Specify port number: |4D4DB

Configure Security Settings

requires special configuration by the domain administrator, MTLM authentication will waork with any
application pool account and the default domain configuration. Show me mare informakion.

Choose an authentication provider For this Web Application,

 NILM

=10 x|

A sharePaint Central Administration Web Application allows vou to manage configuration settings For a server
fFarmn. The first server added to a server Farm must host this web application. To specify a port number For the

Kerberos is the recommended security configuration to use with Integrated Windows authentication. Kerberos

8. Specify the port to be used for the SharePoint Central Administration Web site and select

Negotiate (Kerberos) for the authentication provider.

9. Click Next. The following dialog box displays.

tanual configuration steps by a domain administrator will be required to create a Service
Principal Marme {SPM) in the Active Directory (A0). Do you wank to use Kerberos
authentication?

'f ¥ou have chosen ko continue using Kerberos with Inkegrated \Windows authentication,
L

SharePoint Products and Technologies Configuration Y x|

10. Click Yes to continue using Kerberos with Windows Authentication. The Completing the

SharePoint Products and Technologies Configuration Wizard page displays.
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"{a SharePoint Products and Technologies Configuration Wizard [:% 0] =l

Completing the SharePoint Products and Technologies
Configuration Wizard

The Following configuration settings will be applied:
= Configuration [atabase Server camgainetksndbz
# Configuration Database Name SharePaint_Config

» Host the Central Administration Wweb Application ez

» Central Administration URL http:/fcamqainetk3nss1:40
* fAuthentication provider Megatiate (Kerberos)

Click Mesct to apply configuration settings.

" pdvanced Settings

= Back | Mexk = | Cancel |

11. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

Ii'é SharePoint Products and Technologies Configuration Wizard — |E||5|

Configuration Successful

The following configuration settings were successfully applied:

» Configuration Database Server |camqainetk3ndh2 |
» Configuration Database Name |SharePoint_C0nFig |
» Host the Central Administration ‘Web Application |yes |
» Central Administration URL |http:,|',|'camqainetk3nssl:4U4US,I'|
» Authentication provider |Neg0tiate (Kerberos) |

R

Click. Finish to close this wizard and launch the SharePoint Central Administration homepage. Inkernet

Explorer users may be prompted for a username in the Form DOMAIM| User_Mame and password ko access

the site. Ak that prompt, enter the credentials that you used to logon to this computer. Add this site to the list
of trusted sites when prompted.

12. Click Finish to finish the configuration process. The SharePoint Central Administration
page displays.
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Use SharePoint Central Administration to Complete the SharePoint
Configuration

To complete the SharePoint Configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is

launched.
/2 Home - Central Administration - Windows Internet Explorer - |ﬁ' |5|
Eyes - |g, http:ffeamgainetk3rmb 14531 L default, aspx j |_?| |£| ILNe Search |P
ﬁ oty @ Horme - Central Adminiskration | | @ < K @ < |_9}’ Page - |Zearch Options
Central Administration Welcome IMETTEST 2K3N \administrator ~ | 1=
% Central Administration
Home | Cperations = Application Management
View All Site Content L.
Administrator Tasks v Resources v
Central —
Administration Type Order Title _) Assigned To There are currently no
) - favorite links to display. To
= Operations 0 1 READ FIRST - Clck this ik for add a mew Ik cick “Add
= Application deployment |ns|tructons '1 Hew new link™ below.,
2 Incoming e-mail settings & HEW
FEIEEELETE Z g B Add new link
_ a 3 Qutgoing e-mai settings ! Mew
& -
] Recycle Bin a 4 Create SharePoint Sites ! vEw
] 4 Configure Workflow Settings ! Hew
] 15 Diagnostic logging settings ! HEW
] 18 Add anti-virus protection ! vew
= Add new task
Farm Topology d
Server Services Running
camgainetk3ndbl Windows SharePoint Services

Database

CAMQAINETKINWEBL Central Administration
Windows SharePoint Services
Incoming E-Mail
Windows SharePoint Services Web
Application ;I

Done l_l_l_l_l_’_|\d Local intranet o100 -
2. Click Operations. The Operations page displays.
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Central Administration

% Central Administration

Home | Operations | Application Management

Central Administration = Cperations

Operations

Wiew All Site Content

Central

Administration applications,

= Operations

o Topology and Services
= Application

Management o Servers in Farm
] Recycle Bin O Services on server

8 Oukgoing e-mail settings
& Incoming e-mail settings

8 Approvefreject distribution groups

Security Configuration

B Service accounts

8 Information Rights Management

weloome INETTESTZK 3MYadministrator = |

“Site Actions - |

This page contains links to pages that help vou manage your server or server Farm, such as changing the server Farm
topology, specifying which services are running on each server, and changing settings that affect mulkiple servers ar

Global Configuration

a Timer job status
a Timer job definitions
8 Alernate access mappings %

a Manage Farm features

a Solution management

Backup and Restore

a Perform a backup

8 Backup and restore history

8 Antivirus 8 Restore from backup
8 Elacked file bypas 8 Backup and restore job status
e PR

3. Click Services on Server under Topology and Services to configure the SharePoint

Services search.

Central Administration

%\O Central Administration

Home | Operations | Application Management

Services on Server:

View All Site Content

Central Complete all steps below

Administration

= Qperations [ server: | CAMQAINETK3NWBL ~

= Application [ Start services in the table below:
Management

2] Recycle Bin —
Central Administration

Windows SharePoint Services Incoming
E-Mail

Windows SharePoint Services Search

Windows SharePoint Services Web
Application

Welcome INETTEST 23N \administrator =

@

Central Administration > QOperations > Services on Server

CAMQAINETK3NWB1

View: | Configurable -
Comment Status Action
Started Stop
Started Stop
Required on Farm, not running Stopped Start
Started Stop

= When finished, return to the Central Administration home page

4. Locate the Windows SharePoint Services Search option and click Start.
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Central Adrminiskr ation

Home | Dperations

Wigw Al Sike Content

Central
Administration

= Dperations
= Application
Management

2] Recycle Bin

% Central Administration

Application Management

welcome INETTEST2KCM administrator + | (@)

| site Actions - |

Central Administration = ©perations = Services on Server = Windows SharePoint Services Search Service Settings

Configure Windows SharePoint Services Search Service Settings on server

CAMQAINETK3NSS1

Use this page to configure Windows SharePoint Services Search Service Setkings,

Warning: this page is not encrypted for secure communication, User names, passwords, and any other information will be sent in clear taxt,

For more information, contact vour adrministrator.
(= Service Account

The search service will run using this account,

The search service account must not be & built-in account in order to access the
database, Examples of built-in accounts are Local Service and Mebwork Service,

= Content Access Account
The search service will access all conkent using this account.

The account will be added ka the Full Read policy, giving it read-anly access ko all
content.

For proper search Functionality and information security, do not use an administrator
account, and do not use accounts that can modify content,

= Search Database

Use of the default database server and database name is recommended for most cases,

Refer to the administratar's quide For advanced scenarios where specifying database
information is required.

Use of Windows authentication is strongly recommended. To use S0L authentication,
specify the credentials which will be used to connect ko the database,

User name
|i nette stZk 3nDMServAcct2Tier

Password

User name
linette st2k 3n\DMServAcct2Tier

Password

Database Server

|camqainetl<3ndb2
Database Mame
[wss_search_CAMQAINETKINSS1

Database authentication

¥ Wwindows authentication (recommendsd)

Indexing Schedule
Configure the indexing Schedule,

501 authentication
Account

Password

Indexing schedule:
(o Every IS— Mirkes
i« Hourly bebween I— and I— minutes past the hour
« Daily
Bebween mm
and [z av[oo ]

Start Cancel

5. Configure the search service to include the Service account and Content Access account
(use the same account information as your Vision Application Pool Identity).

6. Configure Search Database as shown above and click Start. After a minute or so, the
service’s status changes to Started.
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Central Administration ‘Welcome INETTESTZK 3Madministrator = | @
313 . .
}%\0 Central Administration

Home | Operations | Application Management ;m-numun.ﬁ

Central Administration = Operations > Services on Server

Services on Server: CAMQAINETK3INWEB1L

Wiew All Site Content

Central Complete all steps below

Administration

« Operations Fl Server: | CAMQAINETKINWEL -

= Application [ Start services in the table below:

Management
Vizw:  Configurable -

&] Recycle Bin Service Camment Status Hction
Central Administration Started Stop
windows SharePoint Services Help Started Stop
Search
windows SharePaint Services Incoming Started Stop
E-Mail
‘windows SharePoint Services Web Started Stop
Application

= When finished, return to the Central Administration home page

7. Click Application Management to configure the SharePoint Web Application.

Central Administration Welcome INETTESTZE3M administrator + | (@)
505 - .
}:@ Central Administration

Home  Cperations | Application Management ;m-.u-m-ma

Central Administrakion > Application Management

Application Management

Wigw All Site Content This page contains links to pages that help vou configure settings For applications and components that are installed on the

Central server or server Farm,
Administration

= Operations SharePoint Web Application Management SharePoint Site Management
= Application 8 Create or extend Web applicationd 8 Create site collection
Management
@ Remove SharePaint from 115 Web site @ Delete site collection
5] Recycle Bin a Delete Web application @ Site use confirmation and deletion
8 Define managed paths 8 Juoka templates
8 Web application outgoing e-mail settings 8 Site collection quotas and locks
a web application general settings 8 Site calleckion administrators
@ Content databases @ Site collection list

8 Manage Web application Features
a YWeb application list External Service Connections

@ Records center

Application Security o HTML wiewet

a Security for Web Part pages 8 Diocument conversions

8. Select the Create or extend Web application option. The Create or Extend Web
Application page displays.
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Central Administration

Home = Operations

% Central Administration

Welcome INETTEST 2K3M\administrator = |

View All Site Content

Central

Administration

= Operations

= Application
Management

2] Recycle Bin

:
Central Administration > Application Management > Create or Extend Web Application

Create or Extend Web Application

Lse this page to create a new Windows SharePoint Services application or to extend an existing application to another 115
Web Site. Learn about creating or extending Web applications.

Adding a SharePoint Web
Application

Creating a new Web application is the
most common option. When creating a
new SharePoint Web application, you
create a new database to store data,
and define the authentication method
used to connect the SharePoint
application to that database.

Create a new Web application

Extend an existing Web application

Choose Extend an existing web
application if you need to have separate
115 Web Sites that expose the same
content to users. This is typically used
for extranet deployments where
different users access content using
different domains, This option will reuse
the content database from an existing
Web application.

9. Click Create a new Web application. The Create a New Web Application page displays.

Central Administration

Home = Operations

Welcome INETTEST 23N \administrator * |

% Central Administration

View All Site Content

Central

Administration

= Operations

= Application
Management

2] Recycle Bin

Central Administration > Application Management > Create or Extend Web Application = Create New Web
Application

Create New Web Application

Lse this page to create a new Windows SharePoint Services Web application. Learn about creating or extending Web
applications,

Warning: this page is not encrypted for secure communication. User names, passwaords, and any other
information will be sent in clear text. For more information, contact your administrator.

ok | conce |

115 Web Site

Choose between using an existing IS
web site or create a new one to serve
the Windows SharePoint Services
application.

" Use an existing IIS web site

|DeFauIt Web Site LI

(% Create a new IIS web site
Description

If you select an existing 115 web site,
|Shar3Puint - 81

that web site must exist on all servers in
the farm and have the same description,
or this action will not succeed. Port

If you opt to create a new 115 web site, |31
it will be automatically created on all

servers in the farm, If an IIS setting Host Header
that you wish to change is not shown |
here, you can use this option to create
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10. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port different that that being used for the Vision web site in Port.

SharePoint defaults to ‘SharePoint — 80" and ‘80’ as the site name and port, if you change
the port to be 81 (as shown), the web site name changes automatically to ‘SharePoint —

8l

& Warning!

Vision and SharePoint cannot be installed to the same website. Doing so will break the

Vision application! .

Alternatively, you can create a new Web site ahead of time using a different IP address or
port and select the option to Use an existing 1IS web site.

the basic site, then update it using the
standard II5 tools.

Ssecurity Configuration

Kerberos is the recommended security
configuration to use with Integrated
Windows authentication. Kerberos
requires the application pool account to
be Metwork Service or special
configuration by the domain
administrator. NTLM authentication will
work with any application poel account
and the default domain configuration.

If you choose to use Secure Sodkets
Layer {55L), you must add the certificate
on each server using the 115
administration tools, Until this is done,
the web application will be inaccessible
from this IIS Web Site.

Load Balanced URL

The load balanced URL is the domain
name for all sites users will access in this

Path
|Jub\wwwroot\wss\‘-.-fi rtualDirectories81

Authentication provider:
= i
' NTLM

Allow Anonymous:

" Yes
¥ No

Use Secure Sockets Layer (55L):
" Yes
& No

URL
|http://CAMQAINETKINWEL:81

SharePoint Web application, This URL Zone

domain will be used in all links shown on I Dot LI
pages within the web application. By Jerault

default, itis set to the current

servername and port.

Application Pool o~ R S

Note the entry in Path, which by default is the root of your WSS Web site in a directory
named after the port chosen under c:\inetpub\wwwroot\wss\virtualdirectories. This is the
folder location where you will copy the Vision SharePoint assembly to later in this section.

11. Select Negotiate (Kerberos) under Authentication provider.

12. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, you can configure SSL later, but
you must not configure SSL to be required as the web service calls from the Vision

Web/Application server cannot use SSL.
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Application Pool ~ Use existing application pool
Choose the application pool to use for
the new web application, This defines I DefaultAppPool (Network Service) =

the account and credentials that will be
used by this service.

‘You can choose an existing application
pool or create a new one.

Reset Internet Information
Services

Uze this section to allow SharePoint to
restart I1S on other farm servers. The
local server must be restarted manually
for the process to complete, If this
option is not selected and you have
more than one server in the farm, you
must wait until the IS web site is
created on all servers, and then run

¥ Create new application pool
Application pool name
ISharePDint - 81

Select a security account for this application pool

ol .
INetworI-c Service 'I

" Confiqurable
User name

Password

(" Restart IIS Automatically
¥ Restart IS Manually

13. Select the Create new application pool option and provide a name (Deltek
recommends using the same name as the Web site). NOTE: Since the SharePoint
Application Pool will run as Network Service, no SPN is required.

14. Select Predefined and Network Service for the security account to be used for the

application pool.

15. Select the Restart IIS Manually option for Reset Internet Information Services.

Yisreset /moforce” on each Web server,
The new IIS site will not be usable until
that is completed.

Database Name and Authentication

Use of the default database server and
database name is recommended for most
cases. Refer to the administrator's guide
for advanced scenarios where specifying
database information is required.

Use of Windows authentication is
strongly recommended. To use SQL
authentication, specify the credentials
which will be used to connect to the
database.

Search Server

Database Server
|c:arr|qair|et|-c3ndb1

Database Name
|wss_content

Database authentication

= Windows authentication {recommended)

' 5QL authentication
Account

Password

Select Windows SharePoint Services search server

Document Management Installation Guide

You can choose to assodate a content | CAMOAINETKINWEL =]
database with a specific server thatis
running the Windows SharePoint
Services search service,
OK Cancel
33




\

y

Deltek Kwovmore

Single Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

16. Verify the name of the server in Database Server. (It should be the same as that used

for the SharePoint configuration database server.) Accept the default in Database Name
for the content database.

17. Select Windows authentication (recommended) under Database authentication.

(This will use the SharePoint service account and Vision Application Pool Identity
configured previously).

18. Select the search server in Select Windows SharePoint Services search server and

click OK. This is necessary for the document search in Vision to function correctly. The
following dialog box displays.

2

Windows Internet Explorer x|

‘fou have chosen to continue using Kerberas with Integrated Windows authentication.
Manual configuration steps by 3 domain administrator will be required if the application
pool's security account is nok Mebwork Service, Are wou sure you wank to use Kerberos

authentication?
Cancel |

19. Click OK

to use Kerberos for Windows Authentication. After a few minutes, the

Application Created page displays. It indicates the status of the process to create a new
Web application.

Central Administration

View All Site Content

Central
Administration

= Operations
= Application
Management

& Recycle Bin

g"@ Central Administration

Home  Operations | Application Management

Welcome INETTEST 2K3N \administrator - @

ite Actions ~ |

Central Administration > Application Management = Create or Extend Web Application > Create New Web
Application > Application Created

Application Created

The Windows SharePoint Services Web application has been created.

If this is the first time that you hawve used this application pool with a SharePoint Web application, you
must wait until the Internet Information Services (1IS) Web site has been created on all servers. By

default, no new SharePoint site collections are created with the Web application. To create a new site
collection, go to the Create Site Collection page.

Tao finish creating the new 115 Web site, vou must run "iisreset /noforce” on each Web server.

20. Do not click the Create Site Collection link at this time. It is still necessary to add
DeltekVision as a managed path with explicit inclusion before you create the site

collection.

21. Click Application Management and select the Define Managed Paths option.
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Home  Operations | Application Management

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

Wieww &l Site Content

Central defining managed paths,
Administration

= Operations Web Application

= fipplication Select a Web application,

Management
Included Paths

5] Recycle Bin x Delete selected paths
- i This list specifies which paths within the

iy Check URL |
IUse the Check URL button to ensure
that the path yvou include is not already Type:

in use For existing sites or folders, which IEpricit inclusion = I
will open & new browser window with

that URL.

web Application: | http://camqainetk3nwb1:81, ~

it Reions - |

Use this page to specify which paths in the URL namespace are managed by Windows SharePoint Services, Learn about

URL narmespace are managed by ity T
Windows SharePoint Services, [ iroot) Explicit inclusion
sitas Wildcard inclusion
r

Add a New Path Path:
Specify the path within the URL |De|te|<'u'ision
namespace o include, You canindude

t path Il paths subordinat
tag iiascpggfie::lo;a?:h!:a F subordnate Maoke: Taoindicate the root path For this web application, type a slash

22. Enter DeltekVision in Path and select Explicit inclusion in Type.
23. Click OK.

Home  Operations | Application Management

Central Administration = Application Management > Define Managed Paths

Define Managed Paths

Wigww Al Site Conkent

Central defining managed paths.
Administration

= Operations Web Application

« Application Select a Web application,

Managernenk
Included Paths

5] Recycle Bin X Delete selected paths
- b This list specifies which paths within the

web Application: | htkp://camgainetk3nwb1:81/ ~

IURL namespace are managed by et IR
Windows SharePoint Services, [ diroot) Explicit inclusion
[~ sites Wildcard inclusion
r deltekyvision Explicit inclusian

[~site Actions - |

Use this page to specify which paths in the URL namespace are managed by Windows SharePaint Services, Learn about

24. Click Application Management and select the Create Site Collection option under

SharePoint Site Management.
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Zentral Administration
ST . .
}%\0 Central Administration
Home  Operations | Application Managemenk

Central Administration = Application Management

Application Management

Wiew All Site Content

Central server or server Farm,
Administration

= Operations SharePoint Web Application Management
= Application 8 Create or extend Web application
Management .
= Bemaye. Shareboink from 113 MWeh st
o] Recycle Bin 8 Delete Web application

8 Define managed paths

8 yweb application outgoing e-mail settings
a web application general settings

@ Content databases

a Manage Web application Features

a YWeb application list

Application Security

a Security for Web Part pages

Welcome INETTESTZK 3N administrator = | @

" Site Actions - |

This page contains links to pages that help vou configure settings For applications and components that are installed on the

SharePoint Site Management

8 Create site collection

@ Delete site collection

8 Site use confirmation and deletion
8 Juoka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML wviewer

8 Document conversions

The Create Site Collection page displays.

Central Administration

% Central Administration

Home  Operations | Application Management

Create Site Collection

Wigw All Site Content Use this page to create a new top-level Web site.,

Central
Administration

= Cperations

= Application Web Application

Management Select a Web application,

2] Recycle Bin

Type a title and description for your nev site, The title will be displayed on

Specify the URL name and URL path to create a new site, or choose ko create
a gike at a specific path.

To add & new URL Path go to the Define Managed Paths page.

welcome INETTEST2K3M administrator ~ | (@)

| site Actions - |

Central Administration = Application Management > Create Site Collection

OK Cancel

web Application: | http://camqainetk3nwb1:81/ ~

Title and Description Title:

: |De\tek Vision
each page in the site,
Description:
=
[
Web Site Address LRL:

http://camgainetk3nwb1:81 ¥

25. Enter Deltek Vision in Title and enter a description, if appropriate.

26. From the URL drop-down list, select /deltekvision. This will be the top level root site for

Vision Document Management.
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”' Template Selection Select a kemplate:

Collsboration | Meetings

A ke for teams to quickly organize, author, and share information. It provides
a document library, and lists For managing announcements, calendar items,
tasks, and discussions,

Primary Site Collection Administrator

User name:

Specify the administrator For this \Web site collection, inettestzk3nadministratar 8, [
Secondary Site Collection Administrator User name:
Specify the secondary administrator For this web sice collection, linettestzk3nadministrator | & @
Quota Template Select a quota kemplate:
Select a predefined quota template to limit resources used For this sike I Mo Quota = I
collzction, -

Storage limit:

Number of invited users:
To add & new quota termplate, go to the Manage Quota Templates page.

QK Cancel

27. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

28. Select No Quota in Select a quota template and click OK. The Top-Level Site

Successfully Created page displays.

Central Adrministr ation

ﬁj@? Central Administration

Home  Operations | Application Management

Top-Level Site Successfully Created

Wiew All Sike Content:

Central clicking the URL, To return ko SharePoint Central Administration, click 0K,
Adrninistration

= Operations http:[framgainetkinsb 81 delekyision

= Application
Managerment

&/ Recycle Bin

Central Administration > Application Management > Create Site Caollection > Top-Lewel Site Successfully Created

welcome IMETTESTZ2K3M administratar + | @

s

The new, empty top-level site was created successfully with the specified URL. I you have permission to view the Web site, you can do so in a new browser window by

OK |
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29. Click the link for the top level site (in our example it is
http://camqainetk3nwb1:81/deltekvision) to display the site.

/2 Home - Deltek Vision - Microsoft Internet Explorer =
File Edit Wiew Favorites Tools Help | 4’
R EaChe = 03~ |_1 @ ¢ ‘ ,'-:' Search ¢ Favortes 4% | - @ =
Address |g"| http: ffcamaainetk3nwb1: 81 jdelkekyvision/defaulk. aspsx j ﬂ Ga [:H Links *
Dieleek Vision |50 to "hetp: jfcamgainetkanibl 15 1 fdelkekvisionjdeF ault, aspx”
@l Deltek vision [This site =] | P
Home Site Actions *
—
Wigw All Sike Content
Announcements -
Documents ['
Get Started with Windows SharePoint Services! ! Hew 7126/2007 12:26 PM U
aiscdbecinents by INETTEST2K 3N | administrator /
Lists Microsoft Windows SharePUir!t Services he\ps you to be more effective by connecting people, information, Wmﬁ‘do‘vs
and documents. For information on getting started, see Help. v .
= Calendar SharePoint Services
n Tasks = Add new announcermnent
Discussions Links v
Calendar -
= Team Discussion There are currently no Favorite links to
There ate currently no upcoming events, To add a new event, click "Add new event” below, display. To add a new link, cick "add new
i link" belos,
Sites E Add new event e below
People and Groups & Add new link
2] Recycle Bin

|
& ore I I T S

30. The SharePoint configuration is complete. Close SharePoint Central Administration.

Optional: Configure SharePoint for a Custom URL

If you will be configuring your SharePoint server to use a custom DNS record for the URL (e.g.
http://sharepoint.company.com instead of http://servername.company.com http://servername),
then you must create additional SPNs and also create Alternate Access Mappings in SharePoint.
It is recommended that this step be completed before Vision Document Management is
configured in order to eliminate re-work.

See “Appendix B: " for more information.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:
1. Use the steps that follow to open Internet Information Services to view these Web sites:
= Default Web Site — This is your Vision Web Site
= SharePoint — 81 — This is your WSS 3.0 Web Site

= SharePoint Central Administration Web Site
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' "!E'Inl:ernel: Information Services (I15) Manager

@;; [ 6 ¥ CAMOPSKBZTWAR » Sites »

File  Wiew Help

¢ - |Z |8
- %l5 Start Page
=95 CAMOPSKS2TWAR (INETTESTZKSN, administrator)
|2} Application Pools
- & Sites
&P Default Web Site
&P ShareFoint - 51
Q SharePoint Central Administration w3

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.

Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

‘?‘J By default, the <site> directory references the port chosen. In our example, the port is 81.

Configure Document Management Service Account in Weblink
You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
To configure the service account in Weblink, complete the following steps:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision

2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.
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B weblink
Weblink

iy Save M Test - B=l Change Password

@ Database Connection
& Report Server Configuration

General | Reg

Sharepoint Credentials
Polling Intervalsec) 3T [C] send errors to Deltek automaticaly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |v|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Mame | | SharePoint Password | ********* | |

= Windows Authentication (Application Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

*Deltek Yision - General System Setti pple & Bartlett, PC - Period Ending 6,/30,/2005 - ¥7.0

& Options 2) Help ~

~ General System Settings

LDDkLIDS| Email |Servers|LabeIs |Numbering |Synchr0nization Document Management | Audit Trail | Miscellaneous
5 Configuration |

X G I Enable Document Management
A Genera

Swskem Settings Server Name/IP | camopskaZtwar |
Cormpany Settings )

User Defined Components Vi) St (R

Lookup/Report Labels Current Sike | http: ficamopskaztwar 81 fdelkekvision |/O|

DEp DD D D

Calculated Fields
Custom Repart Cptions [ ot e ] [ Wiz Site ]
Code Tables r|

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camdevk82twar

5. Enter the portin Virtual Server Port. In our example the port is 81.

Click the Lookup icon to select the current site.
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#celect Web Site E3

[ http:/ camopskidztwar: 81 fdeltekvision (Delkek Wision)

(| |wEcnecle] |- —]

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Configure Constrained Delegation

Constrained Delegation is not required for Single Server installations.

Optional: Configure Protocol Transition

Protocol Transition is not required for Single Server installations.
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Single Tier New Installation and Configuration for
x64 (64-bit) Servers — SharePoint is NOT Installed

& HIMPORTANT!!
Please note the following for this configuration:

1. In this configuration, Vision and SharePoint will be installed to the same
physical server and SharePoint is NOT yet installed.

2. The Vision Document Management installation will install SharePoint
Foundation 2010. Windows SharePoint Services is not supported for this
configuration.

3. The Operating System for the server is x64 (64-bit).

Before you proceed:

= Review the Hardware and Software Requirements for SharePoint Foundation 2010. See
http://technet.microsoft.com/en-us/library/cc288751.aspx for more information.

= Make sure your SharePoint servers are current with all available Windows Updates.
Deltek strongly recommends that you do this, to ensure that the SharePoint prerequisite
installer completes successfully.

Specific database server requirements for SharePoint Foundation 2010 are as follows:
Environment Minimum Requirement

Database serverin | One of the following:
a farm
=  The 64-bit edition of Microsoft SQL Server 2008 R2.

= The 64-bit edition of Microsoft SQL Server 2008 with Service Pack
1 (SP1) and Cumulative Update 2.

NOTE: Deltek recommends SQL 2008 Sp3 with Vision 7.1

= The 64-bit edition of Microsoft SQL Server 2005 with Service Pack
3 (SP3).

NOTE: Even though SQL 2005 is supported for SharePoint
Foundation 2010, Deltek does not support SQL Server 2005 with
Vision 7.1 if you will be using the same database server for Vision
and SPF 2010.

For more information about choosing a version of SQL Server, see SQL Server
2008 R2 and SharePoint 2010 Products: Better Together (white paper) (SharePoint

Server 2010).
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#.] The Document Management installation does not check the edition, platform or
version of your SharePoint database server but the SharePoint 2010 Products
Configuration Wizard will and will fail to configure SharePoint until the database

prerequisites have been met.

For example, you may see an error similar to the following:

SharePoint Products Configuration Wizard |

W% SOL server at camagainetk353dbS has an unsupported version
'.0.' 10,0, 2710.0, Please refer to
== "http:/fqo.microsaft.com/fwlink/?LinkId=165751" for information
on the minimum required SQL Server versions and how to

download them.

Prerequisites

= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

= The domain service account used above will also be the SharePoint Service account.

=  Add this domain user to the local Administrators and [IS_IUSRS group on the Vision

server.

Single Tier Installation and Configuration Steps

Step | Where to Perform

Description

1. | Vision Web/Application
Server

Configure Vision Application Pool Identity to Be a Domain
Account

2. | Vision Web/Application
Server

Install Vision 7.1 Document Management and SharePoint
Foundation 2010

3. | Vision Web/Application
Server

Optional: Configure Authentication for the Vision Website

4. | Vision Web/Application
Server

Optional: Configure Service Principal Name (SPN) for
Vision Application Pool Identity

5. | SharePoint Web
[Application Server

Run the SharePoint 2010 Products Configuration Wizard

6. | SharePoint Web
[Application Server

Use SharePoint Central Administration to Complete the
SharePoint Configuration
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7. | SharePoint Web Optional: Configure SharePoint for a Custom URL
/Application Server

8. | SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

9. | Vision Web/Application Configure Document Management Service Account in
Server Weblink

10. | Vision Web/Application Configure Vision Document Management
Server

11.| Domain Configure Constrained Delegation — Not Required

12.| Domain Optional: Configure Protocol Transition — Not Required

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator
account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZKSN \DMServAcct3Tier

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.
10. Click OK three times to set the identity.

Install and Configure Vision 7.1 Document Management and
SharePoint Foundation (SPF) 2010

When you install Vision 7.1 Document Management SPF is automatically installed if your
Operating System platform is x64 (64-bit). If you are upgrading from a previous version of Vision
and/or already have SPF installed the changes made to your SPF installation are outlined below.
The steps to configure SPF are outlined in this section.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 Sp3.
= Installs SPF 2010, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\14\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

=  Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server dll into the Global Assembly Cache (GAC).
Install Vision Document Management and SharePoint Foundation

To install Vision Document Management and SPF 2010, complete the following steps:

1. As indicated at the beginning of this section, it is highly recommended that you install all
available Windows Updates prior to proceeding with the installation.

2. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

3. The installation will check to ensure that the 1S Role service, Windows Authentication, is
installed. If the Role Service is not installed, you are prompted to install it and the setup
exits:
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10.

11.

12.

¥ision (Document Management) - InstallShield Wizard E2

@% Setup has detected Windows YistafServer 2008 and determined
'-.. I that Windows Authentication is nok installed as a role service,

Please install and re-run setup. Setup will exit,

After installing the Windows Authentication IIS Role Service, re-run the Document
Management installation. The installation checks to ensure that Hotfix KB979917 is
installed (not applicable if you have Windows Server 2008 R2 Spl installed), which is a
SPF 2010 Prerequisite not installed by the Prerequisite Installer. If it is not installed you
are prompted to install it, the setup exits, and a browser window opens to display the
download site. Make sure to choose the correct x64 version; Vista is Server 2008 and
Win7 is Server 2008 R2.

. Setup has detected that KE979917 is not installed. This is a

'-Q-' Microsoft SharePaint Foundation 2010 requirement, For Server
2008 RZ please install "windowsé, 1-KES7991 7-xéd msu (win7 )
and re-run setup,  Setup will exit.

After installing the hotfix for KB979917 (if applicable), re-run the Document Management
installation.

When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

On the License Agreement page, select | accept the terms of the license agreement
and click Next.

When this message displays, click Yes because this is a single-tier installation of Vision
Document Management and this server will host both Vision and SPF 2010.

Quesktion

P8 Setup has detected that this is vour Delkek Vision webfapplication
! server, Wil this server also be your Microsaft Windows
sharePaoint Services web/application server?

On the Ready to Install the Program page, click Install to start the installation. The
installation automatically downloads SharePoint Foundation 2010, extracts the setup files
and installs SharePoint.

When the “Files extracted successfully” message displays, click the OK button to
continue the installation.

The installation will launch the SharePoint Foundation Prerequisite Installer to install all
prerequisite components.
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If there are errors installing any of these components you will see a dialog indicating that
the Prerequisite Installer failed and a link to open the log file and the installation will end.
The following is an example:

Question

log File?

=% Setup has detected Microsoft SharePoint Foundation 2010
| Prerequisite installer has failed with Return code {02C1=193) .
Setup will exit, Would vaou like ko open the PrerequisiteInstaller

The following is an excerpt from the Prerequisite Installer log file related to this error
which indicates a problem installing the Microsoft Chart Controls for Microsoft .Net

Framework 3.5:

2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26

08:
08:
08:
08:
08:
08:
08
08
08:
08:
08:
08:
08:
08
08:

Beginning download of Microsoft Chart Controls for Microsoft MET Framework 3.5

http:/rgo.microsoft. com/Fwlink 7LinkID=160383

Download timeout (OxS0072EE2=-2147012894)

retrying download from position (in bytes) (0x10B400=1084656)

size of download of "microsoft chart Controls for microsoft (NET Framework 3.5" in bytes s "1094656"
pownload of "Microsoft chart controls for Mmicrosoft .MET Framework 3.5" completed successfully
Installing Mmicrosoft chart Controls for microsoft .MET Framework 3.5

"CiNUsershADMINI-1. INENAppDatasLocal\Temph2hCha2 726, tmp.exe” /g Anorestart

Error: Unabhle to dnstall (0xC1=193

)
Error: [In HRESULT format] (0x800700C1=-2147024703)

LasT return code (OxC1=193)

Errar: The tool was unable to install microsoft chart controls for microsoft .NWET Framework 3.5.

Last return code (OxC1=153)

options for further diagnostics: 1.

Zannot retry

Look up the return code value 2. Download the prereguisite manually and w

To locate the Prerequisite Installer log file, check:

c:\users\<username>\appdata\local\temp\<numbered subdirectory>.

If there are errors installing any software prerequisites, download and install them
manually and then re-run the Document Management installation. Links to all software
prerequisites can be found at: http://technet.microsoft.com/en-us/library/cc288751.aspx.

If a reboot is necessary, a dialog box displays to indicate this and the installation ends.
The following is an example:

@5 Setup has detected that a reboot is required for the Prerequisite
! installation to complete, Please reboot and re-run the Deltek
Document Management installation, Setup will exit,

13. After resolving all issues with the prerequisite installations and/or rebooting as required,
start the Document Management installation again to complete the installation. You may
need to run the installation several times to complete.

14. The installation then launches the SharePoint Foundation installation routine. If there are
errors installing SharePoint, a dialog box displays with a link to open the log file.

15. After resolving any issues, start the Document Management installation again to
complete the installation.

16. When the InstallShield Wizard Complete page displays, click Finish.
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Optional: Configure Authentication for the Vision Website

“&J This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because delegation is not required for single tier deployments of Vision Document
Management, the additional configuration steps below are optional. However, if you do change
the default of enabling Kernel Mode Authentication you will be required to create an SPN which is
outlined in next section.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1IS, it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I¥ Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ﬂ
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clidk here for more information online
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Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

= Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

= Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

1. Click Start » All Programs » Accessaories.

2. Right-click Notepad, click Run as, and select the Administrator account.

@] This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

3. Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

4. Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:

<location path="pefault web site/vision"=
<SysTem. webservers>
=zdefaultDocument enabled="true":>
<files>
<remove value="index.htm" />
<add value="index.htm" />
=/Files>
=/defaultDocument>
<securit
<authentications
<windowsAuthentication enabled="true" W!}
<anonymousauthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentications
</security>
<staticContent>
=clientCache cacheControlMode="NoControl"™ />
</staticContent:>
</system. webservers>
</location=

6. Once the edits are complete, save your changes and restart 1S to make the changes
effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.
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Optional: Configure Service Principal Name (SPN) for Vision Application
Pool Identity

'EJ This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication and
Vision Document Management will work just fine on single tier installations as delegation is not
required.

However, if you opted to modify the default of enabling Kernel Mode Authentication for the Vision
web site as described in the preceding section, it will be necessary to create a Service Principal
Name (SPN) for the domain user running the Vision Application Pool Identity.

%.] Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

#.] The setspn tility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[HI See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Run the SharePoint 2010 Products Configuration Wizard

To run the SharePoint 2010 Products Configuration Wizard, complete the following steps:

1. Click Start » All Programs » Microsoft SharePoint 2010 Products » SharePoint 2010
Products Configuration Wizard. The Welcome page displays.
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SharePoint Products Configuration Wizard = B

Welcome to SharePoint Products

In arder to configure SharePaoint Products, vou will require the Following information:

m Name of database server and database where server Farm configuration data will be stared

m |sername and password For the database access account that will administer the server Farm

Click Nexk ko continue or Cancel ka exit the wizard, To run the wizard again, click on the Start Menu shortouk,

Mext = I Cancel

2. Click Next. The following dialog box displays.

SharePoint Products Configuration Wizard i |

The following services may have to be started or reset during
J l\ configuration:

Internet Information Services

SharePoint Administration Service V4

SharePoint Timer Service V4

Choose yes to restart the services if required and continue with
the configuration wizard or no to exit the configuration wizard.

3. Click Yes. The Connect to a server farm page displays.
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| SharePoint Products Configuration Wizard i o ] 3 |

Connect to a server farm

As=erverfarmis a collection of two or more computers that share configuration data. Do you wantto
connectto an existing serverfarm?

" Connectto an existing serverfarm
¥ Create a new server farm

9|

< Back | Mext = I Cancel [

4. Select the Create a new server farm option and click Next. The Specify Configuration
Database Settings page displays.

=101

Specify Configuration Database Settings

All serversin azerverfarmmust sharea configurationdatabase. Typethe databaseserver anddatabase
name, Ifthe database does not exist, it will be created. To reuse an existing database, the database must be
empty. Foradditional information regarding databaseserver security configuration and network access
pleasesee help.

Database serven |<ShareP0int DB Servers

Database name: ISharePoint_Conﬁg

Specify Database Access Account

Select an existing Wind ows account that this machine will always useto connect to the configuration
database. Ifyour configurationdatabase ishosted onanotherserver, youmust specify a domainaccount.

Typethe usernamein the form DOMAIN|\User_Name and passwordforthe account.

Username: |<D0main> \<Username >

Password: |"uuuc|

9|

< Back | MNext = I Cancel |

5. Enter the name of the database server to host the SharePoint configuration database and
accept the default database name: SharePoint_Config.
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B Login Properties - INETTESTZK8N\DocMgmtSvcAcctl

] sysadmin

Server
CAMOPSKEZTDE

Connection:

7 View connection properties

6. In Username, enter the domain and name of the Vision Application Pool Identity (as
configured earlier) as the username for the SharePoint database access account, and
enter the user’s password in Password.

7. Click Next. The Specify Farm Security Settings page displays:

SharePoint Products Configuration Wi
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8. Enter a Passphrase for your Farm.

9. Click Next. The Configure SharePoint Central Administration Web Application page
displays.

=101 x|

Configure SharePoint Central Administration Web Application

A SharePoint Central Administration Web Application allowsyou to manage configuration s ettings for a server
farm. The first server added to a serverfarm must host this web application. To specifya port number forthe
web application hosted onthis machine, checkthe box below and type a number between 1 and 85535, If
you do not specify a port number, a random one will be chosen.

{ Specify portnumber: Iguj.-',l

Configure Security Settings
Kerberos is therecommended security configuration to use with Integrated Windows authentication. Kerberos
requires special configuration by the domain administrator. NTLM authentication will work with amy
application poolaccountand the default domaincanfiguration. Show memaore information.
Choose an authentication provider for this Web Application.

" NTLM

¥ Meqgotiate (Kerberos)

9|

< Back | Mext = I Cancel |

10. Select the Specify port number check box and enter the port to be used for the
SharePoint Central Administration Web site and select the Negotiate (Kerberos) option
for the Authentication provider to use.

11. Click Next. The following dialog box displays.
5

. You have chosen to continue using Kerberos with Integrated
i I\ Windows authentication. Manual configuration steps by a domain
— administrator will be required to create a Service Principal Name
(SPM) in the Active Directory (AD). Do you want to use Kerberos
authentication?

Yes | Mo I

12. Click Yes to continue using Kerberos with Windows Authentication. The Completing the
SharePoint Products and Technologies Configuration Wizard page displays.
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SharePoint Products Configuration Wizard ¥ } ;lgli’

Completing the SharePoint Products Configuration Wizard

Thefollowing configuration settings will be applied:

= Configuration Database Server |CAMQAINEI'K38DBS |
m Configuration Database Name |ShareP0int_Conﬁg |
m Hostthe Central Administration Web Application |yes |
= Central Administration URL |hﬁp;;';'camqaineﬂds-.a.-bg:QDE|
m Authentication provider |Negot'ate (Kerberos) |

Click Next to apply configuration setfings.

Advanced Settings

9

< Back | Mext = | Cancel |

13. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

SharePoint Products Configuration Wizard ==

Configuration Successful

The Following configuration settings were successfully applied:

= Configuration Database Server |cam0psk8r23tdb |
= Configuration Database Mame |ShareP0int_ConFig_Stier_Z |
m Host the Central Administration Web Application |yes |
m Central Administration URL |http:,f,l'camopskBrZStrZ:SZIZ,l' |
m fythentication provider |Negotiate (Kerberos) |

Click. Finish to close this wizard and launch the SharePaint Central Administration website ta continue
configuring wour SharePoink installation. The users may be prompted by their web browser For the username
in the Form DOMAIMYser_MName and password ko access the sike., Ak that prompt, enter the credentials that
waou used ko logon ko this computer. Add this site to the lisk of trusted sites when prompted.

9|

14. Click Finish to finish the configuration process. The SharePoint Central Administration
page displays.
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Use SharePoint Central Administration to Complete the SharePoint
Configuration

To finish the SharePoint Configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is
launched.

Hedp Make SharePoint Better

Do you want to help make SharePoint better?
Lign up for the Customer Experience Improvement

o Lo o B LS boene Program and astomatically upload error reports to
nealy faednd mrrod Microsoft
€ Yes, 1 am willng to participats mendad
Moce Tnformaion " Mo, T don't wish t

Decide whether to sign up for the SharePoint Customer Experience Program and click
OK. The Configure your SharePoint Farm Wizard page displays.

& IHIMPORTANT!!

Do not use the SharePoint Farm Wizard. Doing so will cause Vision to stop functioning!
Instead, choose the Cancel button “No, | will configure everything myself”

ﬁrepoinrxn;: Central Administraton + Configuee your SharePoint Farm b

How do you want to configure your SharePoint
farm?

3. Click Cancel to configure everything yourself. The main Central Administration page
displays.
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A SharePoint 20 Central Administration

o
Can/tral i
Administrabon L fig 15
arag oot ditaka a
4
and Restore T a &
¥y a &y ek | Res
- E ol ’ _-', 2 &
Sk "'l 5
& *] £ ac
gurstion Wira - [ pgrade a b
c e cick
" GansTa -'|: 1 1 SETAGE L EranE B
_:L';\\

4. Under System Settings, select Manage Services on Server. The Services on Server
page displays:

Site Actions + gl

rat
- CARGALHE TR SEWED Canliguritis
Mar
5 SaTinGE
] imt
B e a - .
carmds knd b
) s z
Seinngs
" i
1 apre

5. Locate SharePoint Foundation Search and click Start.
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Know more.

Do more.™

Cantral A
~ tharePoint 200

q ALCOun
Sroker b moce the dadats 2. |:I.E1'|'EE-':-':I~ cﬂ'n-’-::.‘:::e‘;ﬁ
% e Lo ¥ Regatar nes mandged Sorount

= Content Acorus Adcount

Tra pesrch pervce will Socepr o content Lone T

feamnpiretcanaes
SR

[#55_Search_camquineT<3ewes

& Windows authentication (recommended)

€ 301 authentication
Account

Password

Failover Server

Failover Database Server

*fou can choose to associate a database with a specific
fallover server that is used in conjuction with SQL Server
database mirroring.

Ind Schedul
P oL Indexing schedule:

Configure the indexing Schedule. {" Minutes Starting every hour between
& Hourly 51 | minutes past the hour

and no lstar than

" Daily
51 | minutes past the hour

Start I

TR COMMUNICBoN, User names, passeands, and ary gther mlormssar wdll be e

et wn cleer fed. Fo

Cancel

6. Configure the search service to include the Service account and Content Access account

(use the same account information as your Vision Application Pool Identity).

7. Configure Search Database as shown above and click Start. After a minute or so, the

service’s status changes to Started.
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harePoint g Cenmal Administration » Services on Server; CAMOPS

30 SEATE oF Stop Ingtances of services
Eentra
administration
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Application Managemant
System Settings
Serveie
Monitoring
< - Start
Backisp and Restors
3 Shap
aeounty E
Thlkas Carvion St Start
Upgrade and Migration i i e avl 3
Starte :
Garmral Apphcation : ! e =
tings Microsoft Sharsfoint Foundation Sandboxed Code Service Stopped =tart
Corfsguratson Wizards Microsoit SharePoent Foundation Subscriotean Sethin a1 - Stopped Start
Micre ot ShyrePosnt Fognd s &b Annlicst Started Stop
Mcrasoft SharePoint Foundation Workfloe Temer Service Started Stop
Sharefoint Foundation Halp Search Started Stop
-

8. Click Application Management and then Manage Web Applications. The Web
Applications page displays.

Biirarse vt D ats

v e ' " i i
A it g F
I
o uA -

At B T - s
By sty
Ao
- ] €
General Ag B

r Wizard

9. Click the New button. The Create New Web Application page displays.
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reate New Web Apphcation

[pubtanm oot st T Direno s B2

Seurnily Cealiguration

10. Select Classic Mode Authentication as the Authentication type.

11. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port different that that being used for the Vision web site in Port.

SharePoint defaults to ‘SharePoint — 80" and ‘80’ as the site name and port, if you change
the port to be 81 (as shown), the web site name changes automatically to ‘SharePoint —
81

& Warning!

With SPF 2010, Vision and SharePoint cannot be installed to the same Web site.
Choosing to install SPF to the same website as Vision will cause Vision to no longer
function.

Alternatively, you can create a new Web site (different from the website Vision is installed
to) ahead of time using a different IP address or port and select the option to Use an
existing IS web site.

Note the entry in Path, which by default is the root of your WSS Web site in a directory
named after the port chosen under c:\inetpub\wwwroot\wss\virtualdirectories.
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Seraibty Confguraton

bt 0 Sw recormmerded

12. Select Negotiate (Kerberos) under Authentication provider.

13. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, you can configure SSL later, but
you must not configure SSL to be required as the web service calls from the Vision
Web/Application server cannot use SSL..

Database Meme and

Databags Sarver

[-amaareraTiana

atataze Sama

[or55_Certers_sacsitteedbbionibetll

Shiiibid BuEhirthation

14. Select the Create new application pool option and provide a name (Deltek
recommends using the same name as the Web site for consistence, for example,

SharePoint - 81).
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15. Using Network Service is not an option for SPF. Use the same account used for the
Deltek Vision Application Pool. NOTE: Since the SharePoint Application Pool will run as
a domain account, an SPN is required; however, since this application pool will run as the
same account as the Deltek Vision Application Pool, and you have already created an
SPN for that account, no additional SPN’s are necessary.

16. Verify the name of the server in Database Server. (It should be the same as that used
for the SharePoint configuration database server.) Accept the default in Database Name
and it is recommended to modify the name of the Content database to something more
recognizable (e.g. WSS_Content_SharePoint81).

17. Select Windows authentication (recommended) under Database authentication.
(This will use the SharePoint service account and Vision Application Pool Identity
configured previously.)

Servier Applcation
Connections

a -
al

o by

bz
tha Fa

18. Select the search server in Select Windows SharePoint Foundation search server
and click OK. The following dialog box displays.

Message from webpage

@% ‘ouhave chosen o continue using Kerberos with Integrated
'Q' wWindows authentication, Manual configuration steps by a damain

administrator will be required if the application pool's security
account is not Mebwork Service, Are vou sure you wank bo use
Kerberos authentication?

oK I Cancel |

19. Click OK to use Kerberos for Windows Authentication. After a few minutes, the
Application Created page displays. It indicates the status of the process to create a new
Web application.
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20. Do not click the link to Create Site Collection link at this time. It is still necessary to add
DeltekVision as a managed path with explicit inclusion before you create the site
collection.

21. Click OK, the Web Applications page displays.

E Browie Web Applications
;:’1 Manage Features Y Biocked File Type: =l s oy
o WX ' 2 & o i BB s

o Maniged Pathi Bt Perminions . Sl L,

Mew  Estend Delete  General Bithentication SelfServics Site User  Anorpmous Peemission
- Setingi = gl Senice Conmections Frovaden Creakion @ Wieh Part Security  Poliy Pl ey
| Cantribute Manage Securty Falicy

Central B
1 I Mame URL Port
Apphcation Managemert  SharePairt Central Adrminetest on vl bt AP eam oo sk Bra D arl s/ 3213
Fyaem Jetungs EharaPoird = 81 hittp:/feamepskBrdated 614 i

Monitaring

Backup and Restors
Security

Upgrade and Migration

General Apphicaton
Setungs

Configuratian Wizards

22. Select the SharePoint — 81 web application and click Managed Paths. The Define
Managed Paths page displays.
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Deefine Man:

Included Faths

Fatn

23. Enter DeltekVision in Path and select Explicit inclusion in Type and click Add Path.
24. Click OK. DeltekVision is now added as a Managed Path.

Daefine M

Incloded Path

x Dalete stlalied pathvd

Fatk

Add & B Palth

Speofy thee path witen ihe
L Firreipacs b ndds
Ty ol Sl ady N guact

pavh, o asl paths
subordngte i e speofed
path

e che i | ey

25. Click Application Management and select the Create Site Collection option under Site
Collections.

Document Management Installation Guide 65



'
" Deltek ermoe

Single Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint is NOT Installed

1 ERarePoint2mo Central Administration » App

=] Web Agplcations

Appheation Hanagement

L gtingey .| Site Colections
Porace < Samice Anplicabong
Databases

The Create Site Collection page displays.
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ol 520 B B el
& De e
Template Selection :
Select & template

ikl araton | Mestngs | Cullem
- |': ank Soe -

26. Enter Deltek Vision in Title and enter a description, if appropriate.

27. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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28. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

29. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

e Astiony il

; SharePoint 2010 Central Administratian »

30. Click the link for the top level site (in our example it is
http://camqainetk38whb9:81/deltekvision) to display the site.
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Welcome to your site!

31. The SharePoint configuration is complete. Close SharePoint Central Administration.

Optional: Configure SharePoint for a Custom URL

If you will be configuring your SharePoint server to use a custom DNS record for the URL (e.g.
http://sharepoint.company.com instead of http://servername.company.com http://servername),
then you must create additional SPNs and also create Alternate Access Mappings in SharePoint.
It is recommended that this step be completed before Vision Document Management is
configured in order to eliminate re-work.

See “Appendix B: Configure SharePoint for a Custom URL” for more information.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information Services to view these Web
sites:

= Default Web Site — This is your Vision Web Site
= SharePoint — 81 — This is your SPF 2010 Web Site

= SharePoint Central Administration Web Site
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' "!E'Inl:ernel: Information Services (I15) Manager

@;; [ 6 ¥ CAMOPSKBZTWAR » Sites »

File  Wiew Help

¢ - |Z |8
- %l5 Start Page
=95 CAMOPSKS2TWAR (INETTESTZKSN, administrator)
|2} Application Pools
- & Sites
&P Default Web Site
&P ShareFoint - 51
Q SharePoint Central Administration w3

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.
Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to:

c:\inetput\wwwroot\wss\Virtual Directories\<site>\bin

w.| By default, the <site> directory references the port chosen. In our example, the port is 81.

Configure Document Management Service Account in Weblink
You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
To configure the service account in Weblink, complete the following steps:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision

2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.
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B weblink
Weblink

iy Save M Test - B=l Change Password

@ Database Connection

= ) - 5
General|Re;ﬁ Report Server Configuration

Sharepoint Credentials

Polling Intervalsec) 3T [C] send errors to Deltek automaticaly
Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |v|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Mame | | SharePoint Password | ********* | |

= Windows Authentication (Application Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

*Deltek Yision - General System Setti Apple & Bartlett, PC - Period Ending 6,/30,/2005 - ¥7.0

LDDkLIDS| Email |Servers|LabeIs |Numbering |Synchr0nization Document Management | Audit Trail | Miscellaneous
i Configuration |

Enable Document Management

A General

Swskem Settings Server Name/IP | camopskaZtwar |
Cormpany Settings )

User Defined Components Vi) St (R

Lookup/Report Labels Current Sike | http: ficamopskaztwar 81 fdelkekvision |/O|

Calculated Fields
Cuskorn Repaort Sptions
Code Tables

DEp DD D D

m [ Testsite | [ viewsite |

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here.. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camopsk82twar.

5. Enter the portin Virtual Server Port. In our example the port is 81.

Click the Lookup icon to select the current site.
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#celect Web Site E3

[ http:/ camopskidztwar: 81 fdeltekvision (Delkek Wision)

(| |wEcnecle] |- —]

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Configure Constrained Delegation

Constrained Delegation is not required for Single Server installations.

Optional: Configure Protocol Transition

Protocol Transition is not required for Single Server installations.
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Single Tier Installation and Configuration for x86
(32-bit) Servers — SharePoint Already Installed

& HIMPORTANT!!
Please note the following for this configuration:

= In this configuration, Vision and SharePoint will be installed to the same
physical server.

= SharePoint is already installed on the server so the Vision Document
Management installation will NOT install SharePoint.

= The installation of SharePoint is WSS 3.0.

= Vision is installed to a different website than that being used for
SharePoint as they are not compatible when installed to the same
website.

= The Operating System for the server is x86 (32-bit).

Prerequisites
= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Identify the domain user account being used for the SharePoint Farm Administrator
account.

= Change the Application Pool Identity for the DeltekVisionAppPool to be the SharePoint
Farm Administrator account above (the Vision 7.1 installation sets this to be the local
DeltekVision account).

= Add this domain user to the local Administrators and IIS_IUSRS group on the Vision
server if not already done by the SharePoint installation.

Single Tier Installation and Configuration Steps

Step | Where to Perform Description

1. | Vision Web/Application Configure Vision Application Pool Identity to Be a Domain

Server Account
2. | Vision Web/Application Install Vision 7.1 Document Management
Server

3. | Vision Web/Application Optional: Configure Authentication for the Vision Website
Server

4. | Vision Web/Application Optional: Configure Service Principal Name (SPN) for

Server Vision Application Pool Identity
5. | SharePoint Web Use SharePoint Central Administration to Complete the
[Application Server SharePoint Configuration
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6. | SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

7. | Vision Web/Application Configure Document Management Service Account in
Server Weblink

8. | Vision Web/Application Configure Vision Document Management
Server

9. | Domain Configure Constrained Delegation — Not Required

10.| Domain Optional: Configure Protocol Transition — Not Required

Configure Vision Application Pool Identity to be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

#)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator

account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane

on the right hand side.
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZKSN \DMServAcct3Tier

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.
10. Click OK three times to set the identity.

Install and Configure Vision 7.1 Document Management

When you install Vision 7.1 Document Management the changes made to your existing WSS
installation are outlined below. The steps to configure WSS are outlined in this section.

@] 1f you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Document
Management” for manual setup instructions.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 Sp3.
= Installs WSS 3.0, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\12\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server dll into the Global Assembly Cache (GAC).

Install Vision Document Management

To install Vision Document Management, complete the following steps:
1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.
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5. When this message displays, click Yes because this is a single-tier installation of Vision
Document Management and this server will host both Vision and WSS 3.0.

Question

¥ server. will this server also be your Microsoft SharePaint

0' Setup has detected that this is wour Deltek Yision web/application
—  web/application server?

fes Mo |

6. On the Ready to Install the Program page, click Install to start the installation.

7. When the InstallShield Wizard Complete page displays, click Finish.
Optional: Configure Authentication for the Vision Website

"&J This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because delegation is not required for single tier deployments of Vision Document
Management, the additional configuration steps below are optional. However, if you do change
the default of enabling Kernel Mode Authentication you will be required to create an SPN which is
outlined in next section.

Identify if Kernel Mode Authentication Is Enabled
Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1IS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:
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I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:

<location path="Default Web Site/Vision">
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5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
<location path="pefault web site/vision"=
<system. webServers
<defaultDocument enabled="true">
<files>
<remove value="index.htm" />
<add value="index.htm" />
</Files>
=/defaultDocument>
<securit
<authentication>

<windowsAuthentication enabled="true" W!}
<anonymousAauthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContents>
<clientCache cacheControlMode="NoControl" /=
</staticContent:>
</system. webserver:>
</location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Optional: Configure Service Principal Name (SPN) for Vision Application
Pool Identity

“&J This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication and
Vision Document Management will work just fine on single tier installations as delegation is not
required.

However, if you opted to modify the default of enabling Kernel Mode Authentication for the Vision
web site as described in the preceding section, it will be necessary to create a Service Principal
Name (SPN) for the domain user running the Vision Application Pool Identity.

@] Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

"EA The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.
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To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[I:-" See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Use SharePoint Central Administration to Complete the SharePoint
Configuration

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

To create the Document Management SharePoint site collection, complete the following
steps:

1. Launch the SharePoint Central Administration application

2. Click Application Management and select the Define Managed Paths option.
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Know more.
Do more™

Home  Operations | Application Management

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

Wieww &l Site Content

Central defining managed paths,
Administration

= Operations Web Application

= fipplication Select a Web application,

Management
Included Paths

5] Recycle Bin x Delete selected paths
- i This list specifies which paths within the

web Application: | http://camqainetk3nwb1:81, ~

IUse the Check URL button to ensure

that the path yvou include is not already Type:

in use For existing sites or folders, which IEpricit inclusion = I
will open & new browser window with

that URL.

it Reions - |

Use this page to specify which paths in the URL namespace are managed by Windows SharePoint Services, Learn about

URL narmespace are managed by ity T

Windows SharePoink Services, - froot) Ezplicit inclusion
[ sites Wildcard inclusion

Add a New Path Path:

Specify the path within the URL |De|te|<'u'ision

namespace o include, You canindude

t path Il paths subordinat

tag iiascpggfie::lo;a?:h!:a F subordnate Maoke: Taoindicate the root path For this web application, type a slash

iy Check URL

3. Enter DeltekVision in Path and select Explicit inclusion in Type.
4. Click OK.

Home  Operations | Application Management

Central Administration = Application Management > Define Managed Paths

Define Managed Paths

Wigww Al Site Conkent

Central defining managed paths.
Administration

= Operations Web Application

« Application Select a Web application,

Managernenk
Included Paths

5] Recycle Bin X Delete selected paths
- b This list specifies which paths within the

web Application: | htkp://camgainetk3nwb1:81/ ~

IURL namespace are managed by et IR
Windows SharePoint Services, [ diroot) Explicit inclusion
[~ sites Wildcard inclusion
r deltekyvision Explicit inclusian

[~site Actions - |

Use this page to specify which paths in the URL namespace are managed by Windows SharePaint Services, Learn about

5. Click Application Management and select the Create Site Collection option under

SharePoint Site Management.
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Zentral Administration
ST . .
}%\0 Central Administration
Home  Operations | Application Managemenk

Central Administration = Application Management

Application Management

Wiew All Site Content

Central server or server Farm,
Administration

= Operations SharePoint Web Application Management
= Application 8 Create or extend Web application
Management .
= Bemaye. Shareboink from 113 MWeh st
o] Recycle Bin 8 Delete Web application

8 Define managed paths

8 yweb application outgoing e-mail settings
a web application general settings

@ Content databases

a Manage Web application Features

a YWeb application list

Application Security

a Security for Web Part pages

Welcome INETTESTZK 3N administrator = | @

" Site Actions - |

This page contains links to pages that help vou configure settings For applications and components that are installed on the

SharePoint Site Management

8 Create site collection

@ Delete site collection

8 Site use confirmation and deletion
8 Juoka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML wviewer

8 Document conversions

The Create Site Collection page displays.

Central Administration

% Central Administration

Home  Operations | Application Management

Create Site Collection

Wigw All Site Content Use this page to create a new top-level Web site.,

Central
Administration

= Cperations

= Application Web Application

Management Select a Web application,

2] Recycle Bin

Type a title and description for your nev site, The title will be displayed on

Specify the URL name and URL path to create a new site, or choose ko create
a gike at a specific path.

To add & new URL Path go to the Define Managed Paths page.

welcome INETTEST2K3M administrator ~ | (@)

| site Actions - |

Central Administration = Application Management > Create Site Collection

OK Cancel

web Application: | http://camqainetk3nwb1:81/ ~

Title and Description Title:

: |De\tek Vision
each page in the site,
Description:
=
[
Web Site Address LRL:

http://camgainetk3nwb1:81 ¥

6. Enter Deltek Vision in Title and enter a description, if appropriate.

7. From the URL drop-down list, select /deltekvision. This will be the top level root site for

Vision Document Management.
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Template Selection

A ke for teams to quickly organize, author, and share information. It provides
a document library, and lists For managing announcements, calendar items,
tasks, and discussions,

Primary Site Collection Administrator
Specify the administrator For this Web site callaction,

Secondary Site Collection Administrator
Specify the secondary administrator For this Wb site collection,

Quota Template

Select a predefined quota template to limit resources used For this sike
collzction,

To add & new quota termplate, go to the Manage Quota Templates page.

Select a kemplake:

Collsboration | Meetings

User name:

inettest2k 3nhadministrator

User name:

& W

linettest2k 3nYadministrator

|8 2

Select a quota kemplate:
IND Quota 'I
Storage limit:

Number of invited users:

QK Cancel

8. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

9. Select No Quotain Select a quota template and click OK. The Top-Level Site

Successfully Created page displays.

Central Adrministr ation

\b%}? Central Administration

Home  Operations | Application Management

Top-Level Site Successfully Created

Wiew All Sike Content:

Central clicking the URL, To return ko SharePoint Central Administration, click 0K,
Adrninistration

= Operations http:[framgainetkinsb 81 delekyision

= Application
Managerment

&/ Recycle Bin

welcome IMETTESTZ2K3M administratar + | @

;J ite Action »a

Central Administration > Application Management > Create Site Caollection > Top-Lewel Site Successfully Created %

The new, empty top-level site was created successfully with the specified URL. I you have permission to view the Web site, you can do so in a new browser window by

OK |

10. Click the link for the top level site (in our example it is
http://camqainetk3nwb1:81/deltekvision) to display the site.
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=181 x|
Fle Edt \“iew Favarites Tools Help | 11.'
o Back = 03 |:] @ A ‘ ,'-:' Search 7 Favorikes 451 | L1 =
Address I@j http:ffcamaainetk3nwb: 81 delkekyvision/defaulk. asps: j ﬂ Ga [ﬂ Links *
Deltek, vision |0 ko "http: [jcamgainetkanmbl ;51 deltekvisionydeF ault . aspx"
@@ Deltek Vvision [This =ite =] | P
Home Site Actions ~
——
Wiew All Sike Content
Announcements T
Documents [ '
Get Started with Windows SharePoint Services! | MW 71262007 12:26 PM U
et arsdDoctinrts by INETTEST2K 3N\ adrministr atar V! /5
Lists Microsoft: Windows SharEPnir!t Services he\ps you to be more effective by connecting people, information, %doWs
and documents, For information on getting started, see Help, v .
= Calendar SharePoint Services
= Tasks = Add new announcerment
Discussions Links T
Calendar M
= Team Discussion There are currently no Favorite links to
There ate currently no upcoming events, To add a new event, click "Add new event” below, display. To add a new link, click "Add new
Sites = Add new event link belov,
People and Groups E Add new link
2] Recycle Bin
=
@ Done ’_ ’_ ’_ % Local intranet

11. The SharePoint configuration is complete. Close SharePoint Central Administration.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory.

Identify your IIS configuration to specifically identify which website and port SharePoint is
using as well as which website and port Vision is using.

If SharePoint was extended to the Default Web Site then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetput\wwwroot\bin

If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

ﬁfy By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
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To configure the service account in Weblink, complete the following steps:
1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.

[
'~ Weblink

0O

4 Save B Test - B=l Change Password |

=

& Database Connection

GeneraI|Re|: =l Report Server Configuration

Sharepoint Credentials
Polling Intervalzec) 30 [[] send errors to Deltek automaticaly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |V|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Name | | SharePoint Password | “““““““““ | |

= Windows Authentication {Application Fool 1L:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.
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*Deltek Yision - General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥7.0

shboard ,® Search @ Option:

| Navigation | & General System Settings
= e (2) Help
Lookups| Email |Servers|LabeIs |Numbering |Synchr0nization Document Management | Audit Trail | Miscellaneous
o Configuration

Enable Documnent Management

Bl A General

N System Settings Server Mame/IP | camopskdztwar |
48 :

o Company Sethings )

A User Defined Companents Witaee!| e (et

A LookupfReport Labels Current Site |http:,l’,l’camopskBthar:Sl,fdeltekvision ,O|
A Caleulated Fields

48 : —_
s Custom Repart Options | Testsite | | viewsite | New Site |
N Code Tables r|

Select the Enable Document Management check box.

4. Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camdevk82twar

Enter the port in Virtual Server Port. In our example the port is 81.

6. Click the Lookup icon to select the current site.

*Gelect Web Site E3

EJ. htbpsffcamopskazwar: &1 fdeltekyision {Deltek Yision)

| Canicel || Helpn |

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Configure Constrained Delegation

Constrained Delegation is not required for Single Server installations.

Optional: Configure Protocol Transition
Protocol Transition is not required for Single Server installations.
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Single Tier New Installation and Configuration for
x64 (64-bit) Servers — SharePoint Already Installed

& HIMPORTANT!!
Please note the following for this configuration:

= In this configuration, Vision and SharePoint will be installed to the same physical
server.

=  SharePoint is already installed so the Vision Document Management installation
will not download or install SharePoint.

= The installation of SharePoint can be either WSS 3.0 x64 or SharePoint
Foundation 2010.

= Vision is installed to a different website than that being used for SharePoint as
they are not compatible when installed to the same website.

=  The Operating System for the server is x64 (64-bit).

Prerequisites

= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Identify the domain user account being used for the SharePoint Farm Administrator
account.

= Change the Application Pool Identity for the DeltekVisionAppPool to be the SharePoint
Farm Administrator account above (the Vision 7.1 installation sets this to be the local
DeltekVision account).

= Add this domain user to the local Administrators and 1IS_IUSRS group on the Vision
server.

Single Tier Installation and Configuration Steps

Step | Where to Perform Description

1. | Vision Web/Application Configure Vision Application Pool Identity to Be a Domain

Server Account
2. | Vision Web/Application Install Vision 7.1 Document Management
Server

3. | Vision Web/Application Optional: Configure Authentication for the Vision Website
Server

4. | Vision Web/Application Optional: Configure Service Principal Name (SPN) for

Server Vision Application Pool Identity
5. | SharePoint Web Use SharePoint Central Administration to Complete the
/Application Server SharePoint Configuration
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6. | SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

7. | Vision Web/Application Configure Document Management Service Account in
Server Weblink

8. | Vision Web/Application Configure Vision Document Management
Server

9. | Domain Configure Constrained Delegation — Not Required

10.| Domain Optional: Configure Protocol Transition — Not Required

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

#)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator

account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)

Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZKSN \DMServAcct3Tier

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.
10. Click OK three times to set the identity.

Install and Configure Vision 7.1 Document Management

When you install Vision 7.1 Document Management the changes made to your SPF installation
are outlined below. The steps to configure SharePoint are outlined in this section.

@] 1f you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Document
Management” for manual setup instructions.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 Sp3.
= Installs SPF 2010, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\14\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server dll into the Global Assembly Cache (GAC).

Install Vision Document Management

To install Vision Document Management, complete the following steps:
1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.
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5. When this message displays, click Yes because this is a single-tier installation of Vision
Document Management and this server will host both Vision and SPF 2010.

Quesktion
'0 Setup has detected that this is wour Deltek Vision web/application

_.-' server, Will this server also be vour Microsoft Windows
= SharePaint Services web/application server?

6. On the Ready to Install the Program page, click Install to start the installation.
7. Click Install to start the installation.

8. When the InstallShield Wizard Complete page displays, click Finish.
Optional: Configure Authentication for the Vision Website

'ﬁJ This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

IIS Kernel Mode Authentication

The default configuration of IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because delegation is not required for single tier deployments of Vision Document
Management, the additional configuration steps below are optional. However, if you do change
the default of enabling Kernel Mode Authentication you will be required to create an SPN which is
outlined in next section.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of IIS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:
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I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:

<location path="Default Web Site/Vision">
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5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
<location path="pefault web site/vision"=
<system. webServers
<defaultDocument enabled="true">
<files>
<remove value="index.htm" />
<add value="index.htm" />
</Files>
=/defaultDocument>
<securit
<authentication>

<windowsAuthentication enabled="true" W!}
<anonymousAauthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContents>
<clientCache cacheControlMode="NoControl" /=
</staticContent:>
</system. webserver:>
</location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Optional: Configure Service Principal Name (SPN) for Vision Application
Pool Identity

“&J This is an “Optional” step for single tier installations and only required if the default
configuration does not work for your setup.

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication and
Vision Document Management will work just fine on single tier installations as delegation is not
required.

However, if you opted to modify the default of enabling Kernel Mode Authentication for the Vision
web site as described in the preceding section, it will be necessary to create a Service Principal
Name (SPN) for the domain user running the Vision Application Pool Identity.

“&J Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

?A The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:

setspn —A http/<Vision Web/App Server name> <domain app pool identity>
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I

For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
Repeat for the FQDN of the server.
For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com

inettest2k3n\dmservacct3tier

See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Use SharePoint Central Administration to Complete the SharePoint
Configuration

&

I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

Create Document Management SharePoint Site Collection

The following instructions are for SharePoint Foundation 2010. If you have Windows SharePoint
Services 3.0 x64 installed as your version of SharePoint, refer to page 110 for specific
instructions for that platform.

1.
2.
3.

Launch the SharePoint 2010 Central Administration application
Click Manage Web Applications under Application Management.

Select your SharePoint web application and click Managed Paths. The Define Managed
Paths page displays.
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Deefine Man:

Included Faths

Fal

4. Enter DeltekVision in Path and select Explicit inclusion in Type and click Add Path.
5. Click OK. DeltekVision is now added as a Managed Path.

Daefine M

Incloded Path

x Dalete stlalied pathvd

Fatk

Add & B Palth

Speofy thee path witen ihe
L Firreipacs b ndds
Ty ol Sl ady N guact

pavh, o asl paths
subordngte i e speofed
path

e che i | ey

6. Click Application Management and select the Create Site Collection option under Site
Collections.

Document Management Installation Guide 94



'
" Deltek ermoe

Single Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint Already Installed

1 ERarePoint2mo Central Administration » App

=] Web Agplcations

Appheation Hanagement

L gtingey .| Site Colections
Porace < Samice Anplicabong
Databases

The Create Site Collection page displays.

Ca
: = o |
anageme
Weh Applcation
Syibi e e i Web Loehoabon:  Wp ) feamgainslkIBwha f -
B & To e & new web spploaton oo o Mew W CFET g
e e Tithe s Drncription
o '-.-.-"--"' fehoription for pour nes sae. The tke ol be dented o [Zeiet i ! |

Web %ie Address

Spenfy the URL s ird LRLL par o (T8R0E B Nl s, o CTocse 10 hitp:/ [camaainetiia dekekvgen =
ol 520 B B el
& De e
Template Selection :
Select & template

ikl araton | Mestngs | Cullem
- |': ank Soe -

7. Enter Deltek Vision in Title and enter a description, if appropriate.

8. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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S Actions

glact @ Ll

Collsborsticn | Mastiogs | Custom

Prnsary Ste (oleclion Admigrmiralor
Soealy the & witier for g irie coliechon, Oniy one uper loor can be || | 8 i1l
DFORADED BabILFDY P DUDS A TR S ed
trcondary it Colleclon Admanistralor
zar name

v apealy & sy St Coler IO SO R ¥ D e T |

ah b pr rodied; Sedunly o are Sl g B
Quota Template -

o I Caeni | &

9. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

10. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

e Astiony il

; SharePoint 2010 Central Administratian »

11. Click the link for the top level site (in our example it is
http://camqainetk38whb9:81/deltekvision) to display the site.
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Welcome to your site!

B Cusmemas the Gueck taunc =

12. The SharePoint configuration is complete. Close SharePoint Central Administration.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory.

Identify your IIS configuration to specifically identify which website and port SharePoint is
using as well as which website and port Vision is using.

If SharePoint was extended to the Default Web Site then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetput\wwwroot\bin

If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

‘ﬁ,l By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink
You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
To configure the service account in Weblink, complete the following steps:
1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
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4. Inthe Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.

B Weblink

Weblink

ix Save B Test - Bl Change Password

@ Database Connection

GeneraI|Re|: & Report Server Configuration

Sharepoint Credentials

Polling Intervalsec) 3T [] send errors to Deltek automaticly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) | - |

| Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservacct2ter |

Database Mame | | SharePoint Password | ********* | |

= Windows Authentication (Applhication Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

*Deltek Yision - General System Setti Apple & Bartlett, PC - Period Ending 6,/30,/2005 - ¥7.0

[ .I\Iauigation

Foowm B

_ LDDkLIDS| Email |Servers|LabeIs |Numbering |Synchr0nization Document Management | Audit Trail | Miscellaneous
a Configuration |

Enable Document Management

Bl A General

R
=
R
=
R
=
R

System Settings Server Mame/IP | camopskdztwar |
Company Settings )

User Defined Components Wirtual Server Port

Lookup/Report Labels Current Site | http://camopskEztwar 81 fdelkekvision |,O|

Calculated Figlds

Custom Repart Cptions r| [ E ] [ View Site ]

Code Tables

Select the Enable Document Management check box.

4. Enter the name of the server hosting Document Management. This should be the server
name only, FQDN's or custom DNS values are not needed here.. Enter this value without
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the protocol prefix (for example, remove the http://). In the illustration above, the value is
camopsk82twar.

5. Enter the port in Virtual Server Port. In our example the port is 81.

6. Click the Lookup icon to select the current site.

#select wWeb site

E http:/{camopskidztwar: 81 fdeltekvision (Delkek Vision)

1| cancedl | [ Heln |

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Configure Constrained Delegation

Constrained Delegation is not required for Single Server installations.

Optional: Configure Protocol Transition

Protocol Transition is not required for Single Server installations.
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Multi Tier New Installation and Configuration for
x86 (32-bit) Servers — SharePoint is NOT Installed

& IHIMPORTANT!!

Please note the following for this configuration:

In this configuration, Vision and SharePoint will be installed to separate physical
server and SharePoint is NOT yet installed.

The Vision Document Management installation will install Windows SharePoint
Services 3.0. SharePoint Foundation 2010 is not supported for this

configuration.

The Operating System for the server is x86 (32-bit).

Prerequisites

= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

= The domain service account used above will also be the SharePoint Service account.

= Add this domain user to the local Administrators and [IS_IUSRS group on the Vision
server.

Multi Tier Installation and Configuration Steps

Step Where to Perform Description

1. Vision Web/Application | Configure Vision Application Pool Identity to Be a
Server Domain Account

2. Vision Web/Application | Grant Local Security Policy Rights to Vision Application
Server Pool Identity

3. Vision Web/Application | Install Vision 7.1 Document Management on the Vision
Server Web Server

4, Vision Web/Application | Configure Authentication for the Vision Website
Server

5. Vision Web/Application | Configure Service Principal Name (SPN) for Vision
Server Application Pool Identity

6. SharePoint Web Install Vision Document Management on the WSS
/Application Server Server

7. SharePoint Web Run the SharePoint Products and Technologies

/Application Server

Configuration Wizard
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8. SharePoint Web Use SharePoint Central Administration to Complete the
/Application Server SharePoint Configuration

9. SharePoint Web Optional: Configure SharePoint for a Custom URL
/Application Server

10. SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

11. Vision Web/Application | Configure Document Management Service Account in
Server Weblink

12. Vision Web/Application | Configure Vision Document Management
Server

13. Domain Configure Constrained Delegation

14. Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

'ﬁJ For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1. Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

2. Log on to the domain on the Vision Web/application server using an Administrator
account.

3. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

4. Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)

Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZI(SN\DMSerV.ﬁ.cctB'ﬂer

Password:

Confirm password:

[ o 1|

Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.

10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

imi Local Security Settings Log on as a service Propetrties

File  Action Wiew Help

eomam>xgBd

@ Securiby Settings
-8 Account Policies
-8 Local Policies
{E-C8 audit Palicy

Local Security Setting | Explain Thiz Setting I

,ig%

Log on az a service

Jd

¢ 28 User Rights Assignment

¢ E-8 Security Options

(2 Public Key Policies

[:I Software Restriction Policies
g IP Security Policies on Local Comn)

"5-1-5-21-2103952585-244864 9701 -1617223860-1007

Add User or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management and

WSS 3.0

When you install Vision 7.1 Document Management WSS is automatically installed if your
Operating System platform is x86 (32-bit). If you are upgrading from a previous version of Vision
and/or already have WSS installed the changes made to your WSS installation are outlined

below. The steps to configure WSS are outlined in this section.

#J

If you would prefer not to run the Vision Document Management installation on an

existing installation of SharePoint, refer to “Appendix C: Manual Installation of Document

Management” for manual setup instructions.
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The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 SP3.
= Installs WSS 3.0 when run on the SharePoint web server if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\12\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).
Install Vision 7.1 Document Management on the Vision Web Server

@] You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management on the Vision Web server, complete the
following steps:

1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

5. When the following message displays, click No because this is a multi-tier installation of
Vision Document Management and your Vision Web server will not host WSS 3.0.

Question

=S\ Setup has detected that this is your Delek, Yision webfapplication
! server, Will this server also be vour Microscoft SharePaoint
= web/application server?

6. When the following message displays to remind you to run the setup on the WSS server,
click OK.

¥ision {Document Management) - Installshield Wizard

. Flease be sure bo run this sstup on your Microsaft Windows

! sharePaint Services web/application server in addition to this
T server.

7. Onthe Ready to Install the Program page, click Install to start the installation.
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8. When the InstallShield Wizard Complete page displays, click Finish.
Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1IS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I¥ Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ﬂ
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clidk here for more information online

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
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Web/application server. Two possible configurations allow Document Management to
function properly:

= Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

= Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

1. Click Start » All Programs » Accessories.

2. Right-click Notepad, click Run as, and select the Administrator account.

@] This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

3. Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

4. Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:

<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<remove value="index.htm" />
<add value="index.htm" />
</Files>
=/defaultDocument>
<securit
<authentication>
<windowsaAuthentication enabled="true" W!}
<anonymousAauthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContents>
<clientCache cacheControlMode="NoControl" /=
</staticContent:>
</system. webserver:>
</location=

6. Once the edits are complete, save your changes and restart 1IS to make the changes
effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.
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However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

"&J Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[:Ell See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the WSS Server

To install Vision Document Management on the WSS server, complete the following steps:
1. Download DeltekVision7.1DM.exe and run the setup on your WSS server.
2. On the first Document Management Installation Wizard page, click Next.

3. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

4. When the following message displays to remind you to run the setup on the Vision
web/application server if you haven't already, click OK.

¥ision (Document Management) - Installshield Wizard Ed

i . b Please be sure bo run this setup on wvour Delkek Yision
* webjapplication server in addition to this server,
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5. Onthe Ready to Install the Program page, click Install to start the installation. The
installation automatically downloads Windows SharePoint Services 3.0, extracts the WSS
3.0 setup files, and installs Windows SharePoint Services.

6. When the “Files extracted successfully” message displays, click the OK button to
continue the installation.

7. When the InstallShield Wizard Complete page displays, click Finish.
Run the SharePoint Products and Technologies Configuration Wizard

To run the SharePoint Products and Technologies Configuration wizard, complete the
following steps:

1. Click Start » Administrative Tools » SharePoint Products and Technologies Wizard.
The Welcome page displays.

"{a SharePoint Products and Technologies Configuration Wizard 0] =l

Welcome to SharePoint Products and Technologies

In order to configure SharePoint Products and Technologies, you will require the Following information:

» Mame of database server and database where server Farm configuration data will be stored

» Username and password for the database access account that waill administT%:he server farm

Click Mesct ko continue or Cancel to exit the wizard, To run the wizard again, click on the Start Menu shorkbeut,

2. Click Next. The following dialog box displays.

SharePoint Products and Technologies Configuration ¥ B |

'E The Following services may have to be starked or reset during configuration:
L

Internet Information Services
SharePoint Adminiskration Service
SharePoint Timer Service

“hoose ves to restart the services if reguired and conkinue with the configuration wizard
or no ko exit the configuration wizard.

3. Click Yes. The Connect to a server farm page displays.
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'{a SharePoint Products and Technologies Configuration Wizard

Connect to a server farm

A server Farm is a collection of bwao or more computers that share configuration data, Do vou want to
conneck to an existing server Farm?

[ ‘es, I wank to connect to an existing server Farm

& fio, Twant to create a New setver Farm §

=101 x|

4. Select the No, | want to create a new server farm option and click Next to display the

Specify Configuration Database Settings page.

"fa SharePoint Products and Technologies Configuration ¥izard

Specify Configuration Database Settings

All servers in a server Farm must share a configuration database, Type the database server and database

empty. For additional information regarding database server security configuration and network access
please see help,

Database server: Jeamgainetkandsz

Database name: IShareF‘oint_ConFig

Specify Database Access Account

Select an existing Windows account that this machine will always use to connect ta the configuration

Type the username in the Form DOMAINUser_Name and password For the account.

Username: |inettest2k3n'l,dmservacct3tier 1

Password; I.........l

database. If your configuration dakabase is hosted on another server, you must specify a domain account.

=01 =]

name. If the database does not exist, it will be created. To reuse an existing database, the database must be

5. Enter the name of the database server to host the SharePoint configuration database and

accept the default database name: SharePoint_Config.
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B Login Properties - INETTESTZK8N\DocMgmtSvcAcctl
=f

] sysadmin

Server
CAMOPSKEZTDE

Connection:

7 View connection properties

6. Enter the domain and name of the Vision Application Pool Identity (configured and added
to the local administrator group on the WSS server) as the Username for the SharePoint
database access account and enter that user’'s Password.

7. Click Next. The Configure SharePoint Central Administration Web Application page
displays.
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Ii'é SharePoint Products and Technologies Configuration Wizard

=10 x|

Configure SharePoint Central Administration Web Application

A sharePaint Central Administration Web Application allows vou to manage configuration settings For a server
fFarmn. The first server added to a server Farm must host this web application. To specify a port number For the
web application hosted on this machine, check the box below and type a number between 1 and 65535, IF
wou do not specify a port number, a random one will be chosen.

¥ Specify port number: |4D4DB

Configure Security Settings

Kerberos is the recommended security configuration to use with Integrated Windows authentication. Kerberos
requires special configuration by the domain administrator, MTLM authentication will waork with any

application pool account and the default domain configuration. Show me mare informakion.

Choose an authentication provider For this Web Application,

 NILM

8. Specify the port to be used for the SharePoint Central Administration Web site and select

Negotiate (Kerberos) for the authentication provider.

9. Click Next. The following dialog box displays.

SharePoint Products and Technologies Configuration Y x|

'f ¥ou have chosen ko continue using Kerberos with Inkegrated \Windows authentication,
L

tanual configuration steps by a domain administrator will be required to create a Service
Principal Marme {SPM) in the Active Directory (A0). Do you wank to use Kerberos
authentication?

10. Click Yes to continue using Kerberos with Windows Authentication. The Completing the

SharePoint Products and Technologies Configuration Wizard page displays.
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"{a SharePoint Products and Technologies Configuration Wizard [:% 0] =l

Completing the SharePoint Products and Technologies
Configuration Wizard

The Following configuration settings will be applied:
= Configuration [atabase Server camgainetksndbz
# Configuration Database Name SharePaint_Config

» Host the Central Administration Wweb Application ez

» Central Administration URL http:/fcamqainetk3nss1:40
* fAuthentication provider Megatiate (Kerberos)

Click Mesct to apply configuration settings.

" pdvanced Settings

= Back | Mexk = | Cancel |

11. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

"fa SharePoint Products and Technologies Configuration Wizard o [ e

Configuration Successful

The following configuration settings were successfully applied:

» Configuration Database Server |camqainetk3ndh2 |
» Configuration Database Mame |ShareP0int_C0nFig |
» Host the Central Administration ‘Web Application |\yes |
# (Central Administration URL |http:,|',|'camqainetk3nssl :4D4US,I'|
= Authentication provider |Negc-tiate (Kerberos) |

R

Click. Finish to close this wizard and launch the SharePoint Central Administration homepage. Inkernet

Explorer users may be prompted for a username in the form DOMAIN|User_Mame and password ko access

the site, Ak khat prompt, enter the credentials that vou used to logon ko this computer, Add this site to the list
of trusted sites when prompted.

12. Click Finish to finish the configuration process. The SharePoint Central Administration
page displays.
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Use SharePoint Central Administration to Complete the SharePoint
Configuration

To complete the SharePoint configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is

launched.

File Edit  View

Favarites

Tools  Help

JEIES
&

QEack - £ - [ 2] o | ) Search <% Favorites % | Rt B

Address I@ http:fframgainetk3nss]: 40408/ default, aspx

B> = |Links »

Central Adminiskration

Home | Cperations

%’ Central Administration

Application Management

Welcome INETTEST2K3M | administratar « | @ _{2

SSTEEREETrE—

Wiews Al Site Conkent

Central
Administration

= Cperations

= Application
Management

] Recycle Bin

Administrator Tasks v Resources v
Type  Order  Title ) Assigned To There are currently no
Qa 1 READ FIRST - Click this ik for ;‘E‘?;'fe'ﬂl‘;ls” cclii'csfl.?;adm
. - 4
deplayment instruckions L HEW nete linke” bl
2 Incoming e-mail settings ! HEw X
4 2 2 & Add new link
l_‘] 3 ukgoing e-mail settings 1 HEw
a 4 Create SharePuoint Sites ! HEW
[ 4 Configure WarkFlaw Settings | HEw
| 15  Diagriostic logging settings ! Hew
3 16  &dd anti-virus prokection ! vew
= Add new task
Farm Topology v
Server Services Running
camgainetk3ndbz Windows SharePoint Services
Database —]
CAMQAINETKINSS1  Central Administration
windows SharePoint Services Incoming
E-Mail
windows SharePoint Services Web j

@ Dane

’— ’— ’— ’_ ’_ [« Local intranet

2. Click Operations. The Operations page displays.
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Central Administration

;%\0 Central Administration

Home | Operations | Application Management

Central Administration = Cperations

Operations

Wiew All Site Content

Central

Administration applications,

= Operations
o Topology and Services
= fpplication
Management o Servers in Farm
: Recycle Bin O Services on server
8 Oukgoing e-mail settings
& Incoming e-mail settings

8 Approvefreject distribution groups

Security Configuration

B Service accounts

8 Information Rights Management

‘Welcome INETTESTZK 3Madminiskrator | @

;lll-l’ill! 10T pa

This page contains links to pages that help vou manage your server or server Farm, such as changing the server Farm
topology, specifying which services are running on each server, and changing settings that affect mulkiple servers ar

Global Configuration

a Timer job status
a Timer job definitions
8 Alernate access mappings %

a Manage Farm features

a Solution management

Backup and Restore

a Perform a backup

8 Backup and restore history

8 Antivirus 8 Restore from backup
8 Elacked file bypas 8 Backup and restore job status
e PR

3. Click Services on Server under Topology and Services to configure the SharePoint

Services search.

Central Administration

%%\O Central Administration

Home | Operations | Application Management

Services on Server:

Wi All Site Content

Central

Complete all steps below
Administration

« Operations Fl Server: | CAMQAINETK3NSS1 ~
= Application [ Start services in the table below:
Management

o] Recycle Bin S
Central Administration

Windows SharePoint Services Incoming
E-Mail

windows SharePoint Services Search

windows SharePoint Services Web
Application

Welcorne INETTESTZK 3Myadminiskrator = | @

;lll-l’ill! 10T pa

Central Administrakion > Operations > Services an Server

CAMQAINETK3NS51

Wiew: Configurable -
Comment Status Ackion
Started Stop
Started Stop
Required on Farm, not running Stopped Skart
Started Stop

= When finished, return to the Central Administration home page

4. Locate the Windows SharePoint Services Search option and click Start.
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Central Administration

Home | Dperations

Wi All Site Content

Central
Administration

= Cperations
= Application
Management

2] Recycle Bin

% Central Administration

Application Management

Welcome IMETTESTZK3M administrator -~ | @

| site actions - |

Central Administration = Operations = Services on Server = Windows SharePoint Services Search Service

Sektings

Configure Windows SharePoint Services Search Service
Settings on server CAMQAINETK3NSS1

Ise this page to configure Windows SharePoint Services Search Service Settings,

Wiarning: this page is not encrypted for secure communication, User names, passwords, and any other
information will be sent in clear text, For more information, contact your administrator,

= Service Account

The search service will run using this
account,

The search service account musk nok be a
built-in account inorder bo access the
database. Examples of builk-in accounts
are Local Service and Metwork Service,

= Content Access Account

The search service will access all content
using this account,

The account will be added to the Full
Read policy, giving it read-only access to
all conkent,

User name

|inettest2k3n\dmservacct3tier

Password

User name
|inettest2k3n\dmservacct3tier

Password

For proper search functionality and
infarmation security, do not use an
administrator account, and do not use
accounts that can modify content.

= search Database

Ise of the default database server and
database name is recommended For most
cases, Refer bo the administrator's guide
for advanced scenarios where specifying
database infarmation is required.

s of Windows authentication is
strangly recarmmended. Touse SOL
authentication, specify the credentials
wihich will be used to connect ko the
database.

Indexing Schedule
Configure the indexing Schedule,

Database Server

|camqainetk3ndb2

Database Mame

|WS5_Search_CAMQAINETKINSS1

Database authentication

& windows authentication {recommended)

™ S0L authentication
Accounk

Password

Indexing schedule:

" Every |5 Minukes
L& Hourly between I and I minukes past the hour
i Diaily

Between |12 aM || o00 -]

and IlZF\M v”DD vI
Stark I Cancel

5. Configure the search service to include the Service account and Content Access account
(use the same account information as your Vision Application Pool Identity).
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6. Configure Search Database as shown and click Start. After a minute or so, the service’s
status changes to Started.

Central Administration welcame IMETTEST 2K 3N administratar = | @
3 . .
}@ Central Administration

Haorme | Dperations | Application Management ;ul\-.uluuupa

Central Administration = COperations > Services an Server

Services on Server; CAMQAINETK3NSS1

Wiew &l Site Content

Central Complete all steps below

Administration

= Cperations El Server: | CAMQAINETK3NSS -

= Application [ Start services in the table below:

Managemenk
Yiew:  Configurable -

&] Recycle Bin Service Comment Status Action
Central Administration Started Stop
Windows SharePoint Services Help Started Stop
Search
wWindows SharePoint Services Incoming Started Stop
E-Mail
WWindows SharePoint Services Web Starked Skop
Application

= When finished, return ta the Central Administration home page

s

7. Click Application Management to configure the SharePoint Web Application.

Central Administration Welcarne INETTEST 2K 3Madrministrator = | @
3% .. .
}%\O Central Administration

Home — Operations | Application Managemenk ;u!-l'nllluun-a

Central Administration > Application Management

Application Management

Wiews All Site Content This page contains links to pages that help vou configure settings Ffor applications and components that are installed on the
Central serwer or serwer Farr,
Administration

= Operations SharePoint Web Application Management SharePoint Site Management
3 gl et ® {reate. o sxtend Weh annlcation B Create site callection
Management
8 Remove SharePaint from 115 Web site 8 Delete site collection
2] Recycle Bin 8 Delete Web application 8 Site use confirmation and deletion
o Define managed paths 8 Quoka templates
a web application outgaing e-mail settings 8 Site colleckion quatas and lacks
a YWeb application general settings 8 Site colleckion administrators
@ Content databases @ Site collection list

a Manage Web application Features

o Web application list External Service Connections
@ Records center

Application Security o HTML viewer

8 Security For Web Part pages 8 Document conversions

8. Select the Create or extend Web application option. The Create or Extend Web
Application page displays.

Document Management Installation Guide 116



Deltek kwumore.

Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

Central Administration

%\0 Central Administration
Home  Operations | Application Management

Central Administration > Application Management > Create or Extend Web Application

Create or Extend Web Application

Welcome INETTEST 2K3M\administrator =

View All Site Content Lse this page to create a new Windows SharePoint Services application or to extend an existing application to another 115

Central Web Site. Learn about creating or extending Web applications.
Administration
= Jperations iﬁg::'létais-nharePomt Web Create a new Web application
= Application Creating a new Web application is the S o
Management most common aption. When creating a Extend an existing Web application
new SharePoint Web application, you
2] Recycle Bin create a new database to store data,

and define the authentication method
used to connect the SharePoint
application to that database.

Choose Extend an existing web
application if you need to have separate
115 Web Sites that expose the same
content to users. This is typically used
for extranet deployments where
different users access content using
different domains, This option will reuse
the content database from an existing
Web application.

9. Click Create a new Web application. The Create a New Web Application page displays.

Central Administration %
% Central Administration

Home  Operations | Application Managemenkt m

Central Administration = Application Management = Create or Extend Web Application = Create Mew web Application

Create New Web Application

‘welcome INETTESTZK My administrator = |

Wiews All Sike Conkent Use this page to create a new Windows SharePoint Services Web application. Learn about creating or extending Web applications.

g:lnt_ra_lt ti wiarning: this page is not encrypted for secure communication. User names, passwords, and any other information will be sent in clear text,
I ELELLED For more information, contact yvour administrator,

= Operations

= Application Ok | Cancel |
Management .

= 115 Web site 7 Use an existing 115 web site

2] Recycle Bin “hoaose bebwesn using an existing I15 web site or create a new one to serve the _
windows SharePoint Services application, | Default web Site ;'
IF you select an existing 115 web site, that web sike must exist on all servers in the Farm (ol ey 115 Weh Sibe
and have the same description, or this action will not succeed, Description
1F ywou opt to create a new 115 web site, it will be sutomatically created on all servers in ISharePoint - a0
the Farm, If an IIS setting that you wish to change is not shown here, you can use this
option to create the basic site, then update it using the standard 115 tools, Part

[s0

Host Header

Path

|C:\Inetpub\wwwroot\wss\V\rtua\Direct

10. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port in Port.

Because WSS is installed on its own server, it can run on the Default Web Site and Port
80. To accomplish this, select the existing Web site (Default Web Site). Note the entry in
Path, which by default is the root of your WSS Web site in a directory named after the
port chosen under c:\inetpub\wwwroot\wss\virtualdirectories.

Document Management Installation Guide 117



L 4
Deltek kwwmore

Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

Security Configuration
kerberos is the recommended security configuration to use with Integrated Windows Authentication provider:
authentication. Kerberos requires the application pool account to be Metwark Service .
ot special configuration by the domain administrator, MTLM authentication will wark, g
with ary application pool account and the default damain configuration, -
NTLM

If you choose to use Secure Sockets Layer (551, you must add the certificate on each Allow Anonymous:
server using the IIS administration tools, Until this is done, the web application will be
inaccessible from this 115 Web Sike,  Yes

& nn

Use Secure Sockets Laver (550L):

 ves

@ ha
Load Balanced URL LRL
The lnad balanced URL is the domain name For all sikes users will access in this hitp //CAMOAINETKINS 180
SharePaint Web spplication, This URL domain wil be used in all inks shown on pages I pird @ 4
within the web application. By default, it is set to the current servername and port. Zone

| Default =1

11. Select Negotiate (Kerberos) under Authentication provider.

12. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, you can configure SSL later but
you must not configure SSL to be required as the web service calls from the Vision
Web/Application server cannot use SSL..

Application Pool " Use existing application pool

Choose the application pool ko use For the new web application, This defines the -
account and credentials that will be used by this service. | DefaultdppPool (Metwork Service) ;l

‘ou can choose an existing application pool ar create a new one. @ Create new application pool
Application pool name
|SharePoint - &0

Select a security account For this application pool

@ i
INetwurk Service x

' Configurable
User name

Passward

Reset Internet Information Services € Restart 115 Automatically

Use this section to sllow SharePoint to restart 115 on other Farm servers, The local

setver musk be restarked manually For the process ko complete,  TF this option is not ' Restart 115 Manually
selected and you have more than one server in the Farm, you most wait until the 115

weh site is created on all servers, and then run Viisreset fnofarce” on each Web

server, The new II5 site will not be usable until that is completed.

13. Select the Create a new application pool option and provide a name (Deltek
recommends using the same name as the Web site). Note that if you are installing WSS
to the Default Web Site, you can also choose to use the Default App Pool rather than
creating a new application pool.

14. Select Predefined and Network Service for the security account to be used for the
application pool. NOTE: Since the SharePoint Application Pool will run as Network
Service, no SPN is required.

15. Select the Restart IIS Manually option for Reset Internet Information Services.
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Database Name and Authentication Database Server

Use of the default database server and database name is recommended For most |camqa|netk3ndb2
cases, Refer to the administrator's guide for adwanced scenarios where specifying

database information is required, Database Mame

Use of Windows authentication is strongly recommended, To use SQL authentication, |WSS_Content

specify the credentials which will be used to connect to the database, B e

¥ windows authentication (recommended)

™ 501 authentication
Accaunt

Passwird

Search Server Select Windows sharePaint Services search server

“ou can choose Eo associate a content database with 2 specific server that is running CAMOATME TR, T
the Windows SharePoint Services search service,

Ok Cancel

16. Verify the name of the server in Database Server. (It should be the same as that used
for the SharePoint configuration database server.) Accept the default in Database Name
for the content database.

17. Select Windows authentication (recommended) under Database authentication.
(This will use the SharePoint service account and Vision Application Pool Identity
configured previously.)

18. Select the search server in Select Windows SharePoint Services search server and
click OK. The following dialog box displays.

Windows Internet Explorer |

“  ‘fouhave chosen ko cantinue using Kerberos with Integrated Windaws authentication.

\_ﬁ/ Manual configuration skeps by a domain adminiskratar will be required iF the application

pool's security account is nok Mebwork, Service, Are wou sure you wank to use Kerberos
authentication?

Zancel |

19. Click OK to use Kerberos for Windows Authentication. After a few minutes, the
Application Created page displays. It indicates the status of the process to create a new
Web application.
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Central Administration @

Welcome INETTEST 23N \administrator =
%\0 Central Administration

Home  Operations | Application Management

Central Administration > Application Management > Create or Extend Web Application > Create New Web
Application > Application Created

Application Created

View All Site Content

Central The Windows ShareFoint Services Web application has been created.
LTSI T If this is the first time that you hawve used this application pool with a SharePoint Web application, you
= Operations must wait until the Internet Information Services (I115) Web site has been created on all servers. By
. default, no new SharePoint site collections are created with the Web application. To create a new site
= Application collection, go to the Create Site Collection page.
Management

- To finish creating the new 115 Web site, yvou must run "iisreset /noforce” on each Web server.
2] Recycle Bin

20. Do not click the Create Site Collection link at this time. It is still necessary to add

DeltekVision as a managed path with explicit inclusion before you create the site
collection.

21. Click Application Management and select the Define Managed Paths option.

Central Adrinistration

% Central Administration

Home  Operations | Application Management

‘welcome INETTESTZK 3Myadministrator « |

[“Site Actions |

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

Yiew All Site Content Use this page ko specify which paths in the URL namespace are managed by Windaws SharePaint Services, Learn about defining managed paths.

Central
S el Web application web application: | http:/ fcamqainetk3nss1/ ~
= (Operations Select a web application,
= Application
Managernent
Included Path:
neluded Paths X [elete selected paths
8] Recycle Bin This list specifies which paths within the URL namespace are managed by Windows path Type
SharePoink Services,
= (root) Explicit inchsion
- sites “Wildcard inclusion
Add a New Path Path:
Specify the path within the URL namespace to include. You can include an exact path, |da|tekws|nn
or all paths subordinate to the specified path,
Use the Check URL button to ensure that the path wou include is not already in use Moke: Taindicate the rook path for this web application, type & slash
For existing sites or Folders, which will open a new browser window with that URL, . Check LRL
Tvpe:
Explicit inclusion vl
Ok Cancel

22. Enter DeltekVision in Path and select Explicit inclusion in Type.
23. Click OK.
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24. Click Application Management and select the Create site collection option under

SharePoint Site Management.

Central Administration

33 .. .
}%\O Central Administration
Home  Operations | Application Managemenk

Central administration > Application Management

Application Management

Wi All Site Content
Central serwer or serwer Farm,

Administration

= Operations SharePoint Web Application Management

= fApplication

8 Create or extend Web application
Management

8 femove SharePoint from 115 Web site

o] Recycle Bin 8 Delete Web application

o Define managed paths

a web application outgaing e-mail settings
a Web application general settings

@ Content databases

a Manage Web application Features

a YWeb application list

Application Security

8 Security for Web Part pages

Welcarme INETTEST2K M) administratar = | @

| Site Actions - |

This page contains links to pages that help vou configure settings Ffor applications and components that are installed on the

SharePoint Site Management

8 Create site collection

8 Delete site collection

8 Site use confirmation and deletion
8 Quaka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML wviewer

8 Document conversions

The Create Site Collection page displays.

Central Adrainist ation
ST .. .
}% Central Administration
Home  Operations | Application Management

Central Administration = Application Management = Create Site Colleckion

Create Site Collection

View Al Site Content Use this page to create a new top-level Web site,

‘welcome INETTESTZE 3N administrator = | '@

" site actions - |

Specify the URL name and URL path to create a new site, or choose bo create
a site at a specific path,

To add a new URL Path go to the Define Managed Paths page.

Central
Administration
X 0K Cancel
= Operations
= Application Wweb Application web application: | http:ffcamgainetk3nss1/ -
Management Select a Wweb application.
&) Recycle Bin
Title and Description Title:
Type a title and description For your new sike, The title will be displayed on Deltek Vision
each page in the site,
Description:
=
=
Web site Address URL:

http:/ /camgainetk3nss 1|

25. Enter Deltek Vision in Title and enter a description, if appropriate.

26. From the URL drop-down list, select /deltekvision. This will be the top level root for

Vision Document Management.
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Template Selection Select & template:

Collaboration | Meetings

A site for keams to quickly organize, author, and share information. It provides
a document library, and lists For managing announcements, calendar kems,
tasks, and discussions,

Primary Site Collection Administrator

User name;
Specify the administrator for this Web site collection, inettestzl 3nsadministratar 8, ol
Secondary Site Collection Administrator |User name:
Specify the secondary administrator For this Web site collection. inettestZk 3nhadministrator] | 8, G
Quota Template Select 4 quota remplate:
Select & predefined quota template ta limit resources used For this site I Mo Quota =
collection,

Storage limik:

Nurnber of invited users:
To add a new quoka template, go to the Manage Quota Templates page.

ok Cancel

27. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

28. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

Central Adrinistration

% Central Administration

Home  Operations | Application Management Fm-n-m-ma

Central Administration > Application Management > Create Site Collection > Top-Lewel Site Successfully Created

Top-Level Site Successfully Created

‘welcome INETTESTZ2K3M administrator « | @

View All Site Content The new, empty top-level sike was created successfully with the specified URL, IF vou have permission to visw the Web site, vou can do soin & new browser window by

Central clicking the URL. Toreturn bo SharePoink Central Administration, dick OK.
Administration

= Cperations httpe/fcamgainetk3nss 1 fdelkekyision

= Application

Managernent oK

@] Recycle Bin

29. Click Start » Run, enter iisreset /noforce, and click Enter.
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’ 30. Click the link for the top level site (in our example it is
http://camqainetk3nssl1/deltekvision) to display the site.

/3 Cannot find server - Microsoft Internet Explorer o [m] 9]
Eile Edit View Favorites Tools Help % | 11'
o Back = 3 ~ Iﬂ @ :‘_ | /'j" Search -+ Favorites & | L= =

Address I@ http:/framgainetkinss1 fdeltekvision

= |Links »

‘Welcome INETTEST2K3Madministrator = | @ ;I

Deeltek Yision
@4 Deltek Vision [Tris site =] | 2]
Home 5ite Actions -
Wiew All Site Content
Announcements -
Documents 1.' '
Get Started with Windows SharePoint S/712007 6:17 AM U
® Shared Documents Services! ] HEw u’ 1
. Microaoft g
s bs.-' INETTESTZK3N'l,adm|n|str.atc-r . _ Wi n d
Microsaft Windows SharePoint Services helps vou ta be more effective 0 _Ws R
= Calendar by connecting people, information, and documents. For information on SharePoint Services
« Tasks getting started, see Help.
Discussions = add new announcement Links v
= Team Discussion There are currently no
Calendar - Favorite links ko display, Ta
Sites add a new link, dlick "add
There are currently no upcoming events. To add a new event, click new link below,
People and Groups "Add new event” belaw, .
_ . = Add new link
2/ Recycle Bin E Add new event
k4|
[&] Done ’_ ’_ ’_ ’_ ’_|° Internet "

31. The SharePoint configuration is complete. Close SharePoint Central Administration.

Optional: Configure SharePoint for a Custom URL

If you will be configuring your SharePoint server to use a custom DNS record for the URL (e.g.
http://sharepoint.company.com instead of http://servername.company.com http://servername),
then you must create additional SPNs and also create Alternate Access Mappings in SharePoint.
It is recommended that this step be completed before Vision Document Management is

configured in order to eliminate re-work.

See “Appendix B: Configure SharePoint for a Custom URL” for more information.

Verify 1IS Configuration and Configure Deltek Visio
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information
sites:

Default Web Site — Stopped.
SharePoint — 80 — This is your WSS 3.0 Web site.
SharePoint Central Administration Web Site

n Document

Services to view these Web
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’ '!E'Inl:ernet Information Services {II5) Manager

@ 'S | €5 » camopskszTWEB

File  Wiew  Help

-7 |8

WY administrako

E-[@] Sites
- 4e) Default Web Site
+-€8 ShareFoint - 50
@' SharePaoint Central Adrministration +3

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.
Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to one of the following:
= c:\inetpub\wwwroot\bin (if WSS was installed to the default web site)
= c:\inetput\wwwroot\wss\Virtual Directories\<site>\bin (if WSS was installed to another

web site)

?EJ By default, the <site> directory references the port chosen. In our example, the port is 80.
If you extended WSS to the Default Web Site, the path will be c:\inetput\wwwroot\ bin.

Configure Document Management Service Account in Weblink
You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
To configure the service account in Weblink, complete the following steps:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision

2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.

Document Management Installation Guide 124



Deltek &owmore

Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

B weblink

& Database Connection
& Report Server Configuration

General | Rep

Sharepoint Credentials
Polling Intervalsec) 3T T Send errors to Deltek automaticlly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |v|

Store Session Statein Memory | .v|

Database Setup Document Management

S0L Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Mame | | SharePoint Password | ******** q |

= Windows Authentication (Application Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

¥ ) General System Settings - Apple & Bartlett, P eriod Ending 6,/30,/2005 - ¥6.0 {Limited Release 1)

M Search Options  (2) Help -

Lookupsl Ernail |Servers | Labels | Hurmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Document Management

Server Name,TP | camgainetkanwb4| |
Wirkual Server Port
Current Siee | |,O|

BB Time & Expense E [ Testsite | [ view site

‘A Purchasing

d Inventory

Reporting

" Configuration

El v General
ﬁf Swstem Settings

3. Select the Enable Document Management check box.

Document Management Installation Guide 125



.

y

Deltek Kwovmore

Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

4.

6.

7.
8.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

Enter the Virtual Server Port. In the illustration above, the port is 81 but on a typical
dedicated SharePoint installation the port will be 80 for the default web site.

Click the Lookup icon to select the current site.

{¥) Select Web Site x|

EL ‘thitp:/fcamnainetksnmwb4:51 deltekvision (Delkek Yision)

[ ok [ | cancel || Help |

The Select Web Site dialog box displays the available sites. Select a site, and click OK.

Save your changes.

Configure Constrained Delegation

Because your WSS server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the
WSS server, you must configure Constrained Delegation.

@.]  This assumes a non-Internet deployment of Vision Document Management using Kerberos

authentication. If you are deploying Vision Document Management so that it is accessible over the
Internet, you need to skip ahead to “Optional: Configure Protocol Transition” in the next section.

To configure Constrained Delegation, complete the following steps:

1.

2
3.
4

Open the Active Directory Users and Computers MMC on a Domain Controller.
Locate the User account for the Vision Application Pool Identity (WSS Service account).
Right-click and select Properties.

On the Delegation tab, select the Trust this user for delegation to specified services
only option.

Select the Use Kerberos only option.
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DMServAcct3Tier Properties

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

« :
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

2|

QK I Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

|Jzerz or Computers,

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

Add Services E ‘

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
The Delegation tab should look like this:
Document Management Installation Guide 128



\ ™

Deltek Kwovmore

Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint is NOT Installed

DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (lIS) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

To configure Protocol Transition, select the Use any authentication protocol option instead of
the Use Kerberos only option, which is used to configure Constrained Delegation. This allows
the client to authenticate to the Vision Web server using NTLM instead of Kerberos, and that
authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint server.
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To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties 2=
Organization I tember OF I Dial-in I Errvironment I Sesziong I
Femote control I Terminal Services Profile I O+ |

General I Addrezs I Account I Profile I Telephones  Delegation

Delegation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do nat brust this user for delegation

™ Trust this uzer for delegation ta any service [Kerberas only)

% Trust this user for delegation to specified services onlé

" Use Kerberos only
* Lse any authentication pratocol

Services to which thiz account can present delegated credentials:

Service Type | Usger or Computer | Fort | Service Namel Dic

1| | >
[ Expanded Add... | Bemove I

0k | Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.
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Know more.
Do more™

uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate

Service Type | |Jzer or Conmputer | Part | Service Name| D armain

0K

Select Al |

Cahicel |

i

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Cormputers, Built-in security principalz, or Other objects

Fram thiz location:

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

2%

Object Types...

Locations...

CAMGAINETEINSST

(]9

LCheck Hames

| Cancel

i

Advanced... |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.
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To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Fort | Service Namel D;I
dnacache CAMOAIMETKIMNSS1
eventlog CAMOAIMETKINSST
eventzystem CAMOAIMETKINSST J
fam CAMOAIMETKIMNSS1
HOST CAMOAIMETKIMNSS1
http CAMOAIMETK 3NS5

zharepaint. inet

ias CAMUAINE TEANSST
iisadmin CAMOAINETEINSST
P CAROMARETE ARSCT hl
Al | _'l_|

Select Al |
ok I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSSL1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1I1S) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because you explicitly specified the http service and not all services on the SharePoint

server and because you selected the Use any authentication protocol option and not
Kerberos, this is known as Protocol Transition.
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Multi Tier New Installation and Configuration for
x64 (64-bit) Servers — SharePoint is NOT Installed

& HIMPORTANT!!
Please note the following for this configuration:

= In this configuration, Vision and SharePoint will be installed to the same physical
server and SharePoint is NOT yet installed.

=  The Vision Document Management installation will install SharePoint Foundation
2010. Windows SharePoint Services is not supported for this configuration.

=  The Operating System for the server is x64 (64-bit).

Before you proceed:

= Review the Hardware and Software Requirements for SharePoint Foundation 2010. See
http://technet.microsoft.com/en-us/library/cc288751.aspx for more information.

= Make sure your SharePoint servers are current with all available Windows Updates.
Deltek strongly recommends that you do this, to ensure that the SharePoint prerequisite
installer completes successfully.

Specific database server requirements for SharePoint Foundation 2010 are as follows:
Environment Minimum Requirement

Database serverin | One of the following:
a farm
=  The 64-bit edition of Microsoft SQL Server 2008 R2.

=  The 64-bit edition of Microsoft SQL Server 2008 with Service Pack
1 (SP1) and Cumulative Update 2.

NOTE: Deltek recommends SQL 2008 Sp3 with Vision 7.1

= The 64-bit edition of Microsoft SQL Server 2005 with Service Pack
3 (SP3).

NOTE: Even though SQL 2005 is supported for SharePoint
Foundation 2010, Deltek does not support SQL Server 2005 with
Vision 7.1 if you will be using the same database server for Vision
and SPF 2010.

For more information about choosing a version of SQL Server, see SQL Server
2008 R2 and SharePoint 2010 Products: Better Together (white paper) (SharePoint

Server 2010).
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@] The Document Management installation does not check the edition, platform or
version of your SharePoint database server but the SharePoint 2010 Products
Configuration Wizard will and will fail to configure SharePoint until the database

prerequisites have been met.

For example, you may see an error similar to the following:

SharePoint Products Configuration Wizard |

% 50L server at camgainetk33dbE has an unsupported version
'0-' 10,0,2710.0, Please refer to
= "http:/fgo.microsoft.com/fwlinkLinkId=165761" for information
an the minimum required SQL Server versions and how to

download them,

Prerequisites

Install/upgrade your Vision installation to Vision 7.1 (if applicable).

Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

The domain service account used above will also be the SharePoint Service account.

Add this domain user to the local Administrators and [IS_IUSRS group on the Vision

server.

Multi Tier Installation and Configuration Steps

Step | Where to Perform Description

1. | Vision Web/Application Configure Vision Application Pool Identity to Be a Domain
Server Account

2. | Vision Web/Application Grant Local Security Policy Rights to Vision Application
Server Pool Identity

3. | Vision Web/Application Install Vision 7.1 Document Management on the Vision
Server Web Server

4. | Vision Web/Application Configure Authentication for the Vision Website
Server

5. | Vision Web/Application Configure Service Principal Name (SPN) for Vision
Server Application Pool Identity

6. | SharePoint Web Install Vision Document Management on the SharePoint

[Application Server

Foundation 2010 Server
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7. | SharePoint Web Run the SharePoint 2010 Products Configuration Wizard
/Application Server

8. | SharePoint Web Use SharePoint Central Administration to Complete the
/Application Server SharePoint Configuration

9. | SharePoint Web Configure Service Principal Name (SPN) for SharePoint
/Application Server Application Pool Identity

10. | SharePoint Web Optional: Configure SharePoint for a Custom URL
[Application Server

11.| SharePoint Web Verify IIS Configuration and Configure Deltek Vision
[Application Server Document Management .NET Assembly

12.| Vision Web/Application Configure Document Management Service Account in
Server Weblink

13.| Vision Web/Application Configure Vision Document Management
Server

14.| Domain Configure Constrained Delegation

15.| Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator

account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:

Document Management Installation Guide

136



" Deltek mwumere

Multi Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint is NOT Installed

B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity d |
" Built<n account:
| =

¥ Custom account:

Ideltekvisinn Set... |

0K I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEI'I'ESTZKSN‘!.DMSEW.\'-'.cctB"ﬁer

Password:

Confirm password:

0K I Cancel |

8. In User name, enter the Application Pool Identity in the form <Domain>\<Username>.

9. In Password and Confirm password, enter that user’s password.

10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

it Local Security Settings Log on as a service Properties 21x|

File  Action Wiew Help
&= | BEXFR|E
.4 Logon az a service

@ Security Settings aﬂ
28 Account Policies —

E{E Local Policies
©EHE Audit Policy

Local Security Setting | Explain This Setting I

. B3 (19 User Riohts Assignment 5 152121 (1395250524 40543701 -1 61 72230601007
¢ B8 Security Options ASPNET
tel- (1 Public Key Policies INETTES T2K NS dministater
[:I Software Restriction Policies HIe S \DMS ctaT e
g IP Security Policies on Local Com) NETWDHK SERWICE
Add Uszer or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management and
SharePoint Foundation (SPF) 2010

When you install Vision 7.1 Document Management SPF is automatically installed if your
Operating System platform is x64 (64-bit). If you are upgrading from a previous version of Vision
and/or already have SPF installed the changes made to your SPF installation are outlined below.

The steps to configure SPF are outlined in this section.

%] 1If you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Vision
Document Management” for manual setup instructions.
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The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 SP3.
= Installs SPF 2010 when run on the SharePoint web server, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\14\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).
Install Vision 7.1 Document Management on the Vision Web Server

@.] You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management, complete the following steps:
1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. The installation will check to ensure that the 11S Role service, Windows Authentication, is
installed. If the Role Service is not installed you will be prompted to install it and the
setup will exit:

¥ision {(Document Management) - Installshield Wizard

9%, Setup has detecked Windows YistaServer 2008 and determined
Ra¥ that windows Authentication is not installed as a role service,
= Please install and re-run setup,  Setup will exit,

3. Afterinstalling the Windows Authentication 1IS Role Service, re-run the Document
Management installation.

4. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

5. On the first Document Management Installation Wizard page, click Next.

6. On the License Agreement page, select | accept the terms of the license agreement
and click Next.

7. When this message displays, click No because this is a multi-tier installation of Vision
Document Management and your Vision Web server will not host SPF 2010.
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Question ]

=% Setup has detected that this is your Delkek Yision web/application
_.-' server. Will this server also be vour Microsaft \Windaws
= sharePoint Services web/application server?

8. When the following dialog box displays to remind you to run the setup on the SPF server,
click OK.

Yision {Document Management) - Installshield Wizard

B Please be sure to run this setup on your Microsoft Windows
| sharePaint Services web/application server in addition ko this
T serwer,

9. Onthe Ready to Install the Program page, click Install to start the installation.

10. When the InstallShield Wizard Complete page displays, click Finish.

Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of IIS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.
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6.

With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,

simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool

Identity. In order to continue to use Kernel Mode Authentication but force the Application

Pool to run under its Identity rather than the Machine account, it is necessary to modify

the ApplicationHost.config file, the steps of which are outlined below:
Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@] This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
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<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<zremove value="index.htm" />
<add value="index.htm" />
</Files>
</defaultDocument:
<Securit
<authentication>

<windowsAuthentication enabled="true" Wﬁ»
<anonymousAuthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webserver>
</ location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.

However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

'ﬁJ Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

'ﬁJ The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier
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[:m See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the SPF 2010 Server
To install Vision Document Management on the SPF 2010 server, complete the following
steps:

1. As indicated at the beginning of this section, it is highly recommended that you install all
available Windows Updates prior to proceeding with the installation.

2. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

3. The installation will check to ensure that the 1IS Role service, Windows Authentication, is
installed. If the Role Service is not installed you will be prompted to install it and the setup
will exit:

¥ision (Document Management) - Installshield Wizard

%, Setup has detecked Windows Yista/Server 2008 and determined
¥ that windows Authentication is not installed as a role service,
=" Please install and re-run setup, Setup will exit,

4. After installing the Windows Authentication IIS Role Service, re-run the Document
Management installation. The installation will then check to ensure that Hotfix KB979917
is installed (not applicable if you have Windows Server 2008 R2 Sp1 installed), which is a
SPF 2010 Prerequisite not installed by the Prerequisite Installer. If it is not installed you
will be prompted to install it, the setup will exit and a browser windows will open
displaying the download site. Be sure to choose the correct x64 version, Vista is Server
2008 and Win7 is Server 2008 R2:

¥ision {Document Management) - InstallShield Wizard

W% Setup has detected that KE979917 is not installed. This is a
'-Q-' Microsoft SharePoint Foundation 2010 requirement.,  For Server
= 2003 R2 please install "Windowse, 1-KBAT991 -6 may (WinT Y
and re-run setup, Setup will exit,

5. After installing the hotfix for KB979917 (if applicable), re-run the Document Management
installation.

6. When a dialog box displays to indicate the IS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

7. On the first Document Management Installation Wizard page, click Next.

8. On the License Agreement page, select | accept the terms of the license agreement
and click Next.
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9. When the following message displays to remind you to run the setup on the Vision
web/application server if you haven't already, click OK.

¥ision {Document Management) - InstallShield Wizard Ed

I-o-l Please be sure to run this setup on your Delkek, Vision

webfapplication server in addition ko this server.

10. On the Ready to Install the Program page, click Install to start the installation. The
installation automatically downloads SharePoint Foundation 2010, extracts the setup files
and installs SharePoint Foundation 2010.

11. When the “Files extracted successfully” message displays, click the OK button to
continue the installation.

12. The installation will launch the SharePoint Foundation Prerequisite Installer to install all
prerequisite components. If there are errors installing any of these components you will
see a dialog indicating that the Prerequisite Installer failed and a link to open the log file
and the installation will end. The following is an example:

Question

" Setup has detected Microsoft SharePoint Foundation 2010
‘-' Prerequisite installer has Failed with Return code (0XC1=193) .

Setup will exit, Would wou like ko open the Prerequisitelnstaller
log File?

The following is an excerpt from the Prerequisite Installer log file related to this error,
which indicates a problem installing the Microsoft Chart Controls for Microsoft .Net
Framework 3.5:

2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26
2010-08-26

08:58:54 - Beginning download of Microsoft Chart Controls for Microsoft MET Framework 3.5

08:58:54 - http:/rgo.microsoft. comFwlink 7LinkIo=160383

08:59:26 - pownload Timeout (OXBOOF2ZEE2=-21470128547)

08:59:26 - Retrying download from position (in bytes) (0x10B400=1034656)

08:59:26 - size of download of "Microsoft cChart Controls for Microsoft .NMET Framework 3.5" in bytes is "10946546"
08:59:26 - pownload of "Microsoft chart Controls for Microsoft .MET Framework 3.53" completed successfully
08:599:26 - Installing Microsoft Chart Controls for Microsoft .MET Framework 3.5

08:59:26 - "CihwUsersiaDMINI-1. INERAppDatatLocal\Temph2iCha2726. tmp. exe" /g Jhorestart

083:59:26 - Error: Unahle to install (0xCcl=153

08:59:26 - Error: [In HRESULT format] (Ox800700C1=-21470247030)

08:59:26 - Last return code (0xC1=153)

08:59:26 - Error: The tool was unable to install microsoft Chart Controls for Microsoft .WET Framework 3.5,
08:59:26 - Last return code (0xcl1=193)

08:99:26 - options for further diagnostics: 1. Look up the return code value 2. Download the prereguisite manually and w
08:59:26 - Cannot retry

Should you need to locate the Prerequisite Installer log file, it can be found in
c:\users\<username>\appdata\local\temp\<numbered subdirectory>.

NOTE: If there are errors installing any software prerequisites download and install them
manually and then re-run the Document Management installation. Links to all software
prerequisites can be found at the following URL, http://technet.microsoft.com/en-
us/library/cc288751.aspx.

Additionally, if a reboot is necessary you will see a dialog indicating a reboot is required
and the installation will end. The following is an example:
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Know more.
Do more™

% Sctup has detected that a reboot is required for the Prerequisite
| installation to complete, Please reboot and re-run the Deltek
Document Management installation. Setup will exit.

13. After resolving all issues with the prerequisite installations and/or rebooting as required,
start the Document Management installation again to complete the installation. It may

take running the installation several times to complete.

14. The installation will then launch the SharePoint Foundation installation routine. If there
are errors installing SharePoint, a dialog will display with a link to open the log file.

15. After resolving any issues, start the Document Management installation again to

complete the installation.

16. When the InstallShield Wizard Complete page displays, click Finish.

Run the SharePoint 2010 Products Configuration Wizard

To run the SharePoint 2010 Products Configuration Wizard, complete the following steps:

1. Click Start » All Programs » Microsoft SharePoint 2010 Products » SharePoint 2010

Products Configuration Wizard. The Welcome page displays.

SharePoint Products Configuration Wizard

Welcome to SharePoint Products

In order to configure SharePoint Products, you will require the Following information:

m Pame of dakabase server and database where server Farm configuration data will be stored

m sername and password For the database access account thak will administer the server Farm

9|

Click Next to continue or Cancel ta exit the wizard. To run the wizard again, click on the Start Menu shortcut.

Mext = I Cancel

I B3

2. Click Next. The following dialog box displays.
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SharePoint Products Configuration Wizard ] |

The following services may have to be started or reset during

,lh configuration:

Internet Information Services
SharePoint Administration Service V4
SharePoint Timer Service V4

Choose ves to restart the services if required and continue with
the configuration wizard or no to exit the configuration wizard.

3. Click Yes. The Connect to a server farm page displays.

il sharePoint Products Configuration Wizard i | Ellil

Connect to a server farm

Aczerverfarmis a collection of two or more computers that share configuration data. Do you wantto
connectto an existing server farm?

" Connectto an existi ng server farm
¥ Create a new server farm

4. Selectthe Create a new server farm option and click Next. The Specify Configuration
Database Settings page displays.
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arePoint Products Configuration Wizard

E

| <SharePoint DB Server = i

[<Domainz\<Usermame> |

5. Enter the name of the database server to host the SharePoint configuration database and
accept the default database name: SharePoint_Config.

§ Login Properties - INETTEST2K8N\DacMgmtSvccct

Status

[ sysadmin

Server;
CAMDPSKB2TDE

Connection:

& View connection properties

' Ready
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Know more.
Do more™

In the Username field, enter the domain and name of the Vision Application Pool Identity
(as configured earlier) as the username for the SharePoint database access account, and

enter the user’s password in the Password field.

Click Next. The Specify Farm Security Settings page displays

SharePoint Products Configuration Wizard ... .3 =15 ]

Specify Farm Security Settings

Pleaze entera new passphraseforthe SharePointProducts farm. This passphraseis usedto secure farm
configuration data andis required for each serverthatjoins the farm. The passphrasecan be changed after
thefarmis configured.

Passphrase: I

Confirm passphrase: I

< Back | Mext = I Cancel |

8. Enter a Passphrase for your Farm.
9. Click Next. The Configure SharePoint Central Administration Web Application page

displays.
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il SharePoint Products Configuration Wizard o ;IQIEI

Configure SharePoint Central Administration Web Application

A SharePoint Central Administration Web Application allowsyou to manage configuration s ettings for a server
farm. The first server added to a server farm must host this web application. To specifya part number forthe
web application hosted on this machine, check the box below and type a number between 1 and 65535, If
you do notspecify a port number, a random onewill be chosen.

[~ spedfy port number: |9|:|.51

Configure Security Settings

Kerberos is therecommended security configuration to use with Integrated Windows authentication. Kerberos
requires special configuration by the domain administrator. NTLM authentication will work with amy
application poolaccountand the default domaincanfiguration. Show memaore information.

Choose an authentication provider for this Web Appliction.

 NTLM
¥ Megotiate {Kerbens)

]

< Back | Mext = I Cancel |

10. Select the Specify port number check box and enter the port to be used for the
SharePoint Central Administration Web site and select the Negotiate (Kerberos) option
for the Authentication provider to use.

11. Click Next. The following dialog box displays.
5

. You have chosen to continue using Kerberos with Integrated
_I'\ Windows authentication. Manual configuration steps by a domain
— administrator will be required to create a Service Principal Name

(SPM) in the Active Directory (AD). Do you want to use Kerberos
authentication?

Yes | Mo I

12. Click Yes to continue using Kerberos with Windows Authentication. The Completing the
SharePoint Products and Technologies Configuration Wizard page displays.

Document Management Installation Guide 149



Deltek Kwovmore

- Multi Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint is NOT Installed

SharePoint Products Configuration Wizard ¥ } ;lgli’

Completing the SharePoint Products Configuration Wizard

Thefollowing configuration settings will be applied:

= Configuration Database Server |CAMQAINEI'K38DBS |
m Configuration Database Name |ShareP0int_Conﬁg |
m Hostthe Central Administration Web Application |yes |
= Central Administration URL |hﬁp;;';'camqaineﬂds-.a.-bg:QDE|
m Authentication provider |Negot'ate (Kerberos) |

Click Next to apply configuration setfings.

Advanced Settings

9

< Back | Mext = | Cancel |

13. Click Next to begin the configuration. This process may take some time to complete. The
Configuration Successful page displays when configuration is complete.

SharePoint Products Configuration Wizard =

Configuration Successful

The Following configuration settings were successfully applied:

= Configuration Database Server |cam0psk8r23tdb |
m Configuration Database Mame |SharePoint_ConFig_Stier_Z |
m Host the Central Administration Web Application |5-'es |
= Central Administration URL |http:,f,l'camopskBrZStrZ:SZIZ,l' |
m fythentication provider |Negotiate (Kerberos) |

Click. Finish to close this wizard and launch the SharePaint Central Administration website b continue
configuring wour SharePoink inskallation. The users may be prompted by their web browser For the username
in the Form DOMAIMYser_MName and password ko access the sike., Ak that prompt, enter the credentials that
vaou used ko logon ko this computer. Add this site to the lisk of trusted sites when prompted.

9|

14. Click Finish to finish the configuration process. The SharePoint Central Administration
page displays.
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Use SharePoint Central Administration to Complete the SharePoint
Configuration

To finish the SharePoint Configuration, complete the following steps:

1. When you click Finish in the preceding procedure, SharePoint Central Administration is
launched.

Hedp Make SharePoint Better

Do you want to help make SharePoint better?
Lign up for the Customer Experience Improvement

e E o Lo o B LS boene Program and astomatically upload error reports to
- nealy faednd mrrod Microsoft
€ Yes, 1 am willing to participate (Recommended
Moce Tnformaion " Mo, T don't wish t

2. Decide whether to sign up for the SharePoint Customer Experience Program and click
OK. The Configure your SharePoint Farm Wizard page displays.

& IHIMPORTANT!!

Do not use the SharePoint Farm Wizard. Doing so will cause Vision to stop functioning!
Instead, choose the Cancel button “No, | will configure everything myself”

ﬁwn‘rxﬁ: Central Admanistranon » Configure your Sha

How do you want to configure your SharePoint ;
Farm? S . .... o . I . Sinet e Viaed

3. Click Cancel to configure everything yourself. The main Central Administration page
displays.
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A SharePoint 20 Central Administration

Can/tral i
Administrabon L fig 15
it Mikichrrt g.ﬁ 2 fa
arag oot ditaka a
4
and Restore T a &
T ha = h Ak 1 Ries
w i \ = L - - & -

W BN uration Wigard

4. Select Manage Services on Server under System Settings. The Services on Server page
displays:

Site Actions + gl

rat
H CARCAEHETK X ED Canfigl &
R
= Baitings
5 it
B e a - .
simdi and b .
L = d d T 0
et L €
" i
e - 9

5. Locate SharePoint Foundation Search and click Start.
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=
Central A taf f M ft St Pamt At 5 BV thngs v I
~ tharePoint 200
t -
a ® COMmuUnItation, User names, pass: 2" ™ be sert in cleer int. Fo
R
g
u Atcour
|:I.E1'|'EE-':-':I~ cﬂ'n-’-::.‘:::e‘;ﬁ
Eackup and Restare Regater new maraged socount
v
o d Conkent Acots Actoimt
e T pearch pervioe will sooess B conkent ueng T
v N
zar - = modes b |
i L 1o 5 caa

feamnpiretcanaes
SR

[#55_Search_camquineT<3ewes

& Windows authentication (recommended)
€ 301 authentication

Account

Password

Failover Server

Failover Database Server

*fou can choose to associate a database with a specific
fallover server that is used in conjuction with SQL Server
database mirroring.

Ind Schedul
P oL Indexing schedule:

Configure the indexing Schedule. {" Minutes Starting every hour between
& Hourly 51 | minutes past the hour

and no lstar than

" Daily
51 | minutes past the hour

Start I Cancel |

6. Configure the search service to include the Service account and Content Access account
(use the same account information as your Vision Application Pool Identity).

7. Configure Search Database as shown above and click Start. After a minute or so, the
service’s status changes to Started.
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INETTEST IR AN adkirnni firator =

harePoint g Cenmal Administration » Services on Server; CAMOPS

30 SEATE oF Stop Ingtances of services
Eentra
administration
STYEr CAMOPSKERIITRE = i Configurable -
Application Managemant
System Settings
Serveie
Monitoring
< - Start
Backisp and Restors
3 Shap
aeounty E
Thlkas Carvion St Start
Upgrade and Migration i i e avl 3
Starte :
Garmral Apphcation : ! e =
tings Microsoft Sharsfoint Foundation Sandboxed Code Service Stopped =tart
Corfsguratson Wizards Microsoit SharePoent Foundation Subscriotean Sethin a1 - Stopped Start
Micre ot ShyrePosnt Fognd s &b Annlicst Started Stop
Mcrasoft SharePoint Foundation Workfloe Temer Service Started Stop
Sharefoint Foundation Halp Search Started Stop
-

8. Click Application Management and then Manage Web Applications. The Web
Applications page displays.

Biirarse vt D ats

v e ' " i i
A it g F
I
o uA -

At B T - s
By sty
Ao
- ] €
General Ag B

r Wizard

9. Click the New button. The Create New Web Application page displays.
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.
[enaremaunt - 2t

Seurnily Cealiguration

10. Select Classic Mode Authentication as the Authentication type.

11. Select the Create a new IIS web site option. Enter a description for the Web site and
specify a port different that that being used for the Vision web site in Port.

SharePoint defaults to ‘SharePoint — 80" and ‘80’ as the site name and port, if you change
the port to be 81 (as shown), the web site name changes automatically to ‘SharePoint —
81

@ If no other web applications are installed on this server you may choose to install SPF into

the Default Web Site.

WARNING! If other web applications are installed to the Default Web Site, SPF will
render them unusable.

Note the entry in Path, which by default is the root of your WSS Web site in a directory
named after the port chosen under c:\inetpub\wwwroot\wss\virtualdirectories.
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Seraibty Confguraton

bt 0 Sw recormmerded

12. Select Negotiate (Kerberos) under Authentication provider.

13. For the Allow Anonymous and Use Secure Sockets Layer (SSL) options, accept the
default of No. If you want to use SSL with SharePoint, then you can configure SSL later,
but you must not configure SSL to be required as the web service calls from the Vision
Web/Application server cannot use SSL..

Database Meme and

Databags Sarver

[-amaareraTiana

atataze Sama

[or55_Certers_sacsitteedbbionibetll

Shiiibid BuEhirthation

14. Select the Create new application pool option and provide a name (Deltek
recommends using the same name as the Web site for consistence, for example,
SharePoint - 81).
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15. Using Network Service is not an option for SPF. Use the same account used for the
Deltek Vision Application Pool. NOTE: Since the SharePoint Application Pool will run as
a domain account, an SPN is required on the SharePoint server.

16. Verify the name of the server in Database Server (it should be the same as that used for
the SharePoint configuration database server) Accept the default in Database Name. Itis
recommended that you modify the name of the Content database to something more
recognizable (WSS_Content_SharePoint81, for example).

17. Select Windows authentication (recommended) under Database authentication. This
will use the SharePoint service account and the Vision Application Pool Identity
configured previously.

Py ton Gea T persy

Servier Applcation

g E defpu "I

Warmnngt 1n seder fe
are (CELE

wl, fhod

Brzgeam {1
tha P Ly

18. Select the search server in Select Windows SharePoint Foundation search server
and click OK. The following dialog box displays.

Message from webpage

™% “ou have chosen o continue using Kerberos with Inkegrated
'e' Sindows authentication. Manual configuration steps by a domain
= administrator will be required if the application pool's security
account is nob Mebwork Service, Are you sure you wank to use
Kerberos authentication?

oK I Cancel |

19. Click OK to use Kerberos for Windows Authentication. After a few minutes, the
Application Created page displays. This page indicates the status of the process to
create a new Web application.
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20. Do not click the link to Create Site Collection link at this time. It is still necessary to add

DeltekVision as a managed path with explicit inclusion before you create the site
collection. Click OK. The Web Applications page displays.

E Browie Web Applications
F ] Mamage Features - Biocked File Trpe: 1
WX : 8 » 2 R B k&
o Managed Faths OB Ut Perminaions Tl L,
Hewr  Exfend Delete General Authentication Self-lervice Site Ligr  Ano ois Peemission
= Setingd « gl fenice Conmections Fronaden Creakion @ Vieh Part Security  Polidy Palicy Paiiey
 antri bute .'d:;n.'!gl_ _..f.l:qlll.'_'. '-::.iil_'_.
MName URL Port
ton Managerert  SharePoirt Certral Sdminsstraton v hitp 2t eamopskBrd S d Akl X s
Fraem Setuings EharaPoird - 81 hittp:/feamepakBreate2 61/ ]
Montaring
Backup and Restore
Securrty
Upqgrade and Migration
General Apphicaton
Settings
Configuratsan Wizards
-

21. Select the SharePoint — 80 web application and click Managed Paths. The Define
Managed Paths page displays.
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Deefine Man:

Included Faths

Fal

22. Enter DeltekVision in Path and select Explicit inclusion in Type and click Add Path.
23. Click OK. DeltekVision is now added as a Managed Path.

Daefine M

Incloded Path

x Dalete stlalied pathvd

Fatk

Add & B Palth

Speofy thee path witen ihe
L Firreipacs b ndds
Ty ol Sl ady N guact

pavh, o asl paths
subordngte i e speofed
path

e che i | ey

24. Click Application Management and select the Create Site Collection option under Site
Collections.
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1 ERarePoint2mo Central Administration » App

=] Web Agplcations

Appheation Hanagement

L gtingey .| Site Colections
Porace < Samice Anplicabong
Databases

The Create Site Collection page displays.

Ca
: = o |
anageme
Weh Applcation
Syibi e e i Web Loehoabon:  Wp ) feamgainslkIBwha f -
B & To e & new web spploaton oo o Mew W CFET g
e e Tithe s Drncription
o '-.-.-"--"' fehoription for pour nes sae. The tke ol be dented o [Zeiet i ! |

Web %ie Address

Spenfy the URL s ird LRLL par o (T8R0E B Nl s, o CTocse 10 hitp:/ [camaainetiia dekekvgen =
ol 520 B B el
& De e
Template Selection :
Select & template

ikl araton | Mestngs | Cullem
- |': ank Soe -

25. Enter Deltek Vision in Title and enter a description, if appropriate.

26. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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S Actions

glact @ Ll

Collsborsticn | Mastiogs | Custom

Prnsary Ste (oleclion Admigrmiralor
Soealy the & witier for g irie coliechon, Oniy one uper loor can be || | 8 i1l
DFORADED BabILFDY P DUDS A TR S ed
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Quota Template -
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27. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

28. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

e Astiony il

; SharePoint 2010 Central Administratian »

29. Click the link for the top level site (in our example it is
http://camqgainetk38wb9/deltekvision) to display the site.
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Welcome to your site!

B crance ste tems
B Cussomina the: fick Laune =
30. The SharePoint configuration is complete. Close SharePoint Central Administration.

Configure Service Principal Name (SPN) for SharePoint Application Pool
Identity

The default configuration of the SharePoint created Application Pool will be to have Kernel Mode
Authentication disabled therefore, a Service Principal Name for the Application Pool Identity is
required for Windows Authentication to work properly.

'ﬁJ Domain rights are required to complete this step.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download and
install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<SharePoint Web Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

Optional: Configure SharePoint for a Custom URL

If you will be configuring your SharePoint server to use a custom DNS record for the URL (e.g.
http://sharepoint.company.com instead of http://servername.company.com http://servername),
then you must create additional SPNs and also create Alternate Access Mappings in SharePoint.

Document Management Installation Guide 162


http://sharepoint.company.com/
http://servername/

|
Deltek Kwovmore

Multi Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint is NOT Installed

It is recommended that this step be completed before Vision Document Management is
configured in order to eliminate re-work.

See “Appendix B: Configure SharePoint for a Custom URL” for more information.

Verify 1IS Configuration and Configure Deltek Vision Document
Management .NET Assembly

To verify IIS configuration, complete the following steps:

1. Use the directions that follow to open Internet Information Services to view these Web
sites:

= Default Web Site — This is your Vision Web Site
= SharePoint — 80 — This is your SPF 2010 Web Site
= SharePoint Central Administration Web Site

qEInternet Information Services (I15) Manager

@ « 0 | % » camoapmspRz0w b

File  wiew  Help

€-|7 |8

b? application Pools

[ @] Sites

-4 Default web Site

-0 ShareRoint - 80

-4 SharePoint Central Administration v4
@ SharePaoint Web Services

2. Copy the Vision Document Management .NET assembly to SharePoint site directory.
Copy Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to one of the following:
= c:\inetpub\wwwroot\bin (if WSS was installed to the default web site)
= cinetput\wwwroot\wss\Virtual Directories\<site>\bin (if SPF 2010 was installed to

another web site)

@ By default, the <site> directory references the port chosen. In our example, the port is 80.
If you extended WSS to the Default Web Site, the path will be c:\inetput\wwwroot\ bin.

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.

To configure the account in Weblink, complete the following steps:

1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
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Enter the Weblink password when prompted.
3. Click the System Settings tab.

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

4. Click Test and SharePoint Credentials to validate that the information entered is
correct.

S Weblink

Weblink

o)

i Save B Test - Bl Change Password (2) Help

@ Database Connection

GeneraI|Re|: & Repor Server Configuration

Sharepoint Credentials

Polling Interval(sec) 3T [[] send errors to Deltek automaticaly

Max concurrentjobs

Copy Databaszes.encto | | Default Language | English (United States) |v|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservacct2tier |

Database Mame | | SharePoint Password | ********* | |

= Windows Authentication (Application Fool 1L

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.
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Do more.™
) General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Docurnent Management

Server Name/IP | camgainetk3nba| |

Wirkual Server Port

Current Site | |,O|
[ Testsite | [ view site

: Utilities

e Configuration

Bl & General
ﬁ System Settings

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here.. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

5. Enter the Virtual Server Port. In the illustration above, the port is 81 but on a typical
dedicated SharePoint installation the port will be 80 for the default web site.

6. Click the Lookup icon to select the current site.
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7.
8.

) select Web Site x|

E thttp: /fcamnainetkanwbe 81 /deltekvision {Deltek Vision)

[ ok || cancel || Help |

The Select Web Site dialog box displays the available sites. Select a site, and click OK.

Save your changes.

Configure Constrained Delegation

Because your SPF server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the SPF
server, you must configure Constrained Delegation.

#)

This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over
the Internet, you need to skip ahead to “Optional: Configure Protocol Transition” in the next
section.

To configure Constrained Delegation, complete the following steps:

1
2
3.
4

Open the Active Directory Users and Computers MMC on a Domain Controller.
Locate the User account for the Vision Application Pool Identity (SPF Service account).
Right-click and select Properties.

On the Delegation tab, select the Trust this user for delegation to specified services
only option.

Select the Use Kerberos only option.
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Know more.
Do more™

DMServAcct3Tier Properties

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

« :
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

2|

QK I Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

|Jzerz or Computers,

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

Add Services E ‘

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
The Delegation tab should look like this:
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DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (I1S) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

Protocol Transition is configured by selecting the Use any authentication protocol option
instead of the Use Kerberos only option, which is used to configure Constrained Delegation.
This allows the client to authenticate to the Vision Web server using NTLM instead of Kerberos,
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and that authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint
server.

To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)

{® Trust this uzer for delegation o specified services onl

= Use Kerberas anly
' Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

QK | Cancel | Apply |

6. Click Add. The Add Services dialog box displays.
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Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Service Type | |Jzer or Conmputer | Part | Service Name| D armain
1| | B
Select Al |
ak | Cahicel |

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Computers, Buil-in zecurity principalz, or Other objects DObject Types...

Fram thiz location:
IINETTEST2K3N.CDM Laocations...

Enter the object names to select [eramples]:

CAMOAINE TEANS51 LCheck Hames

it

Advanced... | ok | Cancel |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNSs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1I1S) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because you explicitly specified the http service and not all services on the SharePoint

server and because you selected the Use any authentication protocol option and not
Kerberos, this is known as Protocol Transition.
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Multi Tier New Installation and Configuration for
x86 (32-bit) Servers — SharePoint Already Installed

& IHIMPORTANT!!

Please note the following for this configuration:

In this configuration, Vision and SharePoint are installed on separate

physical servers.

SharePoint is already installed on the SharePoint server so the Vision
Document Management installation will NOT install SharePoint.

The installation of SharePoint is WSS 3.0.
The Operating System for the server is x86 (32-bit).

Prerequisites

= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Identify the domain user account being used for the SharePoint Farm Administrator
account.

=  Change the Application Pool Identity for the DeltekVisionAppPool to be the SharePoint
Farm Administrator account above (the Vision 7.1 installation sets this to be the local
DeltekVision account).

=  Add this domain user to the local Administrators and IIS_IUSRS group on the Vision
server if not already done by the SharePoint installation.

Multi Tier Installation and Configuration Steps

Step Where to Perform Description

1. Vision Web/Application | Configure Vision Application Pool Identity to Be a
Server Domain Account

2. Vision Web/Application | Grant Local Security Policy Rights to Vision Application
Server Pool Identity

3. Vision Web/Application | Install Vision 7.1 Document Management on the Vision
Server Web Server

4. Vision Web/Application | Configure Authentication for the Vision Website
Server

5. Vision Web/Application | Configure Service Principal Name (SPN) for Vision
Server Application Pool Identity

6. SharePoint Web Install Vision Document Management on the WSS

/Application Server

Server
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SharePoint Web
/Application Server

Use SharePoint Central Administration to Complete the
SharePoint Configuration

8. SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

9. Vision Web/Application | Configure Document Management Service Account in
Server Weblink

10. Vision Web/Application | Configure Vision Document Management
Server

11. Domain Configure Constrained Delegation

12. Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator
account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZI(SN\DMSerV.ﬁ.cctB'ﬂer

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.
10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

in Local Security Settings Log on as a service Properties 2|

File  Action Wiew Help
&= D@ x TR S
.4 Logon az a service

@ Security Settings ag
-8 Account Policies —

-8 Local Policies

{E-C8 audit Palicy

¢ 28 User Rights Assignment

¢ E-8 Security Options

(2 Public Key Policies

[:I Software Restriction Policies
g IP Security Policies on Local Comn)

Local Security Setting | Explain Thiz Setting I

"5-1-5-21-2103952585-244864 9701 -1617223860-1007

Add User or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management

When you install Vision 7.1 Document Management the changes made to your WSS installation
are outlined below. The steps to configure WSS are outlined in this section.

@] If you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Vision
Document Management” for manual setup instructions.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 SP3.
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= Installs WSS 3.0 when run on the SharePoint web server if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\12\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).
Install Vision 7.1 Document Management on the Vision Web Server

%]  You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management on the Vision Web server, complete the
following steps:

1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

5. When this message displays, click No because this is a multi-tier installation of Vision
Document Management and your Vision Web server will not host WSS 3.0.

Question

. Setup has detected that this is your Deltek. Vision webjapplication
! server. Wil this server also be wour Microsoft SharePoint
—  web/application server?

6. When the following dialog box displays to remind you to run the setup on the WSS
server, click OK.

¥ision {Document Management) - Installshield Wizard

B Please be sure bo run this setup on your Microsoft Windows
| sharePaint Services web/application server in addition ko this
T SErVEer,

7. Onthe Ready to Install the Program page, click Install to start the installation.

8. When the InstallShield Wizard Complete page displays, click Finish.
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Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1IS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I¥ Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ﬂ
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clidk here for more information online

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:
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= Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

= Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

1. Click Start » All Programs » Accessaories.

2. Right-click Notepad, click Run as, and select the Administrator account.

%, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

3. Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

4. Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:

<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<zremove value="index.htm" />
<add value="index.htm" />
</Files>
</defaultDocument:
<securit
<authentication>
<windowsAuthentication enabled="true" Wﬁ»
<anonymousAuthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security=>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webserver:>
</ location=

6. Once the edits are complete, save your changes and restart 1S to make the changes
effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.
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However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

"&J Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[:Ell See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the WSS Server

To install Vision Document Management on the WSS server, complete the following steps:
1. Download DeltekVision71DM.exe and run the setup on your WSS server.
2. On the first Document Management Installation Wizard page, click Next.

3. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

4. Accept the license agreement and click Next. The following dialog displays reminding
you to run the setup on the Vision web/application server if you haven't already.

¥ision (Document Management) - Installshield Wizard Ed

i . b Please be sure bo run this setup on wvour Delkek Yision
* webjapplication server in addition to this server,

5. Onthe Ready to Install the Program page, click Install to start the installation.
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6. When the InstallShield Wizard Complete page displays, click Finish.

Use SharePoint Central Administration to Complete the SharePoint
Configuration

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

To create the Document Management SharePoint site collection, complete the following steps:

1. Launch the SharePoint Central Administration application

2. Click Application Management and select the Define Managed Paths option.

entral Adrministration welcome INETTEST2K3N\administrator = | (@)
I 1 .. .
><v Central Administration
Home  Operations | Application Management
Central Administration > Application Management = Define Managed Paths
Define Managed Paths
view All Site Conkent Use this page to specify which paths in the URL namespace are managed by Windows SharePoint Services. Learn about defining managed paths.
Central
Administrati licati
ministration Web Application wweb Application: | http://camgainetk3nss1/ ~
= Operations Select a web application,
= Application
Managernenk
Included Paths X Delete selecked paths
] Recycle Bin This list specifies which paths within the URL namespace are managed by Windows Path Type
- SharePoint Services. e
r {raot) Explicit inchision
- skes Wildcard inclusion
Add a New Path Path:
Specify the path within the URL namespace to include, You can include an exact path, |da|tekvisinn
or all paths subordinate to the specified path,
Use the Check URL button to ensure that the path vou include is not already in use Mote: Ta indicate the root path for this web application, type a slash
For existing sites o folders, which will open a new browser window with that URL, . Check URL
Type:
Explicit inclusion 'I
O Cancel
Enter DeltekVision in Path and select Explicit inclusion in Type.
4. Click OK.

Click Application Management and select the Create site collection option under
SharePoint Site Management.
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Zentral Administration

Hame

Wiew All Site Content

Central
Administration

= Operations
= Application
Management

o] Recycle Bin

Operations

%%\0 Central Administration

Application Management

Central Administration = Application Management

Application Management

Welcome INETTESTZK 3N administrator = | @

" Site Actions - |

This page contains links to pages that help vou configure settings For applications and components that are installed on the

seryer or server Farm,

SharePoint Web Application Management

a Create or extend Web application

=@ femaye.2harePeint from 115 MWeb sitel

8 Delete Web application

8 Define managed paths

8 yweb application outgoing e-mail settings
a web application general settings

@ Content databases

a Manage Web application Features

a YWeb application list

Application Security

a Security for Web Part pages

SharePoint Site Management

8 Create site collection

@ Delete site collection

8 Site use confirmation and deletion
8 Juoka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML wviewer

8 Document conversions

The Create Site Collection page displays.

Central Administration

Home | Operations

Wievs All Site Content

Central
Administration

= Cperations
= Application
Management

@] Recycle Bin

% Central Administration

Application Management

‘welcome INETTESTZK 3M\administrator = | '@

[ Site Actions - |

Central Administration = Application Management > Create Site Colleckion

Create Site Collection

Use this page to create a new top-level Web site,

Web Application
Select a \Web application,

Title and Description

Type a title and description For your new sike, The title will be displayved on
each page in the site.

Web Site Address

Specify the URL name and URL path to create a new sike, or choose ko create
asite at a specific path,

To add a new URL Path go ko the Define Managed Paths page.

OK Canicel
web application: | http://camqainetk3nssl,) ~
Title::
IDeItak Wision

Description:

=

[
LIRL:

http://camgainetk3nss 1 ¥R -

6. Enter Deltek Vision in Title and enter a description, if appropriate.

7. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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Template Selection

A site for keams to quickly organize, author, and share information. It provides
a document library, and lists For managing announcements, calendar kems,
tasks, and discussions,

Primary Site Collection Administrator

Specify the administrator For this Web site collection,

Secondary Site Collection Administrator

Specify the secondary administrator for this Web site collection.

Quota Template

Select & predefined quota template ta limit resources used For this site
collection,

To add a new quoka template, go to the Manage Quota Templates page.

Select & template:

Collaboration | Meetings

User name;
inettestzk3nsadrninistrator

User name;

8, [

inettest2k 3nhadministrator]

|8 G

Select 8 quota template:
I Mo Quota -
Storage limik:

Nurnber of invited users:

ok Cancel

8. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

9. Select No Quotain Select a quota template and click OK. The Top-Level Site

Successfully Created page displays.

Central Adrinistration

% Central Administration

Home  Operations | Application Management

Top-Level Site Successfully Created

Wiews All Site Conkent

Central clicking the URL. Toreturn bo SharePoink Central Administration, dick OK.
Administration
= Cperations httpe/fcamgainetk3nss 1 fdelkekyision
= Application
Managernent

@] Recycle Bin

‘welcome INETTESTZ2K3M administrator « | @

FJ ite Action »a

Central Administration > Application Management > Create Site Collection > Top-Lewel Site Successfully Created

The niews, empty top-level site was created successfully with the specified URL. IF vou have permission to view the \Web site, vou can do soin & new browser window by

QK

10. Click Start » Run, enter iisreset /noforce, and click Enter.
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’ 11. Click the link for the top level site (in our example it is
http://camqainetk3nssl/deltekvision) to display the site.

/3 Cannot find server - Microsoft Internet Explorer o [m] 9]
Eile Edit View Favorites Tools Help % | 11'
o Back = 3 ~ Iﬂ @ :‘_ | ,'-:'Search = Favorites & | L= =

Address I@ http:/framgainetkinss1 fdeltekvision

= |Links »

= Tear Discussion

Sites

People and Groups

5] Recycle Bin

Calendar v

There are currently no upcoming events. To add a new event, click
"Add new event” below,

= Add new event

There are currently no
Favorite links ko display, Ta
add a new link, click "Add
new link" below,

E Add new link

Drelbek Yisian ‘Welcome INETTEST2K M administratar = | (@ ;I
@4 Deltek Vision [Tris site =] |
Home 5ite Actions -
I—
Wiew All Site Content
Announcements -
Documents 1.' '
Get Started with Windows SharePoint S/712007 6:17 AM U
= Shared Documents Services! | HEw ’ T
5 by INETTEST2K 3N\ adrministr ator Yigmanf -
Lisk
sts Microsaft Windows SharePoint Services helps vou ta be more effective w' ndows R
= Calendar by connecting people, information, and documents. For information on SharePoint Services
« Tasks getting started, see Help.
Discussions = Add new announcement Links -

K

[&] Done ’_ ’_ ’_ ’_ ’_|° Internet

12. The SharePoint configuration is complete. Close SharePoint Central Administration.

Verify 1IS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory.

Identify your IIS configuration to specifically identify which website and port SharePoint is
using as well as which website and port Vision is using.

If SharePoint was extended to the Default Web Site then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetput\wwwroot\bin

If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

ﬁfy By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
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To configure the service account in Weblink, complete the following steps:
1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.

[
'~ Weblink

0O

4 Save B Test - B=l Change Password |

=

& Database Connection

GeneraI|Re|: =l Report Server Configuration

Sharepoint Credentials
Polling Intervalzec) 30 [[] send errors to Deltek automaticaly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |V|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Name | | SharePoint Password | “““““““““ | |

= Windows Authentication {Application Fool 1L:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

Document Management Installation Guide 185



: l Delte Know more.
Multi Tier New Installation and Configuration for x86 (32-bit) Servers — SharePoint Already Installed

Do more.™
) General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Docurnent Management

Server Name/IP | camgainetk3nba| |

Wirkual Server Port

Current Site | |,O|
[ Testsite | [ view site

: Utilities

e Configuration

Bl & General
ﬁ System Settings

Select the Enable Document Management check box.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

5. Enter the Virtual Server Port. In the illustration above, the port is 81 but on a typical
dedicated SharePoint installation the port will be 80 for the default web site.

6. Click the Lookup icon to select the current site.
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) select Web Site x|

E’ thttp: /fcamnainetkanwbe 81 /deltekvision {Deltek Vision)

[ ok || cancel || Help |

7. The Select Web Site dialog box displays the available sites. Select a site, and click OK.

8. Save your changes.

Configure Constrained Delegation

Because your WSS server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the
WSS server, you must configure Constrained Delegation.

‘ﬁ,l This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over the
Internet, you need to skip ahead to “Optional: Configure Protocol Transition” in the next section.

To configure Constrained Delegation, complete the following steps:

1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account).
3. Right-click and select Properties.
4

On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use Kerberos only option.
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DMServAcct3Tier Properties

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

« :
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

2|

QK I Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

|Jzerz or Computers,

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

Add Services E ‘

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
The Delegation tab should look like this:
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DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (I1S) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

To configure Protocol Transition, select the Use any authentication protocol option instead of
the Use Kerberos only option, which is used to configure Constrained Delegation. This allows
the client to authenticate to the Vision Web server using NTLM instead of Kerberos, and that
authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint server.
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To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties 2=
Organization I tember OF I Dial-in I Errvironment I Sesziong I
Femote control I Terminal Services Profile I O+ |

General I Addrezs I Account I Profile I Telephones  Delegation

Delegation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do nat brust this user for delegation

™ Trust this uzer for delegation ta any service [Kerberas only)

% Trust this user for delegation to specified services onlé

" Use Kerberos only
* Lse any authentication pratocol

Services to which thiz account can present delegated credentials:

Service Type | Usger or Computer | Fort | Service Namel Dic

1| | >
[ Expanded Add... | Bemove I

0k | Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.
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uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate

Service Type | |Jzer or Conmputer | Part | Service Name| D armain

0K

Select Al |

Cahicel |

i

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Cormputers, Built-in security principalz, or Other objects

Fram thiz location:

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

2%

Object Types...

Locations...

CAMGAINETEINSST

(]9

LCheck Hames

| Cancel

i

Advanced... |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.
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To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Fort | Service Namel D;I
dnacache CAMOAIMETKIMNSS1
eventlog CAMOAIMETKINSST
eventzystem CAMOAIMETKINSST J
fam CAMOAIMETKIMNSS1
HOST CAMOAIMETKIMNSS1
http CAMOAIMETK 3NS5

zharepaint. inet

ias CAMUAINE TEANSST
iisadmin CAMOAINETEINSST
P CAROMARETE ARSCT hl
Al | _'l_|

Select Al |
ok I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1IS) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because you explicitly specified the http service and not all services on the SharePoint

server and because you selected the Use any authentication protocol option and not
Kerberos, this is known as Protocol Transition.
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Multi Tier New Installation and Configuration for
x64 (64-bit) Servers — SharePoint Already Installed

& HIMPORTANT!!
Please note the following for this configuration:

= In this configuration, Vision and SharePoint are installed on separate
physical servers.

= SharePoint is already installed on the SharePoint server so the Vision
Document Management installation will NOT install SharePoint.

= The installation of SharePoint is SPF 2010.
= The Operating System for the server is x64 (64-bit).

Prerequisites
= Install/upgrade your Vision installation to Vision 7.1 (if applicable).

= Identify the domain user account being used for the SharePoint Farm Administrator
account.

=  Change the Application Pool Identity for the DeltekVisionAppPool to be the SharePoint
Farm Administrator account above (the Vision 7.1 installation sets this to be the local
DeltekVision account).

= Add this domain user to the local Administrators and IIS_IUSRS group on the Vision
server if not already done by the SharePoint installation.

Multi Tier Installation and Configuration Steps

Step | Where to Perform Description

1. | Vision Web/Application Configure Vision Application Pool Identity to Be a Domain
Server Account

2. | Vision Web/Application Grant Local Security Policy Rights to Vision Application

Server Pool Identity
3. | Vision Web/Application Install Vision 7.1 Document Management on the Vision
Server Web Server

4. | Vision Web/Application Configure Authentication for the Vision Website
Server

5. | Vision Web/Application Configure Service Principal Name (SPN) for Vision

Server Application Pool Identity
6. | SharePoint Web Install Vision Document Management on the SharePoint
/Application Server Foundation 2010 Server
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7. | SharePoint Web Use SharePoint Central Administration to Complete the
/Application Server SharePoint Configuration

8. | SharePoint Web Configure Service Principal Name (SPN) for SharePoint
/Application Server Application Pool Identity

9. | SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

10. | Vision Web/Application Configure Document Management Service Account in
Server Weblink

11.| Vision Web/Application Configure Vision Document Management
Server

12.| Domain Configure Constrained Delegation

13.| Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

To change the Vision Application Pool Identity, complete the following steps:

1.

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator

account.

Open Internet Information Services: Start » All Programs » Administrative Tools »

Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity d |
" Built<n account:
| =

¥ Custom account:

Ideltekvisinn Set... |

0K I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZI(SN\DMSerV.ﬁ.cctB'ﬂer

Password:

Confirm password:

0K I Cancel |

8. In User name, enter the Application Pool Identity in the form <Domain>\<Username>.

9. In Password and Confirm password, enter that user’s password.
10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

it Local Security Settings Log on as a service Properties 21x|

File  Action Wiew Help
&= | BEXFR|E
.4 Logon az a service

@ Security Settings aﬂ
28 Account Policies —

E{E Local Palicies
S 28 aodit Policy
-8 User Rights Assignment

Local Security Setting | Explain This Setting I

"5-1-5-21-2103952585-244864 9701 -1617223860-1007

- -8 Security Options ASPNET
tel- (1 Public Key Policies INETTES T2K NS dministater
[ Software Restriction Policies : 3 sl ctil e

g IP Security Policies on Local Com NETWDHK SERVICE

Add Uszer or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management

When you install Vision 7.1 Document Management the changes made to your existing SPF
installation are outlined below. The steps to configure SPF are outlined in this section.

%] 1If you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Vision
Document Management” for manual setup instructions.

The Document Management installation does the following:
= Installs Web Service Extensions (WSE) 2.0 SP3.
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= Installs SPF 2010 when run on the SharePoint web server, if it is not already installed.

= Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\14\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).
Install Vision 7.1 Document Management on the Vision Web Server

%] You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management, complete the following steps:
1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. The installation will check to ensure that the 1IS Role service, Windows Authentication, is
installed. If the Role Service is not installed you will be prompted to install it and the
setup will exit:

¥ision {(Document Management) - Installshield Wizard

¥%, Setup has detecked Windows Yista/Server 2008 and determined
'-. )| that windows Authentication is not installed as a role service.

=" Please install and re-run setup, Setup will exit,

3. Afterinstalling the Windows Authentication 1IS Role Service, re-run the Document
Management installation.

4. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

5. On the first Document Management Installation Wizard page, click Next.

6. On the License Agreement page, select | accept the terms of the license agreement
and click Next.

7. When this message displays, click No because this is a multi-tier installation of Vision
Document Management and your Vision Web server will not host SPF 2010.
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Question ]

=% Setup has detected that this is your Delkek Yision web/application
_.-' server. Will this server also be vour Microsaft \Windaws
= sharePoint Services web/application server?

8. When the following dialog box displays to remind you to run the setup on the SPF server,
click OK.

Yision {Document Management) - Installshield Wizard

B Please be sure to run this setup on your Microsoft Windows
| sharePaint Services web/application server in addition ko this
T serwer,

9. Onthe Ready to Install the Program page, click Install to start the installation.

10. When the InstallShield Wizard Complete page displays, click Finish.
Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of IIS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.
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6.

With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,

simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool

Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify

the ApplicationHost.config file, the steps of which are outlined below:
Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@] This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
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<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<zremove value="index.htm" />
<add value="index.htm" />
</Files>
</defaultDocument:
<Securit
<authentication>

<windowsAuthentication enabled="true" Wﬁ»
<anonymousAuthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webserver>
</ location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.

However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

'ﬁJ Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

'ﬁJ The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier
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[:m See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the SPF 2010 Server

To install Vision Document Management on the SPF 2010 server, complete the following
steps:

1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

On the License Agreement page, select | accept the terms of the license agreement
and click Next.

5. When the following message displays to remind you to run the setup on the Vision
web/application server if you haven't already, click OK.

¥ision (Document Management) - Installshield Wizard Ed

f 0 i Please be sure to run this setup on wvour Delkek Yision
" webjapplication server in addition ko this server,

6. On the Ready to Install the Program page, click Install to start the installation.

7. When the InstallShield Wizard Complete page displays, click Finish.

Use SharePoint Central Administration to Complete the SharePoint
Configuration

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

Create Document Management SharePoint Site Collection

The following instructions are for SharePoint Foundation 2010. If you have Windows SharePoint
Services 3.0 x64 installed as your version of SharePoint, refer to page 110 for specific
instructions for that platform.
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1. Launch the SharePoint 2010 Central Administration application
2. Click Manage Web Applications under Application Management.

3. Select your SharePoint web application and click Managed Paths. The Define Managed
Paths page displays.

Define Man

Included Paths

4. Enter DeltekVision in Path and select Explicit inclusion in Type and click Add Path.
5. Click OK.

H Dalote seielied palled

Falk

i-’\I [ L=t S g 'I

Document Management Installation Guide 204



»
| Deltek kormore

Multi Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint Already Installed

6. Click Application Management and select the Create Site Collection option under Site
Collections.

S Aflioni -

; EharePoint 2010 Central Administration » Appleation Management
7]
') Web Agplcations
Apghabon Hanagemen
setingt .| Site Colections
g 5 ¥ -
L ity
0 ade nE
e ol & Bh r= 5
cat A

The Create Site Collection page displays.

T
: [ Carn |
Ha A
Web Applecation
STungt b Mel Lredesb Wi/ feamgametkI8whs F -
s - . e a: rore wosts st o0 o e Wi S —
e 2 Tithe sad Description
- Tyipe b e and Seporpion for pour nes e, The Ttk will be daoly sl o e e | |
et
3 ,_i
Wb Se Address ~
Specfy he d 1 L CheRE i e, O Chdae 1 Witg: | [ eamgaincti 58 deBpaite =
- et
& D agt
= templste
Mestungs | Cullam
£ Blank Sde -

7. Enter Deltek Vision in Title and enter a description, if appropriate.

8. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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S Actions

glact @ Ll

Collsborsticn | Mastiogs | Custom

Prnsary Ste (oleclion Admigrmiralor
Soealy the & witier for g irie coliechon, Oniy one uper loor can be || | 8 i1l
DFORADED BabILFDY P DUDS A TR S ed
trcondary it Colleclon Admanistralor
zar name

v apealy & sy St Coler IO SO R ¥ D e T |

ah b pr rodied; Sedunly o are Sl g B
Quota Template -

o I Caeni | &

9. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

10. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

e Astiony il

; SharePoint 2010 Central Administratian »

11. Click the link for the top level site (in our example it is
http://camqgainetk38wb9/deltekvision) to display the site.
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Welcome to your site!

12. The SharePoint configuration is complete. Close SharePoint Central Administration.

Configure Service Principal Name (SPN) for SharePoint Application Pool
Identity

The default configuration of the SharePoint created Application Pool will be to have Kernel Mode
Authentication disabled therefore, a Service Principal Name for the Application Pool Identity is
required for Windows Authentication to work properly.

'ﬁJ Domain rights are required to complete this step.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download and
install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<SharePoint Web Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[:Ell See the following related Microsoft Knowledge Base article for more information:
http://support.microsoft.com/?id=871179
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Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory.

Identify your IIS configuration to specifically identify which website and port SharePoint is

using as well as which website and port Vision is using.

If SharePoint was extended to the Default Web Site then copy

Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to

c:\inetput\wwwroot\bin

If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy

Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to

c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

“&J By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the

System Settings tab of the Deltek Vision Weblink utility.

To configure the account in Weblink, complete the following steps:

1.
2.
3.

On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
Enter the Weblink password when prompted.
Click the System Settings tab.

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

Click Test and SharePoint Credentials to validate that the information entered is
correct.
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B weblink

& Database Connection
& Report Server Configuration

General | Rep

Sharepoint Credentials
Polling Intervalsec) 3T T Send errors to Deltek automaticlly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |v|

Store Session Statein Memory | .v|

Database Setup Document Management

S0L Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Mame | | SharePoint Password | ******** q |

= Windows Authentication (Application Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.

¥ ) General System Settings - Apple & Bartlett, P eriod Ending 6,/30,/2005 - ¥6.0 {Limited Release 1)

M Search Options  (2) Help -

Lookupsl Ernail |Servers | Labels | Hurmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Document Management

Server Name,TP | camgainetkanwb4| |
Wirkual Server Port
Current Siee | |,O|

BB Time & Expense E [ Testsite | [ view site

‘A Purchasing

d Inventory

Reporting

" Configuration

El v General
ﬁf Swstem Settings

3. Select the Enable Document Management check box.
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4.

7.
8.

Enter the name of the server hosting Document Management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here.. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

Enter the Virtual Server Port. In the illustration above, the port is 81 but on a typical
dedicated SharePoint installation the port will be 80 for the default web site.

Click the Lookup icon to select the current site.

{¥) Select Web Site x|

EL ‘thitp:/fcamnainetksnmwb4:51 deltekvision (Delkek Yision)

[ ok [ | cancel || Help |

The Select Web Site dialog box displays the available sites. Select a site, and click OK.

Save your changes.

Configure Constrained Delegation

Because your SPF server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the SPF
server, you must configure Constrained Delegation.

?,)

This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over
the Internet, you need to skip ahead to “Optional: Configure Protocol Transition” in the next
section..

To configure Constrained Delegation, complete the following steps:

1
2
3.
4

Open the Active Directory Users and Computers MMC on a Domain Controller.
Locate the User account for the Vision Application Pool Identity (SPF Service account).
Right-click and select Properties.

On the Delegation tab, select the Trust this user for delegation to specified services
only option.

Select the Use Kerberos only option.
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Know more.
Do more™

DMServAcct3Tier Properties

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

« :
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

2|

QK I Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

|Jzerz or Computers,

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

Add Services E ‘

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
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The Delegation tab should look like this:

DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (I1S) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

Protocol Transition is configured by selecting the Use any authentication protocol option
instead of the Use Kerberos only option, which is used to configure Constrained Delegation.
This allows the client to authenticate to the Vision Web server using NTLM instead of Kerberos,
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and that authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint
server.

To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (WSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)

{® Trust this uzer for delegation o specified services onl

= Use Kerberas anly
' Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

QK | Cancel | Apply |

6. Click Add. The Add Services dialog box displays.
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Know more.
Do more™

uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate

Service Type | |Jzer or Conmputer | Part | Service Name| D armain

0K

Select Al |

Cahicel |

i

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Cormputers, Built-in security principalz, or Other objects

Fram thiz location:

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

2%

Object Types...

Locations...

CAMGAINETEINSST

(]9

LCheck Hames

| Cancel

i

Advanced... |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.
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To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Fort | Service Namel D;I
dnacache CAMOAIMETKIMNSS1
eventlog CAMOAIMETKINSST
eventzystem CAMOAIMETKINSST J
fam CAMOAIMETKIMNSS1
HOST CAMOAIMETKIMNSS1
http CAMOAIMETK 3NS5

zharepaint. inet

ias CAMUAINE TEANSST
iisadmin CAMOAINETEINSST
P CAROMARETE ARSCT hl
Al | _'l_|

Select Al |
ok I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1IS) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.

Document Management Installation Guide 216



i
\ Deltek §oumore

Multi Tier New Installation and Configuration for x64 (64-bit) Servers — SharePoint Already Installed

The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because you explicitly specified the http service and not all services on the SharePoint

server and because you selected the Use any authentication protocol option and not
Kerberos, this is known as Protocol Transition.
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Multi Tier—New Installation of Document
Management 7.1 with MOSS 2007

& IHIMPORTANT!!

Please note the following for this configuration:

Vision and SharePoint will exist on separate physical Web servers (Vision
and MOSS 2007 are not supported on the same physical server).

Vision Document Management is being installed against an existing
installation of Microsoft Office SharePoint Server (MOSS) 2007.

Vision Document Management requires its own top-level site and cannot
integrate into an existing MOSS 2007 site collection.

The Operating System for the SharePoint server is x86 (32-bit) or x64

(64-bit).

Prerequisites
= MOSS 2007 is already installed and configured.

= Install/upgrade your Vision installation to Vision 7.1.

= Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

= The domain service account used above will also be the SharePoint Service account.

= Add this domain user to the local Administrators and IIS_IUSRS group on the Vision
server.

Multi Tier Installation and Configuration Steps

Step Where to Perform Description

1. Vision Web/Application | Configure Vision Application Pool Identity to Be a
Server Domain Account

2. Vision Web/Application | Grant Local Security Policy Rights to Vision Application
Server Pool Identity

3. Vision Web/Application | Install Vision 7.1 Document Management on the Vision
Server Web Server

4. Vision Web/Application | Configure Authentication for the Vision Website
Server

5. Vision Web/Application | Configure Service Principal Name (SPN) for Vision

Server

Application Pool Identity
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6. SharePoint Web Install Vision Document Management on the MOSS
/Application Server 2007 Server

7. SharePoint Web Use SharePoint Central Administration to Create the
/Application Server Vision Document Management Site Collection

8. SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

9. Vision Web/Application | Configure Document Management Service Account in
Server Weblink

10. Vision Web/Application | Configure Vision Document Management
Server

11. Domain Configure Constrained Delegation

12. Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator
account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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b 2

User name:
IINEITESTZI(SN\DMSerV.ﬁ.Cl:tB'ﬂer

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.

10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

Log on as a service Properties 2|

Local Security Setting | Explain Thiz Setting I

‘i Local Security Settings
File  Action Wiew Help
&= D@ x TR S

.4 Logon az a service

@ Security Settings ag
-8 Account Policies —

-8 Local Policies

- -8 Audi Policy
20 IR "5,1-5-21-2103952585- 2448643701 -1 61 72238601007
¢ -8 Security Options

(2 Public Key Policies

[:I Software Restriction Policies
g IP Security Policies on Local Comn)

Add User or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management and the
MOSS 2007 Site Collection

When you install Vision 7.1 Document Management the changes made to your existing MOSS
2007 installation are outlined below . The steps to configure MOSS 2007 are outlined in this
section.

If you would prefer not to run the Vision Document Management installation on an existing
installation of SharePoint, refer to “Appendix C: Manual Installation of Vision Document
Management” for manual setup instructions.
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The Document Management installation performs the following:
= Installs Web Service Extensions (WSE) 2.0 Sp3.

= Copies Document Management files to SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\12\isapi).

= Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

= Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

= |nstalls Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).
Install Vision 7.1 Document Management on the Vision Web Server

“&J You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management on the Vision Web server, complete the
following steps:

1. Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

2. When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

4. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

5. When this message displays, click No because this is a multi-tier installation of Vision
Document Management and your Vision Web server will not host SharePoint.

Question

@% Setup has detected that this is your Deltek Vision web/application
'} ! server. Wil this server also be wour Microsoft SharePoint
—  web/application server?

6. When the following message displays to remind you to run the setup on the MOSS 2007
server, click OK.

Yision {Document Management) - Installshield Wizard

B Please be sure bo run this setup on your Microsoft Windows
| sharePaint Services web/application server in addition ko this
T SErVEer,

7. Onthe Ready to Install the Program page, click Install to start the installation.

8. When the InstallShield Wizard Complete page displays, click Finish.
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Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of when using Windows Integrated Authentication (required for Vision
Document Management) is to use Kernel Mode Authentication. Under this configuration, the
application pool runs under the Machine account whether or not an identity has been established.
Because the Machine account cannot be used for delegation scenarios which are required for
multi-tier deployments of Vision Document Management, the additional configuration steps below
are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of 1S it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:

I¥ Enable Kernel-mode authentication

By default, IIS enables kernel-mode authentication, which may improve ﬂ
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clidk here for more information online

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:
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= Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

= Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

1. Click Start » All Programs » Accessaories.

2. Right-click Notepad, click Run as, and select the Administrator account.

%, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

3. Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

4. Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

5. Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:

<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<zremove value="index.htm" />
<add value="index.htm" />
</Files>
</defaultDocument:
<securit
<authentication>
<windowsAuthentication enabled="true" Wﬁ»
<anonymousAuthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security=>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webserver:>
</ location=

6. Once the edits are complete, save your changes and restart 1S to make the changes
effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.
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However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

"&J Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

‘ﬁ,l The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier

[:Ell See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the MOSS 2007 Server

To install Vision Document Management on the WSS server, complete the following steps:
1. Download DeltekVision71DM.exe and run the setup on your WSS server.
2. On the first Document Management Installation Wizard page, click Next.

3. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

4. When the following message displays to remind you to run the setup on the Vision
web/application server if you haven't already, click OK.

¥ision {Document Management) - Installshield Wizard

i . i Please be sure to run this setup on your Delkek ision
k. ¥ 4 webfapplication server in addition ko this server.

5. On the Ready to Install the Program page, click Install to start the installation.
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6. When the InstallShield Wizard Complete page displays, click Finish.

Use SharePoint Central Administration to Create the Vision Document
Management Site Collection

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

To complete the SharePoint configuration, complete the following steps:

1. In SharePoint Central Administration, click Application Management and select the
Define Managed Paths option. This will create a specific URL for your Vision Document
Management site collection (for example, http://MOSSServer/DeltekVision).

Central Administration ‘welcome INETTESTZK3M administrator = | (@)
3 L .
2<v Central Administration

Home  Operations | Application Management

Central Administration = Application Management = Define Managed Paths

Define Managed Paths

Vigw All Site Conkent Use this page to specify which paths in the URL namespace are managed by Windows SharePoint Services, Learn about defining managed paths,

Central
S Web application web application: | hitp:/ /camqainetk3nssl/ ~
= Opetations Select a web application,
= Application
Management
Included Path:
ncluded Paths x Delete selected paths
] Recycle Bin This list specifies which paths within the URL namespace are managed by Windows Fath Type
- SharePoink Services, e
~ (oot} Explicit inclusion
- sites ‘wildcard inclusion
Add a New Path Path:

Specify the path within the URL namespace to include. You can include an exact path,

deltekvision
or all paths subordinate to the specified path. I
Use the Check URL button to ensure that the path vou include is not already in use Mots: Ta indicate the root path for this web application, type a slash
For existing sites o Folders, which will open a new browser window with that URL, . Check URL
Type:
Explicit inclusion = I

Ok Cancel

2. Enter DeltekVision in Path and select Explicit inclusion from the Type drop-down list.
Click OK.

4. Click Application Management and select the Create site collection option under
SharePoint Site Management.
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Zentral Administration

%%\0 Central Administration

Home  Operations | Application Managemenk

Wiew All Site Content

Central seryer or server Farm,

Administration

Central Administration = Application Management

Application Management

Welcome INETTESTZK 3N administrator = | @

" Site Actions - |

This page contains links to pages that help vou configure settings For applications and components that are installed on the

= Operations

= Application
Management

o] Recycle Bin

SharePoint Web Application Management

a Create or extend Web application

=@ femaye.2harePeint from 115 MWeb sitel

8 Delete Web application

8 Define managed paths

8 yweb application outgoing e-mail settings
a web application general settings

@ Content databases

a Manage Web application Features

a YWeb application list

Application Security

a Security for Web Part pages

SharePoint Site Management

8 Create site collection

@ Delete site collection

8 Site use confirmation and deletion
8 Juoka templates

8 Site collection quatas and lacks

@ Site collection administrators

@ Site collection list

External Service Connections

@ Records center
8 HTML wviewer

8 Document conversions

The Create Site Collection page displays.

Central Administration

% Central Administration

Home  Operations | Application Management

‘welcome INETTESTZK 3M\administrator = | '@

[ Site Actions - |

Wievs All Site Content

Central
Administration

= Cperations
= Application
Management

@] Recycle Bin

Central Administration = Application Management > Create Site Colleckion

Create Site Collection

Use this page to create a new top-level Web site,

Web Application
Select a \Web application,

Title and Description

Type a title and description For your new sike, The title will be displayved on
each page in the site.

Web Site Address

Specify the URL name and URL path to create a new sike, or choose ko create
asite at a specific path,

To add a new URL Path go ko the Define Managed Paths page.

OK Canicel
web application: | http://camqainetk3nssl,) ~
Title::
IDeItak Wision

Description:

=

[
LIRL:

http://camgainetk3nss 1 ¥R -

5. Enter Deltek Vision in Title and enter a description, if appropriate.

6. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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Template Selection

A site for keams to quickly organize, author, and share information. It provides
a document library, and lists For managing announcements, calendar kems,
tasks, and discussions,

Primary Site Collection Administrator

Specify the administrator For this Web site collection,

Secondary Site Collection Administrator

Specify the secondary administrator for this Web site collection.

Quota Template

Select & predefined quota template ta limit resources used For this site
collection,

To add a new quoka template, go to the Manage Quota Templates page.

Select & template:

Collaboration | Meetings

User name;
inettestzk3nsadrninistrator

User name;

8, [

inettest2k 3nhadministrator]

|8 G

Select 8 quota template:
I Mo Quota -
Storage limik:

Nurnber of invited users:

ok Cancel

7. Under Select a template, accept the default of Team Site for the template to be used
and enter a username in each of the User name fields for the primary and secondary site
collection administrators. One of these needs to be the Vision Application Pool identity.

8. Select No Quotain Select a quota template and click OK. The Top-Level Site

Successfully Created page displays.

Central Adrinistration

% Central Administration

Home  Operations | Application Management

Top-Level Site Successfully Created

Wiews All Site Conkent

Central clicking the URL. Toreturn bo SharePoink Central Administration, dick OK.
Administration
= Cperations httpe/fcamgainetk3nss 1 fdelkekyision
= Application
Managernent

@] Recycle Bin

‘welcome INETTESTZ2K3M administrator « | @

FJ ite Action »a

Central Administration > Application Management > Create Site Collection > Top-Lewel Site Successfully Created

The niews, empty top-level site was created successfully with the specified URL. IF vou have permission to view the \Web site, vou can do soin & new browser window by

QK

9. Click Start » Run, enter iisreset /noforce, and click Enter.
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10. Click the link for the top level site (in our example it is
http://camqainetk3nssl1/deltekvision) to display the site.
/3 Cannot find server - Microsoft Internet Explorer o [m] 9]
Eile Edit View Favorites Tools Help % | 11'
o Back = 3 ~ Iﬂ @ :‘_ | ,'-:'Search = Favorites & | L= =

Address I@ http:/framgainetkinss1 fdeltekvision

= |Links »

= Tear Discussion

Sites

People and Groups

5] Recycle Bin

Calendar v

There are currently no upcoming events. To add a new event, click
"Add new event” below,

= Add new event

There are currently no
Favorite links ko display, Ta
add a new link, click "Add
new link" below,

E Add new link

Drelbek Yisian ‘Welcome INETTEST2K M administratar = | (@ ;I
@4 Deltek Vision [Tris site =] |
Home 5ite Actions -
I—
Wiew All Site Content
Announcements -
Documents 1.' '
Get Started with Windows SharePoint S/712007 6:17 AM U
= Shared Documents Services! | HEw ’ T
5 by INETTEST2K 3N\ adrministr ator Yigmanf -
Lisk
sts Microsaft Windows SharePoint Services helps vou ta be more effective w' ndows R
= Calendar by connecting people, information, and documents. For information on SharePoint Services
« Tasks getting started, see Help.
Discussions = Add new announcement Links -

K

[&] Done ’_ ’_ ’_ ’_ ’_|° Internet

11. The SharePoint configuration is complete. Close SharePoint Central Administration.

Verify 1IS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory:

= Identify your IIS configuration to specifically identify which website and port SharePoint is
using as well as which website and port Vision is using.

= If SharePoint was extended to the Default Web Site then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to c:\inetput\wwwroot\bin

= If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30
to c:\inetput\wwwroot\wss\Virtual Directories\<site>\bin

'ﬁJ By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink

You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
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To configure the service account in Weblink, complete the following steps:
1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.
3. Click the System Settings tab.
4

In the Document Management group box, enter your SharePoint username and
password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click the Test button and SharePoint Credentials to validate that the information entered
is correct.

[
| Weblink

0O

4 Save B Test - B=l Change Password |

=

& Database Connection

GeneraI|Re|: =l Report Server Configuration

Sharepoint Credentials
Polling Intervalzec) 30 [[] send errors to Deltek automaticaly

Max concurrentjobs

Copy Databases.encto | | Default Language | English (United States) |V|

Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservaccttier |

Database Name | | SharePoint Password | “““““““““ | |

= Windows Authentication {Application Fool 1L:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.
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) General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Docurnent Management

Server Name/IP | camgainetk3nba| |

Wirkual Server Port

Current Site | |,O|
[ Testsite | [ view site

: Utilities

e Configuration

Bl & General
ﬁ System Settings

Select the Enable Document Management option.

Enter the name of the server hosting document management. This should be the server
name only, FQDN'’s or custom DNS values are not needed here.. Enter this value without
the protocol prefix (for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

5. Enter the Virtual Server Port. In our example the port is 81 but on a typical dedicated
SharePoint installation the port will be 80 for the default web site..

6. Click the Lookup icon to select the current site.
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’ ) Select Web Site X|

E thttp: /fcamnainetkanwbe 81 /deltekvision {Deltek Vision)

[ ok || cancel || Help |

7. The Select Web Site dialog box displays the available sites. Select a site, and click OK.

8. Save your changes.

Configure Constrained Delegation

Because your MOSS server is on a separate physical server and because the Vision Web server
needs to pass the domain credentials of your Vision Document Management users on to the
MOSS server, you must configure Constrained Delegation.

‘ﬁ,l This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over the
Internet, you need to skip ahead to “Optional: Configure Protocol Transition” in the next section.

To configure Constrained Delegation, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use Kerberos only option.
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DMServAcct3Tier Properties

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

« :
" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

2|

QK I Cancel | Apply

6. Click the Add button. The Add Services dialog box displays.

|Jzerz or Computers,

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

Add Services E ‘

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
9. The Delegation tab should look like this:
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DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (I1S) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

To configure Protocol Transition, select the Use any authentication protocol option instead of
the Use Kerberos only option, which is used to configure Constrained Delegation. This allows
the client to authenticate to the Vision Web server using NTLM instead of Kerberos, and that
authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint server.
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To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for Delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties 2=
Organization I tember OF I Dial-in I Errvironment I Sesziong I
Femote control I Terminal Services Profile I O+ |

General I Addrezs I Account I Profile I Telephones  Delegation

Delegation iz a security-sensitive operation, which allows services to act on
behalf of another uzer.

Do nat brust this user for delegation

™ Trust this uzer for delegation ta any service [Kerberas only)

% Trust this user for delegation to specified services onlé

" Use Kerberos only
* Lse any authentication pratocol

Services to which thiz account can present delegated credentials:

Service Type | Usger or Computer | Fort | Service Namel Dic

1| | >
[ Expanded Add... | Bemove I

0k | Cancel | Apply |

6. Click the Add button. The Add Services dialog box displays.
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uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate

Service Type | |Jzer or Conmputer | Part | Service Name| D armain

0K

Select Al |

Cahicel |

i

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Cormputers, Built-in security principalz, or Other objects

Fram thiz location:

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

2%

Object Types...

Locations...

CAMGAINETEINSST

(]9

LCheck Hames

| Cancel

i

Advanced... |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com) select it, and click OK.
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To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Fort | Service Namel D;I
dnacache CAMOAIMETKIMNSS1
eventlog CAMOAIMETKINSST
eventzystem CAMOAIMETKINSST J
fam CAMOAIMETKIMNSS1
HOST CAMOAIMETKIMNSS1
http CAMOAIMETK 3NS5

zharepaint. inet

ias CAMUAINE TEANSST
iisadmin CAMOAINETEINSST
P CAROMARETE ARSCT hl
Al | _'l_|

Select Al |
ok I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (lIS) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the
SharePoint server and because we are using the Use any authentication protocol
option and not Kerberos, this is known as Protocol Transition.
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Multi-Tier New Installation of Document
Management 7.1 with SharePoint Server 2010

& IHIMPORTANT!!

Please note the following for this configuration:

Vision and SharePoint will exist on separate physical Web servers (Vision
and SharePoint Server 2010 are not supported on the same physical

server).

Vision Document Management is being installed against an existing
installation of SharePoint Server 2010.

Vision Document Management requires its own top-level site and cannot
integrate into an existing SharePoint Server 2010 site collection.

The Operating System for the SharePoint server is x64 (64-bit).

Prerequisites

=  SharePoint Server 2010 is already installed and configured.

= Install/upgrade your Vision installation to Vision 7.1.

= Change the Application Pool Identity for the DeltekVisionAppPool to be a domain user
account (the Vision 7.1 installation sets this to be the local DeltekVision account).

= The domain service account used above will also be the SharePoint Service account.

= Add this domain user to the local Administrators and [IS_IUSRS group on the Vision
server.

Multi Tier Installation and Configuration Steps

Step Where to Perform Description

1. Vision Web/Application | Configure Vision Application Pool Identity to Be a
Server Domain Account

2. Vision Web/Application | Grant Local Security Policy Rights to Vision Application
Server Pool Identity

3. Vision Web/Application | Install Vision 7.1 Document Management on the Vision
Server Web Server

4. Vision Web/Application | Configure Authentication for the Vision Website
Server

5. Vision Web/Application | Configure Service Principal Name (SPN) for Vision

Server

Application Pool Identity
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6. SharePoint Web Install Vision Document Management on SharePoint
/Application Server Server 2010

7. SharePoint Web Use SharePoint Central Administration to Create the
/Application Server Vision Document Management Site Collection

8. SharePoint Web Verify IS Configuration and Configure Deltek Vision
/Application Server Document Management .NET Assembly

9. Vision Web/Application | Configure Document Management Service Account in
Server Weblink

10. Vision Web/Application | Configure Vision Document Management
Server

11. Domain Configure Constrained Delegation

12. Domain Optional: Configure Protocol Transition

Configure Vision Application Pool Identity to Be a Domain Account

You must change the Vision Application Pool Identity to be a domain account. The default is for
Vision to use a local DeltekVision user created during the Vision installation. This change is
necessary because of the local account’s inability to work with Active Directory.

@)

For this account to be the Application Pool Identity it must be a member of the 1IS_IUSRS group in
addition to being a member of the local administrators group on the local server..

To change the Vision Application Pool Identity, complete the following steps:

1.

Create a domain user account. This account must also be your SPF Service account. No
domain Admin rights are needed for this account.

Log on to the domain on the Vision Web/application server using an Administrator
account.

Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (lIS) Manager.

Expand the Server name and then click Application Pools.

Select the DeltekVisionAppPool and select Advanced Settings from the Action pane
on the right hand side. The following displays:
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B (General) =
.NET Framework Version w2.0
Managed Pipeline Mode Integrated
Mame DeltekvisionAppPool
Queue Length 1000
Start Automatically True
E Ccru
Limit u]
Limit Action MoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4294967295 I

E Process Model

P ::ckvision e
0

Idle Time-out (minutes)
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) a0
Startup Time Limit (seconds) a0
[F_Peacess Denhani il
Identity

[identityType, username, password] Configures the application pool to run as
built-in account, i.e. Metwork Service (recommended), Local System, Local Service,
or as a spedific user identity.

oK | Cancel |

A

6. Place your cursor in the Identity field and then click the ellipses button to set the identity.
The Application Pool Identify dialog box displays:

Application Pool Identity 2x|
" Builtsin account:
| =l

¥ Custom account:

Ideltek'-,'ision Set... |

OK I Cancel |

7. Select the Custom account option and click Set. The Set Credentials dialog box
displays.
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User name:
IINEITESTZI(SN\DMSerV.ﬁ.cctB'ﬂer

Password:

Confirm password:

0K I Cancel |

8. Inthe User name field, enter the Application Pool Identity in the form
<Domain>\<Username>.

9. Inthe Password and Confirm password fields, enter that user’s password.

10. Click OK three times to set the identity.

Grant Local Security Policy Rights to Vision Application Pool Identity

The Vision Application Pool Identity/SharePoint Service Account must be granted Logon as a
service rights on the Vision 7.1 Web/Application Server for multi-tier Document Management
installations, as shown in the following example of the Local Security Settings setup screens.

in Local Security Settings Log on as a service Properties 2|

File  Action Wiew Help
&= D@ x TR S
.4 Logon az a service

@ Security Settings ag
-8 Account Policies —

-8 Local Policies

- -8 Audi Policy
20 IR "5,1-5-21-2103952585- 2448643701 -1 61 72238601007
¢ -8 Security Options

(2 Public Key Policies

[:I Software Restriction Policies
g IP Security Policies on Local Comn)

Local Security Setting | Explain Thiz Setting I

Add User or Group... | Bemaove |

Install and Configure Vision 7.1 Document Management and the
SharePoint Server 2010 Site Collection

When you install Vision 7.1 Document Management the changes made to your existing
SharePoint Server installation are outlined below. The steps out configure SharePoint are
outlined in this section.

%] 1If you would prefer not to run the Vision Document Management installation on an
existing installation of SharePoint, refer to “Appendix C: Manual Installation of Vision
Document Management” for manual setup instructions.
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The Document Management installation does the following:

Installs Web Service Extensions (WSE) 2.0 SP3.

Copies Document Management files to the SharePoint ISAPI folder (c:\program
files\common files\microsoft shared\web service extensions\14\isapi).

Copies Document Management files to the Vision Support folder (\program
files\deltek\vision\support\DM\30).

Modifies the SharePoint Web.config file in the ISAPI directory to work with Vision
Document Management.

Installs Deltek.Vision.WSS30.Server.dll into the Global Assembly Cache (GAC).

Install Vision 7.1 Document Management on the Vision Web Server

NOTE: You must run the Document Management installer on both the Vision web server and the
SharePoint web server.

To install Vision 7.1 Document Management, complete the following steps:

1.
2.

Download the DeltekVision71DM.exe file and run the setup on your Vision Web server.

The installation will check to ensure that the IIS Role service, Windows Authentication, is
installed. If the Role Service is not installed you will be prompted to install it and the
setup will exit;

¥ision (Document Management) - Installshield Wizard

9%, Setup has detecked Windows YistafServer 2008 and determined
Ra¥ that windows Authentication is not installed as a role service,
=" Please install and re-run setup, Setup will exit,

After installing the Windows Authentication IIS Role Service, re-run the Document
Management installation.

When a dialog box displays to indicate the IIS licensing requirements for the use of
Windows Integrated Authentication (required to use Vision Document Management), click
OK.

On the first Document Management Installation Wizard page, click Next.

On the License Agreement page, select | accept the terms of the license agreement
and click Next.

When the following message displays, click No because this is a multi-tier installation of
Vision Document Management and your Vision Web server will not host SharePoint..

Question ]

=% Setup has detected that this is your Delkek Yision web/application
_.-' server, Will this server also be your Microsoft Windows
= sharePoint Services web/application server?
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8. When the following message displays to remind you to run the setup on the SharePoint
server, click OK.

¥ision {Document Management) - Installshield Wizard

| sharePaint Services web/application server in addition ko this

'0 Please be sure ko run this setup on your Microsoft Windows
T SErVEer,

9. Onthe Ready to Install the Program page, click Install to start the installation.

10. When the InstallShield Wizard Complete page displays, click Finish.
Configure Authentication for the Vision Website

IIS Kernel Mode Authentication

The default configuration of 1IS when using Windows Integrated Authentication (required for
Vision Document Management) is to use Kernel Mode Authentication. Under this configuration,
the application pool runs under the Machine account whether or not an identity has been
established. Because the Machine account cannot be used for delegation scenarios which are
required for multi-tier deployments of Vision Document Management, the additional configuration
steps below are necessary.

Identify if Kernel Mode Authentication Is Enabled

Follow the steps below to identify if Kernel Mode Authentication is enabled. (In a default
configuration of IIS it will be enabled.)

To identify the authentication status, complete the following steps:

1. Log on to the domain on the Vision Web/application server using an Administrator
account.

2. Open Internet Information Services: Start » All Programs » Administrative Tools »
Internet Information Services (1IS) Manager.

3. Expand the server name, expand Sites, and expand Default Web Site or whichever site
Vision is installed to.

4. Select the Vision virtual directory and then double click Authentication in the
Features view.

5. Select Windows Authentication and verify that the status is Enabled
(Anonymous Access should be Disabled). If it is not, select Enable from the
Actions menu.

6. With Windows Authentication still selected, click Advanced settings on the
Action menu. The Advanced Settings dialog box displays:
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I Enable Kernel-mode authentication

By default, II5 enables kernel-mode authentication, which may improve ;I
authentication performance and prevent authentication problems with

application pools configured to use a custom identity. As a best practice, do

not disable this setting if Kerberos authentication is used in your environment

and the application pool is configured to use a custom identity.

Clide here for more information enline

Kernel Mode Authentication Implementation

As mentioned above, under this default configuration, Vision Document Management will
not be able to delegate credentials to a WSS 3.0 server separate from the Vision
Web/application server. Two possible configurations allow Document Management to
function properly:

Disable Kernel Mode Authentication. In order to Disable Kernel Mode Authentication,
simply uncheck the Enable Kernel Mode Authentication option under the Advanced
Settings of the Windows Authentication feature for the Vision virtual directory.

Modify the ApplicationHost.config file to force the use of the Application Pool
Identity. In order to continue to use Kernel Mode Authentication but force the Application
Pool to run under its Identity rather than the Machine account, it is necessary to modify
the ApplicationHost.config file, the steps of which are outlined below:

Click Start » All Programs » Accessories.

Right-click Notepad, click Run as, and select the Administrator account.

@, This is necessary in order to save the changes we need to make to the
ApplicationHost.config file, which is protected under UAC (User Account Control) on
Windows Server 2008.

Click Open on the File menu and locate the ApplicationHost.config file from
c:\windows\system32\inetsrv\config.

Click Find on the Edit menu in Notepad and search for the following:
<location path="Default Web Site/Vision">

Locate the windowsAuthentication tag and add useAppPoolCredentials="true” as
shown in the following:
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<location path="pefault web site/vision"=
<system. webServer>
<defaultDocument enabled="true">
<files>
<zremove value="index.htm" />
<add value="index.htm" />
</Files>
</defaultDocument:
<Securit
<authentication>

<windowsAuthentication enabled="true" Wﬁ»
<anonymousAuthentication enabled="false />
<digestauthentication enabled="false" />
<basicauthentication enabled="false" />
</authentication>
</security>
<staticContent>
<clientCache cacheControlMode="NoControl" /=
</staticContent:
</system. webserver>
</ location=
6. Once the edits are complete, save your changes and restart 1S to make the changes

effective.

Both of these configuration options require that a Service Principal Name be established
for the Application Pool Identity. The following section provides more information on
creating the SPN.

Configure Service Principal Name (SPN) for Vision Application Pool Identity

Under the default configuration with Kernel Mode Authentication enabled, it is not necessary to
create a Service Principal Name for the Application Pool Identity for Windows Authentication to
work properly and creating an SPN for the Application Pool Identity in this configuration will result
in a “duplicate SPN” issue, preventing Windows Integrated Security from authenticating anyone to
the Web site.

However, For Multi Tier installations of Vision Document Management it is necessary to create a
Service Principal Name (SPN) for the domain user running the Vision Application Pool Identity
(DeltekVisionAppPool) as this is the account used for delegation.

'ﬁJ Domain rights are required to complete this step.

After you establish one of the above Kernel Mode configuration changes, use the steps
below to create a Service Principal Name for the Application Pool Identity of the
DeltekVisionAppPool.

'ﬁJ The setspn utility is installed by default on Windows Server 2008. It is not necessary to download
and install it separately.

To create a service principal name, complete the following steps:
1. Open a command prompt and enter:
setspn —A http/<Vision Web/App Server name> <domain app pool identity>
For example: setspn —A http/camqgainetk3nwb5 inettest2k3n\dmservacct3tier
2. Repeat for the FQDN of the server.

For example: setspn —A http/camgainetk3nwb5.inettest2k3n.com
inettest2k3n\dmservacct3tier
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[:m See the following related Microsoft Knowledge Base article for more information:

http://support.microsoft.com/?id=871179

Install Vision Document Management on the SharePoint 2010 Server

To install Vision Document Management on the SharePoint server, complete the following
steps:

1. Download the DeltekVision71DM.exe file and run the setup on your SharePoint Web
server.

On the first Document Management Installation Wizard page, click Next.

3. Onthe License Agreement page, select | accept the terms of the license agreement
and click Next.

4. When the following message displays to remind you to run the setup on the Vision
web/application server if you haven't already, click OK.

¥ision {Document Management) - InstallShield Wizard

f . | Please be sure to run this setup on your Delkek ision
L " webfapplication server in addition to this server,

5. On the Ready to Install the Program page, click Install to start the installation.

6. When the InstallShield Wizard Complete page displays, click Finish.

Use SharePoint Central Administration to Create the Vision Document
Management Site Collection

& I IMPORTANT INFORMATION FOR EXISTING SHAREPOINT
INSTALLATIONS!

If you already have SharePoint installed and plan to use that existing installation
of SharePoint for your Vision Document Management deployment, note that
Vision Document Management does not support integrating with an existing
SharePoint site collection and requires a dedicated top-level site on your
SharePoint server.

Create the Vision Document Management site using SharePoint Central Administration.

To finish the SharePoint configuration, complete the following steps:

1. In SharePoint Central Administration, select Application Management and Manage
Web Applications.
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2. Select the web application that you would like to create the Deltek Vision site
collection in and then select Managed Paths option. This will create a specific URL
for your Vision Document Management site collection (for example,
http://SharePoinServer/DeltekVision).

TSR &8 Maraged b
Hacr et St e

Foungabon

Adid o Mew Path .
3

P iy -
Sy S s [cetmciigan

Une the Check URL ik i
e Tt e DA v

3. Enter DeltekVision in Path and select Explicit inclusion from the Type drop-down
list and click Add Path.

Click OK.

Click Application Management and select the Create Site Collection option under
Site Collections.
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1 ERarePoint2mo Central Administration » App

=] Web Agplcations

Appheation Hanagement

L gtingey .| Site Colections
Porace < Samice Anplicabong
Databases

The Create Site Collection page displays.

Ca
: = o |
anageme
Weh Applcation
Syibi e e i Web Loehoabon:  Wp ) feamgainslkIBwha f -
B & To e & new web spploaton oo o Mew W CFET g
e e Tithe s Drncription
o '-.-.-"--"' fehoription for pour nes sae. The tke ol be dented o [Zeiet i ! |

Web %ie Address

Spenfy the URL s ird LRLL par o (T8R0E B Nl s, o CTocse 10 hitp:/ [camaainetiia dekekvgen =
ol 520 B B el
& De e
Template Selection :
Select & template

ikl araton | Mestngs | Cullem
- |': ank Soe -

6. Enter Deltek Vision in Title and enter a description, if appropriate.

7. From the URL drop-down list, select /deltekvision. This will be the top level root for
Vision Document Management.
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8. Under Select a template, accept the default of Team Site for the template to be
used and enter a username in each of the User name fields for the primary and
secondary site collection administrators. One of these needs to be the Vision
Application Pool identity.

9. Select No Quota in Select a quota template and click OK. The Top-Level Site
Successfully Created page displays.

e Arions v gl

; SharePoint 2010 Central Administratian »

10. Click the link for the top level site (in our example it is
http://camqgainetk38wb9/deltekvision) to display the site.
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Welcome to your site!

B Cuscomis the G Launc =
11. The SharePoint configuration is complete. Close SharePoint Central Administration.

Verify IIS Configuration and Configure Deltek Vision Document
Management .NET Assembly

Copy the Vision Document Management .NET assembly to SharePoint site directory.

Identify your IIS configuration to specifically identify which website and port SharePoint is
using as well as which website and port Vision is using.

If SharePoint was extended to the Default Web Site then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetput\wwwroot\bin

If SharePoint was extended to its own named web site (e.g. SharePoint — 80) then copy
Deltek.Vision.WSS30.Server.dll from <Vision Installation Directory>\Support\DM\30 to
c:\inetputiwwwroot\wss\Virtual Directories\<site>\bin

“&J By default, the <site> directory references the port chosen. (e.g. 80, 81, etc.).

Configure Document Management Service Account in Weblink
You must configure the Document Management service account (username/password) on the
System Settings tab of the Deltek Vision Weblink utility.
To configure the account in Weblink, complete the following steps:
1. On the Vision Web server, launch Weblink from Start » Programs » Deltek Vision
2. Enter the Weblink password when prompted.

3. Click the System Settings tab.
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4. Inthe Document Management group box, enter your SharePoint username and

password. This account is your SharePoint Service account/Deltek Vision Application
Pool Identity.

5. Click Test and SharePoint Credentials to validate that the information entered is
correct.

B Weblink

Weblink

iy Save B Test - Bl Change Password (7

@ Database Connection

GeneraI|Re|: & Report Server Configuration

Sharepoint Credentials
Polling Intervalsec) 3T [] send errors to Deltek automaticly

Max concurrentjobs

Copy Databases.encto | |

Default Language | English (United States) | - |

| Store Session Statein Memory | v|

Database Setup Document Management

SQL Server | | SharePoint Username | inettest2k3n\dmservacct2ter |

Database Mame | | SharePoint Password | ********* | |

= Windows Authentication (Applhication Foal 1:

Configure Vision Document Management

To configure Vision Document Management, complete the following steps:
1. Log in to Vision using an account that has access to the Configuration menus.

2. Click Configuration » General » System Settings and select the Document
Management tab.
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) General System Settings - Apple & Bartlett, PC - Period Ending 6/30,/2005 - ¥6.0 {Limited Release 1)

Lookupsl Ernail |Servers | Labels | Murmbering |Synchronizati0n Document Management | Audit Trail |Miscellaneous |

Enable Docurnent Management

Server Name/IP | camgainetk3nba| |

Wirkual Server Port

Current Site | |,O|
[ Testsite | [ view site

: Utilities

e Configuration

Bl & General
ﬁ System Settings

3. Select the Enable Document Management check box.

4. Enter the name of the server hosting Document Management. Depending on how/if you
have configured Alternate Access Mappings, the name used here may be the server
name only, FQDN'’s or custom DNS value.. Enter this value without the protocol prefix
(for example, remove the http://). In the illustration above, the value is
camgainetk3nwb4.

5. Enter the Virtual Server Port. In our example the port is 81 but on a typical dedicated
SharePoint installation the port will be 80 for the default web site..

6. Click the Lookup icon to select the current site.
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’ {¥) select Web Site X|

E thttp: /fcamnainetkanwbe 81 /deltekvision {Deltek Vision)

[ ok || cancel || Help |

7. The Select Web Site dialog box displays the available sites. Select a site and click OK.

8. Save your changes.

Configure Constrained Delegation

Because your SharePoint server is on a separate physical server and because the Vision Web
server needs to pass the domain credentials of your Vision Document Management users on to
the SharePoint server, you must configure Constrained Delegation.

‘ﬁ,l This assumes a non-Internet deployment of Vision Document Management using Kerberos
authentication. If you are deploying Vision Document Management so that it is accessible over the
Internet, then you need to skip ahead to “Optional: Configure Protocol Transition” in the next
section.

To configure Constrained Delegation, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for delegation to specified services
only option.

5. Select the Use Kerberos only option.
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DMServAcct3Tier Properties llil

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

s

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

QK I Cancel | Apply |

6. Click Add. The Add Services dialog box displays.

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate
uzers or computers, and then click the services.

To select one or more Lser of computer names, click
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Port | Semvice Name| Dlomain

4| | ©

Select &l |

ok | Cancel |

7. Click Users or Computers. The Select Users or Computers dialog box displays.
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Select thiz object type:
IUsers, Cormputers, Built-in security principalz, or Other objects Object Types... |
Fram thiz location:
IINETTEST2K3N.CDM Laocations... |
Enter the object names to select [eramples]:
CAMOAINE TEANS51 LCheck Hames I
Advanced... | ok | Cancel |
2
8. Locate the http service, select it, and click OK.
To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,
Ta select ane or mare wser or computer names, elick. .o o Computers |
Uzerz or Computers. -
Auallable services:
Service Type | |Jzer or Conmputer | Paort | Service Mame | D;l
dhzcache CamMOAIMETKINSST
eventlog CamMOAIMETKINSST
eventgpstern  CAMOAINETKINSST J
fam CamMOAIMETKINSST
HOST CamMOAIMETKINSST
hitp CamMOAIMETE NS5
zharepoint.inettest 2k 3
ias CamMOAIMETKINSST
jizadrmin CamMOAIMETKINSST -
[ FARTAIME TE 2RI S 21
di | _>I_I
Select all |
ak I Cahicel |
9. The Delegation tab should look like this:
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DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

* Use Kerberos anly

" Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
" Expanded RBemaove |
QK | Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the SharePoint
server, this is known as Constrained Delegation.

There are two http service types listed. These service types are known as Service Principal
Names (SPNs). The SPN referencing CAMQAINETK3NSS1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (IIS) was installed.
The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was created using
the setspn utility that allows us to register the custom FQDN of the server, which provides more
meaning than the actual machine name.

Optional: Configure Protocol Transition

If Vision Document Management functionality is required over the Internet and you will be using a
custom DNS/FQDN for the SharePoint URL (as in our example, visionl.inettest2k3n.com), then
you need to configure a form of delegation referred to as Protocol Transition. If Document
Management functionality is not required, you can skip this step.

The Kerberos authentication protocol must be used to authenticate from the Vision Web server to
the SharePoint server. However, if Vision is deployed in an Internet scenario and there are users
outside of the firewall who need to access Document Management features, then Kerberos
authentication cannot be used to authenticate the client to the Web server. This is because the
client needs to have the ability to negotiate a Kerberos ticket with the Key Distribution Center
(KDC), which is a service running on a Domain Controller. This requires port 88 to be opened
inbound on the firewall to the Domain Controller, which is not an advisable configuration.

To get around this, you must be running a Native Windows Server 2003 functional domain.

Protocol Transition is configured by selecting the Use any authentication protocol option
instead of the Use Kerberos only option, which is used to configure Constrained Delegation.
This allows the client to authenticate to the Vision Web server using NTLM instead of Kerberos,
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and that authentication is then “transitioned” over to Kerberos for Delegation to the SharePoint
server.

To configure Protocol Transition, complete the following steps:
1. Open the Active Directory Users and Computers MMC on a Domain Controller.

2. Locate the User account for the Vision Application Pool Identity (MOSS Service account),
which is most likely under the Computers Organizational Unit (OU).

Right-click and select Properties.

4. On the Delegation tab, select the Trust this user for Delegation to specified services
only option.

5. Select the Use any authentication protocol option.

DMServAcct3Tier Properties llil
Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation

™ Trust this user for delegation to any service [Kerbenos only)

{® Trust this uzer for delegation o specified services onl

= Use Kerberas anly
' Use any authentication protocol

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc

1| | i
[~ Expanded Add... | Bemnove I

QK | Cancel | Apply |

6. Click Add. The Add Services dialog box displays.
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uzers or computers, and then click the services.

To zelect one or more uzer of computer names, click
Uzerz or Computers.

Auallable services:

Add Services E ‘

To allow gervices to be delegated for a uzer or computer, gelect the appropriate

Service Type | |Jzer or Conmputer | Part | Service Name| D armain

0K

Select Al |

Cahicel |

i

7. Click Users or Computers, search for the SharePoint server, and click OK.

Select Users or Computers

Select thiz object type:

IUsers, Cormputers, Built-in security principalz, or Other objects

Fram thiz location:

IINETTEST2K3N.CDM

Enter the object names to select [eramples]:

2%

Object Types...

Locations...

CAMGAINETEINSST

(]9

LCheck Hames

| Cancel

i

Advanced... |

)

8. Locate the http service for the SPN (FQDN) you created earlier (in our example,
sharepoint.inettest2k3n.com), select it, and click OK.
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To allow zervices to be delegated for a user or computer, select the appropriate
users or computers, and then click the services,

To select one or more Lser of computer names, click Users or Computers. . |
|Jzerz or Computers,

Available zervices:

Service Type | |Jzer or Computer | Fort | Service Namel D;I
dnacache CAMOAIMETKIMNSS1
eventlog CAMOAIMETKINSST
eventzystem CAMOAIMETKINSST J
fam CAMOAIMETKIMNSS1
HOST CAMOAIMETKIMNSS1
http CAMOAIMETK 3NS5

zharepaint. inet

ias CAMUAINE TEANSST
iisadmin CAMOAINETEINSST
P CAROMARETE ARSCT hl
Al | _'l_|

Select Al |
ok I Cancel |

This illustration shows two http service types. Unless you have registered a custom
FQDN using the setspn utility, only the server name displays. These service types are
known as Service Principal Names (SPNs).

The SPN referencing CAMQAINETK3NSSL1.inettest2k3n.com was created
automatically when the server was added to the domain and the http service (1IS) was
installed.

The second SPN referencing sharepoint.inettest2k3n.com is a new SPN that was
created using the setspn utility that allows us to register the custom FQDN of the server,
which provides more meaning than the actual machine name.
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The Delegation tab should look like this:

Organization I tdember OF I Dial-in I Ernviranment I Sessions
Remote control I Termminal Services Profile I COM+
General I Address I Account I Prafile I Telephones  Delegation

Delegation iz a security-zensitive operation, which allows services to act an
behalf of another uzer.

™ Do not trust this user for delegation
™ Trust this user for delegation to any service [Kerbenos only)
{® Trust this uzer for delegation to specified zervices only

= Use Kerberas anly

& Ase any authentication protocok

Services to which this account can prezsent delegated credentialz:

Service Type | Uzer or Computer | Paort | Service Name| Dc
http CamMOalMETKINSS3
1] | 2
[ Expanded

Add.. | Bemove |

QK I Cancel | Apply |

Because we are explicitly specifying the http service and not all services on the
SharePoint server, and because we are using the Use any authentication protocol
option and not Kerberos, this is known as Protocol Transition.
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Appendix A: Active Directory Domain Functional
Level

Active Directory Domain Functional Levels
There possible active directory functional levels are listed below:
=  Windows 2000 Native — All domain controllers are Windows 2000

=  Windows 2000 Mixed — Server 2003 domain with support for Windows 2000 domain
controllers

= Windows Server 2003 — “Native” where all domain controllers are Server 2003
=  Windows Server 2008
=  Windows Server 2008 R2

However, only the Windows Server 2003 and above domain functional levels are supported for
Vision 7.1 Document Management.

The domain configuration for the first two is effectively the same as far as Document
Management is concerned and are not supported for Vision 7.1 Document Management because
your only option is to configure what is called Unconstrained Delegation. The remaining three
domain functional levels can be configured for Unconstrained Delegation; however, Constrained
Delegation is much more secure and required for Vision Document Management. Another benefit
of a native Server 2003 and above domains is that it supports Protocol Transition, which is
necessary to support Internet deployments of Vision where Document Management functionality
is required.

Identify the Domain Functional Level

To check the functional level of the domain, open the Active Directory Users and Computers tool
on the Domain Controller:

£# Active Directory Users and Computers

@ File  Action View ‘Window Help
&= E@EliRxXEFnE

@ Active Direckory Users and Computers [camgadcd
-] saved Queries

=23 camoanDzo03

7|7 Builtin

D Computers

@ Domain Controllers

Right-click the domain, and select Properties.
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CAMOQAADZ003 Properties

Gieneral | Managed B_I,JI Elbiectl Securit_l,ll Group F'Dlic_l,ll

@ CAMOAAD 2003

Domain name [pre-wWindows 2000]; CamiasaD2003

Diescription;

Damain functional level:
wéidowes 2000 mived

If you need to raise the domain functional level to that supported by Vision 7.1 Document
Management, see the steps in the next section, “How to Raise the Domain Functional Level.”

How to Raise the Domain Functional Level

To raise the domain functional level, all Domain Controllers in the domain must be running
Windows Server 2003.

This action cannot be reversed. Be sure that you want to raise the domain function level before
you proceed.

To raise the domain functional level, complete the following steps:
1. Open the Active Directory Users and Computers MMC on your Domain Controller.

2. Right-click the domain, and select Raise Domain Functional Level on the shortcut
menu.

£# Active Directory Users and Computers

<3 File  Action MWiew ‘Window Help

&= | BB xERB|
@ Ackive Directory Users and Computers [camgadcZ
D Saved Queries

E@

Delegate Contral...

Find. ..

Connect ko Damain...

Conneck to Domain Contraller...
Raise Damain Functional Level. ..
Operations Masters. ..

Mew 3
Al Tasks »

Mew Window From Here

Refresh

Properties

Help

Select Windows Server 2003 from the Select an available domain functional level drop-down list,
and click the Raise button
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Dramait harme:;

CAMOasAD2003

Currett domain functional level

windows 2000 mixed

Select an available domain functional lewvel:

Windows 2000 native

il
Windows Server 2003
an domain functional levelz, click Help.
Baize I Cancel Help
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Appendix B: Configure SharePoint for a Custom
URL

Several SPN’s will likely have been created in your configuration for the Vision and/or SharePoint
Application Pool identity referencing the server name and FQDN of the respective servers.
These SPN's are required for Windows Authentication and delegation to work properly.

By default, your SharePoint server will correctly resolve both the servername url
(http://serveraname) and also the FQDN URL(http://servername.company.com) . However, If you
will configure your SharePoint server to use a custom DNS record for the URL (e.g.
http://sharepoint.company.com you must create additional SPNs and also create Alternate
Access Mappings in SharePoint.

Configure SPN and Alternate Access Mappings for Custom URL
for SharePoint Web Server

Consider the following:

= If the URL you want to use for your users to access SharePoint will be a custom DNS
entry (for example, sharepoint.company.com), you will need to create a Service Principal
Name (SPN) for this URL if your Application Pool Identity requires it.

= An SPN will not be required if the SharePoint Application Pool runs as Network Service
or if your deployment is a single tier installation and Kernel Mode Authentication is
enabled.

=  For Multi-tier deployments where Constrained Delegation or Protocol Transition needs to
be configured, you must also create an SPN for the SharePoint server (in addition to the
Application Pool Identity mentioned above).

= If you use a custom DNS entry, you must also configure an Alternate Access Mapping
(AAM) in SharePoint for the this. (Creation of an AAM is not necessary for an FQDN
based on the server name).

EEI For more information on SPNSs, refer to the following Microsoft support article:
http://support.microsoft.com/?id=871179.

Add SPNs for a Custom DNS Name

As indicated above, there are potentially two SPNs needed here. The first will be for the Custom
DNS name being used when the SharePoint Application Pool Identity requires it and the second
will be for the SharePoint server name in order to properly configure delegation.

To add an SPN for a custom DNS name for the SharePoint Application Pool Identity,
complete the following steps:

=  Open an administrative command prompt (using ‘Run as Administrator’) and run the
following command:

Setspn -A HTTP/CustomDNSName Domain\<SharePoint Application Pool ID>

Where CustomDNSName is the fully qualified custom DNS name of the server (for
example, Vision.company.com) and Domain\<SharePoint Application Pool ID> is the
actual netbios computer name of the server (for example, Server01).
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To add an SPN for a custom DNS name for delegation purposes, complete the following
steps:

=  Open an administrative command prompt (using ‘Run as Administrator’) and run the
following command:

Setspn -A HTTP/CustomDNSName WebServerNethiosName

Where CustomDNSName is the fully qualified domain name of the server (for example,
Vision.company.com) and WebServerNetbiosName is the actual netbios computer name
of the server (for example, Server01).

Create or Modify Alternate Access Mappings WSS 3.0/ MOSS
2007

To create or modify alternate access mappings, complete the following steps:

1. On the SharePoint server, open SharePoint 3.0 Central Administration via Start »
Administrative Tools.

2. Click Operations » Alternate Access Mappings.

Central Administration = Operations = Alternate Access Mappings

Alternate Access Mappings

_j' Edit Public URLs | =i Add Internal URLs | = Map to External Resource Alternate Access Mapping Collection: | Show All -
Change Alternate Access Mapping Collection
Internal URL Fone Public LRL For g R \fﬂ
http ) fcamqainetkinss 140408 Defaulk http:jicamgainetk3nss1:40408
http:ffcamgainetk3nss1 Default http: ffcamgainetk3nss1

3. Click Show All and select Change Alternate Access Mapping Collection. The Select
an Alternate Access Mapping Collection page displays.
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; Select An Alternate Access Mapping Collection -- Wehb Page Dialog il

Select An Alternate Access Mapping Collection

N LRL
Central ddministration http:ffcamgainetk3nss1: 40408
SharePaint - &0 http:ffcamgainetk3nss1

Zancel

4. Select the link for the new SharePoint web application you created. In the above
illustration, it is SharePoint — 80. This will filter the list to only show the mappings for this
application. The Alternate Access Mapping page displays.

Central Adminiskration > Operations = Alternate Access Mappings

Alternate Access Mappings

_j' Edit Public URLs | = Add Internal URLs | =i Map to External Resource Alternate Access Mapping Collection: | SharePoint - 80 ~
Inkernal LRL Zone Public URL for Zone
htkpefframgainetk3nss1 Default http: ficamgainetk3nss1

5. Click the Edit Public URLs button. The following page displays.
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Central Administration > Operations > Alternate Access Mappings > Edit Public Zane URLs

Edit Public Zone URLs

Alternate Access Mapping Collection Alternate Access Mapping Collection: | SharePoint - 80 -

Select an Alkernate Access Mapping Collection,

Public URLs Default

Enter the public URL prokocol, host, and port bo use For this resource in K i

any or all of the zones listed, The Default Zone URL must be defined, It |htt|3 +//sharepolht.insttestzkan.com
will be used if needed where the public URL For the zone is blank and For Intranet

administrative actions such as the URLs in Quota e-mail,

http: ffgo. microsoft. comiPulink/?LinkId=114854 I

Internet

Cuskarm

Extranet

Save | Delete | Cancel |

6. Modify the Default URL to specify the custom DNS name or enter the custom DNS name
in another zone field and click Save. If a port is specified, do not remove it.

Create or Modify Alternate Access Mappings SPF / SharePoint
Server 2010

To create or modify alternate access mappings, complete the following steps:

To [insert procedure], complete the following steps:

1. On the SharePoint server, click Start » Microsoft SharePoint 2010 Products »
SharePoint 2010 Central Administration.

: _'SﬁgrePoinmma Central Administration

The SharePoint Health Analyzer has detected some critical 1ssues that require your attention, Miew these issues,

Central .

Administration = | Application o Systemn Settings

application Management [____0 Management. . % g = Manage servers in this farm
Manage web applications Manage services on server

Systern Settings Create site callections Manage farm features

Maonitaring Manage service applications Canflgure alternate access
Manage content databases mappings

Bzarliiim and Dactara

2. Click Configure Alternate Access Mappings under System Settings.
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rinistrator -

~ e . . . . " !
&, SﬁgrePomtmm Central Administration » Alternate Access Mappings 4 4
Ilikelt  Tags &
Motes
Central
Administration :3' Edit Public URLs = Add Internal URLs =i Map to External Resource  Alernate Access Mapping Collection: | Show all »

Application Managernent

Systemn Settings Internal URL Zone Public URL for Zone

Manitoring http:/fcamopskar2 3trpt Default http://camopsk&re Strpt

Backup and Restors http://camopskarzatrpt: 19043 Default hitp:/fcamopsksr23trpt: 19043

Security

3. Click Show All and select Change Alternate Access Mapping Collection. The Select
an Alternate Access Mapping Collection page displays

,g Select An Alternate Access Mapping Collection -- Webpage Dialog

Select An Alternate Access Mapping Collection

LURL
Central Adrministration http:/fcarmopskar23trpt: 19043
SharePoint - 30 http:/fcamopskEr23trpt

Cancel

4. Select the link for the new SharePoint web application you created. In the above
illustration, it is SharePoint — 80. This will filter the list to only show the mappings for this
application. The Alternate Access Mapping page displays.

o . . . . - i
&, SharePoint 2010 Central Administration » Alternate Access Mappings - 4
Iliket  Tags &
Maotes
Central -
Administration S} Edit Public URLs =0 Add Internal URLs = Map to External Resource  Alternate ficcess Mapping Collection: | SharePaint - £
Application Managernent
System Settings Internal URL Zone Public URL far Zone
Monitaring hitp:/fcamopskars 3trpt Default http/fcamopskBr2strpt

Backup and Restore

Security

5. Click the Edit Public URLs button. The following page displays.
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Central
Administration

application Management
System Settings
Monitoring

Backup and Restare
Security

Upgrade and Migration

General Application
Settings

Configuration Wizards

g §ﬁ'§‘rePoint2010 Central Administration » Edit Public Zone URLs

Alternate Access Mapping Collection

Select an Alternate Access Mapping Collection.

Public URLs

Enter the public URL protocal, host, and port ko use For this resource in
any or all of the zones listed. The Default Zone URL must be defined. 1t
will be used if needed where the public URL For the zane is blank and Far
administrative ackions such as the URLs in Quota e-mail,

hikkpe ffgo.microsoft, comyfelink 7LinkId=114854

& L
Ilikelt  Tags &
Motes

Alternate Access Mapping Collection: | SharePoint - 80 ~

Default
Ihttp ://sharepoint2010.inettestzk3nl.com

Intranet

Internet

Custorn

Extranet

| Delete | Cancel |

6. Modify the Default URL to specify the custom DNS name or enter the custom DNS name
in another zone field and click Save. If a port is specified, do not remove it.
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Configure Constrained Delegation or Protocol Transition When
Using a Custom DNS Record

To configure delegation when using a custom DNS record for SharePoint and a domain
account as the Vision Application Pool Identity complete the following steps:

1.

2
3.
4

5.

Open the Active Directory Users and Computers MMC,
Locate the domain account for the Vision Application Pool Identity.
Right-click and select Properties.

Click the Delegation tab:

DMSeryAcct3Tier Properties i
Organization I tember OFf I Dial-in I Erwviranment I Sessions
Femate control I Terminal Services Profile I CO+

General | Address | Account | Profle | Telephones — Delegation

Delegation is a secunity-sensitive operation, which allows services to act on
behalf of another uzer.

" Do not trust this user for delegatioré

€ Trust this user for delegation to any service [Kerberos anly)
€ Trust this user for delegation to specified services only

= llze Kerberos only

£ Wze any authertication protocal

Semvices bowhich this account zan present delegated| eredentials:

Service Type | Uzer or Computer | Fort | Service Name| Dc
1] | 2l
[ Expanded Add, . | Bemove |

(] I Cancel | Apply |

Select the “Trust this user for delegation to specified services only” and if configuring
Constrained Delegation select “Use Kerberos only” or “Use any authentication protocol”
for Protocol Transition. Click Add
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To allow services to be delegated for a uger or computer, select the appropriate
uzerz or computers, and then click the services.

To gelect one or more user or computer names, click
Uzers ar Computers.

Users or Computers.

Available services:

Semwvice Type | zer or Computer | Fort | Semvice Namel Domain

1| | ©
Select Al |

[].4 | Cancel |

6. Inthe Add Services dialog box, click the Users or Computers button and enter the
SharePoint netbios server name, (not the custom DNS name as that will not be a valid
AD object). Click OK.

Select Users or Computers

Select thiz object type:

IUsers, Computers, Built-in zecurity principals, or Other objects Object Tupes...

FErom thiz location:
IINETTEST2K3N.EDM Locations...

Erter the object names to select [examples):
camopskBr23tpl Check Mames

FiE,

Advanced... | QK I Cancel

7. Select the http SPN for the custom DNS name of the SharePoint server (e.g.
sharepoint.company.com):

&
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To allow services to be delegated for a user or computer. select the appropriate
ugers or computers, and then click the services.

To zelect one or more wzer or computer names, click Users or Computers... |
Users or Computers.

Awailable services:

Service Type | User or Computer | Part | Service r\ﬂ
eventlog CAMOPSEBRZITRPT
eventsystern  CAMOPSKBRZITRPT
fan CAMOPSKERZITRPT J
HOST CAMOPSKER2ITRPT
http CAMOPSKERZATRPT

U110 inette

jas CAMOPSKBRZITRPT
iisadmin CAMOPSKSRZITRPT
mesve CAMOPSKSR23TRPT

raEeeamaar CAMMPCK ORI TEET hd
A r | 3
Select All |

Ok I Cancel |

8. Click OK. The Delegation tab should look like this when you have completed this
procedure:

DMServAcct3Tier Properties ﬂﬂ

Organization | Mermber OFf | Dialitx | Erviranment | Sesziong
Remate control | Terminal Services Profile I CObd+
General | Addiess | Account | Profle | Telephones — Delegation

Delegation is a secunty-zensitive operation, which allows services to act on
biehalf of another uzer,

€~ Da not brust this user for delegation
™ Trust this uzer for delegation to any service (Kerberos only)
& Trust this uzer for delegation to specified services anly

' |ze kerberos only

" |se any authentication protocal

Services to which this account can present delegated credentials:

Service Type | User or Computer Paort | Service
i L

< | 2l

" Espanded Add... |

Bemove |

0K I Cancel | Spply |
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Appendix C: Manual Installation of Vision
Document Management

If you have an existing installation of SharePoint and would prefer not to run the Vision Document
Management installation on that server, follow the steps below to manually configure the
necessary components:

To set up Document Management manually for an existing SharePoint installation,
complete the following steps:

1.

Extract the document management setup using the following command:
<Path to Deltek DM Setup>:\<DM .exe> /extract_all:<Path to folder to extract contents>
For example:

C:\Users\administrator.INETTEST2K3N\Downloads\DeltekVision71DM.exe
/extract_all:C:\Users\administrator.INETTEST2K3N\Downloads\DMExtract

Install WSE 2.0 SP3 from <Path to Extracted DM
Files>\Disk1\Support\Patches\WSE20\W SE20SP3Runtime.msi

Copy the following files from <Path to Extracted DM Files>\Disk1\Support\DM\30 to the
SharePoint ISAPI directory (C:\Program Files\Common Files\Microsoft Shared\Web
Server Extensions\<version>\ISAPI) where <version> is 12 for WSS 3.0/MOSS 2007 and
14 is for SPF 2010 or SharePoint 2010 Server.

WSSVision.asmx
WSSVision.disco
WSSVision.wsdl
wssvisiondisco.aspx
wssvisionwsdl.aspx

These are the document management web service files.
Modify the SharePoint web.config file in the ISAPI directory (specified above) as follows:

NOTE: Be sure to make a backup of the web.config file before you proceed as incorrectly
modifying this file will render your SharePoint installation unusable.

ADD the highlighted sections below:

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<configuration>
<configSections>
<section name="microsoft.web.services2"
type="Microsoft.Web.Services2.Configuration.WebServicesConfiguration,
Microsoft.Web.Services2, Version=2.0.0.0, Culture=neutral,
PublickeyToken=31bf3856ad364e35" />
</configSections>
<system.web>
<webServices>
<protocols>
<remove name="HttpGet" />
<remove name="HttpPost" />
<remove name="HttpPostLocalhost" />
<add name="Documentation" />
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</protocols>
<soapExtensionTypes>
<add type="Microsoft.Web.Services2.WebServicesExtension,
Microsoft.Web.Services2,Version=2.0.0.0, Culture=neutral,
PublicKeyToken=31bf3856ad364e35" priority="1" group="0" />
</soapExtensionTypes>
</webServices>
<customErrors mode="0n" />
<httpRuntime maxRequestLength="128000" executionTimeout="900" />
</system.web>

<microsoft.web.services2>
<messaging>
<maxRequestLength>128000</maxRequestLength>
</messaging>
</microsoft.web.services2>
</configuration>

5. Register the Deltek .NET Assembly into the Global Assembly Cache via an
Administrative command prompt (via ‘Run as Administrator’):

“<path to extracted folder>\Disk1\Support\Utilities\"gacutil /i "<path to extracted
folder>\Disk1\Support\DM\30\Deltek.Vision.WSS30.Server.dll"

For example:

C:\Users\administrator.INETTEST2K3N\Downloads\DMEXxtract\Disk1\Support\Utilities\ga
cutil.exe /i

"C:\Users\administrator.INETTEST2K3N\Downloads\DMExtract\Disk 1\Support\DM\30\De
Itek.Vision.WSS30.Server.dll"

6. Copy the Deltek .NET Assembly to the SharePoint web application \bin folder (e.qg.
c:\inetpub\wwwroot\wss\virtual directories\<port>\bin). If SharePoint was installed to the
default website then the path will be c:\inetpub\wwwroot\bin.

7. Complete the remainder of the configuration as described in the installation and
configuration instructions for your deployment.
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Appendix D: Troubleshooting

Vision Document Management is a very complicated software component, especially with regard
to many of the domain specific functions including SPN’s, Kerberos and Delegation. The
following information will help in troubleshooting issues that may likely arise during the
configuration of Vision Document Management.

"&J Domain rights are required to perform most of the troubleshooting steps identified in this
appendix.

SPN Troubleshooting

Setspn.exe

Setspn.exe is a command line executable that has a variety of switches that can be used to list
existing SPN's for a specific domain object (computer or user account) as well as to check for the
existence of duplicate SPN’s. Run setspn /? from a command prompt to see syntax and usage
examples.

SPNQuery.vbs

This visual basic script is available for download from Microsoft via the following url:
http://support.microsoft.com/kb/321044)

When executing this script, the following will dump all http specific SPN'’s to a text file so you can
search for duplicates:

cscript spnquery.vbs http/* >SPNCheck.txt

Kerberos Troubleshooting

Kliste.exe

Klist is a command line tool included with Windows 7 and Server 2008/R2 that allows you to see
Kerberos tickets granted to a specific user account. This is replacement to the Windows 2000
support tool Kerbtray.

Fiddler
http://www.fiddlertool.com

Fiddler is an http debugging proxy that allows you to see details of individual http requests
including authentication headers.

Deleg Config Tool
http://blogs.iis.net/brian-murphy-booth/archive/2009/04/22/delegconfig-v2-beta.aspx

This tool is an ASP.net application that may be helpful to validate your SPN, Kerberos and
Delegation configuration. The tools has been known to have issues so it may or may not work in
your specific environment.

Kerberos Event Logging
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http://support.microsoft.com/kb/262177

Kerberos event logging can be enabled via a registry setting that will write Kerberos specific error
conditions to the Windows event logs.

Internet Access, Authentication Prompts and Windows
Credential Manager
If Vision Document Management will be accessible via the Internet, there are a variety of

authentication prompts that the user will have to traverse to access the application. These
prompts are shown and discussed below as well as a potential work-around.

1. When the user first accesses the Vision virtual directory via (http://server/vision) they will
be challenged by 1IS and the Internet Explorer browser will present the following
authentication dialog as they are not yet authenticated to your domain.

wososes =

Connecting to camopskBr23twb.inettestZkBn.com.

- |inettestZkSn\ducmgmluseracct |

| ....I.ll.l |
L“ Domain: inettest2k8n

| Remember my credentials

[ OK H Cancel l

2. They will need to enter their domain credentials as shown above.

3. At this point the ClickOnce application will be downloaded and initialized at which point
they will receive the next prompt from asking for the same domain credentials. The
reason for this second prompt is that the browser cannot “pass” the credentials to the
winform client application.

Windows Login Credentials @

Please enter valid windows credentials toconnect tothe
Deltek: Vision webserver,

Username docmgmituseracct

EEEE S

Password

Domain ingttestan

I = [} e
| QK Cancel |

4. Once these credentials are entered you will be able to login to Vision.

5. The final prompt will occur the first time the user attempts to edit any text editor field.
These fields are identified by a pencil icon will present the user with another 11S/browser
based prompt as this is a call to an ASP.net page on the web server but the request is
coming from the winform client application, not the browser so the previously entered
credentials cannot be used.
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- Text Library - Apple & Bartlett, PC - Period Ending 6/30/2005 - v6.2

B2 Applications &

. E.j' Info Center

€# Companies
@, Contacts
ﬂ Leads
[25] Marketing Campai
@ Opportunities
& Employees
&4 Frojects
B Units
# Consultant/Partna
Bl Text Libraries
[ &3 Accounts

Connecting to camopskBr23twb.inettest2k8n.com.

31 CahﬂdarfﬁCtiVN — iinetkestlldin\docmgmtusaacd

L e

Remember my credentials

6. At either of the browser based prompts if the user checks the box on the login screen to
“Remember my credentials” they will no longer be prompted to authenticate. Checking
that box stores the users entered credentials and associates them with the url used to
access the application so all future requests are automatically authenticated.

The credentials are stored by the operating system in the Credential Manger in Windows
7 and the Stored User Names and Passwords in Windows XP.

=[O e
. . . 2
e S » Control Panel » User Accounts » Credential Manager - Search Control Panel P
Control Panel Home . . o F
" Store credentials for automatic logon
Use Credential Manager to store credentials, such as user names and passwords, in vaults so you can
easily log on to computers or websites.
2 Windows Vault
Default vault location
-
Backup vault Restore vault
Windows Credentials Add a Windows credential
camopskBr23twh.inettest2kBn.com Modified: Today ()

ﬁj It is possible that this functionality has been disabled by the system administrator via
domain Group Policy. In that case the users will need to enter their credentials as shown
above but will only need to enter them once per login session.
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Appendix E: Use a Site Collection SharePoint
Account instead of Farm Administrator Account

The default configuration steps for Document Management advise you to use the SharePoint
Farm Administrator account as the Deltek Vision Application Pool Identity and SharePoint Service
Account. Due to security limitations this may not always be possible. The following steps provide
a work-around that will allow the use of a Site Collection Administrator instead of using the more
privileged Farm Administrator.

1.

First, configure Deltek Vision Document Management as per the installation/configuration
instructions using the SharePoint Farm Administrator account throughout the process up
to and including configuring Document Management in Deltek Vision Configuration-
>System Settings->Document Management tab.

Thoroughly test to ensure that all Document Management functionality is working,
especially uploading a document from within Deltek Vision

Once Document Management functionality has been validated, identify a Site Collection
Administrator account for the Deltek Vision site collection in SharePoint and reconfigure
the following Deltek Vision configuration using this new account.

= Deltek Vision Web/Application server local security (Administrator and IIS_IUSRS
local groups and Logon as a Service, Local Security Policy right)

= Deltek Vision Application Pool Identity

= Deltek Vision SharePoint Service Account in Weblink (System Settings tab)

= Domain Service Principal Name configuration

= Domain Delegation/Protocol Transition configuration

Once the above re-configuration has been completed and all Document Management
functionality has been re-validated, remove the SharePoint Farm Administrator account
from the Deltek Vision web/application server configuration as well as removing the
account from Domain SPN'’s and Delegation configuration.
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